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About This Tutorial

« Explore the IP Communication (IPC)
environment and tools for managing
IPC

* Highlight the key features of Cisco’s
Service Monitor (SM) and Cisco 1040
Sensors

* Follow along with various scenarios
detailing how to deploy and configure
SM and Cisco 1040 sensors for
managing IPC

* Provide system administration
guidelines for Service Monitor and
Cisco 1040 sensors

* Provide links to additional information
on SM, IPC, and CiscoWorks
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About This Tutorial

Welcome to the Service Monitor (SM) v1.0 tutorial! This tutorial provides self-paced training focused on using
the key features of Service Monitor and the Cisco 1040 sensors.

The tutorial is structured as a series of self-paced chapters that explore the architecture, key features,
common usage, and system administration guidelines for the product. Also included as part of the tutorial is a
helpful reference section containing links to technical documents on component products, concepts, and
terminology. The tutorial material is presented through text, illustrations, hypertext links, and typical

scenarios.
This tutorial is an excellent resource to introduce you to using the many features found in the Service Monitor
product.
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How the Tutorial Is Organized

Explore the IPC environment, the challenges, and

Introduction to IP tools for managing IPC
Communications

Learn about the key features of SM and the Cisco

Service Monitor 1040 sensors for monitoring the IPC infrastructure
Product Features

Using several examples, learn how to deploy and
Service Monitor configure the SM and the Cisco 1040 Sensors
Scenarios

Review important system requirements, installation

SM/ Cisco 1040 guidelines, and system administrative functions
System Administration

A comprehensive set of links to information on
References Service Monitor, CiscoWorks, and IPC
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How This Tutorial Is Organized
The tutorial is divided into five chapters:
Chapter 1: Introduction to IP Communications

This chapter highlights challenges often encountered in the IP Telephony environment and ways to manage
the IP Communications (IPC) devices and services.

Chapter 2: Service Monitor Product Features

This chapter discusses the key features of the Service Monitor (SM) and the Cisco 1040 sensors which
report to SM. The product is presented through both discussions of the major functional components and
screen shots of many key features.

Chapter 3: Service Monitor Scenarios

This chapter walks you through step-by-step examples to provide hands-on experience using the Service
Monitor application and the Cisco 1040 sensors. The case studies begin with steps on planning, how to get
started, followed by using various features to monitor and analyze call streams.

Chapter 4: System Administration Guidelines

This chapter provides information about the client and server requirements, software installation guidelines,
security administration, periodic maintenance, and troubleshooting tips.

Chapter 5: References

This chapter contains a list of additional product information, such as links to related white papers and
documentation.
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Chapter 1 Outline

What is IPC?

Challenges to Managing IPC

Managing IPC Environments

Cisco’s IPC Management
Solution

- Operations Manager

- Service Monitor
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Chapter 1 Outline

This chapter will set the stage for managing IP Communications (IPC) devices and services and introduce
you to a family of CiscoWorks products that can help you overcome the challenges to managing the IPC
environment.

Chapter 2 will then focus on all the features provided specifically by Service Monitor and the Cisco 1040
sensors, followed by several scenarios in Chapter 3 that illustrate how to deploy and use some of the key
features of these products. Chapter 4 will present system administration topics, including installation
requirements, post installation tasks, features or tasks specific to the system administrator, and
troubleshooting tips. Finally, use Chapter 5 as a way to find all your links to important information on Service
Monitor.
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What is IPC?
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What is IPC?

Not long ago, IP Communications (IPC) was synonymous with IP telephony, and organizations adopted it
primarily to save money on phone bills and network support. But today, IPC encompasses so much more
than IP telephony, and companies are capitalizing on their quality of service (QoS)-enabled IP networks that
they built for IP telephony for more advanced multi-media applications.

The IPC environment consists of the IP transport devices and the IP communications intelligence built into
the IPC application services. IP communications is a comprehensive system of powerful enterprise-class
solutions which include:

* IP Telephony—provides the full array of telephony services users expect in a business
communications solution. It bridges IP communications protocols with the existing time-division
multiplexing (TDM) network. It enables you to use either the TDM public network or managed IP
networks to connect locations.

+ Unified Messaging—delivers powerful messaging tools (e-mail, voice, and fax messages sent to one
inbox) and intelligent voice messaging over a single integrated system

* Rich Media Collaboration—bringing video and high-quality audio together to make conferencing as
productive and natural as face-to-face meetings.

» IP Customer Contact (IPCC) solutions—delivers intelligent contact routing, integrated interactive
voice response, and multimedia contact management to contact center agents over an IP network.

Enabled by an intelligent wired or wireless network, communication now extends to wherever your
employees are. Deployed as a comprehensive system, IP communications is more than dial-tone
replacement. The benefit is a dramatic improvement in operational efficiencies, organizational productivity,
and customer satisfaction. With the deployment of IP communications you create a collaborative workforce,
increase competitive advantage, and deliver measurable ROl. A smooth operation does not come without
obstacles; the IPC environment needs to be managed.

Service Monitor v1.0 Tutorial © 2006 Cisco Systems, Inc. Introduction 1-7
All rights reserved.



Challenges to Managing IPC

The Need

With the migration to converged networks, network administrators need to ensure adequate
availability and bandwidth for deploying multiple services over IP packet-based networks
using quality of service features built into the IP fabric.

Voice and video traffic
has low bandwidth
requirements, but can
not tolerate delays,
packet loss, and jitter

Data traffic is bursty in
nature and tolerant to
delay and Jitter

Tradeoff
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Challenges to Managing IPC

Businesses are constantly searching for methods to increase their effectiveness while attempting to cut
costs. One cost savings step was the convergence of their voice, video, and data networks. Converged
networks present businesses with a new communications paradigm, which has the potential to create new
business efficiencies and increased employee productivity while cutting cost dramatically.

Cisco’'s AVVID (Architecture for Voice, Video, and Integrated Data) brings a standards-based open-
architecture to multi-service networking. Cisco AVVID does away with the extremely inefficient disparate
facilities for each application transport by allowing the enterprise network to converge over a common IP
transport. Of course, the flexibility provided to voice and video solutions by AVVID also present new
management challenges for the network managers; namely the ability to ensure adequate availability and
bandwidth for the mixed services now running over a single network.
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Challenges to Managing IPC

The Complexity
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Challenges to Managing IPC

Deployment of IP telephony is not simply a convergence of voice and data technologies, rather it is a
convergence of the people and processes that support the technologies. To approach the challenge,
companies often divide IP telephony into two components: the infrastructure and the services. One set of
people and processes for each.

The converged infrastructure of components is ever growing. Now consisting of complex voice and data
networking elements, new modules, new configurations for quality of service algorithms, and not to mention
the IP phones themselves.

Through all the advances in technology, a network manager must never forget the importance of securing
the services provided. Luckily, the same advanced security technologies that protect data networks can now
protect converged networks carrying data, voice, and video traffic. Cisco recommends an integrated security
policy to protect the integrity, privacy, and availability of a Cisco IPC system. Integrating multiple layers of
security technologies increases overall security by preventing a single configuration error or compromise
from impacting the system. The three primary categories for securing the deployment are: Network security,
host security, and Authentication, Authorization, and Accounting (AAA) services.

(Links to more information on IP Communications can be found in Chapter 5 of this tutorial.)
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Challenges to Managing IPC

The Questions

What device conditions lead to
voice service degradation?

* What attributes should be polled or
monitored to determine these
conditions?

+ How can the availability of critical
voice services be ensured on a
regular basis?

+ How can the quality of voice be
ascertained for active VolP calls?
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Challenges to Managing IPC

So the decision was made a long time ago to deploy IP telephony and now that has expanded in more than
just voice calls over your IP network. Your role as a network manager is ever changing and now you are
asking questions like these above. Where does one begin to answer some of these questions?

First, understand how you can obtain visibility into the network and its performance; understand how to
gather this information, and understand your network and how it can work for you. Cisco’s infrastructure and
network management tools is the starting point. Let’s take a look further.
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Managing IPC Environments

Understanding Traffic and Acceptable Service Levels
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Understanding Traffic and Acceptable Service Levels

The actual bytes and packets that travel across the network all look the same. The difference lies at its
endpoints when you combine the packets together. How quickly the packets travel through the network and
how they are handled at each interconnect make a big difference in the final product. These difference can
either be tolerable or they can completely ruin the end product.

For example, take data traffic, consisting of and e-mails, file transfers, or web browsing. Data like this is
bursty in nature as people work locally at their computers and then send large amounts of data across the
network through email attachments or file transfers. The data will arrive at its destination sooner or later and
may need to be queued or retransmitted when the network bandwidth is low. But overall, the user never
notices the delay unless they are in a hurry.

But voice and video across the IP network is much different. The type of traffic is sensitive to queuing or
delays in the network. Voice traffic requires that the inter-arrival time of the packets holding the voice data is
consistent (little or no jitter) and that there be little or no packets lost. Therefore, network managers look for
measurable statistics such as jitter, packet loss, and end-to-end network latency, in order to ensure
acceptable service levels.
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Managing IPC Environments

IPC Terminology.

RTP (Real-Time Protocol) is an IP protocol used to transfer voice
traffic across the IP network
A port on a device used to copy packets, such as RTP packet
SPAN Port streams) from other ports or VLANs for further analysis by
another device (probe or sensor)
ITU standards based scoring value (1-100) calculated from
T REEE L evaluating a monitored IP call
. (Mean Opinion Score) A widely accepted scoring value (1-5)
MOS Scoring also used to evaluate a monitored IP call
(Quality of Service) Improve the performance of specific
QoS applications that are intolerant to delays using techniques
(queuing, marking) and algorithms
QoV (Quality of Voice) — Evaluation of voice over IP by monitoring
° packet loss and Jitter characteristics of the call stream
IPC Terminology

As we move forward, a good understanding of these commonly used terms is important. These terms will be
used frequently in this tutorial. If you need more information on these terms, inks to more information on IP
Communications can be found in Chapter 5 of this tutorial. Also, more information on the R-factor and MOS
scoring and the meaning of the scores can be found in Chapter 2 of this tutorial.
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Managing IPC Environments @

Gathering Measurable Mefrics

The elapsed time between the end of a query on one end of a conversation
Response pair and the beginning of a response from the other end of a pair. Latency, a
Time / Latency | fynction of response time, is any characteristic of a network or system that
increases the response time.

Availability / Critical to IP Communications is the availability of the network and the IPC
Outages services (CallManager, Unity, SRST)

The amount of variation in the delay of received voice/video packets.
Packets are sent in a continuous stream with the packets spaced evenly
Jitter apart. Due to network congestion, improper queuing, or configuration errors,
this steady stream can become lumpy, or the delay between each packet
can vary instead of remaining constant which is desired for good quality.

ufi:‘iz::ilf)n Trending how the network is being used, by protocols, users, and how the
Patterns patterns are changing is critical in a converged data/voice networks
Thresholds User defined limits that when metrics cross the threshold value, it triggers an

alert or event condition
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Gathering Measurable Metrics

Network managers look for measurable statistics such as jitter, packet loss, and end-to-end network latency,
in order to ensure acceptable service levels. Familiar yourself with these metrics and what they mean in
terms or absolute value or when comparing or trending over time.

Utilization, response time, latency (delays), packet loss, and availability metrics are familiar statistics to most
network managers. What may be new to some managers is the metric, Jitter. To better explain jitter, let's
look at an example:

If a source device sends multiple packets consecutively to a destination at ten millisecond intervals, and
if the network is operating optimally, the destination should receive them at ten-millisecond intervals.
However, delays (i.e. queuing, or arriving through alternate routes) in the network can cause inter-packet
arrival delay of greater or less than ten milliseconds.

Positive jitter implies that the packets arrived at intervals of more than ten milliseconds. If they arrive
twelve milliseconds apart, then positive jitter is equivalent to two milliseconds. Negative jitter is computed
similarly. Greater values of jitter is undesirable for voice networks; a jitter value of zero would be ideal
for delay-sensitive networks.

As depicted earlier, voice and video traffic is recommended to have 30 ms or less of jitter.

As with all monitoring metrics, the statistics should be gathered periodically and evaluated regularly for
upward trends or irregular conditions.
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Managing IPC Environments

Using a Knowledgeable Infrastructure

IP Service Level Agreements
SNMP v1/v2/v3 Synthetic Testing

Cisco Discovery Protocol

' MIB Support

Syslog
QoS Techniques

Remote Monitoring  NetFlow IEEE 802.3af PoE
(RMON)
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Using a Knowledgeable Infrastructure

Routers and switches comprise the basic infrastructure elements of your network. There are few important
factors when choosing a router or switch for IP Communications, including the number of phones, which call-
processing solution you select, and the other functions the router will perform.

Technology-specific resources available in Cisco devices can assist you with network design, configuration,
maintenance and operation, troubleshooting, and other network management support.
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Cisco’s IPC Management Solutions

§A Operations Manager (OM)
N Software application used to continuously monitor and evaluate the current

status of both the IP Communications infrastructure and the underlying transport
infrastructure of the network

Provides the network manager with a comprehensive view of the IPC
infrastructure and its current operational status

Service Monitor (SM)
Application used to analyze quality of voice for active calls

Forwards call information as SNMP trap for calls whose metrics violate a user
defined performance threshold

Cisco 1040 Sensors

Hardware portion of SM strategically placed in the network to monitor and analyze
actual RTP streams between IP phones and creates a Mean Opinion Score (MOS)
value based on performance characteristics of the actual RTP Stream
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Cisco’s IPC Management Solutions

CiscoWorks is a family of network management products that share a common user interface and underlying
services. There are two components of the CiscoWorks IP Communications management solution that
provide real-time management information and diagnostic tools to help ensure an efficient deployment and
subscriber satisfaction: Operations Manager and Security Monitor.

Operations Manager provides a unified view of the entire IPC infrastructure and presents the current
operational status of each element of the IPC network. Operations Manager also provides a rich set of
diagnostic capabilities for faster trouble isolation and resolution.

Service Monitor evaluates and provides quality of voice metrics about active IP telephony calls in a
monitored network. The Cisco 1040 sensors are a hardware appliance that performs the monitoring of the
call streams and forwards Mean Opinion Score (MOS) values to the Service Monitor server. Service Monitor
can then forward alerts for MOS values violating a user-defined threshold to Operations Manager or other
enterprise network management systems.

(Links to more information on Operations Manager can be found in Chapter 5 of this tutorial.)
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Tutorial Focus - Service Quality Reporting
Service Monitor: (SM)

Service Monitor is used to
analyze and report on the
Quality of Voice for active calls!

Excellent

? Good

Unsatisfactory
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Service Monitor (SM)

This tutorial focuses on the Service Monitor application of the IPC management suite. Service Monitor
provides a low-cost, reliable method of monitoring and evaluating the quality of a user’s IP Communications-
based telephony experience. The end-user experience is analyzed by the Cisco 1040 sensor, and reported
as a MOS score every 60 seconds to the Service Monitor server. The MOS score defines the quality of the
call.

The quality of voice metrics are optionally summarized and stored in a data file on the SM server for
subsequent analysis and reporting by any of several third-party applications.
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Thank You!

Continue on to Chapter 2 to discover the many features of Service Monitor.
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Service Monitor Deployment Options

Strategic/Tactical Monitoring

Strategic Tactical

< PSTNIPTT

On-demand
troubleshooting of poor
quality of Voice

Continuous sampling of
RTP streams
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Strategic/Tactical Deployment

The key to successfully monitoring quality of voice in real-time is the placement of the Cisco 1040 sensors.
There are two types of monitoring:

Strategic — the continuous sampling of RTP streams. Sensors should be placed based upon
monitoring goals of critical segments or phone banks. Typically, sensors are deployed in pairs since a
sensor close to one end of the call would not see any appreciable call degradation; rather it is the far
end that will see call degradation.

Tactical —One or more Cisco 1040 sensors can be used in an on-demand basis to troubleshoot spots
not covered under strategic monitoring when experiencing poor quality of voice. The sensors can be
inexpensively shipped overnight to a site, and can immediately begin to monitor and assess the quality
of IP-based calls without elaborate setup or complicated installation issues

To help determine sensor placement, the administrator can take advantage of other Cisco tools they may
have deployed. If the Call Detail Records (CDR) option is enabled in Call Manager, the administrator may be
able to determine places in the network that have a history of poor quality of voice, and place sensors
accordingly. Also, Operations Manager can be helpful in determining locations of phones, their switch
connectivity, and their VLAN membership; thereby dictating a switch to be configured with a SPAN port (and
connected to a sensor for monitoring), and which ports or VLANs to SPAN.
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Thank You!

Continue on to Chapter 3 to learn how to use Service Monitor through a series of scenarios.
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