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Cisco Unified Operations Manager 1.1

Ciscd® Unified Operations Manager 1.1 is part of the €ismified Communications Management Suite. It ptiesia real-time service-
level view of the entire unified communicationsig@n and presents the current operational stdteaah element in the Cisco Unified
Communications solution, including the underlyirgnsport infrastructure. The application remotealilgpand collects data from the
various devices and provides diagnostic capatslitie faster trouble isolation and resolution.dhttinuously monitors the different
elements such as Cisco Unified CallManager, Cisaifié#l CallManager Express, Cisco Utfityoftware, Cisco Unity Express, Cisco
Unity Connection, Cisco Unified Contact Center,ditJnified Contact Center Express, and Cisco UmiﬁmetingPlac% Express, as
well as Cisco gateways, routers, switches, anchtbhes. Cisco Unified Operations Manager does noibgieany agent software on the
devices being monitored and thus is completely disniptive to system operations.

PRODUCT OVERVIEW
Cisco Unified Operations Manager is part of thec@ibnified Communications Management Suite, whidvigles a comprehensive and
efficient solution for network management, provisiay, and monitoring of Cisco Unified Communicasaeployments while:

Lowering management costs through intuitive, easyse products

Increasing productivity through contextual diagimostols that accelerate trouble isolation and leshooting

Maximizing network reliability with network-wide @pational tests and voice-quality monitoring anagdiostic tests

Cisco Unified Operations Manager 1.1 (Operationsidfger 1.1) monitors and evaluates the currentsstdtall the components of the
Cisco Unified Communications solution including tnederlying transport infrastructure. It remotebllp and collects data from the
various devices in the deployment. It does nota@ephy agent software on the devices being moritarel thus is completely non-
disruptive to system operations. Operations Manader

Presents the current operational status of theoQisified Communications solution and provideshilgty through real-time service-
level views of the entire solution.

Increases the productivity of network managerstoyiging contextual diagnostic tools to acceletabeble isolation and
troubleshooting

—Through diagnostic tests, performance, and coivityatetails about different elements of the uaificommunications solution

—Using synthetic tests that replicate end-useviictind verify gateway availability as well as etlconfiguration aspects of the unified
communications infrastructure

—Through IP Service Level Agent (SLA)-based diagindests that can measure the performance of WARS land measure node-to-
node service quality

—By providing actionable information in notificatianessages through context-sensitive links to retailed information about service
outages

—By context-sensitive links to Ciscoworks produmtsl Cisco Systerfiananagement systems (when those are deployedptip the
user with the broad and deep array of diagnostipsiailities

Presents service-quality alerts by using the inégiom available through Cisco Unified Service Monit.1 when the latter is deployed.
It displays mean opinion scores (MOS) associatéd s@rvice quality between pairs of endpoints &hdpoints can be IP phones,
messaging systems, conferencing systems, or vaiesvgys) at specified times involved in the momitbcall segment and other
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associated details about the service-quality probW&hen Cisco Unified Service Monitor reports a Mtb&shold violation,
Operations Manager 1.1 can further perform a prigbadith trace between the two endpoints and casrtrep any outages or
impairments associated with intermediate nodekemtth.

Provides current information about connectivityatetl and registration-related outages affectingh®hes (both Session Initiation
Protocol [SIP] and Skinny Client Control Protoc8IGCP]-based phones) in the network and providesiaaal contextual information
to determine the location and identification of tRegphones.

Enables tracking of devices and IP phone inventoagks IP phone status changes, and createseaywafireports that document move,
add, and change operations associated with IP ghortee network.

Provides flexible north-bound interfaces using Serpetwork Management Protocol (SNMP) traps, sysh@gsages, and e-mails that
let Operations Manager 1.1 report the status oh#teork being monitored to a higher-level enttgp{cally a manager of managers).

Operations Manager continues its industry-leaduppsrt for the Cisco Unified Communications fanofyproducts by adding support
for newly released Cisco products such as CisciddhCallManager 5.0/4.2, Cisco Unity Connectioh, LCisco Unified MeetingPlace
Express, Cisco SIP Proxy Server, and Cisco UnRiezbence Server. Additionally, Operations Managardiscover and continuously
monitor SIP phones in the unified communicationslojgment. In addition to discovering these SIP @sOperations Manager can
also support diagnostic tests to SIP phones arsgptean inventory of all the SIP phones in the agpEnt.

APPLICATIONS

Small and Medium-Sized Enterprises

For small and medium-sized deployments (generedly than 1000 phones), the software componentobQinified Service Monitor 1.1
(Service Monitor 1.1) can co-reside with Operatidanager 1.1 on a single platform. A single instidin process installs all the
necessary components. Operations Manager can mtmgtadeployment out of the box without the needdnfigure any rules or settings.
Operations Manager 1.1 provides real-time notiiocet using SNMP traps, syslog natifications, andadl that report the status of the
network being monitored to a higher-level entitigdfe 1 shows the deployment model for small andiure-sized enterprises.

Figure 1. Deployment Model for Small and Medium-Sized Enterprises
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CUCM—Cisco Unified CallManager, CUOM—Cisco Unified Operations Manager, CUSM—Cisco Unified Service Monitor, SRST—Survivable Remote Site
Telephony, PSTN—Public Switched Telephone Network

Large Enterprises

For large enterprise deployments (generally masa 1000 phones), it is recommended that Operakitarsager 1.1 and the software
component of Service Monitor 1.1 be deployed orasstp platforms. Operations Manager 1.1 can beogleglcentrally or in a distributed
manner to scale to different deployment sizes. Hastance of Operations Manager 1.1 can manage-sit@tand multi-cluster 1P
Communications environments. Operations Managecdnlmonitor the deployment out of the box withitngt need to configure any
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rules or settings. This software can also provédd-time notifications using SNMP traps, syslogfiations, and e-mail that report the
status of the network being monitored to a higleeel entity. Operations Manager 1.1 can also stheveee credential information with
other CiscoWorks products if they happen to beagal in the enterprise, providing better coordmrafior troubleshooting and resulting
in reduced administrative overhead for network ngans& Figure 2 shows the deployment model for largerprises.

Figure 2. Deployment Model for Large Enterprises

CUCM
Cluster, Cisco Unity
ftwar
SOISWare CUOM and
=== ™1 cusm

& —

Cisco 1040 Yo Ml S

Cisco 1040

Campus

Branch Office 2|

CUCM—cCisco Unified CallManager, CUOM—Cisco Unified Operations Manager, CUSM—Cisco Unified Service Monitor, CUCME—Cisco Unified
CallManager Express, CUE—Cisco Unity Express, SRST—Survivable Remote Site Telephony, PSTN—Public Switched Telephone Network

KEY FEATURES AND BENEFITS

Service-Level View

The service-level view in Operations Manager 1ldved network managers to visualize their entirec@ignified Communications
deployment. The service-level view is a real-timearefresh display that provides status infornmatidout all the unified
communications clusters and the elements of thetaisiin the deployment. Drill down views show ¢iperational status of each element
and its inter-relationships with other elementshef solution. This display serves as the centraitfo initiate a variety of actions that are
available in Operations Manager 1.1. A context-sisesright-click menu is provided through whichtmerk managers can get detailed
status as well as historical information aboutdlets on each of the elements. It is also possibdelect each of the devices and initiate a
variety of diagnostic tests, get access to grappedormance-monitoring and capacity-monitorinfpimation, or get IP connectivity
details for a selected device by launching a naigldpology view that shows Layer 2 physical cornivity from the selected device.
Operations Manager 1.1 also makes available & setntext-sensitive tools outside the applicatioattcan aid in further troubleshooting
or diagnostics. Figure 3 shows the service-levaand its details for a multi-cluster unified commitations deployment.
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Figure 3.

Service-Level View and Details for a Typical Multi-Cluster Deployment
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Real-Time Alerts

Operations Manager 1.1 comes with built-in intatige that can understand the role of every demieeGisco Unified Communications
deployment, and it monitors those devices for ang kf faults or outages. There is no need to vaitg rules to start monitoring; all the
rules are built into the product. It also comeswiictory-defined thresholds (which can be furtiueed by network administrators) and
an analysis engine that can detect the violaticengfof these thresholds and immediately alert agtvnanagers through multiple means.
These alerts are presented to the user throughl¢his and Events Display, which refreshes perialtiido present the most up-to-date
status of the monitored devices. A separate dispigd the Phone Status Display provides instecgss to IP phone outage information.
Two types of outages are monitored: signaling-eelatutages and IP connectivity-related outagés aliso possible to get information
about an IP phone’s switch and port, allowing adstiators to troubleshoot problems that may hawdewscope (at the switch level) than
just the IP phone. Figure 4 shows real-time alartee Alerts and Events Display.

Figure 4. Real-Time Alerts as Displayed in the Alerts and Events Display
“£7Rlerts and Events - CUOM - Microsoft Internet Explorer provided by Cisco Systems, Inc. & AR
Fle Edt Wew Favories Took Help &
Cisco Srsreus
Cisco Unified Operations Manager @@@
. Rlerts and Events asof Tue 24-Jan-2005 145505 5T
_—  saewreow ]
1 0 Devics Type Device llame AlertAge | LatastEvent Time ™ I“ﬁw‘ "f‘“"“ Status.
@  o0000St  MedieServer itskete sices com 13hed0mn - 2008149513 & @ & SysterHardware  Ackve
@  ooos voceateway 1722011830 A3hr 07 min 24-Jan-200514:36:25 # & interface Active.
@  woooso  MediaServer sehpuli2 clsce.com ADhr 0B min 24-JAN-200514:23:56 ® & SystemHarciware Active
©  oomsE MecaServer blrmpx cisco com 43 hr 12min 24-Jan-200812.41:40 SystemHarcrare Active
@ 0SB VocsGeewsy  vhmg200t cissocom 13 1B 24-Jan 2008124050 Frtacs ke
Q@  oooonr 107881417 4 b OB min. 24-0e02006 12:26:25 el e
© sz vesssener 107691175 19 M 242008 075421 Shee
[ Qe ctsdcico con 13038 mn 2-lan 2006075323 Other i
©  O0000RK  MediaServer WL 43 hr 35 min 24-Jan-2006 07:43:53 Application Active
10. @ | ooooomv | ieceserver PropuE 15 he 35 min. 2 2008 073815 Appication nctive
1. @  O000RU  MeslaServer Swsus 13 hr 3B min 24-4an-2008 073856 Appication Active
122 @  00000S6 MecaServer 2-skate-7835h cisco.com 13 hr 20 min 24-Jan-2008 07:38:45 Applicstion Active
15 @ COONSI  VokoOowey 1722012182 13 v 07 min. 24 2006 07:35.43 e Active
14] @ | ooooosy | imecteserver T 1 b O min 2402006 040025 e e
15, @ 00O VoceOateway 10769363 12w 22 2l 200602363 o Active
16. @  o0000SK  VoiceGateway mer-srstho2 cisco.com 42 hr 221wy 24-Jan-2006 02:36:35 SystemHardware Active
1. @ ooooomy 13 3 2-an 2008021751 R Actve
a0 | i) i g amonmrietes e s |

Diagnostic Tests

Operations Manager 1.1 comes with a rich set afrdiatic tests that can be used to aid in troublatiosn and resolution. There are
primarily three types of tests: synthetic testgrehstatus tests, and node-to-node IP SLA tesess¥ifthetic tests serve to replicate user
activity (getting dial tone, making phone callg\ing voice mail, and creating or joining conferemalls). These tests can verify the
functional availability of the supporting infrastture and validate different configuration aspesctsh as route patterns, route lists, inter-
cluster trunks, and gateway dial peers. Such stinttests can be performed using both the SIP aa@&CCP signaling protocols. The
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phone status tests can be used to determine trentoperational status of the IP phones in terhsigoaling (SIP and SCCP) and IP
connectivity. The node-to-node tests use the seswc the Cisco IP Service Level Agent (IP SLApferly known as Service Assurance
Agent [SAA]) in Cisco routers to simulate traffit the network and then determine network charattesisuch as reachability status,
response time, latency, jitter, packet loss, andaw quality. Each of these tests can be rundorginuous monitoring mode as well as
scheduled or on-demand modes. For example, théygaofh WAN link between different sites can betea using the node-to-node tests
and when the quality of the link drops below aa@erthreshold, an alert can be generated. Simjlarig-user tests can be set up that place
test calls between different sites in an autometeatine. The results of these diagnostics testpr@sented through a variety of reports,
and alerts can be triggered based on key thresbelidg exceeded.

Service-Quality Reporting

Operations Manager 1.1 can use the informationigeavby Service Monitor 1.1 to present service-iyé&uch as quality-of-voice)
alerts on a real-time basis. The service-qualiéytalare associated with IP phones or unified conications devices that are currently
monitored by Operations Manager 1.1 and presentrifmation in the Service Quality Alerts Displdyetails about IP connectivity of
the IP phones and devices are available to enafileef troubleshooting. It is also possible toiaté a probable path trace between the
endpoints that helps network managers identifymotgntial problems in intermediate nodes that canfldence service quality. Figure 5

shows service quality alerts.

Figure 5. Service Quality Alerts
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Reports

Operations Manager 1.1 provides an extensive setpairts that help network managers maintain in&timm about their Cisco Unified
Communications deployment. The historical alergréyand service-quality reports maintain inforimatabout all the alerts and events
reported by Operations Manager 1.1 for up to 3G dakis enables network managers to document astyopéage and have access to it
for long-term trending purposes. The IP phone itwgnreports give network managers instant acaestatus information about every IP
phone deployed in the network. Extensive infornmato signaling details and IP connectivity detalmaintained and reported. These
reports also track changes in phone status andstirue to document move, add, and change operatiotiese IP phones. Such reports
are available for both SIP- and SCCP-based IP ghdre customizable reports let network managesesghwhat type of information
they want and create a daily report that is avkldly e-mail or the Operations Manager 1.1 GUI.
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PRODUCT ARCHITECTURE

Operations Manager 1.1 is a Web-based applicdtiaises open standards-based access to gathetingetatus information from Cisco
Unified Communications applications and Cisco {&ftware to provide the information required tonage increasingly complex
unified communications environments. Operations &fgm 1.1 does not deploy any agent software ompkatiprm it monitors. It uses
open interfaces such as SNMP and HTTP (AVVID XMlyea—AXL) to remotely (and periodically) poll the degs being monitored

and thus collect status information. It also pearfeiseveral diagnostic tests (based on SCCP, SiiRCiano IP SLA) and uses the results
to determine the operational status of the monitaievices. The user interface is browser-basedable remote login from anywhere in
the network and allow instant access to real-timfiermation on the current status of the deviceffeRint levels of user access can be set
up locally or in conjunction with Cisco Secure AsseControl Server, which controls access to infeionan Operations Manager 1.1.
Figure 6 shows the product architecture of Openatidanager 1.1.

Figure 6.  Cisco Unified Operations Manager 1.1 Architecture

PRODUCT SPECIFICATIONS

Table 1 shows Cisco Unified Operations Manageiptotuct specifications

Table 1. Product Specifications
Description Specification
Product compatibility Cisco Unified Communications deployments consisting of Cisco Unified CallManager (including CallManager

5.0/4.2), Cisco Unity, Cisco Unity Connection, Cisco Unified Contact Center, Cisco Unified MeetingPlace
Express, Cisco Unified CallManager Express, Cisco Unity Express, Cisco Unified Contact Center Express, Cisco
Conference Connection, Cisco Personal Assistant, Cisco Emergency Responder, routers, gateways, switches,
and IP phones

Software compatibility Windows 2003 Server
The user interface can be accessed using Microsoft Internet Explorer 6.0 on Windows 2003 and Windows XP
platforms.
Protocols Uses SNMP, SCCP, and HTTP (Cisco AVVID XML layer-based) to monitor the unified communications
deployment
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Features and functions Automatic device and phone discovery, service-level view, real-time alerts, diagnostic tests, service-quality
alerting, endpoint status and endpoint status change reports, north-bound interfaces, performance and utilization

monitoring, historical alerts, event and service-quality reports, context-sensitive launch of CiscoWorks products

SYSTEM CAPACITY

Table 2. System Capacity (per Operations Manager Instance)
System Parameter Capacity
Monitored phones 1000 10,000 30,000
Monitored devices 300 1000 2000
Monitored Cisco Unified CallManager clusters 10 15 30
Monitored Cisco Unified CallManager Express routers 100 250 500
Monitored Survivable Remote Site Telephony (SRST) routers 10 100 500
Concurrent synthetic tests 25 100 250
Concurrent node-to-node (Cisco IP SLA) tests 25 100 250
Concurrent client (browser) logons 5 5 5

For unified communications deployments of more tBa900 phones, multiple Operations Manager 1Mesgrcan be deployed. These
servers can share device and credential informaitween them and administrators can perform dergdadevice and credential
management. By integrating the Operations ManagéeranCisco Secure Access Control Server, admatts can centrally control user
access. Each of these Operations Manager serversiiiip the status of the network being monitbte a higher-level entity (typically a
manager of managers) through SNMP traps and sysitifications.

Features
Automatic device and phone discovery

Service-level view of the complete Cisco Unifiedn@ounications deployment with current status infdiamaon all monitored
elements

Real-time alerting on all the monitored unified ecoonications devices

Diagnostic tests such as end-to-end synthetic, testie-to-node Cisco IP SLA tests, and phone stesis

Service-quality alerting based on information fr@msco Unified Service Monitor 1.1 or Cisco Unifi€ervice Monitor 1.0
Endpoint status and endpoint status change refiortsoth SIP- and SCCP-based IP phones)

Northbound interfaces using SNMP traps, syslogd,eamail notifications with context-sensitive linksmore detailed information
Performance and usage monitoring of various Cisaifiédl Communications devices

Historical alert, event, and service-quality report

Context-sensitive launch of CiscoWorks productbdly are deployed

SYSTEM REQUIREMENTS

Table 3. System Requirements

Description Specification

System Parameters

Up to 1000 phones

Up to 10,000 phones

Up to 30,000 phones

Processor

Pentium 4 processor > 2 GHz

Dual Pentium 4 or Xeon
processor > 3 GHz

Dual Pentium 4 or Xeon
processor > 3 GHz
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Memory 3 GB RAM 4 GB RAM 4 GB RAM

Swap file 4 GB swap file 8 GB swap file 8 GB swap file

Disk space 60 GB recommended 60 GB recommended 60 GB recommended
Hardware Server platform Server platform Server platform
Software Windows 2003 Server Windows 2003 Server Windows 2003 Server

Client Requirements

Processor Pentium 4 processor > 1 GHz
Memory 512 MB RAM (1 GB recommended)
Swap file 1 GB swap file

Hardware Any PC/server platform

Software Microsoft Internet Explorer 6.0

Macromedia Flash Player 8.0
Windows XP Home, Windows XP Professional, Windows 2003 Server platforms

The requirements in Table 3 outline the minimundiaare configuration needed to operate Operationsagler 1.1 at different scalability
levels. The client requirements dictate the platffnrom which the user interfaces (Internet browsased) are invoked. For unified
communications deployments of more than 30,000 esomultiple Operations Manager 1.1 servers catepoyed. These servers can
share device and credential information betweemtaied administrators can perform centralized deaiwkcredential management. By
integrating the Operations Manager with a CiscauBeéccess Control Server, administrators can abiyirontrol user access. Each of
these Operations Manager servers will roll up tagus of the network being monitored to a highgelentity (typically a manager of
managers) through SNMP traps and syslog notifinatio

ORDERING INFORMATION

Cisco Unified Operations Manager 1.1 can be licersdalifferent deployment scales and is appropfatenterprises of all sizes.
Licensing is controlled by means of a license filed network administrators can upgrade the licessbey grow their Cisco Unified
Communications deployment without disrupting thenitaring or having to decommission their servergtimling the license is as simple
as logging onto the Cisco Website, procuring a hesmnse, and deploying it on the server. Licensesagailable for monitoring 1000
phones, 2000 phones, 5000 phones, and incremebf@06fphones up to a maximum of 30,000 phones perafions Manager 1.1
server. Depending on the license installed on éinees, server hardware requirements and scalabitifis are enforced to help ensure
acceptable performance. The appropriate featueesrabled when the license is installed. The tWferéint licensing options are (1)
Cisco Unified Operations Manager 1.1 and (2) Cidodied Operations Manager 1.1 with Cisco Unifieeh8ce Monitor 1.1 on a single
server.

To place an order, visit tHgisco Ordering Home Pag&able 4 shows ordering information.

Table 4. Ordering Information

Part Number Product Name

CUOM-1.1-K9 Cisco Unified Operations Manager 1.1

CUOM-1.1-1K-K9 Usage license for up to 1000 phones

CUOM-1.1-2K-K9 Usage license for up to 2000 phones

CUOM-1.1-5K-K9 Usage license for up to 5000 phones

CUOM-1.1-10K-K9 Usage license for up to 10,000 phones

CUOM-1.1-15K-K9 Usage license for up to 15,000 phones
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CUOM-1.1-20K-K9 Usage license for up to 20,000 phones

CUOM-1.1-25K-K9 Usage license for up to 25,000 phones

CUOM-1.1-30K-K9 Usage license for up to 30,000 phones

Cisco Unified Operations Manager 1.1—Upgrade from CiscoWorks IP Telephony Environment Monitor (ITEM),

CUOMUP-1.1-K9 CiscoWorks Voice Health Monitor (VHM)

CUOMUP-1.1-1K-K9 Usage license for up to 1000 phones
CUOMUP-1.1-2K-K9 Usage license for up to 2000 phones
CUOMUP-1.1-5K-K9 Usage license for up to 5000 phones
CUOMUP-1.1-10K-K9 Usage license for up to 10,000 phones
CUOMUP-1.1-15K-K9 Usage license for up to 15,000 phones
CUOMUP-1.1-20K-K9 Usage license for up to 20,000 phones
CUOMUP-1.1-25K-K9 Usage license for up to 25,000 phones
CUOMUP-1.1-30K-K9 Usage license for up to 30,000 phones

Cisco Unified Management Mid-Market Bundle (Cisco Unified Operations Manager 1.1—with usage license for up to
CUOM-1.1-MMB-K9 1000 phones plus Cisco Unified Service Monitor 1.1 software with 2 Cisco 1040 sensors and usage license for up to
10 sensors)

CUOM-1.1-ENT-K9 Cisco Unified Management Enterprise Bundle (Cisco Unified Operations Manager 1.1—with usage license for up to
5000 phones plus Cisco Unified Service Monitor 1.1 software with 6 Cisco 1040 sensors and usage license for up to
10 sensors)

SERVICE AND SUPPORT

Cisco offers a wide range of services programstelarate customer success. These innovative esmpiograms are delivered through a
unique combination of people, processes, tools pamnthers, resulting in high levels of customeisfattion. Cisco services help you to
protect your network investment, optimize netwopleiations, and prepare the network for new apjpticatto extend network

intelligence and the power of your business. Foreniimformation about Cisco services, §3g6co Technical Support ServicesCisco
Advanced Services

FOR MORE INFORMATION

For more information about Cisco Unified Operatidfesnager 1.1, please visittp://www.cisco.com/en/US/products/ps6535/indexlht

contact your local account representative, or sermhil to the Cisco Systefhgroduct marketing group ask-ipc-
management@cisco.com
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