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Data Sheet

CiscoWorks Wireless LAN Solution Engine

Organizations are adopting wireless LANs (WLANSs)rtorease business productivity and accessibNistwork managers need an integrated
solution that provides them with the control theed to effectively manage and secure their WLAN® Tiscd Integrated Wireless Network
cost-effectively addresses the WLAN security, dgplent, and management issues facing enterprisesedfrates and extends wired and
wireless networks to deliver scalable, managealnié,secure WLANSs with the lowest total cost of omsh&. The Cisco Integrated Wireless
Network provides the same level of security, sdétgbreliability, ease of deployment, and managenfor wireless LANs that organizations
expect from their wired LANSs.

The Cisco Integrated Wireless Network is an evolutif the Cisco Structured Wireless-Aware Netw@WAN) available from Cisco since
2003. The Cisco Integrated Wireless Network inciuheo secure, enterprise-class WLAN solutions:Giezo Distributed WLAN Solution
and the Cisco Centralized WLAN Solution.

CiscoWorks Wireless LAN Solution Engine (WLSE) abidcoWorks WLSE Express play a key role in the €Bestributed WLAN Solution
for managing Cisco Airongaccess points. CiscoWorks WLSE can centrally mamagdreds to thousands of Cisco Aironet accesgspfar
medium-sized to large enterprises and wirelesscaérnarkets. CiscoWorks WLSE helps to simplify amndomate the deployment and
security of WLANS, to ensure their smooth operatmd dependability. CiscoWorks WLSE also providdsAN IDS capabilities for
detecting WLAN intrusions such as rogue accesstpaattl-hoc networks, and excess management framtbe @ir that typically signal a
WLAN attack.

Also available is the CiscoWorks Wireless LAN SauatEngine Express (WLSE Express), for small andsize-business or enterprise
branch-office WLAN deployments of up to 100 Ciscimohet access points. CiscoWorks WLSE Express tedithe same WLAN
management features of CiscoWorks WLSE, plus agiated and embedded user authentication and @aation server, making it an ideal
solution for remote branch-office deployments withited WAN bandwidth. Please refer to the CiscoRoWLSE Express data sheet for
more details.

Product Overview

CiscoWorks WLSE is a centralized network managersehition for managing the entire Cisco Aironet WNLAnfrastructure. As the
management component of the Cisco Distributed WISd\tion, CiscoWorks WLSE provides comprehensiveaio frequency (RF) and
device-management capabilities in ways that simpl@ployment, reduce operational complexity, araljole administrators visibility into the
WLAN. By automating several RF and device-managereesks, CiscoWorks WLSE reduces the costs andrigeded for WLAN
deployment, management, and security.

By using Cisco Aironet access points as air/RF toosji CiscoWorks WLSE provides WLAN intrusion detec and protection. As part of the
WLAN Intrusion Detection System (IDS), CiscoWorkd BE quickly detects, locates (Figure 1), and dissbinauthorized (rogue) access
points, helping to ensure that security policiesapplied consistently throughout the network. @8orks WLSE further enhances the
security of the WLAN by monitoring for unplannedi{hoc or peer-to-peer) networks, unauthorized WLdiEnt networks, client spoofing,
and other WLAN attacks that may introduce secuwojignings in the network. These capabilities carefieany organization, including those
that have not formally deployed WLANS but want teagd against intruders.
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Figure 1
CiscoWorks WLSE Location View Displays Rouge Access-Point Location
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CiscoWorks WLSE provides dynamic RF managemenutiteself-healing, which enables a Cisco Aironeeasgoint to adjust its cell-
coverage area automatically when an adjacent apo@ssbecomes disabled or fails. It also helpsnoige performance by detecting and
locating RF interference while proactively monitgriusage and faults.

CiscoWorks WLSE's deployment wizard allows admitaitirs to effortlessly deploy access points bytargacontextual configurations that
are automatically installed into access pointday aire plugged into the network. Specific accedstigonfigurations can be applied
depending on flexible deployment criteria. Devié®(Bridge)-specific settings such as hostnameprpdiver, and channel can be imported
into CiscoWorks WLSE via a comma separated (CS¥) fith unique Ethernet MAC addressing mappingsEflows CiscoWorks WLSE to
automatically apply device-specific settings withtmuching each AP for configuring device-specifarameters. This reduces deployment
times, increases security and configuration coascst, while reducing user-caused configurationrerro

CiscoWorks WLSE may be transparently integratedh wther network management systems, operationosigystems, and CiscoWorks
applications through syslog messages, Simple N&Wamnagement Protocol (SNMP) traps, and an Exténsilarkup Language (XML)
interface. CiscoWorks WLSE's secure HTML-based us@rface provides access anywhere, includingutindfirewalls.
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Key Features and Benefits

Deployment
CiscoWorks WLSE speeds deployment by automatinfigamation and setup, reducing the overall cogiravision WLANS. The result is
superior return on investment and enhanced progtycti

« Automatic access-point configuratienCiscoWorks WLSE can automatically discover aodfigure newly deployed autonomous Cisco
Aironet access points using Dynamic Host ConfigaraProtocol (DHCP), with the flexibility to assigtifferent configurations based on
the access-point device type, its source subndtitsusoftware version. Ciscoworks WLSE providesasy-to-use deployment wizard to
specify the configuration criteria up front. Thifoas administrators to automate deployment andikameously maintain control in
rapidly expanding environments. The deployment wizdso simplifies and automates the setup of tireldés Domain Services (WDS)
that plays an important role in the Cisco DistrdgulWWLAN Solution for seamless mobility and RF aggtéon services. For deployments
that use Cisco Aironet access points as a WDS de@iscoWorks WLSE can automatically designate aS/bcess point and apply the
right configuration to it without requiring manusgtup.

« Assisted site surveysComplete and reliable WLAN coverage is achiemely with a detailed site survey. Site surveysemsential during
deployment, and they should be performed reguthdyeafter to address changes in the environméats@&veys once required special
knowledge and were both expensive and time-congurMiost organizations contracted with outside ctiasts, but CiscoWorks WLSE
helps IT managers to perform cost-effective siteeys in-house without being experts in RF propagaand measurement. The assisted
site survey tool automatically determines optimafifiency selection, transmit power, and othermggttiwhich the administrator can then
apply. The coverage areas can be defined to calgrspecified areas. CiscoWorks WLSE also provaesutomated re-site survey that
periodically assesses the performance of the n&twith respect to baseline site-survey settingseklitadio settings in the network are no
longer optimal, CiscoWorks WLSE generates a natifom allowing the administrator to quickly applgwer, more optimal radio settings.

Operations
CiscoWorks WLSE automates a wide range of repetitime-consuming tasks, simplifying the manageméisco Aironet access points
and bridges to enhance productivity for network suistrators.

« Centralized firmware updatesAccess point and bridge firmware may be updatedass. Updates may be assigned to a specificeevi
to groups. Tasks may be scheduled or executed martg

* Mass configuration changesConfiguring a group with hundreds of devicesuisgs no more effort than configuring a single devi
Configuration tasks may be scheduled or executedtamand. CiscoWorks WLSE supports all the confitjomasettings available on Cisco
Aironet access points, including Wi-Fi Protecteccégs (WPA) and Wi-Fi Protected Access 2 (WPAZ2) scsettings. Configuration
updates are done using Secure Shell (SSH) Prot®petific RF settings such as channel and poweecasnmended by the CiscoWorks
WLSE Site Survey Wizard, can also be applied tda#esvbased on a schedule.

« Dynamic grouping- The Device Groups feature makes administering¥h AN more effective and intuitive. Devices maydrganized
into hierarchical groups defined by the administraGroups may span multiple subnets.

« Automated discoveryGiscoWorks WLSE automatically discovers Cisco Agbaccess points, bridges, and switches connext@ctess
points using Cisco Discovery Protocol. Discoveryrha scheduled or run on demand.

« Configuration archive- The CiscoWorks WLSE is able to store the lagt fmnfiguration versions for each managed acceisg,p
allowing configuration tasks to be undone.

« VLAN configuration- VLANSs on access points may be configured anditomed, allowing differentiation of LAN policies drservices,
such as security and quality of service, for défgrusers on enterprise and public-access VLANS.
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« Multiple Basic Service Set Identifigi BSSID) support CiscoWorks WLSE supports the configuration oftiple broadcast Service Set
Identifiers (SSIDs). It supports up to eight broastcSSIDs per access point radio.

* Customizable thresholdsAdministrators may define different faults and penfiance thresholds for specific sites and groupsrapanied
by specific actions and fault priorities. A cenizat fault screen simplifies quick resolution obblems. Various WLAN health indicators
such as network load, RF usage, errors, and @suciations can be monitored.

* Fault status- CiscoWorks WLSE provides a centralized tree viéwll access points and device groups. Colorrapdind group icons
indicate fault status. Faults may be filtered amdesl by priority to facilitate viewing and resaitg problems.

¢ Fault notification— Fault notification and forwarding are implemehwith syslog messages, SNMP traps, and e-mail.

« Switch monitoring- Switches connected to access points are modiforeavailability and the utilization of ports, OPand memory.

Security and WLAN Intrusion Detection

Organizations need to protect their RF environnaek data networks from unauthorized access. Undréub(rogue) access points installed
by employees or intruders create security breatttaput the entire network at risk. WLAN IDS quigkietects, locates, and automatically
shuts down rogue access points. CiscoWorks WLSHges effective rogue access-point switch-portitrigudy monitoring and using the
clients that are associated to rogue access pthnis providing a means to contain the rogue aquaiss by shutting down the switch port
connected to the rogue access point. Rogue acoegs pan be filtered by Received Signal Strengttidator (RSSI) threshold to avoid
triggering alarms for access points that mightrba heighboring network. CiscoWorks WLSE will afseriodically monitor for changes in the
status of rogue access points that are markedridfigto alert the administrator in case its looatend RSSI values change.

CiscoWorks WLSE detects unauthorized WLANSs, andties and identifies which wireless clients areigigdting in the network. It also
detects clients spoofing authorized MAC addresedsgenerates notifications. CiscoWorks WLSE mosifmer-channel excess wireless
management frames such as excess associatiorsadisdi®on, probe requests, responses, and autatoti@nd deauthentication frames that
may signal WLAN attacks such as denial-of-serviteé ‘anan-in-the-middle” attacks. EAP over LAN (EAPDAlood-message monitoring
provides a means to detect excess authenticatipresés by an intruder.

CiscoWorks WLSE provides a WLAN IDS dashboard #ws as a launch pad for all WLAN IDS features. @ashboard provides a summary
of all WLAN IDS alarms. In addition, it displays VAN IDS reports pertaining to rogue access poimauthorized networks, and
unregistered clients, which can be exported usimgnoa-separated value (CSV), PDF, and XML formaltesE reports provide detailed
information including the estimated location of W& AN IDS fault, which access point detected &, ¢hannel, and its basic service set
identifier (BSSID). Administrators can select amdiele specific WLAN IDS events they are interestethrough a WLAN IDS profile. These
WLAN IDS profiles can be customized per locatiorptovide greater flexibility and control. Notifigahs can be sent through e-mail, syslog,
or SNMP trap messages.

WLAN IDS protection can be tailored to suit indiva needs:

« Integrated WLAN IDS Standard Cisco Aironet access points are deglogth the radio (IEEE 802.11a, b, or g) placednultifunction
mode to service client devices and to provide WLiAtdusion monitoring. Intrusion detection infornatiis gathered from the access
points that scan the RF environment. Optionallgc@iclient cards and Cisco compatible client devjmevide additional information
about the RF environment. Rogue access-point datectnauthorized WLAN detection, and excess mamagé-frame detection are
supported using the integrated WLAN IDS.

» Dedicated WLAN IDS A dedicated access-point-only WLAN is deploydthwhe access-point radio (802.11a, b, or g) mlanaadio
scan mode to support WLAN intrusion monitoring. Ass points configured for dedicated IDS do not supglients. This solution
provides continuous monitoring of the RF environméwtive-but-unassociated client device monitorimgupported to minimize the risk
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of clients associating to rogue access points anudtect the network from malicious intruders pngbthe RF environment for
weaknesses.

Other security features of CiscoWorks WLSE include:

Security policy monitoring All access points on the network are monitomrccbnsistent application of security policies. deare
generated for violations and can be delivered byaé; syslog, or SNMP trap notifications. Severaligies including SSIDs, security
schemes (Open, EAP), encryption, and telnet andmH3&tings can be monitored for enforcement.

Monitoring of IEEE 802.1X server availabilitylEEE 802.1X Extensible Authentication ProtodehP) servers, including Cisco Secure
access control servers (ACSs), are monitored fpaese time. Cisco LEAP, EAP-Flexible Authenticativa Secure Tunneling (EAP-
FAST), Protected EAP (PEAP), and generic RADIUShantication types are supported.

Secure user interface CiscoWorks WLSE provides a secure HTML-based interface that may be accessed anywhere, evenghr
firewalls. In addition to the Web-based GUI, a coamai-line interface (CLI) like that in Cisco I©Software provides direct console,
Telnet, or SSH access for basic configuration amabieshooting. CiscoWorks WLSE communicates witteas points using HTTP
Secure Sockets Layer (SSL) sessions for management.

Role-based access modeCiscoWorks WLSE has a flexible, role-based aseess model. For example, help-desk personnddean
limited to viewing reports and faults. Several conmauthentication modules are supported, inclu@ihGACS+, RADIUS, and Microsoft
NT Domain authentication.

Performance Optimization and High Availability

Interference detection and location is criticahtaintaining a reliable WLAN. RF measurements seriZiscoWorks WLSE include
measurements for both 802.11 and non-802.11 iméerfe. If the interference exceeds an administidfined threshold, a fault is generated
so that the administrator can quickly locate anpsess the source of the interference.

Air/RF scanning and monitoring Cisco Aironet access points are multifunctiométh built-in RF scanning and measurement captadsli
CiscoWorks WLSE analyzes these RF measurementgdprsonotification if performance degrades, angldigs air/RF coverage (Figure
2). It also analyzes RF measurements from Ciscongirand Cisco compatible client devices. Cliensaanning and monitoring provide
10 to 20 times more RF measurement data than apo@#sRF measurements alone. Because WLAN cliesntsfreely move about all
areas of a building, the addition of client scagrémd monitoring extends RF monitoring into areastriikely to contain rogue access
points while allowing for more accurate detection.
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Figure 2
Assisted Site Survey, Access-Point Scan Mode

(i1}

¢ Interference detectionr CiscoWorks WLSE catalogs the physical locatibalbmanaged access points and creates a sitefitap WLAN
installation. This allows the wireless-aware netwar detect points of interfering RF energy thdéetf network performance. The source of
this energy could be a rogue access point or addhiat operates in the same frequency range,asualtordless telephone or leaky
microwave oven. Interference detection and locasaritical to maintaining a reliable WLAN. Admatiators can define thresholds to
generate fault notifications when detected interiee levels are exceeded.

» Self-healing WLANs CiscoWorks WLSE can detect and compensate face@ss point that has failed by automaticallydasing the
power and cell coverage of surrounding access foliite self-healing process provides contiguougiame to maximize the available
coverage of the WLAN and minimize client impact.

« Automated re-site surveysCiscoWorks WLSE automatically reassesses réaaughput and performance to provide notification i
performance falls below administrator-defined thdds. New optimal settings can be found by runnirggsite survey wizard, and can
then be applied to the network.

« Support for 802.11h/Dynamic Frequency Selectidithen Cisco Aironet 802.11a access points deteletr transmission on the same
channel, they change the frequency to not intexétte the radar frequency. CiscoWorks WLSE willrstified of this and update its RF
data model and Location Manager GUI coverage digplaeflect the changes.

*  Warm standby redundaneyCiscoWorks WLSE supports redundancy throughiragsy and backup mechanism. If the primary WLSE
fails, the backup WLSE automatically takes overtaDauch as performance data, fault messages, dinds@ans between the primary and
backup WLSE is synchronized on a user-definedvatdéo minimize the loss of collected data wheraelkup WLSE takes over. A
notification is generated during the switchover.
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Reporting, Trending, Planning, and Troubleshooting

Real-time client tracking is a powerful tool footibleshooting client network-access issues. Usitlg & client name, username (supported for
Cisco LEAP and PEAP), or MAC address, it is easgietermine which access point a client is assati@tén real time. In addition, the
previous 10 associations for the client and assegtiaccess points can be accessed to aid in tshdaéng.

CiscoWorks WLSE provides several reports to morthierhealth of the network. Information about netwasage, client association and
usage, historical and current client-usage stesis€isco Aironet access point Ethernet and raderfiaces status, and error details are
displayed in both graphical and tabular form. Ré&poray be generated both at the individual dewagelland the group level. All reports may
be scheduled, delivered by e-mail, or exported3VCXML, and PDF formats.

CiscoWorks WLSE also provides comprehensive coedigplay overlaid on floor maps to provide vistgiinto the RF environment. The
CiscoWorks WLSE Location Manager tool can displayraphical view of radio coverage by data rate sigdal strength. CiscoWorks WLSE
also supports RF management for directional anteriDetails about device settings, including chaanel power, can be overlaid on the
coverage display.

Integration

When network faults are detected or user-definetbpeance thresholds are exceeded, CiscoWorks WizBEgenerate notifications through
SNMP trap and syslog messages. Integration witl-bérty network management systems is providenligin these event messages As part
of the CiscoWorks network management product BiscoWorks WLSE integrates with the CiscoWorks LMdnagement Solution (LMS)
and other CiscoWorks applications to increase tfi@ency of managing a converged wired and wirglestwork. Device inventory and
credentials, for example, can be imported or exgubbetween CiscoWorks WLSE and CiscoWorks LMS’soRee Manager Essentials
(RME) tool, an application that provides broad ratamanagement for a wide range of Cisco devidetedired, device discovery may be
turned off to allow automatic inventory synchrotiaa with Ciscoworks RME. CiscoWorks WLSE uses shene default user roles as
CiscoWorks LMS, but it allows customization. Ciscokiks WLSE can be launched from the CiscoWorks LMSktbp.

CiscoWorks WLSE also provides an XML API for expogt data and for third-party integration. Deviceghie network, detected faults and
alarms, reports, and information collected fromrleévork using SNMP can be exported to other eatesystems for customization.

CiscoWorks WLSE itself is a manageable device whighports SNMP MIB-Il. CPU and memory utilizatioh@iscoWorks WLSE can be
monitored using SNMP.

Features and Benefits
Table 1 summarizes the features and benefits ab@isrks WLSE.

Table 1. Features and Benefits

Feature Benefit

WLAN IDS with rogue access-point detection, switch-port Eliminates security threats posed by malicious intruders and by employee-

shutdown, client MAC spoofing, and WLAN attack detection installed unauthorized access points

Automated Cisco Aironet access point deployment using the Allows for rapid deployment and expansion of the WLAN

CiscoWorks WLSE deployment wizard

Interference detection Notifies administrators quickly about conditions that may affect network
performance

Self-healing adjusts cell coverage area to compensate for Increases WLAN availability and optimizes WLAN performance

disabled or failed access points

Assisted site survey tool Assisted site surveys performed by IT personnel reduce the costs, skills, and
time required to make optimal radio settings for best network performance
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Feature

Automated re-site surveys

Automated configuration and bulk firmware updates

Access point and bridge security-policy misconfiguration

Benefit

Maintains peak WLAN performance and reliable WLAN coverage by
periodically reassessing the performance of optimal settings in the network

Simplifies daily operations and management

Enhances security by monitoring consistency throughout the network

detection and alerts
Proactive fault and performance monitoring
Access-point-group usage reports

XML data export

Supported Cisco Devices

Increases WLAN availability
Fast troubleshooting improves user satisfaction

Facilitates integration with third-party applications

For up-to-date device support information, pleasg:v

http://www.cisco.com/univercd/cc/td/doc/productimrmt/cwparent/cw_1105/wlse/2_12/index.htm

Technical Specifications

Table 2 outlines the technical specifications f@oGWorks WLSE.

Table 2. Technical Specifications

CPU
Core Logic Front side bus
Drives Hard drives
CD-ROM drive
Disk drive
Ports Serial
USB
RJ-45
Power AC power supply wattage
AC power supply voltage
System battery
Physical Rack mountable
Height
Width
Depth
Weight
Environmental Operating temperature

Storage temperature

Intel Pentium IV processor, 3.2 GHz

800 MHz

One 80-GB SATA hard drive

Slim type, low-profile IDE CD-ROM drive

One 3.5-inch, 1.44-MB disk drive

One 9-pin connector

One USB connector in front and two in rear
Two RJ-45 connectors for connection to two 10/100/1000 Ethernet controllers
280W

100-127V at 47-63 Hz; 200-240V at 47-63 Hz
CR2032 3V lithium coin cell

1 rack unit

1.68in.

16.8 in.

21.5in.

28.6 Ib (13 kg) maximum

50 to 95F (10 to 35T)

—40 to 149F (—40 to 65C)
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http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cwparent/cw_1105/wlse/2_12/index.htm

Supported Web Browsers
CiscoWorks WLSE is accessible through the followimgwsers:
e Mozilla 1.6

* Microsoft Internet Explorer 6.0 with Service Pack 1

Ordering Information
To place an order, contact your Cisco Sysfesates representative. For more information, dttio://www.cisco.com/go/wlsand

http://www.cisco.com/go/integratedwireless
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