Cisco SYSTEMS

®
White Paper

Antivirus Software on a Cisco BBSM Server

Problem Statement

Companies using Cisco Building Broadband Service Manager (BBSM) may want to protect their Microsoft
Windows-based BBSM servers from virus and worm threats by using third-party antivirus software. This white paper
describes the technical processes that are required for adding protection to the Cisco BBSM server with third-party
antivirus software. This white paper also addresses the steps that you must take to plan and implement third-party

antivirus software on the BBSM server.

The formal documentation for implementing and using third-party antivirus software is available through the respective
antivirus vendors. Therefore, you should not rely upon this white paper exclusively to fully implement the third-party

antivirus software on BBSM.

Note: Because we do not recommend or support the use of personal firewalls on BBSM servers, this white paper does

not provide information pertaining to personal firewalls.

Scope

This white paper discusses some of the antivirus software applications that are available on the market today. Since BBSM
is a server product, only software products that comply with server installations are discussed here. This white paper does
not provide the following information:

e Pricing

¢ Recommendation of a specific vendor

¢ Specific product documentation

¢ Installation details

Antivirus Software Vendors

There are many antivirus software vendors in the market today. Symantec and Network Associates are well established,
but many others, such as Trend-Micro, Panda Software, and Kapersky Labs, also offer viable alternatives for protecting
server products from virus and worm threats. Since the BBSM software is installed only on the Windows 2000 server
platform, it is important to choose the appropriate antivirus software that is rated for this server and enterprise

environment.
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Tasks

We recommend that you perform the following tasks:

Obtain and License the Software

Contact your vendor of choice and obtain the correct application and licenses for your BBSM environment.

Read the Vendor's Documentation

Read and follow the vendor’s documentation that explains how to install and protect your BBSM server.

Understand Your BBSM Product and Your Security Needs

The BBSM server ships with 256 MB of RAM. Although this amount of memory is sufficient for small environments with
the base software loaded, you could exceed this initial allocation by installing additional Cisco-recommended applications,
such as antivirus, remote communication, and other monitoring software. Be sure to install enough RAM to run the BBSM

server software as well as the antivirus and other Cisco-recommended software applications.

After you load the antivirus software and update the definitions, we recommend that you initiate a full system scan to
verify that no viruses or worms are present on the system. Configure full system scans to run once a week. Because these
scans are usually very intensive, select times when the server has the least amount of usage. Configure On-Demand
scanners to address common executable files and DLLs; however, do not configure everything through On-Demand

scanning.

Installing Other Application Software on a BBSM Server

The BBSM server has been tested with only a small number of antivirus, remote monitoring, and remote communication
applications. Antivirus software is discussed in this paper. Cisco Security Agent (CSA) is discussed in a different white
paper, How to Plan and Implement the Cisco Security Agent on the BBSM Server. BBSM supports Windows Terminal
Services remote communication software. If you use any other software applications, be sure to test them in a lab

environment before using them in a production environment.

A Warning About Email

Do not use the BBSM server for reading email. Most viruses and worms are contracted and spread through email when
users open attachments containing a virus or a worm. By limiting or eliminating the use of email on the BBSM server, your

exposure to viruses and worms is significantly reduced.

Updating Virus Definitions on the Antivirus Software

Your antivirus solution is only as good as the latest update. Most vendors offer subscriptions to keep your software and
definitions updated. Hundreds of new viruses and worms are discovered monthly. Vendors normally release weekly
updates to definitions. They might release updates more often, depending on the threat of a particular strain. Subscriptions
keep the engine and other related software updated. We recommend that you configure the software to be updated

automatically. In case a reboot is required, schedule the updates to occur during nonpeak times.

Testing the BBSM Server with the Antivirus Software

You must test your BBSM product with the antivirus software. If possible, it is best to perform this test in a nonproduction
environment. The tests must emulate, as closely as possible, real-world usage scenarios in which the antivirus software is
deployed. Testing should include all aspects of client usage such as web browsing, email, file transfers, VPN, and any other
possible usage scenarios. While testing, exercise the use of the BBSM management console, both locally and remotely.

While these tests are running, be sure to monitor the performance of your server. Pay particular attention to memory usage

and CPU utilization.
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Perform these tests initially in a lab environment and then slowly scale to a few production sites. If modification to
scanning characteristics or additional memory is required, make these adjustments early in the process, and develop a plan

for widespread deployment.

Distributing the Antivirus Software to BBSM Servers

After you test the antivirus software, you can distribute the software to your production servers in various ways. You can
load the software directly from the distribution CD. The procedures for installing McAfee (Network Associates) and

Symantec AntiVirus software are described in this white paper. Most antivirus software suites can be installed on a central
administration server. The server then deploys the software and updates to individual servers while consolidating the scan

logs and providing alerting capabilities for all remotely monitored servers.

Most antivirus software suites allow for the repackaging of the distribution software and then deployment of the
repackaged software (either manually through CD or over the Internet) or the centralized server can deploy the software
to specific machines automatically. If you take this approach, thoroughly test the software in a non-production

environment, and make sure that the appropriate communication ports are allowed for communications across firewalls.

Testing the Antivirus Products

The following two products have been tested on a BBSM 5.3 server with 256 MB of RAM:
¢ McAfee VirusScan Suite 7.1.0

¢ Symantec AntiVirus Corporate Edition

McAfee VirusScan Suite 7.1.0

You can install the McAfee VirusScan Suite directly from the CD. For additional information about this product, refer to

the user guide that ships with the software.

Note: Although it was not tested, you can also install the McAfee VirusScan Suite by creating an administration server
and loading the McAfee ePolicy Orchestrator environment. Orchestrator enables you to remotely manage deployed
VirusScan software from a central location and create customized software to deploy to servers, handle updates and alerts,

and perform other administrative tasks.

To install the McAfee software, insert the CD into the CD-ROM drive and follow the installation wizard. After you insert

the CD, the VirusScan Security Suite window appears. Choose VirusScan v7.1.0 for Win N'T/2K/XP, and follow the

installation wizard. When the Select Setup Type window appears, choose either the Typical or Custom radio button. (The

Typical setup type was tested.) After the software installs, a window diplays the following message: McAfee VirusScan

Enterprise setup has completed successfully.

¢ If you have an Internet connection, verify that the Update Now and the Run On-Demand Scan check boxes are
checked. These options enable you to update your virus definition (DAT) files and scan your local drives by running
On-Demand Scan.

¢ If you do not have an Internet connection, uncheck both of these check boxes. You can choose these options later, after

you establish an Internet connection.
After the installation is complete, refer to the McAfee documentation for information about setting up schedules, running

On-Demand scans, automatic updates, and other administrative tasks.

Note: On-Access scanning causes minimum performance impacts based on the types of files being accessed. For

additional information, refer to the Performance section on page 4.

Symantec AntiVirus Corporate Edition

You can install the Symantec AntiVirus Corporate Edition directly from the CD. For additional information about this

product, refer to the user guide that ships with the software.
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Note: Although untested, you can also install the Symantec AntiVirus Corporate Edition by creating a system control
center server and deploying the antivirus image from there. The system control center lets you remotely manage deployed
Symantec AntiVirus Corporate Edition software from a central location and create customized software to deploy to

servers, handle updates and alerts, and perform other administrative tasks.

To install the Symantec software, insert the CD into the CD-ROM drive and follow the installation wizard. After you insert
the CD, the Symantec AntiVirus Corporate Edition window appears. Choose Install Symantec AntiVirus, and follow the

installation wizard.
Be careful when choosing the options in the following windows:
¢ Mail Snap-In Selection—Leave the Microsoft Exchange/Outlook and Lotus Notes check boxes unchecked. These
options do not apply to BBSM.
¢ Network Setup Type—Click the Unmanaged radio button.
¢ [Initial Settings—Check the File System Realtime Protection check box.
¢ Run Options—If you have an Internet connection, verify that the Run LiveUpdate check box is checked. If you don’t

have an Internet connection, uncheck the check box. You can choose this option later, after you establish an Internet

connection.

Performance

On-Access (or real time) scanning causes minimum performance impacts based on the types of files being accessed. You
might see a high spike in process utilization during the scan of a large file. Otherwise, you normally see minimal spikes

during actual scans on the fly. (See Figure 1.)

Figure 1. Example of On-A Scan Performance
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To access the Windows Task Manager, follow these steps:
1. Press Ctrl + Alt + Delete. The Windows Security window appears.
2. Click Task Manager. The Windows Task Manager window box appears.

3. Click the Performance tab.
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With On-Demand scanning, every file on the system is accessed during the scan. It is not uncommon to see the processor
in the 90% utilization range during the scan. (See Figure 2.) On-Demand scans can take up to 1 hour, depending on the
number of files. Run these scans at least once a week during off-peak times to minimize the performance hit users will

experience during login.

Figure 2. Example of On-Demand Scan Performance
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These tests were run on a BBSM 5.3 server with 256 MB of RAM. We recommend that you install additional RAM to
minimize the impact of the antivirus software and other Cisco-recommended applications that you install. Additional

RAM increases the overall performance of the BBSM server, especially in high-usage environments.

Final Analysis

Any antivirus solution that is rated for a Windows server installation should work on the BBSM server. Although this white
paper discusses the standalone installations for the Symantec and McAfee antivirus software, Cisco Systems does not
endorse these products. There are many viable antivirus alternatives; however, it is your responsibility to determine the
appropriate product. Antivirus protection is only one component of the overall security strategy. We recommend that you
consider other security options, such as firewalls (not the personal software type), Access Control Lists (ACLs), and

Intrusion Detection.

The SAFE Blueprint from Cisco is a flexible, dynamic blueprint for security and virtual private networks (VPNs). The
SAFE blueprint is based on Cisco Architecture for Voice, Video, and Integrated Data (AVVID), which enables businesses
to securely and successfully take advantage of electronic business on the Internet. Cisco has significantly enhanced the
SAFE blueprint and extended network security and VPN options to small branch offices, teleworkers, and

small-to-medium networks.
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SAFE White Papers

The following SAFE white papers provide overviews of the extended SAFE blueprint, followed by detailed descriptions of
the specific modules that comprise the actual network designs:

e SAFE: A Security Blueprint for Enterprise Networks

e SAFE: Extending the Security Blueprint to Small, Midsize, and Remote-User Networks

e SAFE: VPN IPSec Virtual Private Networks in Depth

e SAFE: Wireless LAN Security in Depth - Version 2

e SAFE: IP Telephony Security in Depth

e SAFE: IDS Deployment, Tuning, and Logging in Depth

Note: Not all of the recommendations of SAFE can be implemented on a BBSM network without impacting the overall
functionality of the BBSM server.
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