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ACHIEVING DYNAMIC VISIBILITY WITH
CISCO APPLICATION-ORIENTED NETWORKING

Application-Oriented Networking calls for dynamic r eal-time, right-place, and relevant-content visibil ity.

INTRODUCTION
Today’s new global business dynamics pose many deésad he search for a real-time advantage stranfllyences the business case for
implementing new supply chain efficiencies, siniptif operations, real-time visibility, and real-timesponsiveness.

The highly distributed IT infrastructures of magterprises typically consist of hundreds of inégehdent applications distributed geographically
worldwide. Often, these applications reside atfeamises of suppliers, distributors, and othedtpirties, while the enterprise’s own systems
might be outsourced to a managed service providdrieving real-time visibility from such a fragmeuitinfrastructure has up to now mandated
intrusive application agents, database triggefsyoré probes, messaging alerts, and monitors atchisgxtended IT infrastructure and has not
always been possible.

The most agile and successful enterprises arengade transformation to IT infrastructures th&aloperation in “real-time.” They call for a
single real-time view of the customer, an in-transiderstanding of underlying operations and laggseand an ability to react instantly to business
events thousands of miles away while maintainingtstompliance with regulatory and corporate goagice requirements.

New Application-Oriented Networking technology fra@iscd (Cisco AON) leverages the network to provide avpsive and noninvasive fabric
that facilitates dynamic visibility of business at&through a unique and innovative infrastructure.

Cisco AON forms a pervasive foundation for applmatto-application communications that bridgesititeerent gap between application and
network infrastructures that has existed sincebtiginning of commercial IT systems. Now, core smwican migrate from the application stack to
the underlying Cisco AON-enhanced network. Thisrasive fabric naturally facilitates dynamic visityil—achieving views of the business that are
real-time, right-place, and have the most relecantent—in a completely nonintrusive and natural vidgreover, Cisco AON is secure and easy
to maintain, and it substantially reduces the obsichieving and maintaining visibility.

The core Cisco AON capability that allows dynamigihility is the ability to process and interprattransit network events as business or
application eventwithin the network itself. This “business lens” promotes rapid and precisgsibn making at various points of presence in the
network and also allows notifications and alertbécsent to the right places across the extendsiddrs ecosystem. Cisco AON promotes the four
essential elements of visibility—extraction, cortiela and computation, notification, and action—tbam be used by any existing distributed,
service-oriented, or legacy application. Cisco A@i¥hplements business visibility engines like Businimtelligence tools, Dashboards, and
Business Activity Monitors.

NEED FOR DYNAMIC VISIBILITY

Cisco facilitates a breakthrough approach to dynami c visibility through its new Application-Oriented N etworking technology.

The new rules for business as described aboveeamg Eacilitated by an equally dramatic shift tgtdbuted computing environments. The resulting
distributed and service-oriented architectures bekiness use information more effectively in sthedd'real-time.” The goal is a customer-oriented
understanding of changing business conditionsgrate®n and visibility of information among parteeand holistic, in-transit visibility of internal
assets.
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The most agile and successful enterprises arertbe that operate closest to real time. Invarigblyay’s leaders across industries—technology,
transportation and logistics, manufacturing, health, and even formerly low-tech businesses sualgrisulture—are the ones that compete best
in the “time” domain. Additionally, concerns abdwimeland security are accompanied by significasirtass implications for timely and flawless
operations, particularly in today’s global busineesironment. Competing on “time” provides a souarénnovation and trust, time-to-market, and
competitive advantage along with operation excekesind stakeholder value. These and other factfioence the insatiable search for a real-time
advantage and provide the business case for imptamgenew supply chain efficiencies, simplified ogtéons, and dynamic visibility.

Companies seek dynamic visibility in order to shament-to-moment demand and supply-chain infolonatind to implement manufacturing and
distribution operations. They also want to condaictt product development; strategically source aptimize transportation and logistics;
synchronize marketing, sales, and service; manaterin real time; gain efficiencies in businesd aupply-chain processes; and facilitate shared
business processes at each end of the supply-deshaimd In most of these visibility scenarios, nofithe parties needs to see the whole, but just
the parts that are relevant to their needs, intiee.

Achieving mastery of the real-time business requar@ative understanding of how business processds where incentives can be realized, and
which real-time processes are most critical to esscThis mastery demands more than fast techndRag#ier, it must consider the time required to
restructure the business: How fast can a compamgfiorm or add end-to-end processes? Further,st cansider the time required to react. In
other words, how can business value be realizedititr insight into business events and changingitiond and shared with immediacy across
multiple applications?

Cisco Systenfsfacilitates a breakthrough approach to dynamiibility through its new Cisco Application-Orientétetworking technology.

Until now, applications have been the core proasssbbusiness logic, and the network has provabdterogeneous foundation for delivery
of communications. Now, dramatic changes in theswaf competition require new levels of businestkta@nd real-time responsiveness across
extended business ecosystems.

Cisco AON transforms yesterday’s after-the-factihess intelligence based on historical informafitto in-transit awareness derived from real-
time information and enforced with context-drivemaaeness of business rules and changing conditWith.Cisco AON, IT can be transformed
to facilitate new and more sophisticated real-tireeision making.

IN SEARCH OF THE REAL-TIME ADVANTAGE

The industry’s initial forays into distributed and service-oriented computing have still required esse ntial messaging and
collaboration services to be embedded into applicat ions or isolated into middleware.
How do enterprises achieve real-time visibility ag@

Enterprises go to great lengths to reduce thedsgtefivisibility inherent in their IT infrastructes. Agents placed in the application infrastructure
collect information from various devices and apgtiiens and forward that to specific monitoring apgtions that aggregate, correlate, and present
the information to a variety of users. These ageatsbe in the form of database triggers, netwookgs, timers, embedded software agents, and
so on.

This approach, which was state-of-the-art until n@Araught with problems. First, by its very na&tuthis approach is invasive and unnatural. The
use of entities foreign to the sanctity of applmatogic and consistency of databases can leadrious maintenance problems at best and business
failures at worst. Moreover, the use of such te@bgies can pose new security problems at the nétasod application levels. They can become the
weakest link in the infrastructure, especially whieese agents are developed in a transient fashitimless regard for their security legitimacy.
When the network devices, applications, and datshae upgraded, these agents might have to bitesywwhich could be a very costly endeavor.
Finally, when problems arise, it could lead to dig@ments between application infrastructure temsnetwork infrastructure teams. The problem
gets further compounded in an extended enterprnisehich a company might demand that its supplierdistributors implement similar invasive
technologies in their infrastructures to achieva-tsend business visibility.
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In short, the current approach to reducing vidipititency is complex, expensive, and highly invasand it widens the gap between the
application and the networking infrastructuresrireaterprise.

Figure 1. The Search for Visibility

= Current (but limited) state of the art:
— Business Intelligence—Achieves rich content visibility albeit with substantial latency
— Business Activity Monitoring—Achieves more timely visibility, but is less content rich

= The problem is three-dimensional
— Need: Dynamic Visibility
* Real-Time
= Right-Place
* Relevant-Content

From the content point of view (Figure 1), two mapproaches have been used to achieve busindsifityisimplementing a Business Intelligence
(BI) solution on top of the traditional data wareke and implementing a Business Activity Monitor{Bg@\M) solution on top of the existing
business process execution engine. Both of thge®maghes solve only part of the dynamic visibifitpblem. Although the Bl engines provide rich
content based on significant data analyses, theyatgprovide this content in real time. Indeed,ribker the content, the more latency in getting
that content. It is not uncommon for the Bl engiteedeliver relevant content days after businessitsvhave occurred. This, however, has its place
in getting the visibility that assists in long-testnategic planning for the business.

BAM, on the other hand, takes a more time-sensipgroach (as fast as the underlying business gsau# take to execute, although not
necessarily real time). It cannot, however providl content since the information it can providdiinited to what theinderlying business process
can provide. The time bottleneck for the BAM apmtoé still the underlying process, which needlmtn real time at all. In fact, the process itself
could potentially be running for several days befcompletion.

PERVASIVE CAPTURE OF INFORMATION

Where both of these approaches struggle, howesér,gpreading their information across the conepdettended ecosystem: The business
processes do not run everywhere the businessngnginThe Bl engine is likely to be centralizedtsd data center corresponding to the business
headquarters, and the BAM engines are likely tbalized where the business processes are rungimn if the BAM engines are distributed
through a service-oriented architecture, cost fitdthem from existing at every place where theteusiness activity. To get information rapidly
from a wide variety of sources—manufacturing plastgpliers, distributors, remote offices, warehsused so on—and to deliver information
rapidly to an equally wide variety of destinatioeguires substantial additional help. Moreovertheiof these approaches is location-aware unless
explicitly programmed for it; neither takes advaygaf specific locations (network addresses or subddresses, for example) where the
information is coming from. Each typically depermtsthe underlying network to provide the locatiorspace dimension.

Further examination reveals that achieving reaktinsibility is not just a two-dimensional problemith a trade-off between latency of content
delivery and the richness of the content (Figurdti$, in fact, a three-dimensional problem thalances time, content, and location. Furthermore,
the only pervasive and location-aware aspect ardearprise’s IT infrastructure is the network. Tregwork connects to every server, every data
storage unit, every backup server, every mobilécgeevery radio frequency identification (RFIDader, and so on. It even extends to enterprises’
business partners’ networks atheir partners’ networks.
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CISCO AON APPROACH TO VISIBILITY

The pervasive network is a rich source of business information.

Creating a pervasive network does not necessaiie wisibility problems. If the enterprise hasrésort to unnatural and invasive acts to
obtain real-time visibility, the network could iadtprevent cost-effective visibility because of its pervasiess. The network needs to be used
cooperatively to extract business information fribmaturally and nonintrusively. Cisco AON is eXgdhat natural extension to networking.

Cisco AON takes advantage of the existing netwgrktoviding a “business lens” for dynamic visihjlithat focuses on the multidimensional
aspects of time, place, and content. Cisco AONisadyic visibility overcomes the inherent latencyaday’s business analysis engines by
converting complex network events into a singléramsit view of business processes enforced bynbasirules and adaptable to customer needs
and changing business conditions. With Cisco AQBI phocess occurs right in the network, before @pplication layer sees those network events.
This unique capability gives Cisco AON a tremendedge in providing business visibility from thewetk itself: Once the business event is
identified, Cisco AON is able to transform, enhgraned correlate the information contained in it #meh transmit it to a variety of business
dashboards. Again, it uses the power of the netwwechieve this real-time, right-place, relevaotitent visibility.

Figure 2. New Networking Paradigm: Cisco AON Aggregates Data Packets into Application Messages
Data Packets in the L2/L3 Network

ioroo) Wioroio) Jiorool Wioroo ool Mool

Application Messages Seen by Cisco AON (“L5/L6")

Purchase Order #1234: Iltem #567: Quantity 890

= Termination of TCP, Termination of SSL
= Deep Inspection of Complete Payload of the Packet

= Re-Aggregation of Multiple Packet Payloads into Original
Application Message (for example, purchase order)

Cisco AON, being a part of the network, providgseavasive overlay that understands both the netandkthe applications that the network
supports. Its pervasive nature allows Cisco AONapture relevant network events without the ugerolbes or timers. By understanding
application messaging, Cisco AON performs the tfshgents without intruding into the applicatiordedtself (Figure 2). As part of the network,
Cisco AON is maintained and managed like any atieéwork device and is secure. Moreover, being #reqf the network, Cisco AON brings
location-awareness into the visibility, both frowtracting information from specific locations arat flelivering information to them, as demanded
by the business. As an application-aware netwoid¢cdCAON closes the gap between network and aggitanfrastructures. It easily extends to
the business ecosystem by taking full advantagehefr Cisco AON devices at suppliers or distribsitor

In short, the Cisco AON approach is simple, suligthy more cost-effective, and nonintrusive. Itfts the foundation for the transformation to
dynamic visibility that is real-time, right-placand content-relevant.

Cisco AON is not a replacement for Bl or BAM engink fact, it is a perfect complement to them,ause it provides the pervasive, nonintrusive
infrastructure to extradiusiness information from the network itself. After someopessing, Cisco AON then sends the informatioméoother
visibility engines, which can then create more ctaxinformation models and present them in a up@rapriate fashion. Cisco AON is also the
carrier for the actions demanded by the usersesfglvisibility engines to their appropriate location the extended enterprise, again in real time.
For example, if a dashboard triggers a notificatma supplier for immediate action, Cisco AON carry that notification information in the right
format (security, content, etc.) and the right $fzort (e-mail, IP phone, Short Message Service, pége, etc.).
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DYNAMIC VISIBILITY AT THE SPEED OF BUSINESS

Cisco AON creates an Internet for applications that integrates people, partners, and processes usingt  he existing network.
Today’s enterprise networks are primarily charapéetr by a functional separation of application aetivorking elements, resulting in an
application-network gap. This gap results in sejgardrastructures for application and networkghvdifferent “languages” for defining application
and network services. Applications do not use trengths of the underlying network today, so theatslities of an application-independent
network are largely hidden.

The application-network gap affects business piémi It results in poorly used IT assets and uessary complexity, cost, and inefficiencies.
The gap makes it difficult or impossible to achievel-to-end real-time visibility. It produces urtegnties around the creation and enforcement
of business and security policies. The gap makeiffitult to automate regulatory compliance. leates challenges in service-level management
and use of assets. And the gap results in shartall bottlenecks in infrastructure performance.

Table 1.  Cisco AON Enables Dynamic Visibility

Cisco AON Platform Features Benefits for Visibility

Event filtering in the network Substantially reduced latency
Message transformation Enhanced and targeted content
Message-level security Secure, customized dashboards
Application-aware transport Notification and Actionability
Content-level caching Reusable business dashboards

Results in Real-Time Business Intelligence

On the other hand, Cisco AON creates the equivaleah Internet for applications that integratespde, business processes, and IT resources
using the existing network. Essential, core ses/iograte from the application stack to the undedyCisco AON-enhanced network (Table 1).

Because Cisco AON can act as a network interceptimhinspection point for application messageitraffach node can be configured to act as a
‘sensor’ that can capture, process, and log highdpular information about application messagess ifhdtransit capability allows Cisco AON to
provide an event-capture fabric for application seges.

Cisco AON facilitates the four essential elemeritdymamic visibility that can be used by existirigtdbuted, service-oriented, or traditional
applications.

< Extraction—selectively filters and extracts in-transit contastit moves through the network. Being a parhefrietwork, Cisco AON is
location-aware and hence able to extract events &iner locations based on business policies.

« Correlation and computation—understands the context of complex business presésgransit using intelligence derived from ipgpbcation
internetworking, messaging, security, and optiniiratapabilities.

« Notification—publishes event-related visibility information tovariety of applications, middleware, and devicpsrating in parallel.

» Action—enables dynamic, in-transit action. These actioakayed to in-transit content and inherent contéxiomplex events processed
according to business rules and enforced acrossrietind organizational boundaries.

Cisco AON transforms yesterday’s after-the-factimess intelligence, based on historical informatiato in-transit awareness derived from real-
time information. Relevant action is enforced witintextual awareness of business rules and changimdjtions. With Cisco AON, IT evolves to
allow new and more sophisticated real-time decisiaking based on accurate, current business mdtrgtead of the need for multiple reports or
after-the-fact portals, distributed, service-orézhtand traditional applications use Cisco AONré&ai-time event dashboards. They use a real-time
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push instead of a latent pull of information, actible notification instead of passive alerts, aal-time actionable business insight instead of-pos
mortem analysis.

IMPACT ON BUSINESS TRANSFORMATION

Cisco AON'’s dynamic visibility has significant impl ications in the transformation of important busines S processes across
industries that rely on real-time responses to cust omer needs and changing business requirements.

Cisco AON'’s dynamic visibility can deliver measuabalue across a variety of scenarios, includilodpal supply chains, compliance, logistics,
fraud detection.

Cisco AON and the Visibility of Application Perform ance

The trend in globally distributed enterprises isrtove to fewer data centers and fewer instanceplfcations. This trend makes sense because the
cost of owning and operating replicated instandeterprise resource planning (ERP) tools is higte trade-off here is that many more of the
application accesses are across continents (Ol&M). The end-to-end performance of these appbeeti(response times, availability, and so on)
directly affects the business. For a large comparfypercent reduction in application response timag result in 2 percent fewer orders processed
over a week, which could translate into millionsdoflars of lost revenue.

Cisco AON can be used to measure and monitor ttferpgance of such distributed applications in a ptately nonintrusive fashion. Strategically
placed Cisco AON nodes can monitor the applicatiaffic flowing through them, correlate the timimformation and publish them to a real-time
dashboard of application performance. Because @Gi€dd can understand the application message cqnit@se dashboards can be highly
customized to receive only the relevant applicafierformance information (for a particular applicat for a given data center, for a certain time
of the day, and so on).

Cisco AON and the Supply Chain Visibility Using RFI D

Consider, for example, how Cisco AON can help atDRRventory application track orders across areeded supply chain. Cisco AON can
intercept RFID data close to its sources to proweigglications with real-time alerts about the irgkted status of an order, correlate a complex
series of events across organizational boundamesinstantly enforce business rules accordindgnémging customer requirements or shifting
inventory or supply chain conditions.

This level of real-time awareness and complex miaitiain intelligence would otherwise require a cawet of invasive probes, after-the-fact
triggers, and custom coding. Additionally, sucHased implementation schemes are difficult to ecdoor adapt across organizational boundaries,
disparate IT infrastructures, and global multipartsupply chains. In numerous instances, these typehallenges have impeded the general
acceptance of RFID technologies. With Cisco AON mimg on the scene, many of these challenges ¢ectigkly be overcome.

Cisco AON and the Security Visibility for Sarbanes-  Oxley Compliance

Mandated compliance can be extremely demandingitar@ises. Spending related to Sarbanes-Oxley kange by Fortune 1000 enterprises,
for example, routinely exceeds $25 million. The le&surance Portability and Accountability ActifFAA), Gramm-Leach-Bailey, and similar
compliance requirements such as Basel Il in th@ian Union have demanded major investments.

All compliance automation solutions have two maomponents: controls put in place at a varietypmiigations, servers, and networks to capture
compliance violations, and monitors that createmrsitze audit logs for proving that the controls evier fact effective. By their nature, the controls
and monitors are intrusive on the systems and ehgarks they control and monitor. They are expem$ivcreate and even more expensive to
maintain over time while the underlying systems aativorks keep changing. One of the biggest castsinpliance solutions is to prove that the
controls and monitors were effective in the presesfnetwork security attacks and vulnerabilitie$T infrastructure. Indeed, by some estimates,
about 60 percent of the typical Sarbanes-Oxley diamge solutions goes toward managing the secafitiie controls and monitors.
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Compliance scenarios are tailor-made for Cisco AB&tause the network is ubiquitous and pervasiiss0CAON becomes a highly effective
platform for creating nonintrusive controls and ritors. Its application-aware framework providesatunal way to create controls. Its native
logging and auditing facilities provide for autom@tmonitors. Its built-in security policy featuteslp ensure that these controls and monitors
are natively more secure and less vulnerable &zlkdtand violations.

Cisco AON and the Real-Time Visibility of Global Lo gistics

Cisco AON is useful for transforming business aahhology processes for providers in the logissb#ping, and transportation industries, where
on-time delivery and fast cycle times are critiwatustomer satisfaction and multiple applicatiervice-level agreements (SLAS) define business
policies. Such companies are focused on agiligdapting IT resources to address business requiteraad responding quickly to changing
customer needs.

Cisco AON'’s dynamic visibility facilitates real-tienbusiness processes that provide customers ardahtisers with a single source of information
and allow the integration of critical informatiorofn multiple operating divisions and subsidiarig®ia single view. Cisco AON equips portfolio
management, billing, and customer service with-tiea, in-transit information instead of after-tfast analysis. It allows application-level SLAs to
trigger real-time modifications to pricing struasror customer service requirements. The advantddes dynamic visibility can spread across IT
infrastructure, business processes, and disciplimssnplify information access and provide sigrafit differentiation through IT innovation.

Cisco AON and the Dynamic Visibility of Fraud

Fraud prevention and customer privacy and confidtytare vital considerations in today’s bankiagd finance industry. The success of these
institutions is inextricably linked to the securépd safety of its customers; the consequenceateafity theft through “phishing” and "pharming”
schemes and other fraudulent practices have a dinpact on customers. While the victims of identheft are irreparably harmed, their financial
institutions also bear substantial financial péaalthrough legislated actions. In this environméns vital to distinguish errors from fraud. Bhi

can be accomplished by determining whether peagtside the institution, or in collusion with insideare committing fraud, such as unauthorized
access to customer databases, fraudulent monefedranor forgery through international monetastimments, such as travelers checks and wire
transfers.

Cisco AON facilitates highly granular applicaticecsirity and access policies in the network itselédaunter and prevent fraud by adding detection
and prevention processes to the existing netwbdoéds so without requiring complex probes, triggand alerts to applications, adding latency
into critical business operations, or requiringaailitional tier of security devices. These procgesse then made dynamically visible within the
scope of application security monitors or busirdeshboards. Cisco AON can alert important appboatand administrators, both business and IT,
in the event of a suspect activity and can shutrdaecess immediately if the activity is determit@the malicious. Through its inherent awareness
of the underlying network, Cisco AON'’s pervasivéeltigence can detect the difference between “fatsstives” such as operator error and actual
malicious activity and can immediately invoke neegg countermeasures based on business policies.

These Cisco AON-powered scenarios indeed exemgjify\amic visibility: the most relevant informatioelivered to all the right entities in real
time.

FOR MORE INFORMATION

For more information about Cisco AON, vikittp://www.cisco.com/go/aoar

http://www.cisco.com/en/US/products/ps6438/prod_utedseries_home.htrok contact your Cisco account representative.
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