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Cisco Flexible Packet Matching

Cisco ° Flexible Packet Matching is a next-generation pack et filtering feature introduced in Cisco IOS  © Software Release
12.4(4)T. Flexible Packet Matching enables filterin g, at a bit level, deep within the packet. When net  works are under attack,
access control lists (ACLs) are deployed at the net ~ work edge as the first line of defense.

CHALLENGE

Malicious attacks against networks are increaginfgequency and sophistication. To counter theselat, tools are needed that are as flexible as
possible and that can provide packet inspectioatéifles at different levels. Many of the toolsaflable today do not allow deep packet
inspection. These tools are constrained to spdaids in well-known protocol headers. If an aktarses a field outside the limited range of
inspection provided by these tools, it is diffictdtclassify and defend against the attack.

Cisco Flexible Packet Matching provides network aadurity administrators with powerful tools tddil traffic as it enters the network and to
immediately drop and/or keep a log for auditinggmses. Flexible Packet Matching allows network sexlrity administrators to specify custom
patterns to match on, deep within the packet heaidgayload. The feature introduces the conceptatbcol header definition files (PHDFs),
which give names to offset locations within a packeereby increasing the usability of Flexible RetdViatching. Ready-made definitions for
standard protocols are included via PHDF, makiready to deploy out of the box, at run time. Highel custom scripting for PHDFs is supported
via standard XML editors.

SOLUTION

Cisco Flexible Packet Matching provides the mearingpect packets for characteristics of an attachl,to take appropriate actions (log, drop, or
ICMP unreachable). Flexible Packet Matching prosiddlexible Layer 2 through Layer 7 statelesssifastion mechanism. The user can specify
classification criteria based on any protocol any field of the traffic’s protocol stack. Based thre classification result, actions such as drologr
can be taken on the classified traffic.
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Figure 1 shows how Flexible Packet Matching works.

Figure 1. Cisco Flexible Packet Matching
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PROTOCOL HEADER DEFINITION FILE (PHDF)

The custom scripting available for packet clasatfin is done with PHDFs. The PHDF defines thecstme of a particular packet and adds the
protocol inspection capabilities to Cisco I0S Safitev The field names that are defined within th®P#lare used for defining the packet filters.
A PHDF enables the user to take advantage of éxéflity of XML to describe almost any protocoldaer. The important components of the
PHDF are the version, the XML file schema locatiang the protocol field definitions. The protocield definitions name the appropriate field

in the protocol header, allow for a comment deseglthe field, provide the location of the protob@ader field in the header (the offset is relative
to the start of the protocol header), and provideléngth of the field. A PHDF also helps in configtion simplicity by defining certain “always
match” criteria as constraints.

MANAGEMENT OPTIONS
The Cisco Flexible Packet Matching feature is madaga the Cisco IOS CLI, a full-featured CLI tipabvides device configuration over a
Secure Shell (SSH) Protocol connection.
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INTEGRATION WITH OTHER SECURITY DEPLOYMENT SOLUTION S

When using the Cisco Flexible Packet Matching fesatn combination with other Cisco packet inspettiechnologies such as Cisco intrusion
prevention systems (IPSs), network-based protamagnition, and ACLs, network operators have a-bebtreed selection of tools to identify
and control traffic flows in a network.

ORDERING INFORMATION
Flexible Packet Matching is introduced in Cisco IS&tware Release 12.4(4)T. The feature will ordyalvailable in Advanced Security, Advanced
IP Services, and Advanced Enterprise Software ppekarhe supported hardware platforms are listemhbe

Cisco 871 integrated services routers

Cisco 1700 Series modular access routers
Cisco 1800 Series integrated services routers
Cisco 2600 Series multiservice routers

Cisco 2600XM Series multiservice routers
Cisco 2800 Series Integrated Services Routers
Cisco 3700 Series multiservice routers

Cisco 3800 Series integrated services routers
Cisco 7200 Series universal services routers
Cisco 7301 routers

For ordering details or more information on Cis¢exible Packet Matching, visitittp://www.cisco.com/go/fpm

For more information on Cisco 10S router secunigit: http://www.cisco.com/go/routersecurity
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