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Improving Employee Productivity

Up to 2% of Revenue Losses and 51% of Downtime
Costs Are Due to Security Problems

= Nearly 50% of user downtime due to

spyware alone*
—Each system crash: 15 minutes

—Multiple crashes per day per infection

Employee Business . .
Productivity —Incalculable information loss or damage

= Upwards of 25% of IT support time spent
on preventable infections**
—Average support call: 1 hour
—Cost per hour: $75

¥

Malware Impact on IT

Sources: *Infonetics Research and **Cisco customer survey
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Add the Human Factor:

Innocent Accomplice

Streaming Media

MP3s 29%

P2P File Sharing |G 16%
DVDs [ 14%

llegal Software [ 10%

Hacking Tools [ 4%

None RN 21%

0% 10% 20% 30% 40% 50% 60%

*International Data Corporation, Consumer Affairs, Bigfoot Interactive, Gartner



he Need for Cisco I0S Content Filtering

Employee Productivity
and Legal Liability

Complex Internet
Threats

Low Operational Costs
and Security Integration
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Cisco I0S® Content Filtering

with Trend Micro

A Web Security Solution That Protects Organizations from Known

and New Internet Threats, While Improving Employee Productivity

= |deal for Enterprise Branch and Small-Medium Businesses
= Block malicious sites and enforce corporate policies
= Offers category based security and productivity ratings

= Regulations such as HIPAA, FISMA, CIPA (Children’s Internet Protection Act)
mandate reliable content filtering.

= Policy is enforced and maintained on the router locally

e Internet

URL Cache
Trend Micro = e
Rating Server 1 S

Categories: Porn,
Violence, Gambling
Sports,...




Deployment Scenarios and Benefits
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Branch Office
» Preserve network resources
» Content filtering policies on the router Small Office
* Lower TCO « Content filtering on the router
* Improve Productivity » Malware control
« Web usage control

ontrol spyware and malware right at the remote site; conserve WAN bandwic
Improve employee productivity and protect network resources by enabling content filtering
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Comprehensive Content

Filtering Features

Feature Benefit

Security Ratings Block malware; use security rating of
Adware, phishing, a Website to prevent malware
spyware, hacking downloaded by the end users

Category-based URL Block unwanted Web activity;
classification enforce access to both objectionable
Over 70 categories available and productivity affecting Websites

Keyword blocking Localized filtering on Cisco ® router
allows blocking of Websites based
on keywords

Black and White List support Support for 100 Black and 100 White
Lists in Cisco IOS®




Cisco I0S® Content Filtering Management:
Cisco® Configuration Professional

Firewall Wizard X|
URL Filter Server Configuration

Flease specify the URLs that has to he alowed or biocked without connecting to

the URL Filter vendor server,

Enter the keywords in the URL that has to be blocked

{Use comma to seperate mult Firewall Wizard 5'
URL Hilter Category Selection
Enter the URLs that has to be bior Select the category and action for the web request for the website in the
I category. Selecting SDM default profiles automatically selects the categaries
as per the profie selected. You can select Mone to select your own cateqories,
C Default Category Custom Category
SO Default Profiles | Sehonl j
Enter the URLs that to be alows
Category | Description | Action =
¥ | abortion |
| adultcContent m
M | alcohol | Dery =]
¥ | arts —Ll
[T | Auctions m
¥ Elogs ooy =l
2 Brokeracge |
W | Business [ Allow [Hl
(| chat Dty vI
W | —omputers-internet Deny vI;|

< Back | Next> | Frisn | cancel|  Help |




Cisco |I0OS Content Filtering Subscription
Service Architecture

Cache:
www.poker.net
Gaming
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Feature Detalls

= Flexible Configuration

— Category and URL (productivity or security) is cached




License Activation

= Upon SKU purchase, customer receives PAK (product




Feature Configuration

= Customers can enter the router’s public IP address and
download a security certificate. The public IP address is
entered at
http://www.cisco.com/en/US/products/ps5854/products
_configuration_example09186a0080816c¢c23.shtml

= Certificate Is used to communicate with the Trend Micro
Rating Server.

= Customer can then follow easy, intuitive steps to
configure Cisco IOS® content filtering using Cisco
Configuration Professional or through the command-
line interface (CLI).

= More details at www.cisco.com/go/ioscontentfiltering



Content Filtering Service Flow

User Enters URL

Web Browser CE:
Disabled

Content Filtering-Enabled
URL Is Checked by Local Policy-

Requested Web
Page Served

Permit or
Deny URL

Keywords; Exclusive Domains
(Black/White Lists)

No Local Policy

URL Is Sent to the Trend Micro
Rating Server

URL or IP Address Is Rated into a
Category, i.e., Porn, Gambling,
Violence, Sports

Does Not Comply

Rating of Site Is Returned to with Policy

Cisco I0S and Compared Against
the Content Filtering Policy

Complies with Policy
User Will Be Allowed to Access the User Will Be Blocked

Site and the URL/IP Address Is and Redirected to
Cached in Cisco 10S Notification Page



Cisco Services and Support

Cisco and its partners provide a broad portfolio of security
services that help you to:

*Protect privacy and integrity of information
*Achieve and maintain regulatory compliance,
*Protect your network investment,

*Optimize network operations, and

*Extend the power of your business by preparing your
network for new applications

For more information, visit
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