Cisco SYSTEMS

Configuration Guide

Configuring Cisco I0S IPS Using IPS MC 2.2

The CiscoWorks Management Center for IPS Sensors (I PS MC) is the management console for Cisco  ° IPS devices. IPS MC
Version 2.2 supports provisioning of the intrusion prevention system (IPS) feature on Cisco IOS  © Software routers. This
document focuses on configuring Cisco I0S IPS route rs using IPS MC 2.2.

For more detailed information regarding how to IB® MC, including how to use it to configure deddhat are not based on Cisco |IOS Software,
refer to the CiscoWorks Management Center for IBSs8rs User Guide at:
http://www.cisco.com/en/US/products/sw/cscowork@8®products_user_guide_book09186a00805b53e3.html

BASIC UNDERSTANDING OF CONFIGURATION TASKS

IPS MC is used to manage tbenfigurationof a group of Cisco IOS IPS routers. Note that MRS does not manage the alerts from routers running
IPS; the recommended Cisco product for iR&itoringis the Cisco Security Monitoring, Analysis and Rasse System (Cisco Security MARS).
Configuration management consists of a seriessitdescribed in this document. These tasks calivizked into three phases—import,
configuration, and deployment (Figure 1). Each pHees its own set of responsibilities and functions

- Import : Import a router into IPS MC. You must import a rninto IPS MC before you can use IPS MC to configti A router cannot be
imported unless an initial IPS configuration existsthe router (details are given later in thisdgyi

- Configuration: Configure the device. For example, you can conégucisco I0OS IPS router to use one of the Ciscomenended pretuned
signature files. Configuration changes are stond®8 MC, but not sent to the router in this phase.

- Deployment Deliver configuration changes to the actual deviduring this phase you commit the changes maderifiguration tasks to the
routers.

- Additional Tasks: IPS MC provides an autodownload function to autdcadly download signature updates from Cisco.com.

All contents are Copyright © 1992—-2006 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement.
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Figure 1. IPS MC Configuration Task Flow
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Understanding this phased approach is essentidfectively using IPS MC. It is different from dee-based management GUIs such as
Cisco Router and Security Device Manager (SDM).iBebased GUIs act directly on a single router,neaie IPS MC is designed to work
on groups of routers (and other IPS devices su€isz® IPS 4200 Series Sensors) networkwide.

This document provides information about each efttsks in the diagram to guide you in using IPSth@&anage Cisco IOS IPS routers.

INITIAL CONFIGURATION OF CISCO IOS IPS ROUTERS
To successfully import or add a Cisco 10S IPS motgePS MC, you must perform certain initial or&pequisite” configuration steps on the
Cisco I0S IPS routers. The following summarizesthsteps.

You mustenable Secure Shell (SSH) Protocol in a CiscolREsrouter for configuration, import, and deploymémough Cisco IPS MC. In
addition, the Security Device Event Exchange (SDfigjocol must be enabled for event reporting psegdalthough these alerts are not sent
to IPS MC, because IPS MC is used only for provisig, not reporting). Finally, you need to makeestle clock setting on the IPS router is
synchronized with the IPS MC.
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To configure SSH on the router, follow these si@psonfiguration mode).

Step 1. Create a local username and password for the router

Router#config terminal
Router(config) # username <username> password <password>

Step 2. Enable local login on the vty lines interface.

Router#config terminal
Router(config)#line vty 0 15
Router(config-line) #login local
Router(config-line)#exit

If the transport input or transport output command-line interface (CLI) is configured undgr kne configuration, make sure SSH is enabled.
For example:

Router#conf terminal

Router(config)#line vty 0 15

Router(config-line) #transport input ssh telnet
Router(config-line)#exit

Step 3. Generate a 1024-bit RSA key if there is no exiskiag. SSH is automatically enabled after cryptobyaey generation.

Router#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config) #crypto key generate rsa

The name for the keys will be: Router.cisco.com

Choose the size of the key modulus in the range of 360 to 2048 for your General Purpose Keys.
Choosing a key modulus greater than 512 may take a few minutes.

How many bits in the modulus [512]: 1024

% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]
Router(config)#

*Jan 23 00:44:40.952: % SSH-5-ENABLED: SSH 1.99 has been enabled
Router config)#

Step 4. Next, enable SDEE on the router.

Router(config)#ip ips notify sdee

Step 5. Enable HTTPS. HTTP or HTTPS is required for IPS dd@ommunicate with the router with SDEE to gatieent information.

Router(config)#ip http authentication local
Router(config)#ip http secure-server
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Step 6. Use the external Network Time Protocol (NTP) senretlock command to configure the clock settinglom IPS router.

Router(config)#clock set hh:mm:ss day month year

Now the Cisco IOS IPS router is ready and can kpoited to IPS MC for further configuration and mgement.

IMPORTING A CISCO IOS IPS ROUTER INTO IPS MC
When you have the prerequisite configuration onrtheer, you can add (or “import”) it into IPS MC.

Step 1. Start your browser and point to the server runi@isgoWorks. The default port number of the webeeiv 1741, so you should
use a URL similar to the following: http://<senipraddress>:1741/. Input the name and passwombtl (Figure 2).

Figure 2. CiscoWorks Login Page
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Step 2. When logged in, choose VPN/Security Managementt®olwn the left side, and select Management Ce@iak IPS Sensors (Figure
3).

Figure 3. Start IPS MC
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Step 3. IPS MC will launch in a separate browser windoworithe main user interface, there are 5 major tafkavices, Configuration,
Deployment, Report, and Admin.

Devices—This task is for managing all the devices using MRS Use this function to perform initial setupddvices managed by
the system (Figure 4).

Configuration—The device provisioning function is done througis tiask. You can configure devices at individualide level or at
group level. One device group can contain multif@eices. All changes made through configuratiokgasust be saved; the function
does not immediately make changes to the devioas.nYust use the deployment task to make changesfédct.

Deployment—Use this task to deliver configuration changeseawicks. Through this task, you can deliver charigegour saved
configuration tasks. Schedule capability providesible control of when the configuration changkewdd take effect.

Report—Use this task to generate various system operegjoorts.

Admin—System administration tasks such as database maeagesystem configuration, and license managensnbe performed
here.
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Figure 4. IPS MC Main Window
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Step 4. Choose Device -> Sensor to add new devices (Figure

Figure 5. Import Cisco 10S IPS Router Using IPS MC
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Step 5. The Select Type user interface shows. You needlttPS MC what type of “add” function you wantperform. For devices that
are currently running on the network, you can cleabglmport configuration from deviception. For devices that you are planning
to add into the system, you can chooseQheate default configurationption (Figure 6). The options and their descoipsi follow:

Figure 6. Select Import Option
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Import configuration from device—Use this option to add an existing device into NG.

- Create default configuration—Use this option if you are planning to add a dewcH#”S MC but the device is not running on thevoek yet.

- Add multiple devices—When you add multiple devices, IPS MC can readwafite or an .xml file containing device informati and adds
them all.

Tip: The sample .csv format and .xml format fileslamated iniInstallDirectory\MDC\etc\idsand are namehlllultipleAddDevices-format.csv
andMultipleAddDevices-format.xmtespectively.
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Step 6. Select the group to which you want to add the CI&€® IPS router, or use the default global grouperTclick Next.

Step 7. Provide the information in the Identification padfethe user does not have privilege level 15 agcights, you need to supply the enable
password. In the last row of thee Identificatiog@acheck Use SSH Credentials (Figure 7).

Figure 7. Enter Sensor Information
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Step 8. Click Next. You will be taken to the Add Sensor Snary page. Click Finish.
Step 9. Now you should have your device successfully addedIPS MC.
If you encounter errors during the import procesake sure you check the following:

Prerequisite configuration-Fhese configurations are required for IPS MC to camicate with Cisco 10S IPS routers.
Connectivity—Make sure IPS MC can reach the Cisco 10S IPS rsuter

Clock—Check the times on the IPS MC and the Cisco I0SrtR&r. The time is a critical component of theTHB certificate that
is used for authentication. The times have to lhiwil2 hours (best practice is at most a few Hoofreach other.

Cisco 10S IPS Certificate- Sometimes the Cisco 10S IPS certificate storedderirect. To delete a certificate from Cisco 10S,IP
you need to remove the trustpoint from the Cisc8 IBS router.

Additional Configuration

If ip http timeout-policy is configured with a low number of maximum regsestich as:
ip http timeout-policy idle 600 life 86400 requekts

You need to increase the maximum request number.

For example ip http timeout-policy idle 600 life 86400 requel490
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CONFIGURING THE CISCO I0S IPS ROUTER TO USE PRETUNED SIGNATURE FILES

After the router is imported into IPS MC, the netép is to select the Signature Definition File EJa text-based file that includes the threat
signatures that the IPS router will use, and thiado take (for example, drop, TCP reset, alanhgn each signature is triggered. Cisco Systems
recommends the use of Cisco pretuned SDF filege@tly there are three such files: “attack-drog,stdf28MB.sdf”, and “256MB.sdf"; details
about how to choose the SDF based on DRAM memottyamouters are given later in this guide. IPS 864G automatically download these files
from Cisco.com. Refer to the section “AutodownlaagSignature Updates” for more details.

In this task, we use a single device as an exaamlestart with a router with no IPS configuratidhe same process can also be used for multiple
devices on a group level.

Step 1. Select Configuration and then use the Object Smigotthe left to select the Cisco IOS IPS routet you want to configure (Figure 8).

Figure 8. IPS MC Configuration—Object Selector
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Most of the configuration settings in IPS MC 2.2 && configured at the group level as well as atnikividual device level; for example, the
global, iosips, and sdmlab groups are all configlerabject groups. In this example, we will choasendividual device-eisco of sdmlalgroup.

After object selection, on the top of the cente8 MC GUI, a path bar shows the current scope dfigaration. For instance, “Scope: Global >
sdmlab > cisco”. “cisco” is the name of the router selected from the object selector, and it isctiveent configuration object.

Step 2. Choose Settings from the GUI. The Settings sectitmws you to change configuration settings forgbkected object. Configuration
settings specific to Cisco I0S IPS routers arénnTOC section. Following is a list of tasks tha available under the TOC section
(Figure 9).
Identification —Cisco 10S IPS router basic information; you carcéfgea pretuned SDF file here
- Signature—Cisco 10S IPS router signatures
Signature Wizard—A signature wizard to add customized signatures
- Cisco 10S IPS Rules—For configuring Cisco IOS IPS rules that are usedpply to interfaces
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- Cisco 10S IPS Filters—Cisco 10S IPS filters

- Cisco 10S IPS ReassembhyInterface IP virtual-reassembly configuration

- Cisco I0S IPS SDEE Properties-For configuring SDEE settings

- Cisco 10S IPS General Properties-Additional Cisco 10S IPS-related configurations

Figure 9. Configuration Settings

Step 3. Select Identification to configure pretuned SDEdi(Figure 10).

Figure 10. Cisco I0S IPS Router Identification
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Step 4. Select the pretuned SDF appropriate for the raandrclick Apply to apply changes.

Step 5. Go to the Pending task and save all the changgarg-iL1).

Figure 11. Pending Configuration Changes

Step 6. At this point, the configuration task is complet&d. make your changes take effect on the device nged to go through the deployment
task to deploy your changes to the target device.

Tip: If you are changing the SDF type, you may get thieWing message: “When changing the SDF type, ganuchoose to keep or discard
signature tuning information on the device. Click @ discard. Click Cancel to keep.”

Step 7. You need to click ‘Cancel’ to keep your signatureihg information (Figure 12).

Figure 12. Change SDF Type Confirmation
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Cisco I0S IPS can support more than 1600 signstaraumber that is beyond the memory capacitputers to accept. The SDFs have
been developed as a convenient way to select aadthe most vital signatures. Currently you caroskedrom three SDFs; they vary in size to
enable you to select an SDF file according to tRADI capacity of your routers. The available choifrdbow:

- UNSET—The SDF type is not set.

- ATTACK-DROP —This SDF is for routers with 64 MB of DRAM.
- 256MB—This SDF is for routers with 256 MB of DRAM.

- 128MB—This SDF is for routers with 128 MB of DRAM.

The 128- and 256-MB SDFs require a 2.001 engirgremter. This information is available in the Bes->Identification Ul ->
Version field.

Warning: IPS MC does not include memory-management fumefior Cisco IOS IPS routers. Be careful when $glgSDF files for your
Cisco 10S IPS router. Ensure that the Cisco 10Sr®8er has sufficient memory to run the selecte# Sle.

Step 8. Now you have successfully chosen a pretuned SDth&router—eisca You can perform additional signature tuning sastadd or edit,

or even create your own signatures. Or you canigatty to the step “Creating a Rule to Apply te timterface(s)” and skip the signature
tuning tasks.

MODIFYING PRETUNED SDF SIGNATURES

After selecting a pretuned SDF file for a routesuycan do additional signature tuning tasks. Yaouadd, edit, delete, and modify signatures to best
fit your needs, or you can even create your ownatigres when necessary. The following gives an pl@of how to add additional signatures and
modify the actions using IPS MC. Select the dewvicdevice groups you want to configure, and themog®ettings->Signatures->10S IPS.

Step 1. Use signature configuration to enable or disatdkecs or unselect, add a signature, delete a sigimathange signature actions, and edit
signature parameters (Figure 13). Use the Signatlizard to the left to create customized signatures

Figure 13. Signature Edit User Interface
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Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

In the signature configuration user interface, samf@mation is shown by default. Selected refers/hether the signature is going to be
included in the SDF file sent to the router. lignature is not selected, it will not be added. lited applies only if a signature is selected.
When a signature is disabled, the IPS engineswilsend events for that specific signature. ifaature is unselected it is also
automatically disabled.

The last two columns (Prop Src and Param Srcytellwhere the signature and its parameter, resgégticome from. The signature
could have been taken from pretuned SDF filesanffactory default which you can find in the I0Sx8xip file updates (it is shown
aslOS IPS Defaulfs These values apply to the parameter column #s we

While adding signatures to Cisco 10S IPS routemmry considerations must be accounted for. Ifgdd more signatures than the
Cisco IOS IPS router can process, IPS MC will taitleploy the configuration changes to the devices.

Following is an example to add signatures 5489théoCisco 10S IPS router.
Select Configuration and then use the Object Smi¢otselect the Cisco IOS IPS router that you viambnfigure IPS signatures for.

Select Configuration -> Settings -> Signatures@S lIPS. On the resulting signature list, seféiter by 1D, and typesignature ID 5489
Click Filter to search for signatures (Figure 14).

Figure 14. Search Signature

IPS MC does not support new categorization avalablCisco SDM.
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Step 7. Check the checkbox next to signatures that haveeen selected, and click Select on the bottomitap(Figure 15).

Figure 15. Signature Selection

Step 8. Now click Edit to change signature actions. You traleck the Override checkbox to make changes. lCthecSelected checkbox and
select alarm, drop, and reset in the Actions bdick@K when finished (Figure 16).

Figure 16. Signature Actions
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Step 9. Now all signatures are changed with desired act{Bitgure 17).

Figure 17. Updated Signatures

Step 10. Go to the Pending task and save all the changés cdmpletes the configuration task.

Tip: Pay close attention to the Prop Src column. Aftedification, the source changed to the device naftiedo”, meaning all the tuning
information is saved separately from the defawdtyoned SDF files. This mechanism gives IPS MC thiktyto retain customized
signature changes.

In the previous section when you changed the SERyfpes, the IPS MC asked you whether you wake#&p signature tuning information;
this is the signature tuning information it refette.

CHOOSING CUSTOMIZED SIGNATURES

If you do not want to use the default pretuned $il@E, you can use steps specified in the sectMadifying Pretuned SDF Signatures” to select
tuning signatures for your devices. In the ideadifion page, you need to make sure the SDF tyig&IBET. Refer to figure 10—Cisco 10S IPS
Router Identification.
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CREATING A RULE TO APPLY TO THE INTERFACE(S)
After tuning the signature, you need to enabledR$he Cisco 10S routers. To enable IPS on theerpybu must create an IPS rule and apply
it to at least one interface.

Step 1. Select Configuration and then use the Object Smi¢atselect the Cisco 10S IPS router that you viambonfigure. Verify in the path bar
that your scope is at the device level, not atagievel.

Step 2. Select Configuration > Settings > I0OS IPS Rules<tNeick Add to bring up the IPS Rules page. Eméormation for the rule name and
interface to which you want to apply the rule anméction (Figure 18).

Figure 18. Cisco I0S IPS Rule

Step 3. Click OK. Similarly, you can create rules for batinections for an interface (Figure 19).

Figure 19. Cisco I0S IPS Rule Summary
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Step 4. You need to save the configuration changes anéigaigh the deployment process to deliver chang#setaffected device or group
of devices.

You can perform other IPS-related configurations tout all other tasks are optional and not reguiwou can find all the options to
the left of the configuration user interface. Tiscument does not cover the optional configuratiptions.

DEPLOYING THE CONFIGURATION
After you make all the configuration changes, yeedto use the Deployment task to commit the chatgythe devices; all the configurations
you have made so far are saved locally on the IESsbtver.

To deploy configuration changes, go to the Deplaynuser interface and do the following:

Step 1. Select the Deployment task on the top menu barselett Generate to generate configuration chafigsre 20).

Figure 20. Generate Configuration Changes
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Step 2. Select the device “cisco” that you just configueed click Generate.

Step 3. Click OK to accept the generated configuration, tireh click OK. Now a status window pops up. Cléfresh until the generation task
completes successfully (Figure 21).

Figure 21. Configuration Generation Status Window

Step 4. Select Approve and sdmlab group to see a list ofigorations that need approval (Figure 22).

Figure 22.
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Step 5. Select the task(s) and click Approve. Then go tpl®gand click Submit. Then you have a user intaf@ select devices that you want
to submit the deployment task for. Select deviseaiand click Deploy (Figure 23).

Figure 23. Submit Tasks

Step 6. The following user interface shows a list of configtion changes. Select the configuration younestie to device cisco, and click Next
(Figure 24).

Figure 24. Deploy Configuration to Device
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Step 7. Now you can either immediately deploy the changescbedule a task to do it at a later time. In #xiample, choose the Immediate
option. Then click Next (Figure 25).

Figure 25. Deployment Job Scheduler

Step 8. A brief job summary is shown and ready to be depdo\Click Finish (Figure 26).

Figure 26. Deployment Job Summary
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Step 9. At the end of the deployment, a popup window shthesstatus of the deployment process (Figure 27).

Figure 27. Deployment Status

Now, you have successfully deployed Cisco I0S I®figurations to the device. When configuring npl&idevices, you can make configuration
changes on the group level and then apply the @sategall Cisco 10S IPS routers that belong tostimae group.

Tip: This process is lengthy, and a quick-deliveryction is available. Following is how to set it up.

Step 10. On the top of the user interface is a row of sinealhs. With your mouse over the first one, you sae the tool tip shown in Figure
28.

Figure 28. Tool Tip
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Step 11.  To enable the Generate and Deploy task, go to AdiBiystem Configuration ->Configuration File Managegrhand unchecEknable
manual configuration file change approwaieckbox (Figure 29).

Figure 29. Configuration File Management Settings

Step 12. Now with your mouse over the first icon, it showattthe task is enabled (Figure 30).

Figure 30. Generate and Deploy Auto Approval Enabled

Step 13. Now you do not have to go through the Generate-*éyp>Deploy process; simply click this icon, IPEMill automatically
generate configuration changes and deploy theimetal¢vices.
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AUTODOWNLOADING SIGNATURE UPDATES

IPS MC supports autodownload signature updates €@mo.com. It can download signature updatesdosar platforms as well as for Cisco 10S
IPS platforms. To configure this feature, go to AuhnSystem Configuration -> Auto Download IPS Upma(Figure 31).

Figure 31. IPS MC Auto Download

You must have a valid Cisco.com account to be bé®ownload this signature update. To check thedownloaded files, go to the IPS MC
installation home directory; by default it is: \gram files\CSCOpx\MDC\etc\ids\updates. Figure 3@wha screen shot of the downloaded files
in this directory. You can see that sensor updkgs, the Cisco 10S Software update file, and pretuSDF files are downloaded.
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Figure 32. Autodownloaded Files

UPDATE CISCO IOS IPS ROUTER WITH NEW SDF FILES
For Cisco 10S IPS routers deployed with preetune# Sles, as soon as a new version of the SDF &fesavailable through autodownload or
copied to the updates directory, Cisco IPS MC racss the new version. After a user interface skfrelevice icons turn yellow for applicable

devices (Figure 33).

Figure 33. IPS MC Device—Yellow Icon Indicates New Updates
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Step 1. Go to Deployment and go through the Generate, Agprand Deploy process. Figure 34 shows a scragro§the Generate user
interface.

Figure 34. Generate Configuration to Update SDF

Step 2. After successful deployment, the Cisco IOS IPSepigt using a new version of SDF files.
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