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Cisco 10S IPS Supported Signature List

Overview

Cisco Systems® releases 10S intrusion prevention system (IPS) signatures in the form of “S-files”,
which are lists of signatures and their characteristics. Cisco S-files contain signatures for all Cisco
IPS platforms: Cisco IPS 42xx sensors, Cisco ASA 55xx appliances, intrusion detection system
(IDS) modules for Cisco Catalyst® 6500 Series switches, and Cisco 10S® IPS. As Cisco creates
new signatures, it updates the S-files and increments the file name (e.g. S294 as of August 2007).
Cisco IOS IPS supports most, but not all, of the signatures in the S-files. This is because the other
platforms (e.g. 42xx sensors) support additional “IPS inspection engines” that Cisco 10S IPS
currently does not. Future Cisco IOS IPS releases may add support for these inspection engines.

The total number of signatures supported by Cisco I0S IPS routers depends on the Cisco I0S
Software release and the signature distribution package version.

In Cisco 10S Software Release 12.3(14)T, Cisco I0S IPS added support for three STRING
engines—STRING.TCP, STRING.UDP, and STRING.ICMP. Adding these engines resulted in a
large number of new signatures being supported on Cisco 10S IPS routers. As of signature
package 10S-S294.zip, the total number of signatures supported by Cisco 10S Software Release
12.3(14)T or later is 1700 (out of a total of 2011 signatures in the S294 file). Because of this and
other IPS enhancements, Cisco recommends running Cisco I0S Software Release 12.4(4)T or
later when using Cisco 10S IPS.

The following table lists all signatures supported in the 10S-S294.zip signature file, as of Cisco 10S
Software Release 12.3(14)T or later. The list is sorted by signature ID. The signature name and
signature engine information are also listed.

To download Cisco IOS IPS signature distribution packages, visit http://www.cisco.com/cgi-
bin/tablebuild.pl/ios-sigup.

Feature History of Cisco I0S IPS

Cisco IOS Software Modification

Release

12.4(6)T Session setup rate performance improvements

12.4(3a)/12.4(4)T STRING engine memory optimization

12.4(4)T MULTI-STRING engine support Trend Labs and Cisco Incident Control System (ICS);
performance improvement; Distributed Threat Mitigation (DTM)

12.4(2)T Layer 2 Transparent IPS support

12.314)T Support for three string engines (STRING.TCP, STRING.UDP, and STRING.ICMP)

12.3(8)T Support for Security Device Event Exchange (SDEE) protocol and for ATOMIC.IP,

ATOMIC.ICMP, ATOMIC.IPOPTIONS, ATOMIC.UDP, ATOMIC.TCP, SERVICE.DNS,
SERVICE.RPC, SERVICE.SMTP, SERVICE.HTTP, SERVICE.FTP, and OTHER engines
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Reference:

e 12.3T New Features
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123newft/123t/index.htm

e 12.4T New Features
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124newft/124t/index.htm

e 12.6T New Features
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124newft/124t/124t6/inde

x.htm

I0S-S294 Supported Full Signature List

The following table lists all signatures supported in Cisco IOS Software Release 12.3(14)T or later
as of 10S-S294.zip file. Signatures are sorted by Signature ID. Signhature name and signature
engine information are also listed.

Signature ID Signature Name Engine

1000-0 BAD IP OPTION ATOMIC.IPOPTIONS
1001-0 Record Packet Rte ATOMIC.IPOPTIONS
1002-0 Timestamp ATOMIC.IPOPTIONS
1003-0 Provide s,c,h,tcc ATOMIC.IPOPTIONS
1004-0 Loose Src Rte ATOMIC.IPOPTIONS
1005-0 SATNET ID ATOMIC.IPOPTIONS
1006-0 Strict Src Rte ATOMIC.IPOPTIONS
1007-0 IPv6 over IPv4 ATOMIC.L3.IP
1101-0 Unknown IP Proto ATOMIC.L3.IP
1102-0 Impossible IP packet ATOMIC.L3.IP
1104-0 IP Localhost Source Spoof ATOMIC.L3.IP
1107-0 RFC1918 address ATOMIC.L3.IP
1108-0 IP Packet with Proto 11 ATOMIC.L3.IP
1109-0 Cisco I0S Interface DoS ATOMIC.L3.IP
1109-1 Cisco IOS Interface DoS ATOMIC.L3.IP
1109-2 Cisco I0S Interface DoS ATOMIC.L3.IP
1109-3 Cisco IOS Interface DoS ATOMIC.L3.IP
1201-0 Frag Overlap OTHER

1202-0 DGram too long OTHER

1203-0 Frag Overwrite OTHER

1204-0 No Initial Frag OTHER

1205-0 Too Many Dgrams OTHER

1206-0 Frag Too Small OTHER

1207-0 Too Many Frags OTHER

1208-0 Incomplete DGram OTHER

2000-0 ICMP Echo Rply ATOMIC.ICMP
2001-0 ICMP Host Unreachable ATOMIC.ICMP
2001-1 ICMP Host Unreachable ATOMIC.ICMP
2002-0 ICMP Src Quench ATOMIC.ICMP
2003-0 ICMP Redirect ATOMIC.ICMP
2004-0 ICMP Echo Req ATOMIC.ICMP
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2005-0 ICMP Time Exceed ATOMIC.ICMP
2006-0 ICMP Param Prob ATOMIC.ICMP
2007-0 ICMP Time Req ATOMIC.ICMP
2008-0 ICMP Time Rply ATOMIC.ICMP
2009-0 ICMP Info Req ATOMIC.ICMP
2010-0 ICMP Info Rply ATOMIC.ICMP
2011-0 ICMP Addr Msk Req ATOMIC.ICMP
2012-0 ICMP Addr Msk Rply ATOMIC.ICMP
2150-0 Fragmented ICMP ATOMIC.ICMP
2151-0 Large ICMP ATOMIC.L3.IP
2154-0 Ping Of Death ATOMIC.L3.IP
2155-0 Modem DoS STRING.ICMP
2156-0 Nachi Worm ICMP Echo Request STRING.ICMP
2157-0 ICMP Hard Error DoS ATOMIC.ICMP
2157-1 ICMP Hard Error DoS ATOMIC.ICMP
2157-2 ICMP Hard Error DoS ATOMIC.ICMP
2201-0 IGMP over fragmented IP ATOMIC.L3.IP
2202-0 IGMP Invalid Packet DoS ATOMIC.L3.IP
3038-0 TCP FRAG NULL Packet ATOMIC.TCP
3039-0 TCP FRAG FIN Packet ATOMIC.TCP
3040-0 TCP NULL Packet ATOMIC.TCP
3041-0 TCP SYN/FIN Packet ATOMIC.TCP
3042-0 TCP FIN Packet ATOMIC.TCP
3043-0 TCP FRAG SYN/FIN Packet ATOMIC.TCP
3050-0 Half-open Syn OTHER

3051-0 TCP Connection Window Size DoS ATOMIC.TCP
3051-1 TCP Connection Window Size DoS ATOMIC.TCP
3100-0 SMTP RCPT TO Bounce

3101-0 SMTP To Bounce

3102-0 SMTP Invalid Sender SERVICE.SMTP
3103-0 SMTP (EXPN or VRFY) SERVICE.SMTP
3103-1 SMTP (EXPN or VRFY) SERVICE.SMTP
3104-0 SMTP Archaic SERVICE.SMTP
3104-1 SMTP Archaic SERVICE.SMTP
3105-0 SMTP Decode SERVICE.SMTP
3106-0 SMTP RCPT TO

3107-0 SMTP Majordomo Attack SERVICE.SMTP
3108-0 SMTP MIME Content Overflow SERVICE.SMTP
3109-0 Long SMTP Command SERVICE.SMTP
3109-1 Long SMTP Command SERVICE.SMTP
3110-0 SMTP Suspicious Attachment SERVICE.SMTP
3111-0 W32 Sircam Malicious Code STRING.TCP
3111-1 W32 Sircam Malicious Code STRING.TCP
3112-0 Lotus Notes Mail Loop DoS SERVICE.SMTP
3113-0 Email Attachment with Malicious Payload STRING.TCP
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3113-1 Email Attachment with Malicious Payload STRING.TCP
3114-0 Fetchmail Arbitrary Code Execution STRING.TCP
3115-0 Sendmail Data Header Overflow SERVICE.SMTP
3115-3 Sendmail Data Header Overflow SERVICE.SMTP
3116-0 NetBus STRING.TCP
3117-0 KLEZ worm STRING.TCP
3117-1 KLEZ worm STRING.TCP
3118-0 rwhoisd format string STRING.TCP
3119-0 WS_FTP STAT overflow STRING.TCP
3120-0 ANTS Virus STRING.TCP
3120-1 ANTS Virus STRING.TCP
3121-0 Vintra MailServer EXPN DoS STRING.TCP
3122-0 SMTP EXPN root Recon STRING.TCP
3123-0 NetBus Pro Traffic ATOMIC.TCP
3124-0 Sendmail prescan Memory Corruption SERVICE.SMTP
3125-0 Postfix 1.1.12 envelope address DoS SERVICE.SMTP
3126-0 Postfix bounce scan SERVICE.SMTP
3127-0 SMTP AUTH Brute Force Attempt SERVICE.SMTP
3128-1 Exchange xexch50 overflow STRING.TCP
3129-0 Mimail Virus C Variant File Attachment SERVICE.SMTP
3130-0 Mimail Virus | Variant File Attachment STRING.TCP
3131-0 Mimail Virus L Variant File Attachment STRING.TCP
3132-0 Novarg / Mydoom Virus Mail Attachment STRING.TCP
3132-1 Novarg / Mydoom Virus Mail Attachment STRING.TCP
3133-0 Novarg / Mydoom Virus Mail Attachment Variant B STRING.TCP
3133-1 Novarg / Mydoom Virus Mail Attachment Variant B STRING.TCP
3135-0 MyDoom Virus Activity STRING.TCP
3135-1 MyDoom Virus Activity STRING.TCP
3135-2 MyDoom Virus Activity STRING.TCP
3135-3 MyDoom Virus Activity STRING.TCP
3135-4 MyDoom Virus Activity STRING.TCP
3135-5 MyDoom Virus Activity STRING.TCP
3135-6 MyDoom Virus Activity STRING.TCP
3135-7 MyDoom Virus Activity STRING.TCP
3136-0 Netsky Virus Activity STRING.TCP
3136-1 Netsky Virus Activity STRING.TCP
3136-2 Netsky Virus Activity STRING.TCP
3136-3 Netsky Virus Activity STRING.TCP
3136-4 Netsky Virus Activity STRING.TCP
3136-5 Netsky Virus Activity STRING.TCP
3136-6 Netsky Virus Activity STRING.TCP
3136-7 Netsky Virus Activity STRING.TCP
3136-8 Netsky Virus Activity STRING.TCP
3136-9 Netsky Virus Activity STRING.TCP
3136-10 Netsky Virus Activity STRING.TCP
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3136-11 Netsky Virus Activity STRING.TCP
3137-0 Sober Virus Activity STRING.TCP
3137-1 Sober Virus Activity STRING.TCP
3137-2 Sober Virus Activity STRING.TCP
3137-3 Sober Virus Activity STRING.TCP
3137-4 Sober Virus Activity STRING.TCP
3137-5 Sober Virus Activity STRING.TCP
3137-6 Sober Virus Activity STRING.TCP
3138-0 Bagle.C Virus Email Attachment STRING.TCP
3139-0 Bagle.E Virus Email Attachment STRING.TCP
3140-0 Bagle Virus Activity STRING.TCP
3140-1 Bagle Virus Activity STRING.TCP
3140-2 Bagle Virus Activity STRING.TCP
3140-3 Bagle Virus Activity SERVICE.HTTP
3140-4 Bagle Virus Activity SERVICE.HTTP
3140-5 Bagle Virus Activity STRING.TCP
3140-6 Bagle Virus Activity STRING.TCP
3140-7 Bagle Virus Activity STRING.TCP
3140-8 Bagle Virus Activity STRING.TCP
3140-9 Bagle Virus Activity STRING.TCP
3140-10 Bagle Virus Activity STRING.TCP
3140-11 Bagle Virus Activity STRING.TCP
3140-12 Bagle Virus Activity STRING.TCP
3140-13 Bagle Virus Activity STRING.TCP
3140-14 Bagle Virus Activity STRING.TCP
3140-15 Bagle Virus Activity STRING.TCP
3140-16 Bagle Virus Activity STRING.TCP
3140-17 Bagle Virus Activity STRING.TCP
3140-18 Bagle Virus Activity STRING.TCP
3140-19 Bagle Virus Activity STRING.TCP
3141-0 Lovgate Worm Activity STRING.TCP
3142-0 Sasser Worm Activity STRING.TCP
3142-1 Sasser Worm Activity STRING.TCP
3142-3 Sasser Worm Activity STRING.TCP
3143-0 BERBEW Trojan Activity STRING.TCP
3143-1 BERBEW Trojan Activity STRING.UDP
3143-2 BERBEW Trojan Activity STRING.UDP
3144-0 Ratos Worm Activity STRING.TCP
3145-0 ZAFI Worm Activity STRING.TCP
3145-1 ZAFI Worm Activity STRING.TCP
3146-0 Bropia Worm Activity STRING.TCP
3150-0 FTP SITE STRING.TCP
3150-1 FTP SITE STRING.TCP
3151-0 FTP SYST STRING.TCP
3152-0 FTP CWD ~root STRING.TCP
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3153-0 FTP Improper Address SERVICE.FTP
3154-0 FTP Improper port SERVICE.FTP
3155-0 FTP RETR | exploit STRING.TCP
3156-0 FTP STOR Pipe exploit STRING.TCP
3157-0 FTP PASV Port Spoof SERVICE.FTP
3158-0 FTP SITE EXEC Format String STRING.TCP
3159-0 FTP PASS Suspicious Length STRING.TCP
3160-0 Cesar FTP Buffer Overflow STRING.TCP
3161-0 FTP realpath Buffer Overflow STRING.TCP
3161-1 FTP realpath Buffer Overflow STRING.TCP
3162-0 glFtpD LIST DoS STRING.TCP
3163-0 wu-ftpd heap corruption STRING.TCP
3164-0 Instant Server Mini Portal Directory Traversal STRING.TCP
3165-0 FTP SITE EXEC STRING.TCP
3166-0 FTP USER Suspicious Length STRING.TCP
3167-0 Format String in FTP username STRING.TCP
3168-0 FTP SITE EXEC Directory Traversal STRING.TCP
3169-0 FTP SITE EXEC tar STRING.TCP
3170-0 WS_FTP SITE CPWD Buffer Overflow STRING.TCP
3171-0 Ftp Priviledged Login STRING.TCP
3171-1 Ftp Priviedged Login STRING.TCP
3172-0 Ftp Cwd Overflow STRING.TCP
3173-0 Long FTP Command STRING.TCP
3175-0 ProFTPD STAT DoS STRING.TCP
3177-0 Long MDTM Command STRING.TCP
3178-0 Denial Of Service in Microsoft SMS Client STRING.TCP
3179-0 ftpdchk DOS STRING.TCP
3180-0 BakBone NetVault Remote Heap Overflow STRING.TCP
3180-1 BakBone NetVault Remote Heap Overflow STRING.TCP
3181-0 dSMTP Mail Server Format String Overflow STRING.TCP
3200-0 WWW phf SERVICE.HTTP
3201-1 Unix Password File Access Attempt SERVICE.HTTP
3201-2 Unix Password File Access Attempt SERVICE.HTTP
3201-3 Unix Password File Access Attempt SERVICE.HTTP
3201-4 Unix Password File Access Attempt SERVICE.HTTP
3201-5 Unix Password File Access Attempt SERVICE.HTTP
3201-6 Unix Password File Access Attempt SERVICE.HTTP
3202-0 WWW _url file SERVICE.HTTP
3203-0 WWW .Ink file SERVICE.HTTP
3204-0 WWW .bat file SERVICE.HTTP
3205-0 HTML page has .url link STRING.TCP
3206-0 HTML page has .Ink link STRING.TCP
3207-0 HTML page has .bat link STRING.TCP
3208-0 WWW campas attack SERVICE.HTTP
3209-0 WWW glimpse server attack SERVICE.HTTP
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3210-0 WWW IIS View Source Bug SERVICE.HTTP
3210-1 WWW IIS View Source Bug SERVICE.HTTP
3210-2 WWW IIS View Source Bug SERVICE.HTTP
3210-3 WWW IIS View Source Bug SERVICE.HTTP
3211-0 WWW [IS Hex View Source Bug SERVICE.HTTP
3211-1 WWW [IS Hex View Source Bug SERVICE.HTTP
3211-2 WWW [IS Hex View Source Bug SERVICE.HTTP
3211-3 WWW [IS Hex View Source Bug SERVICE.HTTP
3212-0 WWW NPH-TEST-CGI Bug SERVICE.HTTP
3213-0 WWW TEST-CGI Bug SERVICE.HTTP
3214-0 IIS DOT DOT VIEW Attack SERVICE.HTTP
3215-0 IIS DOT DOT EXECUTE Attack SERVICE.HTTP
3216-0 WWW Directory Traversal ../.. SERVICE.HTTP
3217-0 WWW php view file Bug SERVICE.HTTP
3218-0 WWW SGI wrap bug SERVICE.HTTP
3219-0 WWW php buffer overflow SERVICE.HTTP
3220-0 WWW IIS Long URL Crash SERVICE.HTTP
3221-0 WWW View Source GGI Bug SERVICE.HTTP
3222-0 WWW PHP Log Scripts Read Attack SERVICE.HTTP
3223-0 WWW Handler CGI BUG SERVICE.HTTP
3224-0 WWW Webgais Bug SERVICE.HTTP
3225-0 WWW websendmail File Access SERVICE.HTTP
3226-0 WWW Webdist Bug SERVICE.HTTP
3227-0 WWW Htmiscript Bug SERVICE.HTTP
3228-0 WWW Perfomer Bug SERVICE.HTTP
3229-0 WebsSite win-c-sample buffer overflow SERVICE.HTTP
3230-0 WebSite uploader SERVICE.HTTP
3231-0 Novell convert Bug SERVICE.HTTP
3232-0 WWW finger attempt SERVICE.HTTP
3233-0 WWW count-cgi Overflow SERVICE.HTTP
3234-0 IE Local Trusted Resource Execution SERVICE.HTTP
3234-1 IE Local Trusted Resource Execution SERVICE.HTTP
3235-0 showHelp CHM File Execution Weakness STRING.TCP
3235-1 showHelp CHM File Execution Weakness STRING.TCP
3236-0 IIS Path Disclosure SERVICE.HTTP
3254-0 XML-RPC PHP Command Execution SERVICE.HTTP
3254-1 XML-RPC PHP Command Execution SERVICE.HTTP
3255-0 Apache Long HTTP Header DoS SERVICE.HTTP
3300-0 Netbios OOB Data ATOMIC.TCP
3301-0 NbtStat Query ATOMIC.UDP
3315-0 Microsoft Windows 9x NetBIOS NULL Name STRING.TCP

Vulnerability

3316-0 Projectl DOS STRING.TCP
3325-0 Samba call_trans2open Overflow STRING.TCP
3326-0 Windows Startup Folder Remote Access STRING.TCP
3327-0 Windows RPC DCOM Overflow STRING.TCP
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3327-1 Windows RPC DCOM Overflow STRING.UDP
3327-2 Windows RPC DCOM Overflow ATOMIC.TCP
3327-3 Windows RPC DCOM Overflow ATOMIC.TCP
3328-0 Windows SMB/RPC NoOp Sled STRING.TCP
3328-2 Windows SMB/RPC NoOp Sled STRING.TCP
3330-0 Windows RPCSS Overflow 2 STRING.TCP
3331-1 UDP MSRPC Messenger Overflow STRING.UDP
3331-2 UDP MSRPC Messenger Overflow STRING.UDP
3336-0 Windows ASN.1 Bit String NTLMv2 Integer Overflow STRING.TCP
3337-0 Windows RPC Race Condition Exploitation STRING.TCP
3340-0 Windows Shell External Handler STRING.TCP
3341-0 Metasploit Activity STRING.TCP
3342-1 Windows NetDDE Overflow STRING.TCP
3343-0 Windows Account Locked STRING.TCP
3344-0 Windows 2000 TCP RPC DoS STRING.TCP
3345-0 RPC WinNuke ATOMIC.TCP
3346-0 Windows TSShutdn.exe Attempt STRING.TCP
3347-0 Windows ASN.1 Library Bit String Heap Corruption SERVICE.HTTP
3347-1 Windows ASN.1 Library Bit String Heap Corruption STRING.TCP
3347-2 Windows ASN.1 Library Bit String Heap Corruption SERVICE.HTTP
3400-0 Sun Kill Telnet DOS STRING.TCP
3401-0 IFS=/ STRING.TCP
3401-1 IFS=/ STRING.TCP
3402-0 BSD Telnet Daemon Buffer Overflow STRING.TCP
3402-1 BSD Telnet Daemon Buffer Overflow STRING.TCP
3402-2 BSD Telnet Daemon Buffer Overflow STRING.TCP
3402-3 BSD Telnet Daemon Buffer Overflow STRING.TCP
3402-4 BSD Telnet Daemon Buffer Overflow STRING.TCP
3403-0 Telnet Excessive Environment Options STRING.TCP
3404-0 SysV /bin/login Overflow STRING.TCP
3404-1 SysV /bin/login Overflow STRING.TCP
3405-0 Avirt Gateway proxy Telnet Buffer Overflow STRING.TCP
3406-0 Solaris TTYPROMPT /bin/login Overflow STRING.TCP
3407-0 Telnet Client NEW ENVIRON Option Overflow STRING.TCP
3408-0 Telnet Client LINEMODE SLC Option Overflow STRING.TCP
3409-0 Telnet Over Non-standard Ports STRING.TCP
3409-1 Telnet Over Non-standard Ports STRING.TCP
3409-2 Telnet Over Non-standard Ports STRING.TCP
3450-0 Finger Bomb STRING.TCP
3451-0 BearShare Directory Traversal STRING.TCP
3452-0 gopherd halidate Overflow STRING.TCP
3453-0 MS NetMeeting RDS DoS STRING.TCP
3454-0 CheckPoint Firewall Information Leak STRING.TCP
3455-0 Java Web Server Cmd Exec STRING.TCP
3456-0 Solaris in.fingerd Information Leak STRING.TCP
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3456-1 Solaris in.fingerd Information Leak STRING.TCP
3456-3 Solaris in.fingerd Information Leak STRING.TCP
3457-0 Finger root shell STRING.TCP
3458-0 AIM game invite overflow STRING.TCP
3459-0 ValiCert forms.exe overflow STRING.TCP
3459-1 ValiCert forms.exe overflow STRING.TCP
3461-0 Finger probe STRING.TCP
3462-0 Finger Redirect STRING.TCP
3463-0 Finger root STRING.TCP
3464-0 File access in finger STRING.TCP
3465-0 Finger Activity STRING.TCP
3466-0 RAS/PPTP Malformed Control Packet DOS STRING.TCP
3500-0 rlogin -froot STRING.TCP
3501-0 Rlogin Long TERM Variable STRING.TCP
3502-0 rlogin Activity STRING.TCP
3525-0 Imap Auth Overflow STRING.TCP
3526-0 Imap Login Overflow STRING.TCP
3527-0 UW imapd Overflows STRING.TCP
3527-1 UW imapd Overflows STRING.TCP
3527-2 UW imapd Overflows STRING.TCP
3527-3 UW imapd Overflows STRING.TCP
3527-4 UW imapd Overflows STRING.TCP
3527-5 UW imapd Overflows STRING.TCP
3527-6 UW imapd Overflows STRING.TCP
3528-0 IPSwitch IMail DELETE Command Overflow STRING.TCP
3529-0 IMAP Long EXAMINE Command STRING.TCP
3534-0 IMAP Long AUTHENTICATE Command STRING.TCP
3537-0 MailEnable HTTP Authorization Buffer Overflow STRING.TCP
3540-0 Cisco Secure ACS CSAdmin attack STRING.TCP
3550-0 POP Overflow STRING.TCP
3551-0 POP User Root STRING.TCP
3575-0 Inn Overflow STRING.TCP
3576-0 Inn Control Message STRING.TCP
3577-0 IMAP LOGIN Command Invalid Username STRING.TCP
3578-0 IMAP Format String STRING.TCP
3602-0 I0S Cisco Identification STRING.TCP
3604-0 Cisco Catalyst CR DoS STRING.TCP
3652-0 SSH Gobbles STRING.TCP
3700-0 CDE dtspcd Overflow STRING.TCP
3701-0 Oracle 9iAS Web Cache Buffer Overflow SERVICE.HTTP
3703-0 Squid FTP URL Buffer Overflow STRING.TCP
3704-0 IIS FTP STAT Denial of Service STRING.TCP
3705-0 Tivoli Storage Manager Client Acceptor Overflow SERVICE.HTTP
3706-0 MIT PGP Public Key Server Overflow STRING.TCP
3707-0 Perl fingerd Command Exec STRING.TCP
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3708-0 AnalogX Proxy Socks4a DNS Overflow STRING.TCP
3709-0 AnalogX Proxy Web Proxy Overflow STRING.TCP
3710-0 Cisco Securce ACS Directory Traversal SERVICE.HTTP
3711-0 FireWalll auth replay DoS STRING.TCP
3714-0 Oracle TNS 'Service_Name' Overflow STRING.TCP
3716-0 GDI+ JPEG Buffer Overflow STRING.TCP
3716-1 GDI+ JPEG Buffer Overflow STRING.TCP
3718-0 Windows ANI File DOS STRING.TCP
3719-0 MSN Messenger PNG Overflow STRING.TCP
3728-0 Long pop username STRING.TCP
3729-0 Long pop password STRING.TCP
3730-0 Trinoo (TCP) STRING.TCP
3730-1 Trinoo (TCP) STRING.TCP
3731-0 IMail HTTP Get Buffer Overflow STRING.TCP
3732-0 MSSQL xp_cmdshell Usage STRING.TCP
3733-0 Real Server Format Overflow STRING.TCP
3734-0 Cfengine Overflow STRING.TCP
3735-0 CVS Flag Insertion Overflow STRING.TCP
3736-0 Subversion get-dated-rev overflow STRING.TCP
3737-0 Squid proxy NTLM auth overflow STRING.TCP
3738-0 CVS Argumentx Vulnerability STRING.TCP
3739-0 Nullsoft SHOUTcast Format String Attack SERVICE.HTTP
3782-0 mIRC DCC Send Buffer Overflow STRING.TCP
3783-0 BrightStor Backup UDP Probe Overflow STRING.UDP
3784-0 BrightStor Discovery Service SERVICEPC Overflow STRING.TCP
3785-0 Oracle 9i XDB FTP UNLOCK Buffer Overflow STRING.TCP
3786-0 Oracle 9i XDB FTP PASS Buffer Overflow STRING.TCP
3787-0 IRIX Printing System Remote Command Execution STRING.TCP
3788-0 Solaris LPD Remote Command Execution STRING.TCP
3790-0 HP Openview Omniback Il Command Execution STRING.TCP
3791-0 Solaris Printd Unlink File Deletion STRING.TCP
3792-0 Long Telnet Username STRING.TCP
3793-0 ZENworks 6.5 Authentication Overflow STRING.TCP
3802-0 Oracle iISQL*PLus Overflow SERVICE.HTTP
3883-0 Apache mod_proxy Buffer Overflow STRING.TCP
3884-0 Cfengine Authentication Heap Based Buffer STRING.TCP
Overflow

4050-0 UDP Bomb ATOMIC.UDP
4051-1 Snork ATOMIC.UDP
4051-2 Snork ATOMIC.UDP
4051-3 Snork ATOMIC.UDP
4052-1 Chargen DoS ATOMIC.UDP
4052-2 Chargen DoS ATOMIC.UDP
4054-0 RIP Trace STRING.UDP
4054-1 RIP Trace STRING.UDP
4060-0 Back Orifice Ping STRING.UDP
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4060-1 Back Orifice Ping STRING.UDP
4061-0 Chargen Echo DoS ATOMIC.UDP
4062-0 Cisco CSS 11000 Malformed UDP DoS ATOMIC.UDP
4100-0 Tftp passwd STRING.UDP
4101-0 Cisco TFTPD Directory Traversal STRING.UDP
4150-0 Ascend Kill STRING.UDP
4151-0 BOBAX Virus Activity STRING.TCP
4151-1 BOBAX Virus Activity STRING.TCP
4513-0 Cisco SNMP Message Processing DoS STRING.UDP
4514-0 SNMP Community String Public STRING.UDP
4600-0 10S Udp Bomb ATOMIC.UDP
4601-0 CheckPoint Firewall RDP ByPass STRING.UDP
4601-1 CheckPoint Firewall RDP ByPass STRING.UDP
4601-2 CheckPoint Firewall RDP ByPass STRING.UDP
4601-3 CheckPoint Firewall RDP ByPass STRING.UDP
4602-0 Beagle (Bagle) Virus DNS Lookup STRING.UDP
4602-1 Beagle (Bagle) Virus DNS Lookup STRING.UDP
4602-2 Beagle (Bagle) Virus DNS Lookup STRING.TCP
4603-0 DHCP Discover STRING.UDP
4604-0 DHCP Request STRING.UDP
4605-0 DHCP Offer STRING.UDP
4606-0 Cisco TFTP Long Filename Buffer Overflow STRING.UDP
4607-0 Deep Throat Response STRING.UDP
4607-1 Deep Throat Response STRING.UDP
4607-2 Deep Throat Response STRING.UDP
4607-3 Deep Throat Response STRING.UDP
4607-4 Deep Throat Response STRING.UDP
4608-0 Trinoo (UDP) STRING.UDP
4608-1 Trinoo (UDP) STRING.UDP
4608-2 Trinoo (UDP) STRING.UDP
4609-0 Orinoco SNMP Info Leak STRING.UDP
4610-0 Kerberos 4 User Recon STRING.UDP
4611-0 D-Link DWL-900AP+ TFTP Config Retrieve STRING.UDP
4612-0 Cisco IP Phone TFTP Config Retrieve STRING.UDP
4613-0 TFTP Filename Buffer Overflow STRING.UDP
4615-0 Beagle.B (Bagle.B) Virus DNS Lookup STRING.UDP
4615-1 Beagle.B (Bagle.B) Virus DNS Lookup STRING.UDP
4617-0 PoPToP PPtP Short Length Overflow STRING.TCP
4617-1 PoPToP PPtP Short Length Overflow STRING.TCP
4619-0 Invalid DHCP Packet ATOMIC.UDP
4620-0 DNS Limited Broadcast Query ATOMIC.UDP
4701-0 MSSQL Resolution Service Stack Overflow STRING.UDP
4702-0 MSSQL Resolution Service Heap Overflow STRING.UDP
5034-0 WWW IIS newdsn attack SERVICE.HTTP
5035-0 WWW faxsurvey? SERVICE.HTTP
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5036-1

WWW Windows Password File Access Attempt

SERVICE.HTTP

5036-2

WWW Windows Password File Access Attempt

SERVICE.HTTP

5037-0

WWW Machinelnfo attempt

SERVICE.HTTP

5038-0

WWW wwwsq| file read Bug

SERVICE.HTTP

5039-0

WWW finger attempt

SERVICE.HTTP

5040-1

WWW perl interpreter attack

SERVICE.HTTP

5040-2

WWW perl interpreter attack

SERVICE.HTTP

5040-3

WWW perl interpreter attack

SERVICE.HTTP

5041-0

WWW anyform attack

SERVICE.HTTP

5042-1

WWW valid shell access attempt

SERVICE.HTTP

5042-2

WWW valid shell access attempt

SERVICE.HTTP

5042-3

WWW valid shell access attempt

SERVICE.HTTP

5042-4

WWW valid shell access attempt

SERVICE.HTTP

5042-5

WWW valid shell access attempt

SERVICE.HTTP

5042-6

WWW valid shell access attempt

SERVICE.HTTP

5043-1

WWW Cold Fusion Attack

SERVICE.HTTP

5043-2

WWW Cold Fusion Attack

SERVICE.HTTP

5043-3

WWW Cold Fusion Attack

SERVICE.HTTP

5044-0

WWW Webcom.se Guestbook attack

SERVICE.HTTP

5045-0

WWW xterm display attack

SERVICE.HTTP

5046-0

WWW dumpenv.pl recon

SERVICE.HTTP

5047-0

WWW Server Side Include POST attack

SERVICE.HTTP

5048-0

WWW [IS BAT EXE attack

SERVICE.HTTP

5049-0

WWW [IS showcode.asp access

SERVICE.HTTP

5050-0

WWW [IS .htr Overflow

SERVICE.HTTP

5051-0

WWW IIS double-byte attack

SERVICE.HTTP

5051-1

WWW [IS double-byte attack

SERVICE.HTTP

5051-2

WWW IIS double-byte attack

SERVICE.HTTP

5052-0

WWW VTI Open attempt

SERVICE.HTTP

5053-0

WWW VTI bin list attempt

SERVICE.HTTP

5054-0

WWW WWWBoard attack

SERVICE.HTTP

5055-0

WWW Basic Auth Overflow

SERVICE.HTTP

5056-0

WWW Cisco 10S %% DoS

SERVICE.HTTP

5057-0

WWW Sambar Samples

SERVICE.HTTP

5057-1

WWW Sambar Samples

SERVICE.HTTP

5058-0

WWW info2www attack

SERVICE.HTTP

5059-0

WWW Alibaba attack

SERVICE.HTTP

5059-1

WWW Alibaba attack

SERVICE.HTTP

5059-2

WWW Alibaba attack

SERVICE.HTTP

5060-0

WWW Excite AT-generate.cgi access

SERVICE.HTTP

5061-0

WWW catalog_type.asp access

SERVICE.HTTP

5062-0

WWW classifieds.cgi attack

SERVICE.HTTP

5063-0

WWW dbmiparser.exe access

SERVICE.HTTP

5064-0

WWW imagemap.cgi attack

SERVICE.HTTP

5065-0

WWW I[RIX infosrch.cgi attack

SERVICE.HTTP
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5066-0

WWW man.sh access

SERVICE.HTTP

5067-0

WWW plusmail attack

SERVICE.HTTP

5068-0

WWW formmail.pl access

SERVICE.HTTP

5069-0

WWW whois_raw.cgi attack

SERVICE.HTTP

5070-0

WWW msadcs.dll access

SERVICE.HTTP

5071-0

WWW msadcs.dll attack

SERVICE.HTTP

5072-0

WWW bizdbl-search.cgi attack

SERVICE.HTTP

5073-0

WWW EZShopper loadpage.cgi attack

SERVICE.HTTP

5074-0

WWW EZShopper search.cgi attack

SERVICE.HTTP

5075-0

WWW IS Virtualized UNC Bug

SERVICE.HTTP

5076-0

WWW webplus bug

SERVICE.HTTP

5077-0

WWW Excite AT-admin.cgi access

SERVICE.HTTP

5078-0

WWW Piranha passwd attack

SERVICE.HTTP

5079-0

WWW PCCS MySQL admin access

SERVICE.HTTP

5080-0

WWW IBM WebSphere access

SERVICE.HTTP

5081-0

WWW WinNT cmd.exe access

SERVICE.HTTP

5083-0

WWW Virtual Vision FTP browser access

SERVICE.HTTP

5084-0

WWW Alibaba attack 2

SERVICE.HTTP

5084-1

WWW Alibaba attack 2

SERVICE.HTTP

5085-0

WWW [IS Source Fragment access

SERVICE.HTTP

5086-0

WWW WEBactive Logfile access

SERVICE.HTTP

5087-0

WWW Sun Java Server access

SERVICE.HTTP

5087-1

WWW Sun Java Server access

SERVICE.HTTP

5088-0

WWW Akopia MiniVend access

SERVICE.HTTP

5089-0

WWW Big Brother directory access

SERVICE.HTTP

5090-0

WWW Frontpage htimage.exe access

SERVICE.HTTP

5091-0

WWW Cart32 Remote Admin access

SERVICE.HTTP

5091-1

WWW Cart32 Remote Admin access

SERVICE.HTTP

5092-0

WWW CGI-World Poll It access

SERVICE.HTTP

5093-0

WWW PHP-Nuke admin.php3 access

SERVICE.HTTP

5095-0

WWW CGl Script Center Account Manager attack

SERVICE.HTTP

5096-0

WWW CGI Script Center Subscribe Me attack

SERVICE.HTTP

5097-0

WWW FrontPage MS-DOS Device attack

SERVICE.HTTP

5097-1

WWW FrontPage MS-DOS Device attack

SERVICE.HTTP

5097-2

WWW FrontPage MS-DOS Device attack

SERVICE.HTTP

5099-0

WWW GW Scripts News Publisher access

SERVICE.HTTP

5100-0

WWW CGlI Center Auction Weaver file access

SERVICE.HTTP

5101-0

WWW CGI Center Auction Weaver attack

SERVICE.HTTP

5102-0

WWW phpPhotoAlbum explorer.php access

SERVICE.HTTP

5103-0

WWW SuSE Apache CGI Source access

SERVICE.HTTP

5104-0

WWW YaBB file access

SERVICE.HTTP

5105-0

WWW Randy Johnson mailto.cgi attack

SERVICE.HTTP

5106-0

WWW Randy Johnson mailform.pl access

SERVICE.HTTP

5107-0

WWW Mandrake Linux /perl access

SERVICE.HTTP

5108-0

WWW Netegrity SiteMinder access

SERVICE.HTTP
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5108-1

WWW Netegrity SiteMinder access

SERVICE.HTTP

5108-2

WWW Netegrity SiteMinder access

SERVICE.HTTP

5109-0

WWW Sambar Beta search.dll access

SERVICE.HTTP

5109-1

WWW Sambar Beta search.dll access

SERVICE.HTTP

5110-0

WWW SuSE Installed Packages access

SERVICE.HTTP

5111-0

WWW Solaris AnswerBook 2 access

SERVICE.HTTP

5112-0

WWW Solaris AnswerBook 2 attack

SERVICE.HTTP

5113-0

WWW CommuniGate Pro access

SERVICE.HTTP

5114-0

WWW [IS Unicode attack

SERVICE.HTTP

5114-1

WWW [IS Unicode attack

SERVICE.HTTP

5114-2

WWW [IS Unicode attack

SERVICE.HTTP

5114-3

WWW [IS Unicode attack

SERVICE.HTTP

5114-4

WWW [IS Unicode attack

SERVICE.HTTP

5114-5

WWW [IS Unicode attack

SERVICE.HTTP

5114-6

WWW [IS Unicode attack

SERVICE.HTTP

5114-7

WWW [IS Unicode attack

SERVICE.HTTP

5114-8

WWW [IS Unicode attack

SERVICE.HTTP

5115-0

WWW Netscape Server with ?wp tags

SERVICE.HTTP

5115-1

WWW Netscape Server with ?wp tags

SERVICE.HTTP

5115-2

WWW Netscape Server with ?wp tags

SERVICE.HTTP

5115-3

WWW Netscape Server with ?wp tags

SERVICE.HTTP

5115-4

WWW Netscape Server with ?wp tags

SERVICE.HTTP

5115-5

WWW Netscape Server with ?wp tags

SERVICE.HTTP

5115-6

WWW Netscape Server with ?wp tags

SERVICE.HTTP

5116-0

WWW Endymion MailMan Cmd Exec

SERVICE.HTTP

5117-0

WWW PhpGroupware Cmd Exec

SERVICE.HTTP

5118-0

ServletExec File Upload

SERVICE.HTTP

5119-0

WWW CGI News Update Admin Pass Change

SERVICE.HTTP

5120-0

Netscape Server Suite Buffer Overflow

SERVICE.HTTP

5121-0

WWW iPlanet .shtml Buffer Overflow

SERVICE.HTTP

5122-0

WWW Nokia IP440 Denial of Service

SERVICE.HTTP

5123-0

WWW IIS Internet Printing Overflow

SERVICE.HTTP

5123-1

WWW IIS Internet Printing Overflow

SERVICE.HTTP

5123-2

WWW IS Internet Printing Overflow

SERVICE.HTTP

5124-0

WWW [IS Double Decode Error

SERVICE.HTTP

5124-1

WWW [IS Double Decode Error

SERVICE.HTTP

5124-2

WWW [IS Double Decode Error

SERVICE.HTTP

5125-0

PerlCal Directory Traversal

SERVICE.HTTP

5126-0

WWW IIS .ida Indexing Service Overflow

SERVICE.HTTP

5127-0

WWW viewsrc.cgi Directory Traversal

SERVICE.HTTP

5128-0

WWW nph-maillist.pl Cmd Exec

SERVICE.HTTP

5129-0

I0S HTTP Unauth Command Execution

SERVICE.HTTP

5130-0

Bugzilla Privileged Information Disclosure

SERVICE.HTTP

5131-0

talkback.cgi Directory Traversal

SERVICE.HTTP

5132-0

VirusWall catinfo Buffer Overflow

SERVICE.HTTP
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5133-0

Net.Commerce Macro Path Disclosure

SERVICE.HTTP

5134-0

MacOS PWS DoS

SERVICE.HTTP

5138-0

Oracle Application Server Shared Library Overflow

SERVICE.HTTP

5140-0

Net.Commerce Macro Denial of Service

SERVICE.HTTP

5141-0

NCM Content Mgmt Input Validation

SERVICE.HTTP

5142-0

DCShop File Disclosure

SERVICE.HTTP

5142-1

DCShop File Disclosure

SERVICE.HTTP

5146-0

MS-DOS Device Name DoS

SERVICE.HTTP

5146-1

MS-DOS Device Name DoS

SERVICE.HTTP

5146-2

MS-DOS Device Name DoS

SERVICE.HTTP

5146-3

MS-DOS Device Name DoS

SERVICE.HTTP

5146-4

MS-DOS Device Name DoS

SERVICE.HTTP

5146-5

MS-DOS Device Name DoS

SERVICE.HTTP

5146-6

MS-DOS Device Name DoS

SERVICE.HTTP

5146-7

MS-DOS Device Name DoS

SERVICE.HTTP

5146-8

MS-DOS Device Name DoS

SERVICE.HTTP

5146-9

MS-DOS Device Name DoS

SERVICE.HTTP

5146-10

MS-DOS Device Name DoS

SERVICE.HTTP

5146-11

MS-DOS Device Name DoS

SERVICE.HTTP

5146-12

MS-DOS Device Name DoS

SERVICE.HTTP

5146-13

MS-DOS Device Name DoS

SERVICE.HTTP

5146-14

MS-DOS Device Name DoS

SERVICE.HTTP

5146-15

MS-DOS Device Name DoS

SERVICE.HTTP

5146-16

MS-DOS Device Name DoS

SERVICE.HTTP

5146-17

MS-DOS Device Name DoS

SERVICE.HTTP

5147-0

Arcadia Internet Store Directory Traversal Bug

SERVICE.HTTP

5148-0

Perception LiteServe CGI Source Code Disclosure

SERVICE.HTTP

5149-0

Trend Micro Viruswall Configuration Modification

SERVICE.HTTP

5150-0

Interscan Viruswall RegGo.dIl Buffer Overflow

SERVICE.HTTP

5151-0

WebStore Admin Bypass

SERVICE.HTTP

5152-0

WebStore Command Exec

SERVICE.HTTP

5154-0

WWW uDirectory Directory Traversal

SERVICE.HTTP

5155-0

WWW SiteWare Editor Directory Traversal

SERVICE.HTTP

5156-0

WWW Microsoft fp30reg.dil Overflow

SERVICE.HTTP

5157-0

Tarantella TTAWebTop.CGl Directory Traversal Bug

SERVICE.HTTP

5158-0

iPlanet Proprietary Method Overflow

STRING.TCP

5159-0

phpMyAdmin Cmd Exec

SERVICE.HTTP

5160-0

Apache ? indexing file disclosure bug

SERVICE.HTTP

5161-0

SquirrelMail Command Exec

SERVICE.HTTP

5162-0

Active Classifieds Command Exec

SERVICE.HTTP

5163-0

Mambo Site Server Administrator Password Bypass

SERVICE.HTTP

5164-0

PHPBB Remote SQL Query Manipulation

SERVICE.HTTP

5165-0

php-nuke article.php sqgl query

SERVICE.HTTP

5166-0

php-nuke modules.php DoS

SERVICE.HTTP

5167-0

phpMyAdmin Cmd Exec 2

SERVICE.HTTP
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5168-0

Snapstream PVS Directory Traversal Vulnerability

SERVICE.HTTP

5169-0

Snapstream PVS Plaintext Password Vulnerability

SERVICE.HTTP

5170-0

Null Byte In HTTP Request

SERVICE.HTTP

5170-1

Null Byte In HTTP Request

SERVICE.HTTP

5171-0

NC-Book book.cgi Cmd Exec

SERVICE.HTTP

5172-0

WinWrapper Admin Server Directory Traversal

SERVICE.HTTP

5173-0

Directory Manager Cmd Exec

SERVICE.HTTP

5174-0

phpmyexplorer directory traversal

SERVICE.HTTP

5175-0

Hassan Shopping Cart Command Exec

SERVICE.HTTP

5176-0

Exchange Address List Disclosure

SERVICE.HTTP

5177-0

DoS Arnudp

STRING.UDP

5178-0

MS Index Server File/Path Recon

SERVICE.HTTP

5179-0

PHP-Nuke File Upload

SERVICE.HTTP

5180-0

sglMerchant Directory Traversal

SERVICE.HTTP

5181-0

MacOS Apache File Disclosure

SERVICE.HTTP

5181-1

MacOS Apache File Disclosure

SERVICE.HTTP

5182-0

WebDiscount E-Shop Remote Command Exec

SERVICE.HTTP

5183-0

PHP File Inclusion Remote Exec

SERVICE.HTTP

5184-0

Apache Authentication Module ByPass

SERVICE.HTTP

5188-0

HTTP tunneling

SERVICE.HTTP

5188-1

HTTP tunneling

SERVICE.HTTP

5188-2

HTTP tunneling

SERVICE.HTTP

5188-3

HTTP tunneling

SERVICE.HTTP

5191-0

Active Perl PerllS.dIl Buffer Overflow

SERVICE.HTTP

5194-0

Apache Server .ht File Access

SERVICE.HTTP

5194-1

Apache Server .ht File Access

SERVICE.HTTP

5194-2

Apache Server .ht File Access

SERVICE.HTTP

5195-0

AS/400 '" attack

SERVICE.HTTP

5196-0

Red Hat Stronghold Recon attack

SERVICE.HTTP

5196-1

Red Hat Stronghold Recon attack

SERVICE.HTTP

5197-0

Network Query Tool command Exec

SERVICE.HTTP

5199-0

W3Mail Command Exec

SERVICE.HTTP

5200-0

IIS Data Stream Source Disclosure

SERVICE.HTTP

5201-0

PHP-Nuke Cross Site Scripting

SERVICE.HTTP

5201-1

PHP-Nuke Cross Site Scripting

SERVICE.HTTP

5201-2

PHP-Nuke Cross Site Scripting

SERVICE.HTTP

5202-0

PHP-Nuke File Copy / Delete

SERVICE.HTTP

5202-1

PHP-Nuke File Copy / Delete

SERVICE.HTTP

5203-0

Hosting Controller File Access and Upload

SERVICE.HTTP

5204-0

AspUpload Sample Scripts

SERVICE.HTTP

5204-1

AspUpload Sample Scripts

SERVICE.HTTP

5205-0

Apache php.exe File Disclosure

SERVICE.HTTP

5206-0

Horde IMP Session Hijack

SERVICE.HTTP

5207-0

Entrust GetAccess directory traversal

SERVICE.HTTP

5207-1

Entrust GetAccess directory traversal

SERVICE.HTTP
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5208-0 Network Tools shell metacharacters SERVICE.HTTP
5209-0 Agora.cgi Cross Site Scripting SERVICE.HTTP
5210-0 FAQManager.cgi directory traversal SERVICE.HTTP
5210-1 FAQManager.cgi directory traversal SERVICE.HTTP
5211-0 zml.cgi File Disclosure SERVICE.HTTP
5212-0 Bugzilla Admin Authorization Bypass SERVICE.HTTP
5213-0 Bugzilla Command Exec SERVICE.HTTP
5214-0 FAQManager.cgi null bytes SERVICE.HTTP
5215-0 lastlines.cgi cmd exec/traversal SERVICE.HTTP
5215-1 lastlines.cgi cmd exec/traversal SERVICE.HTTP
5216-0 PHP Rocket Directory Traversal SERVICE.HTTP
5216-1 PHP Rocket Directory Traversal SERVICE.HTTP
5217-0 Webmin Directory Traversal SERVICE.HTTP
5218-0 Boozt Buffer Overflow SERVICE.HTTP
5219-0 Lotus Domino database DoS SERVICE.HTTP
5220-0 CSVForm Remote Command Exec SERVICE.HTTP
5221-0 Hosting Controller Directory Traversal SERVICE.HTTP
5221-1 Hosting Controller Directory Traversal SERVICE.HTTP
5221-2 Hosting Controller Directory Traversal SERVICE.HTTP
5221-3 Hosting Controller Directory Traversal SERVICE.HTTP
5221-4 Hosting Controller Directory Traversal SERVICE.HTTP
5223-0 Pi3Web Buffer Overflow SERVICE.HTTP
5224-0 SquirrelMail SquirrelSpell Command Exec SERVICE.HTTP
5229-0 DCP Portal Root Path Disclosure SERVICE.HTTP
5230-0 Lotus Domino Authentication Bypass SERVICE.HTTP
5231-0 MRTG Directory Traversal SERVICE.HTTP
5232-0 URL with XSS SERVICE.HTTP
5232-1 URL with XSS SERVICE.HTTP
5233-0 PHP fileupload Buffer Overflow SERVICE.HTTP
5234-0 pforum sql-injection SERVICE.HTTP
5234-1 pforum sql-injection SERVICE.HTTP
5235-0 Mac OS X URI Handler Arbitrary Code Execution STRING.TCP
5236-0 Xoops sql-injection SERVICE.HTTP
5237-0 HTTP CONNECT Tunnel STRING.TCP
5238-0 EZNET Ezboard Buffer OVerflow SERVICE.HTTP
5239-0 Sambar cgitest.exe Buffer Overflow SERVICE.HTTP
5240-0 Marcus Xenakis Shell Command Exec SERVICE.HTTP
5241-0 Avenger System Command Exec SERVICE.HTTP
5243-0 CS .cgi Script Cmd Exec SERVICE.HTTP
5243-1 CS .cgi Script Cmd Exec SERVICE.HTTP
5243-2 CS .cgi Script Cmd Exec SERVICE.HTTP
5243-3 CS .cgi Script Cmd Exec SERVICE.HTTP
5243-4 CS .cgi Script Cmd Exec SERVICE.HTTP
5243-5 CS .cgi Script Cmd Exec SERVICE.HTTP
5243-6 CS .cgi Script Cmd Exec SERVICE.HTTP
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5244-0

PhpSmsSend Command Exec

SERVICE.HTTP

5245-0

HTTP 1.1 Chunked Encoding Transfer

SERVICE.HTTP

5246-0

IIS ISAPI Filter Buffer Overflow

SERVICE.HTTP

5247-0

IIS ASP SSI Buffer Overflow

SERVICE.HTTP

5248-0

IIS HTR ISAPI Buffer Overflow

SERVICE.HTTP

5251-0

Allaire JRun // Directory Disclosure

SERVICE.HTTP

5252-0

Allaire JRun Session ID Recon

SERVICE.HTTP

5253-0

Axis StorPoint CD Authentication Bypass

SERVICE.HTTP

5255-0

Linux Directory traceroute / nslookup Command
Exec

SERVICE.HTTP

5256-0

Dot Dot Slash in URI

SERVICE.HTTP

5257-0

PHPNetToolpack traceroute Command Exec

SERVICE.HTTP

5258-0

Script source disclosure with CodeBrws.asp

SERVICE.HTTP

5259-0

Snitz Forums SQL injection

SERVICE.HTTP

5260-0

Xpede sprc.asp SQL Injection

SERVICE.HTTP

5261-0

BackOffice Server Web Administration Access

SERVICE.HTTP

5262-0

Large number of Slashes URL

SERVICE.HTTP

5263-0

ecware.exe Access

SERVICE.HTTP

5265-0

RedHat cachemgr.cgi Access

SERVICE.HTTP

5266-0

iCat Carbo Server File Disclosure

SERVICE.HTTP

5268-0

Cisco Catalyst Remote Command Execution

SERVICE.HTTP

5269-0

ColdFusion CFDOCS Directory Access

SERVICE.HTTP

5270-0

EZ-Mall order.log File Access

SERVICE.HTTP

5271-0

search.cgi Directory Traversal

SERVICE.HTTP

5272-0

count.cgi GIF File Disclosure

SERVICE.HTTP

5273-0

Bannermatic Sensitive File Access

SERVICE.HTTP

5273-1

Bannermatic Sensitive File Access

SERVICE.HTTP

5273-2

Bannermatic Sensitive File Access

SERVICE.HTTP

5273-3

Bannermatic Sensitive File Access

SERVICE.HTTP

5274-0

Netpad.cgi Directory Traversal/Cmd Exec

SERVICE.HTTP

5274-1

Netpad.cgi Directory Traversal/Cmd Exec

SERVICE.HTTP

5275-0

Phorum Remote Cmd Exec

SERVICE.HTTP

5275-1

Phorum Remote Cmd Exec

SERVICE.HTTP

5276-0

Dansie cart.cgi Vulnerability

SERVICE.HTTP

5276-1

Dansie cart.cgi Vulnerability

SERVICE.HTTP

5276-2

Dansie cart.cgi Vulnerability

SERVICE.HTTP

5277-0

dfire.cgi Command Exec

SERVICE.HTTP

5278-0

VP-ASP shoptest.asp access

SERVICE.HTTP

5279-0

JJ Cgi Cmd Exec

SERVICE.HTTP

5280-0

IS idg.dll Directory Traversal

SERVICE.HTTP

5281-0

Carello add.exe Access

SERVICE.HTTP

5282-0

IIS ExAir File Access

SERVICE.HTTP

5282-1

IIS ExAir File Access

SERVICE.HTTP

5282-2

IIS ExAir File Access

SERVICE.HTTP

5283-0

info2www CGlI Directory Traversal

SERVICE.HTTP

5284-0

IIS webhits.dll Directory Traversal

SERVICE.HTTP
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5285-0 PHPEventCalendar Cmd Exec SERVICE.HTTP
5286-0 WebScripts WebBBS Cmd Exec SERVICE.HTTP
5287-0 SiteServer AdSamples SITE.CSC File Access SERVICE.HTTP
5288-0 Verity search97 Directory Traversal SERVICE.HTTP
5289-0 SQLXML ISAPI Buffer Overflow SERVICE.HTTP
5290-0 Apache Tomcat DefaultServlet File Disclosure SERVICE.HTTP
5291-0 WEB-INF Dot File Disclosure SERVICE.HTTP
5292-0 SalesCart shop.mdb File Access SERVICE.HTTP
5293-0 robots.txt File Access SERVICE.HTTP
5294-0 BearShare File Disclosure SERVICE.HTTP
5295-0 finger CGI Recon SERVICE.HTTP
5296-0 ?PageServices Directory Access SERVICE.HTTP
5297-0 order_log.dat File Access SERVICE.HTTP
5298-0 shopper.conf File Access SERVICE.HTTP
5299-0 quikstore.cfg File Access SERVICE.HTTP
5300-0 reg_echo.cgi Recon SERVICE.HTTP
5301-0 /consolehelp/ CGI File Access SERVICE.HTTP
5302-0 [file/ WebLogic File Access SERVICE.HTTP
5303-0 pfdispaly.cgi Command Execution SERVICE.HTTP
5304-0 files.pl File Access SERVICE.HTTP
5305-0 history File Access SERVICE.HTTP
5305-1 history File Access SERVICE.HTTP
5305-2 history File Access SERVICE.HTTP
5305-3 history File Access SERVICE.HTTP
5306-0 SoftCart storemgr.pw File Access SERVICE.HTTP
5307-0 Mercantec Softcart Overflow SERVICE.HTTP
5308-0 rpc-nlog.pl Command Execution SERVICE.HTTP
5309-0 handler CGl Command Execution SERVICE.HTTP
5310-0 INDEX / directory access STRING.TCP
5311-0 8.3 file name access SERVICE.HTTP
5312-0 * jsp/*.jhtml Java Execution SERVICE.HTTP
5313-0 order.log File Access SERVICE.HTTP
5314-0 windmail.exe Command Execution SERVICE.HTTP
5315-0 changedisplay.pl WWWthreads Privilege Elevation SERVICE.HTTP
5316-0 BadBlue Admin Command Exec SERVICE.HTTP
5317-0 Tivoli Endpoint Buffer Overflow STRING.TCP
5318-0 Tivoli ManagedNode Buffer Overflow STRING.TCP
5319-0 SoftCart orders Directory Access SERVICE.HTTP
5320-0 ColdFusion administrator Directory Access SERVICE.HTTP
5321-0 Guest Book CGl access SERVICE.HTTP
5322-0 Long HTTP Request SERVICE.HTTP
5322-1 Long HTTP Request SERVICE.HTTP
5323-0 midicart.mdb File Access SERVICE.HTTP
5324-0 Cisco 10S Query (?/) SERVICE.HTTP
5325-0 Contivity cgiproc DoS SERVICE.HTTP
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5326-0 Root.exe access SERVICE.HTTP
5327-0 Tilde in URI SERVICE.HTTP
5328-0 Cisco IP phone DoS SERVICE.HTTP
5328-1 Cisco IP phone DoS SERVICE.HTTP
5329-0 Apache/mod_ssl Worm Probe SERVICE.HTTP
5330-0 Apache/mod_ssl Worm Buffer Overflow STRING.TCP
5331-0 Image Javascript insertion SERVICE.HTTP
5332-0 Wordtrans-web Command Exec SERVICE.HTTP
5333-0 FUDForum File Disclosure SERVICE.HTTP
5333-1 FUDForum File Disclosure SERVICE.HTTP
5334-0 DB4Web File Disclosure SERVICE.HTTP
5335-0 DB4WEB Proxy Scan SERVICE.HTTP
5336-0 Abyss Web Server File Disclosure SERVICE.HTTP
5337-0 Dot Dot Slash in HTTP Arguments SERVICE.HTTP
5338-0 Front Page Admin password retrival SERVICE.HTTP
5339-0 SunONE Directory Traversal SERVICE.HTTP
5340-0 Killer Protection Credential File Access SERVICE.HTTP
5341-0 HP Procurve 4000M Switch DoS SERVICE.HTTP
5342-0 Invision Board phpinfo.php Recon SERVICE.HTTP
5343-0 Apache Host Header Cross Site Scripting SERVICE.HTTP
5344-0 IIS MDAC RDS Buffer Overflow SERVICE.HTTP
5345-0 HTTPBench Information Disclosure SERVICE.HTTP
5346-0 BadBlue Information Disclosure SERVICE.HTTP
5347-0 Xoops WebChat SQL Injection SERVICE.HTTP
5348-0 Cobalt RaQ Server overflow.cgi Cmd Exec SERVICE.HTTP
5349-0 Polycom ViewStation Admin Password SERVICE.HTTP
5350-0 PHPnuke email attachment access SERVICE.HTTP
5351-0 MS IE Help Overflow STRING.TCP
5352-0 H-Sphere Webshell Buffer Overflow SERVICE.HTTP
5353-0 H-Sphere Webshell ‘mode’ URI exec SERVICE.HTTP
5354-0 H-Sphere Webshell 'zipfile' URI exec SERVICE.HTTP
5355-0 DotBr exec.php3 exec SERVICE.HTTP
5356-0 DotBr system.php3 exec SERVICE.HTTP
5357-0 IMP SQL Injection SERVICE.HTTP
5358-0 Psunami.CGl Remote Command Execution SERVICE.HTTP
5359-0 OfficeScan CGI Scripts Access SERVICE.HTTP
5360-0 FrontPage htimage.exe Buffer Overflow SERVICE.HTTP
5362-0 FrontPage dvwssr.dll Buffer Overflow SERVICE.HTTP
5363-0 FrontPage imagemap.exe Buffer Overflow SERVICE.HTTP
5364-0 IIS WebDAV Overflow SERVICE.HTTP
5365-0 Long WebDAV Request STRING.TCP
5366-0 Shell Code in HTTP URL / Args STRING.TCP
5366-1 Shell Code in HTTP URL / Args SERVICE.HTTP
5367-0 Apache CR / LF DoS STRING.TCP
5368-0 Cisco ACS Windows CSAdmin Overflow SERVICE.HTTP
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5369-0 Win32 Apache Batch File CmdExec SERVICE.HTTP
5370-0 HTDig file disclosure SERVICE.HTTP
5371-0 bdir.htr Access SERVICE.HTTP
5372-0 ASP %20 source disclosure SERVICE.HTTP
5373-0 IIS 5 Translate f Source Disclosure
5374-0 IIS Executable File Command Exec SERVICE.HTTP
5374-1 IIS Executable File Command Exec SERVICE.HTTP
5374-2 IIS Executable File Command Exec SERVICE.HTTP
5375-0 Apache mod_dav Overflow STRING.TCP
5376-0 iisSPROTECT Admin SQL Injection SERVICE.HTTP
5377-0 xp_cmdshell in HTTP Request SERVICE.HTTP
5378-0 Vignette TCL Injection Command Exec STRING.TCP
5380-0 phpBB SQL injection SERVICE.HTTP
5381-0 VPASP SQL injection SERVICE.HTTP
5382-0 Xpressions SQL Admin Bypass SERVICE.HTTP
5383-0 Cyberstrong eShop SQL Injection SERVICE.HTTP
5383-1 Cyberstrong eShop SQL Injection SERVICE.HTTP
5383-2 Cyberstrong eShop SQL Injection SERVICE.HTTP
5385-0 CiscoWorks User Priviledge Modification SERVICE.HTTP
5386-0 CiscoWorks Command Exec SERVICE.HTTP
5388-0 Kerio MailServer Webmail multiple overflows SERVICE.HTTP
5388-1 Kerio MailServer Webmail multiple overflows SERVICE.HTTP
5388-2 Kerio MailServer Webmail multiple overflows SERVICE.HTTP
5388-3 Kerio MailServer Webmail multiple overflows SERVICE.HTTP
5389-0 WebAdmin long user name logon buffer overflow SERVICE.HTTP
5390-0 Swen Worm HTTP Counter Update Attempt SERVICE.HTTP
5391-0 FrontPage Server Extensions Buffer Overflow STRING.TCP
5394-0 Apache mod_gzip Overflow SERVICE.HTTP
5397-0 Sitelnteractive Subscribe Me setup.pl Command SERVICE.HTTP
Exec
5399-0 ALT-N MDaemon form2raw.cgi Buffer Overflow SERVICE.HTTP
5400-0 Beagle.B (Bagle.B) Web Beacon SERVICE.HTTP
5401-0 Outlook mailto Quote Attack STRING.TCP
5402-0 Internet Explorer URL Spoofing STRING.TCP
5405-0 IIS nsiislog.dll long argument overflow SERVICE.HTTP
5406-0 lllegal MHTML URL STRING.TCP
5406-1 llegal MHTML URL STRING.TCP
5408-0 Windows HCP URI Parsing Script Exec STRING.TCP
5408-1 Windows HCP URI Parsing Script Exec STRING.TCP
5409-0 Microsoft HCP Remote Code Execution STRING.TCP
5409-1 Microsoft HCP Remote Code Execution STRING.TCP
5410-0 APSIS Pound Remote Format String Overflow STRING.TCP
5411-0 Linksys Http DoS SERVICE.HTTP
5412-0 AIM Goaway Message Overflow STRING.TCP
5413-0 WhatsUp Gold Buffer Overflow Vulnerability SERVICE.HTTP
5414-0 Microsoft NNTP Heap Overflow Vulnerability STRING.TCP
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5416-0 IE object data remote execution STRING.TCP
5417-0 IE Object Tag Overflow STRING.TCP
5418-0 IIS cross site scripting .htw STRING.TCP
5419-0 IIS Frontpage Path Disclosure SERVICE.HTTP
5420-0 IIS TRACK Requests STRING.TCP
5421-0 IIS UNC Disclosure SERVICE.HTTP
5422-0 IIS ISAPI Extension Enumeration SERVICE.HTTP
5423-0 IIS ism.dll Access SERVICE.HTTP
5424-0 IE HRAIlign Buffer Overflow STRING.TCP
5425-0 Microsoft SHDOCVW.DLL Tags Overflow STRING.TCP
5426-0 Netscape NSS SSLv2 Hello Message Overflow STRING.TCP
5427-0 Apache Space Character DoS SERVICE.HTTP
5429-1 WINS Replication Protocol Buffer Overflow STRING.TCP
5430-0 Darwin Streaming Server DoS STRING.TCP
5430-1 Darwin Streaming Server DoS STRING.UDP
5431-0 IIS W3Who Vulnerabilties SERVICE.HTTP
5431-1 IIS W3Who Vulnerabilties SERVICE.HTTP
5432-0 Script Embedded in HTTP Header SERVICE.HTTP
5433-0 Jabberd Username Overflow STRING.TCP
5434-0 Veritas Backup Exec Registration Request Overflow STRING.TCP
5434-1 Veritas Backup Exec Registration Request Overflow STRING.TCP
5436-0 RXBot Activity STRING.TCP
5436-1 RXBot Activity STRING.TCP
5437-0 phpBB highlight parameter SERVICE.HTTP
5439-0 Microsoft Loadimage API Overflow STRING.TCP
5440-0 IRC Bot Activity STRING.TCP
5441-0 Windows Help File Overflow Vulnerability STRING.TCP
5441-1 Windows Help File Overflow Vulnerability STRING.TCP
5442-0 Cursor/lcon File Format Buffer Overflow STRING.TCP
5443-0 Microsoft ActiveX Help Control STRING.TCP
5444-0 MySQL MaxDB WebAgent logon Buffer Overflow STRING.TCP
5445-0 AW Stats configdir Command Exec SERVICE.HTTP
5446-0 Internet Explorer Install Engine Overflow STRING.TCP
5447-0 VB.aw Trojan/Back Door STRING.TCP
5448-0 Blaster Worm STRING.TCP
5449-0 Massacre Virus Attachment STRING.TCP
5450-0 Love Letter Worm Attachment STRING.TCP
5451-0 IIS WebDAV DoS STRING.TCP
5452-0 Office XP URL Processing Buffer Overflow SERVICE.HTTP
5453-0 AW Stats Plugin Command Exec SERVICE.HTTP
5453-1 AWStats Plugin Command Exec SERVICE.HTTP
5454-0 Exim SPA Authentication Buffer Overflow STRING.TCP
5455-0 Arkeia Type 77 Request Buffer Overflow STRING.TCP
5455-1 Arkeia Type 77 Request Buffer Overflow STRING.TCP
5456-0 Internet Explorer 5 ie5filex Exploit STRING.TCP
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5457-0 WU-FTPD DoS STRING.TCP
5458-0 WebConnect MS-DOS Device Name DoS SERVICE.HTTP
5459-0 WebConnect Directory Traversal Vulnerability SERVICE.HTTP
5459-1 WebConnect Directory Traversal Vulnerability SERVICE.HTTP
5460-0 phpMyAdmin phpmyadmin.css.php File Disclosure SERVICE.HTTP
5461-0 BadBlue MFCISAPICommand Buffer Overflow SERVICE.HTTP
5462-0 phpBB Authentication Bypass SERVICE.HTTP
5463-0 Computer Associates License Software STRING.TCP
GETCONFIG Buffer Overflow
5463-1 Computer Associates License Software STRING.TCP
GETCONFIG Buffer Overflow
5464-0 Computer Associates License Suite Network Buffer STRING.TCP
Overflow
5464-1 Computer Associates License Suite Network Buffer STRING.TCP
Overflow
5464-2 Computer Associates License Suite Network Buffer STRING.TCP
Overflow
5465-0 Computer Associates License Suite Checksum STRING.TCP
Buffer Overflow
5466-0 Computer Associates License Suite PUTOLF Buffer STRING.TCP
Overflow
5467-0 Computer Associates License Suite PUTOLF STRING.TCP
Directory Traversal
5468-0 Computer Associates License Suite Invalid STRING.TCP
Command Overflow
5469-0 TrackerCam PHP Argument Overflow SERVICE.HTTP
5469-1 TrackerCam PHP Argument Overflow SERVICE.HTTP
5472-0 IE Sysimage Handler Local Executable Reference STRING.TCP
5474-0 SQL Query in HTTP Request SERVICE.HTTP
5474-1 SQL Query in HTTP Request SERVICE.HTTP
5475-0 BrightStor ARCserve/Enterprise Backup Universal STRING.TCP
Agent Overflow
5476-0 HTML Application Execution STRING.TCP
5477-0 Possible Heap Payload Construction STRING.TCP
5477-1 Possible Heap Payload Construction STRING.TCP
5477-2 Possible Heap Payload Construction STRING.TCP
5479-0 MySQL MaxDB WebDAV Lock-Token Overflow STRING.TCP
5480-0 MySQL MaxDB WebDAV If Header Overflow STRING.TCP
5481-0 MySQL MaxDB WebDBM Overflow SERVICE.HTTP
5482-0 Microsoft SQL Server Login Overflow STRING.TCP
5484-0 Sambar Server Search Overflow SERVICE.HTTP
5487-0 IA WebMail Buffer Overflow SERVICE.HTTP
5488-0 Icecast Server HTTP Header Buffer Overflow STRING.TCP
5489-0 MyTOB Virus Activity STRING.TCP
5489-1 MyTOB Virus Activity STRING.TCP
5489-2 MyTOB Virus Activity STRING.TCP
5489-3 MyTOB Virus Activity STRING.TCP
5489-4 MyTOB Virus Activity STRING.TCP
5489-5 MyTOB Virus Activity STRING.TCP
5489-6 MyTOB Virus Activity STRING.TCP
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5489-7 MyTOB Virus Activity STRING.TCP
5490-0 Firefox JavaScript IFRAME Exploitation STRING.TCP
5491-0 Firefox JavaScript Install Trigger Function STRING.TCP
5492-0 Wurmark Virus Activity STRING.TCP
5495-0 LDAP Active Directory Stack Overflow STRING.TCP
5496-0 License Logging Service Overflow STRING.TCP
5497-0 SMTP BDAT Vulnerability STRING.TCP
5515-0 IE DHTML Edit Control STRING.TCP
5516-0 FTP Wildcard DoS STRING.TCP
5517-0 AnswerBook2 Format String SERVICE.HTTP
5519-0 IE Popup Blocker Bypass STRING.TCP
5520-0 XEXCH50 Command Usage STRING.TCP
5521-0 Nested Array Sort Loop DoS STRING.TCP
5523-0 Jet Database Engine Shell Command Injection SERVICE.HTTP
5524-0 Font Tag Split STRING.TCP
5527-0 IIS Index HTW Cross Site Scripting SERVICE.HTTP
5528-0 1IS5 SEARCH overflow STRING.TCP
5531-0 IE Status Bar Spoof STRING.TCP
5545-0 HTTP Request Smuggling Attempt SERVICE.HTTP
5545-1 HTTP Request Smuggling Attempt SERVICE.HTTP
5546-0 Internet Key Exchange DoS STRING.UDP
5548-0 Veritas Backup Exec Windows Remote Agent STRING.TCP
Password Overflow
5549-0 Evolution Message Size Overflow STRING.TCP
5552-0 Windows Media Player Skin File Code Execution STRING.TCP
Vulnerability
5553-0 Finger and cFinger Double Star User List Search STRING.TCP
5558-0 Webcart Command Injection SERVICE.HTTP
5559-0 FTP Format String STRING.TCP
5560-0 MailEnable IMAP Overflow STRING.TCP
5562-0 Qpopper Overflow STRING.TCP
5568-0 Veritas Backup Exec Agent Remote File Access STRING.TCP
5569-0 MDaemon Imap Authentication Overflow STRING.TCP
5570-0 ZOTOB Worm Activity STRING.TCP
5571-0 RBOT.CBQ Worm Activity STRING.TCP
5572-0 Design Tools Diagram Surface ActiveX Control STRING.TCP
5573-0 Novell eDirectory Server iMonitor Buffer Overflow SERVICE.HTTP
5574-0 O_pen_\/iew Network Node Manager Command SERVICE.HTTP
Injection
5608-0 Network Supervisor Directory Traversal Vulnerability SERVICE.HTTP
5610-0 Cacti Graph_Image.PHP Remote Command SERVICE.HTTP
Execution Vulnerability
5611-0 WordPress Cookie cache_lastpostdate Overflow STRING.TCP
5612-0 DNP3 - Unsolicited Response Storm STRING.TCP
5613-0 DNP3 - Cold Restart Request STRING.TCP
5614-0 DNP3 - Disable Unsolicited Responses STRING.TCP
5615-0 DNP3 - Read Request to a PLC STRING.TCP
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5616-0 DNP3 - Stop Application STRING.TCP
5617-0 DNP3 - Warm Restart STRING.TCP
5618-0 DNP3 - Broadcast Request STRING.TCP
5619-0 Non-DNP3 Communication on a DNP3 Port STRING.TCP
5619-1 Non-DNP3 Communication on a DNP3 Port STRING.TCP
5620-0 DNP3 - Write Request to a PLC STRING.TCP
5621-0 DNP3 - Miscellaneous Request to a PLC STRING.TCP
5622-0 Modbus TCP - Force Listen Only Mode STRING.TCP
5623-0 Modbus TCP - Restart Communications Option STRING.TCP
5624-0 Mod_bus TCP - Clear Counters and Diagnostic STRING.TCP
Registers
5625-0 Modbus TCP - Read Device Identification STRING.TCP
5626-0 Modbus TCP - Report Server Information STRING.TCP
5627-0 Modbus TCP - lllegal Packet Size STRING.TCP
5627-1 Modbus TCP - lllegal Packet Size STRING.TCP
5628-0 Modbus Slave Device Busy Exception Code Delay STRING.TCP
5629-0 Modbus Acknowledge Exception Code Delay STRING.TCP
5630-0 Modbus TCP - Read Request to a PLC STRING.TCP
5631-0 Modbus TCP - Write Request to a PLC STRING.TCP
5632-0 Modbus TCP - Non-Modbus Communication STRING.TCP
5632-1 Modbus TCP - Non-Modbus Communication STRING.TCP
5633-0 .HTR Source View SERVICE.HTTP
5634-0 Barracuda Spam Firewall Command Execution SERVICE.HTTP
5636-0 vBulletin Template PHP Code Injection Vulnerability SERVICE.HTTP
5638-0 PHP Command Injection SERVICE.HTTP
5643-0 Sox WAV File Overflow STRING.TCP
5645-0 SSH Uri Handler STRING.TCP
5646-0 Gatekeeper Overflow SERVICE.HTTP
5647-0 Savant Webserver Request Overflow SERVICE.HTTP
5648-0 Tomcat Denial of Service Attack ATOMIC.TCP
5648-1 Tomcat Denial of Service Attack STRING.TCP
5649-0 ESignal Remote Buffer Overflow STRING.TCP
5650-0 Finjan SurfinGate FHTTP Restart Command STRING.TCP
Execution
5651-0 Helix Server DoS STRING.TCP
5651-1 Helix Server DoS STRING.TCP
5652-0 FTP Directory Traversal STRING.TCP
5654-0 FTP Root Drive Access Attempt STRING.TCP
5655-0 Cobalt RaQ Cross Site Scripting Vulnerability SERVICE.HTTP
5657-0 AMLServer Local Path Disclosure STRING.TCP
5658-0 Apache Tomcat JSP Engine DoS STRING.TCP
5659-0 VMWare GSX Server Authentication Server STRING.TCP
Overflow
5660-0 SquirrelMail Email Header Script Injection STRING.TCP
5661-0 Long HTTP Request SERVICE.HTTP
5662-0 HTTP POST Content-Type Overflow SERVICE.HTTP
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5663-0 NoOp Sled On HTTPS Port STRING.TCP
5664-0 Apache Tomcat Null Byte File Disclosure SERVICE.HTTP
5665-0 Ultimate PHP Board Code Execution SERVICE.HTTP
5666-0 Unix chetcpasswd.cgi File Disclosure Vulnerability SERVICE.HTTP
5667-0 Site Searcher Arbitrary Code Execution SERVICE.HTTP
5668-0 Unauthenticated FTP Connection STRING.TCP
5669-0 Arkeia Type 74 Request Overflow STRING.TCP
5671-0 IMAP Select Excessive Length STRING.TCP
5672-0 Computer Associates Message Queuing Buffer STRING.TCP
Overflow
5675-0 HP-UX LPD Command Execution STRING.TCP
5676-0 News Manager Lite Authentication Bypass STRING.TCP
5677-0 Helix Universal Server Overflow STRING.TCP
5678-0 AW Stats Plugin Log Access SERVICE.HTTP
5679-0 Oracle TNS Listener Denial Of Service ATOMIC.TCP
5680-0 Apache Line Feed DoS STRING.TCP
5681-0 ISC DHCP Deamon Buffer Overflow STRING.UDP
5685-0 WebBBS Command Execution Vulnerability SERVICE.HTTP
5686-0 Long POPPASSWD String STRING.TCP
5687-0 IE Frame Cross Zone Scripting STRING.TCP
5688-0 RSA WebAgent Redirect Overflow SERVICE.HTTP
5696-0 Midi Decoder Overflow STRING.TCP
5696-1 Midi Decoder Overflow STRING.TCP
5697-0 Script in Email Body STRING.TCP
5698-0 LanMan DoS ATOMIC.UDP
5699-0 SalesLogix File Upload Vulnerability STRING.TCP
5700-0 PHP cURL Arbitrary File Access STRING.TCP
5701-0 Oracle Soap Request SERVICE.HTTP
5701-1 Oracle Soap Request SERVICE.HTTP
5705-0 iPIanet_Web Server Remote Root Command SERVICE.HTTP
Execution
5708-0 SWAT Pre-Authentication Buffer Overflow SERVICE.HTTP
5710-0 Eicar Standard Anti-Virus Test File STRING.TCP
5711-0 Malformed URL STRING.TCP
5713-0 Zip File Name Overflow STRING.TCP
5714-0 GKrellM Buffer Overflow STRING.TCP
5715-0 SAP Internet Transaction Server Information SERVICE.HTTP
Disclosure
5717-0 Ipswitch SMTP Format String STRING.TCP
5718-0 VERITAS NetBackup Volume Manager Daemon STRING.TCP
Buffer Overflow
5720-0 Lyris ListManager SQL Command Injection SERVICE.HTTP
5722-0 Google Appliance ProxyStyleSheet Command SERVICE.HTTP
Execution
5724-0 Nikto Scan SERVICE.HTTP
5725-0 Novell NMAP Agent Buffer Overflow STRING.TCP
5730-0 Winamp Playlist File Handling Buffer Overflow STRING.TCP
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5733-0 Long HTTP Header Hostname STRING.TCP
5734-0 IE isComponentinstalled() Overflow STRING.TCP
5735-0 Macromedia Flash Player ActionDefineFunction STRING.TCP
Code Execution
5736-0 WinVNC Client Buffer Overflow STRING.TCP
5740-0 Kerio Personal Firewall Remote Authentication STRING.TCP
Buffer Overflow
5740-1 Kerio Personal Firewall Remote Authentication STRING.TCP
Buffer Overflow
5743-0 PeerCast Buffer Overflow STRING.TCP
5744-0 IMAP Login DoS STRING.TCP
5745-0 FTP REST command STRING.TCP
5746-0 FTP ALLO command STRING.TCP
5752-0 Sybase EAServer Overflow SERVICE.HTTP
5753-0 Office Mailto Handler Vulnerability STRING.TCP
5754-0 PAJAX Remote Code Execution Vulnerability SERVICE.HTTP
5760-0 Novell GroupWise Messenger Accept-Language SERVICE.HTTP
Value Overflow
5761-0 Ultr@VNC Server Overflow SERVICE.HTTP
5764-0 ShixxNOTE Font Buffer Overflow STRING.TCP
5765-0 Horde Help Viewer Remote Code Execution SERVICE.HTTP
5768-0 Warez Activity SERVICE.HTTP
5769-0 Malformed HTTP Request STRING.TCP
5769-1 Malformed HTTP Request STRING.TCP
5771-0 Winny Activity SERVICE.HTTP
5773-0 Simple PHP Blog Unauthorized File Access SERVICE.HTTP
5773-1 Simple PHP Blog Unauthorized File Access SERVICE.HTTP
5775-0 MHTML Redirection STRING.TCP
5777-0 Mozilla Favicon Code Execution STRING.TCP
5778-0 Windows Uplddrvinfo.htm File Deletion Vulnerability STRING.TCP
5779-0 ICCP COTP Connection Request STRING.TCP
5780-0 ICCP COTP Connection Established STRING.TCP
5781-0 ICCP Client Association STRING.TCP
5782-0 ICCP MMS Write Request Attempt STRING.TCP
5783-0 ICCP MMS Write Request Succeeded STRING.TCP
5784-0 ICCP COTP Address Unknown Disconnect STRING.TCP
5785-0 ICCP COTP Protocol Error Disconnect STRING.TCP
5786-0 ICCP Invalid OSI SSEL STRING.TCP
5787-0 ICCP Invalid OSI PSEL STRING.TCP
5788-0 ICCP Invalid TPKT Protocol STRING.TCP
5789-0 HTTP Tunnel Client Activity SERVICE.HTTP
5792-0 Excel Hyperlink Object Library Buffer Overflow STRING.TCP
5798-0 Mambo PHP sbp File Inclusion Vulnerability SERVICE.HTTP
5799-0 Server Service Code Execution STRING.TCP
5800-0 Large HTTP Content-Type STRING.TCP
5801-0 Quicktime JPEG Code Execution Overflow STRING.TCP
5802-0 MHTML URI Buffer Overflow STRING.TCP
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5803-0 Sygate Login Servlet SQL Injection SERVICE.HTTP
5810-0 SecureCRT SSH1 Buffer Overflow STRING.TCP
5816-0 TOR Client Activity SERVICE.HTTP
5818-0 Metasploit Shellcode Encoder STRING.TCP
5818-1 Metasploit Shellcode Encoder STRING.TCP
5818-2 Metasploit Shellcode Encoder STRING.TCP
5818-3 Metasploit Shellcode Encoder STRING.TCP
5818-4 Metasploit Shellcode Encoder STRING.TCP
5818-5 Metasploit Shellcode Encoder STRING.TCP
5818-6 Metasploit Shellcode Encoder STRING.TCP
5818-7 Metasploit Shellcode Encoder STRING.TCP
5818-8 Metasploit Shellcode Encoder STRING.TCP
5818-9 Metasploit Shellcode Encoder STRING.TCP
5818-10 Metasploit Shellcode Encoder STRING.TCP
5818-11 Metasploit Shellcode Encoder STRING.TCP
5819-0 Long FTP XCRC/XSHA1/XMD5 Command STRING.TCP
5820-0 Symantec AntiVirus and Client Security Buffer STRING.TCP
Overflow
5823-0 McAfee Epolicy Overflow SERVICE.HTTP
5826-0 EIQ ESA Topology Delete Device Overflow STRING.TCP
5828-0 Apache Server Side Cross Site Scripting SERVICE.HTTP
5833-0 Quicktime RTSP URL Vulnerability STRING.TCP
5842-0 Solaris Telnet Authentication Bypass STRING.TCP
5845-0 Word Memory Corruption Exploit STRING.TCP
5850-0 Snort DCE/RPC Preprocessor Vulnerability ATOMIC.TCP
5850-1 Snort DCE/RPC Preprocessor Vulnerability ATOMIC.TCP
5853-0 SIP Invite DoS STRING.UDP
5855-0 Helix Remote Code Execution STRING.TCP
5866-0 IBM Lotus Domino IMAP CRAM-MD5 Overflow STRING.TCP
5868-0 IE Navigation Cancel Page Spoofing Vulnerability STRING.TCP
5876-0 WinZip ActiveX Control Instantiation STRING.TCP
5877-0 IE Protocol Handler Command Execution STRING.TCP
6008-0 First 4 Internet XCP Uninstallation ActiveX Control STRING.TCP
6012-0 EIQ License Buffer Overflow STRING.TCP
6013-0 IRCBOT_JK DNS Lookup STRING.UDP
6050-0 DNS HINFO SERVICE.DNS
6050-1 DNS HINFO SERVICE.DNS
6051-0 DNS Zone Xfer SERVICE.DNS
6051-1 DNS Zone Xfer SERVICE.DNS
6052-0 DNS High Zone Xfer SERVICE.DNS
6052-1 DNS High Zone Xfer SERVICE.DNS
6053-0 DNS Request All SERVICE.DNS
6053-1 DNS Request All SERVICE.DNS
6054-0 DNS Version Request SERVICE.DNS
6054-1 DNS Version Request SERVICE.DNS
6055-0 DNS IQUERY Overflow SERVICE.DNS
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6055-1 DNS IQUERY Overflow SERVICE.DNS
6055-2 DNS IQUERY Overflow SERVICE.DNS
6056-0 DNS NXT OVerflow SERVICE.DNS
6056-1 DNS NXT OVerflow SERVICE.DNS
6056-2 DNS NXT OVerflow SERVICE.DNS
6057-0 DNS SIG Overflow SERVICE.DNS
6057-1 DNS SIG Overflow SERVICE.DNS
6057-2 DNS SIG Overflow SERVICE.DNS
6058-0 DNS SRV DoS SERVICE.DNS
6058-1 DNS SRV DoS SERVICE.DNS
6059-0 DNS TSIG Overflow SERVICE.DNS
6059-1 DNS TSIG Overflow SERVICE.DNS
6059-2 DNS TSIG Overflow SERVICE.DNS
6060-0 DNS Complain Overflow SERVICE.DNS
6060-1 DNS Complain Overflow SERVICE.DNS
6060-2 DNS Complain Overflow SERVICE.DNS
6060-3 DNS Complain Overflow SERVICE.DNS
6061-0 DNS Infoleak SERVICE.DNS
6061-1 DNS Infoleak SERVICE.DNS
6062-0 DNS Authors Request SERVICE.DNS
6062-1 DNS Authors Request SERVICE.DNS
6063-0 DNS Incremental Zone Transfer SERVICE.DNS
6063-1 DNS Incremental Zone Transfer SERVICE.DNS
6064-0 BIND Large OPT Record DoS SERVICE.DNS
6065-0 DNS Query Name Loop DoS SERVICE.DNS
6066-0 DNS Tunneling SERVICE.DNS
6067-0 DNS TSIG Bugtraq Overflow STRING.UDP
6100-0 RPC Port Reg SERVICE.RPC
6100-1 RPC Port Reg SERVICE.RPC
6101-0 RPC Port UnReg SERVICE.RPC
6101-1 RPC Port UnReg SERVICE.RPC
6102-0 RPC Dump SERVICE.RPC
6102-1 RPC Dump SERVICE.RPC
6103-0 Proxied RPC SERVICE.RPC
6103-1 Proxied RPC SERVICE.RPC
6104-0 RPC Port Reg Spoof SERVICE.RPC
6104-1 RPC Port Reg Spoof SERVICE.RPC
6105-0 RPC Port UnReg Spoof SERVICE.RPC
6105-1 RPC Port UnReg Spoof SERVICE.RPC
6150-0 ypserv Portmap Request SERVICE.RPC
6150-1 ypserv Portmap Request SERVICE.RPC
6151-0 ypbind Portmap Request SERVICE.RPC
6151-1 ypbind Portmap Request SERVICE.RPC
6152-0 yppasswdd Portmap Request SERVICE.RPC
6152-1 yppasswdd Portmap Request SERVICE.RPC
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6153-0 ypupdated Portmap Request SERVICE.RPC
6153-1 ypupdated Portmap Request SERVICE.RPC
6154-0 ypxfrd Portmap Request SERVICE.RPC
6154-1 ypxfrd Portmap Request SERVICE.RPC
6155-0 mountd Portmap Request SERVICE.RPC
6155-1 mountd Portmap Request SERVICE.RPC
6175-0 rexd Portmap Request SERVICE.RPC
6175-1 rexd Portmap Request SERVICE.RPC
6180-0 rexd Attempt SERVICE.RPC
6180-1 rexd Attempt SERVICE.RPC
6188-0 statd dot dot SERVICE.RPC
6189-0 statd automount attack SERVICE.RPC
6189-1 statd automount attack SERVICE.RPC
6190-0 statd Buffer Overflow SERVICE.RPC
6190-1 statd Buffer Overflow SERVICE.RPC
6191-0 ttdbserverd Buffer Overflow SERVICE.RPC
6191-1 ttdbserverd Buffer Overflow SERVICE.RPC
6192-0 mountd Buffer Overflow SERVICE.RPC
6192-1 mountd Buffer Overflow SERVICE.RPC
6193-0 cmsd Buffer Overflow SERVICE.RPC
6193-1 cmsd Buffer Overflow SERVICE.RPC
6194-0 sadmind Buffer Overflow SERVICE.RPC
6194-1 sadmind Buffer Overflow SERVICE.RPC
6195-0 amd Buffer Overflow SERVICE.RPC
6195-1 amd Buffer Overflow SERVICE.RPC
6196-0 snmpXdmid Buffer Overflow SERVICE.RPC
6196-1 snmpXdmid Buffer Overflow SERVICE.RPC
6197-0 rpc yppaswdd overflow SERVICE.RPC
6197-1 rpc yppaswdd overflow SERVICE.RPC
6198-0 Long rwalld Message SERVICE.RPC
6198-1 Long rwalld Message SERVICE.RPC
6199-0 cachefsd overflow SERVICE.RPC
6199-1 cachefsd overflow SERVICE.RPC
6203-0 sadmind directory traversal command exec STRING.UDP
6211-0 LPD NoOp Sled STRING.TCP
6251-0 Telnet Authorization Failure STRING.TCP
6252-0 Rlogin Authorization Failure STRING.TCP
6256-0 HTTP Authorization Failure ATOMIC.TCP
6275-0 SGI fam Attempt SERVICE.RPC
6275-1 SGI fam Attempt SERVICE.RPC
6276-0 TooltalkDB overflow SERVICE.RPC
6276-1 TooltalkDB overflow SERVICE.RPC
6277-0 Show Mount Recon SERVICE.RPC
6277-1 Show Mount Recon SERVICE.RPC
6303-0 PingTunnel ICMP Tunneling STRING.ICMP
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6350-0 MS-SQL Query Abuse STRING.TCP
6500-0 RingZero Trojan SERVICE.HTTP
6500-1 RingZero Trojan SERVICE.HTTP
6505-0 Trinoo Client Request STRING.UDP
6506-0 Trinoo Server Reply STRING.UDP
6508-0 mstream DDOS control traffic STRING.TCP
6508-1 mstream DDOS control traffic STRING.UDP
6921-0 Microsoft Word Code Execution STRING.TCP
9000-0 Back Door Probe (TCP 12345) ATOMIC.TCP
9001-0 Back Door Probe (TCP 31337) ATOMIC.TCP
9002-0 Back Door Probe (TCP 1524) ATOMIC.TCP
9003-0 Back Door Probe (TCP 2773) ATOMIC.TCP
9004-0 Back Door Probe (TCP 2774) ATOMIC.TCP
9005-0 Back Door Probe (TCP 20034) ATOMIC.TCP
9006-0 Back Door Probe (TCP 27374) ATOMIC.TCP
9007-0 Back Door Probe (TCP 1234) ATOMIC.TCP
9008-0 Back Door Probe (TCP 1999) ATOMIC.TCP
9009-0 Back Door Probe (TCP 6711) ATOMIC.TCP
9010-0 Back Door Probe (TCP 6712) ATOMIC.TCP
9011-0 Back Door Probe (TCP 6713) ATOMIC.TCP
9012-0 Back Door Probe (TCP 6776) ATOMIC.TCP
9013-0 Back Door Probe (TCP 16959) ATOMIC.TCP
9014-0 Back Door Probe (TCP 27573) ATOMIC.TCP
9015-0 Back Door Probe (TCP 23432) ATOMIC.TCP
9016-0 Back Door Probe (TCP 5400) ATOMIC.TCP
9017-0 Back Door Probe (TCP 5401) ATOMIC.TCP
9018-0 Back Door Probe (TCP 2115) ATOMIC.TCP
9019-0 Back Door (UDP 2140) ATOMIC.UDP
9020-0 Back Door (UDP 47262) ATOMIC.UDP
9021-0 Back Door (UDP 2001) ATOMIC.UDP
9022-0 Back Door (UDP 2002) ATOMIC.UDP
9023-0 Back Door Probe (TCP 36794) ATOMIC.TCP
9024-0 Back Door Probe (TCP 10168) ATOMIC.TCP
9025-0 Back Door Probe (TCP 20168) ATOMIC.TCP
9026-0 Back Door Probe (TCP 1092) ATOMIC.TCP
9027-0 Back Door Probe (TCP 2018) ATOMIC.TCP
9028-0 Back Door Probe (TCP 2019) ATOMIC.TCP
9029-0 Back Door Probe (TCP 2020) ATOMIC.TCP
9030-0 Back Door Probe (TCP 2021) ATOMIC.TCP
9031-0 Back Door Probe (TCP 6777) ATOMIC.TCP
9032-0 Back Door Probe (TCP 5190) ATOMIC.TCP
9033-0 Back Door Probe (TCP 3127) ATOMIC.TCP
9036-0 Back Door Probe (TCP 3128) ATOMIC.TCP
9037-0 Back Door Probe (TCP 8866) ATOMIC.TCP
9038-0 Back Door Probe (TCP 2766) ATOMIC.TCP
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9039-0 Back Door Probe (TCP 2745) ATOMIC.TCP
9040-0 Back Door Probe (TCP 2556) ATOMIC.TCP
9041-0 Back Door Probe (TCP 4751) ATOMIC.TCP
9042-0 Back Door Probe (TCP 2535) ATOMIC.TCP
9043-0 Back Door Probe (TCP 10002) ATOMIC.TCP
9044-0 Back Door Probe (TCP 9996) ATOMIC.TCP
9045-0 Back Door Probe (TCP 5554) ATOMIC.TCP
9200-0 Back Door Response (TCP 12345) ATOMIC.TCP
9201-0 Back Door Response (TCP 31337) ATOMIC.TCP
9202-0 Back Door Response (TCP 1524) ATOMIC.TCP
9203-0 Back Door Response (TCP 2773) ATOMIC.TCP
9204-0 Back Door Response (TCP 2774) ATOMIC.TCP
9205-0 Back Door Response (TCP 20034) ATOMIC.TCP
9206-0 Back Door Response (TCP 27374) ATOMIC.TCP
9207-0 Back Door Response (TCP 1234) ATOMIC.TCP
9208-0 Back Door Response (TCP 1999) ATOMIC.TCP
9209-0 Back Door Response (TCP 6711) ATOMIC.TCP
9210-0 Back Door Response (TCP 6712) ATOMIC.TCP
9211-0 Back Door Response (TCP 6713) ATOMIC.TCP
9212-0 Back Door Response (TCP 6776) ATOMIC.TCP
9213-0 Back Door Response (TCP 16959) ATOMIC.TCP
9214-0 Back Door Response (TCP 27573) ATOMIC.TCP
9215-0 Back Door Response (TCP 23432) ATOMIC.TCP
9216-0 Back Door Response (TCP 5400) ATOMIC.TCP
9217-0 Back Door Response (TCP 5401) ATOMIC.TCP
9218-0 Back Door Response (TCP 2115) ATOMIC.TCP
9223-0 Back Door Response (TCP 36794) ATOMIC.TCP
9224-0 Back Door Response (TCP 10168) ATOMIC.TCP
9225-0 Back Door Response (TCP 20168) ATOMIC.TCP
9226-0 Back Door Response (TCP 1092) ATOMIC.TCP
9227-0 Back Door Response (TCP 2018) ATOMIC.TCP
9228-0 Back Door Response (TCP 2019) ATOMIC.TCP
9229-0 Back Door Response (TCP 2020) ATOMIC.TCP
9230-0 Back Door Response (TCP 2021) ATOMIC.TCP
9231-0 Back Door Response (TCP 6777) ATOMIC.TCP
9232-0 Back Door Response (TCP 5190) ATOMIC.TCP
9233-0 Back Door Response (TCP 3127) ATOMIC.TCP
9236-0 Back Door Response (TCP 3128) ATOMIC.TCP
9237-0 Back Door Response (TCP 8866) ATOMIC.TCP
9238-0 Back Door Response (TCP 2766) ATOMIC.TCP
9239-0 Back Door Response (TCP 2745) ATOMIC.TCP
9240-0 Back Door Response (TCP 2556) ATOMIC.TCP
9241-0 Back Door Response (TCP 4751) ATOMIC.TCP
9242-0 Back Door Response (TCP 2535) ATOMIC.TCP
9243-0 Back Door Response (TCP 10002) ATOMIC.TCP
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9244-0 Back Door Response (TCP 9996) ATOMIC.TCP
9245-0 Back Door Response (TCP 5554) ATOMIC.TCP
9400-0 Back Door YAT STRING.TCP
9400-1 Back Door YAT STRING.TCP
9401-0 Back Door Y3K RAT STRING.UDP
9401-1 Back Door Y3K RAT STRING.TCP
9402-0 Back Door XLog STRING.TCP
9403-0 Back Door Xanadu STRING.UDP
9403-1 Back Door Xanadu STRING.TCP
9404-0 Back Door WinRat STRING.TCP
9404-1 Back Door WinRat STRING.TCP
9405-0 Back Door Vampire STRING.TCP
9406-0 Back Door G-Spot STRING.TCP
9407-0 Back Door Undetected STRING.TCP
9408-0 Back Door Ultors STRING.TCP
9409-0 Back Door UltimateRAT STRING.TCP
9410-0 Back Door Truva STRING.TCP
9411-0 Back Door Thing STRING.TCP
9411-1 Back Door Thing STRING.TCP
9411-2 Back Door Thing STRING.TCP
9412-0 Back Door The Unexplained STRING.UDP
9413-0 Back Door Hell Driver STRING.TCP
9414-0 Back Door Schneckenkorn STRING.TCP
9415-0 Back Door Satanz Backdoor STRING.TCP
9416-0 Back Door Ruler STRING.TCP
9417-0 Back Door Ripperz Controller STRING.TCP
9418-0 Back Door Revenger STRING.UDP
9419-0 Back Door Remote Hack STRING.TCP
9419-1 Back Door Remote Hack STRING.TCP
9420-0 Back Door RatHead STRING.TCP
9421-0 Back Door R3C STRING.TCP
9422-0 Back Door ROxr4t STRING.TCP
9423-0 Back Door Psychward STRING.TCP
9423-1 Back Door Psychward STRING.TCP
9424-0 Back Door Prosiak STRING.TCP
9425-0 Back Door Project Next STRING.TCP
9426-0 Back door Prayer STRING.TCP
9427-0 Back Door Pitfall STRING.TCP
9428-0 Back Door The Phoenix STRING.TCP
9429-0 Back Door Phase Zero STRING.TCP
9430-0 Back Door Alvgus STRING.UDP
9431-0 Back Door Amanda STRING.TCP
9432-0 Back Door Oblivion STRING.TCP
9433-0 Back Door Balsitix STRING.UDP
9434-0 Back Door Basic Hell STRING.TCP
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9435-0 Back Door Wow32 STRING.TCP
9436-0 Back Door WebservCT STRING.TCP
9437-0 Back Door Vagr Nocker STRING.TCP
9438-0 Back Door Ullysse STRING.TCP
9439-0 Back Door School Bus STRING.TCP
9440-0 Back Door Rux The Tic.k STRING.TCP
9441-0 Back Door Progenic STRING.TCP
9442-0 Back Door Private Port STRING.TCP
9443-0 Back Door Priority STRING.TCP
9444-0 Back Door Pest STRING.TCP
9445-0 Back Door PC Invader STRING.TCP
9445-1 Back Door PC Invader STRING.TCP
9445-2 Back Door PC Invader STRING.TCP
9446-0 Back Door Oxon/Olive STRING.TCP
9447-0 Back Door Optix Probe STRING.TCP
9449-0 Back Door Osiris Probe Response STRING.TCP
9450-0 Back Door Blaaaaa STRING.UDP
9451-0 Back Door BDDT STRING.TCP
9452-0 Back Door Bigorna STRING.TCP
9453-0 Back Door Black Angel STRING.TCP
9454-0 Back Door Network Terrorist STRING.TCP
9455-0 Back Door Blade Runner STRING.TCP
9456-0 Back Door Blazer STRING.TCP
9457-0 Back Door Breach STRING.TCP
9458-0 Back Door NetTaxi STRING.TCP
9459-0 Back Door NetSphere STRING.TCP
9460-0 Back Door Cafini STRING.TCP
9461-0 Back Door Celine STRING.TCP
9462-0 Back Door Netspy STRING.TCP
9463-0 Back Door Connection STRING.TCP
9464-0 Back Door Net Raider STRING.TCP
9465-0 Back Door CrazzyNet STRING.TCP
9466-0 Back Door Net Devil STRING.TCP
9467-0 Back Door Danton STRING.TCP
9468-0 Back Door Net Administrator STRING.TCP
9469-0 Back Door Dark Connection STRING.TCP
9470-0 Back Door MoSucker STRING.TCP
9471-0 Back Door Gift STRING.TCP
9472-0 Back Door Moon Pie STRING.TCP
9473-0 Back Door DFch Grisch STRING.TCP
9473-1 Back Door DFch Grisch STRING.TCP
9474-0 Back Door Mini Oblivion STRING.TCP
9475-0 Back Door Mini Asylum STRING.TCP
9476-0 Back Door Digital Rootbeer STRING.TCP
9477-0 Back door Millenium STRING.TCP
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9478-0 Back Door Michal STRING.TCP
9479-0 Back Door Donald Dick STRING.TCP
9480-0 Back Door Mavericks Matrix STRING.TCP
9481-0 Back Door Massaker STRING.TCP
9482-0 Back Door Drat STRING.TCP
9483-0 Back Door DTr STRING.TCP
9484-0 Back Door MNEAH Trojan STRING.TCP
9485-0 Back Door Eclypse STRING.TCP
9486-0 Back Door M2 Trojan STRING.TCP
9487-0 Back Door Intruzzo STRING.TCP
9488-0 Back Door FC Trojan STRING.TCP
9488-1 Back Door FC Trojan STRING.TCP
9489-0 Back Door Insane STRING.TCP
9490-0 Back Door Infector STRING.TCP
9491-0 Back Door Incommand STRING.TCP
9492-0 Back Door Hydroleak STRING.TCP
9493-0 Back Door Hostcontrol STRING.TCP
9494-0 Back Door Hellz Addiction STRING.TCP
9495-0 Back Door Hackers World STRING.TCP
9496-0 Back Door Glacier STRING.TCP
9497-0 Back Door Girlfriend STRING.TCP
9498-0 Back Door Ghost STRING.TCP
9499-0 Back Door Kid Terror STRING.TCP
9500-0 Back Door Gatecrasher STRING.TCP
9501-0 Back Door Fore STRING.TCP
9502-0 Back Door F Backdoor STRING.TCP
9503-0 Back Door Exploiter STRING.TCP
9504-0 Back Door Leszcz STRING.TCP
9505-0 Back Door Lithium STRING.TCP
9506-0 eSeSIX Thintune Thin Client Device Factory Login STRING.TCP
9507-0 Back Door Asylum STRING.TCP
9508-0 Back Door Backage STRING.TCP
9509-0 Back Door NoSecure STRING.TCP
9510-0 Back Door Nirvana STRING.TCP
9510-1 Back Door Nirvana STRING.TCP
9511-0 Back Door Windows Mite STRING.TCP
9512-0 Back Door Internal Revise STRING.TCP
9513-0 Back Door Infra STRING.TCP
9514-0 Back Door Konik STRING.TCP
9515-0 Back Door Kuang STRING.TCP
9516-0 Back Door Butt-man STRING.TCP
9517-0 Back Door Last2000 STRING.TCP
9518-0 Back Door Event Horizon STRING.TCP
9519-0 Back Door Latinus STRING.TCP
9519-1 Back Door Latinus STRING.TCP
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9519-2 Back Door Latinus STRING.TCP
9520-0 Back Door Le Guardien STRING.TCP
9521-0 Back Door Mantis STRING.TCP
9522-0 Back Door Masters of Paradise STRING.TCP
9523-0 Back Door Back Construction STRING.TCP
9524-0 Back Door WinCrash STRING.TCP
9525-0 Back Door Backdoor STRING.TCP
9527-0 Back door NokNok STRING.TCP
9528-0 Back Door War Trojan STRING.TCP
9529-0 Back Door WanRemote STRING.TCP
9530-0 Back Door Voodoo Doll STRING.TCP
9531-0 Back Door Uploader STRING.TCP
9532-0 Back Door Tron STRING.TCP
9533-0 Back Door Trojan Spirit STRING.TCP
9534-0 Back Door Trojan Cow STRING.TCP
9535-0 Back Door TansScout STRING.TCP
9536-0 Back Door The Flu STRING.TCP
9537-0 Back Door Tcc Trojan STRING.TCP
9538-0 Back Door Scarab STRING.TCP
9539-0 Back Door AOL Admin STRING.TCP
9540-0 Back Door New Silencer STRING.TCP
9541-0 Back Door Net Controller STRING.TCP
9542-0 Back Door Net Trash STRING.TCP
9542-1 Back Door Net Trash STRING.TCP
9543-0 Back Door Bugs STRING.TCP
9544-0 Back Door Buschtrommel STRING.TCP
9545-0 Back Door Cero STRING.TCP
9546-0 Back Door CGi BioNet STRING.TCP
9546-1 Back Door CGi BioNet STRING.TCP
9546-2 Back Door CGi BioNet STRING.TCP
9547-0 Back Door Chupacabra STRING.TCP
9548-0 Back Door Crack Down STRING.TCP
9549-0 Back Door Cyn STRING.TCP
9550-0 Back Door Microspy STRING.TCP
9551-0 Back Door Remote Process Monitor STRING.TCP
9552-0 Back Door Remote Revise STRING.TCP
9553-0 Back Door Remote Explorer STRING.TCP
9554-0 Back Door Qwertos RAT STRING.TCP
9555-0 Back Door One STRING.TCP
9556-0 Back Door Acid Battery STRING.TCP
9557-0 Back Door OOTLT STRING.TCP
9558-0 Back Door Forced Entry STRING.TCP
9559-0 Back Door Deltasource STRING.UDP
9560-0 Back Door Dolly STRING.TCP
9560-1 Back Door Dolly STRING.TCP
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9560-2 Back Door Dolly STRING.TCP
9561-0 Back Door Meet The Lamer STRING.TCP
9562-0 Back Door Duddie STRING.TCP
9562-1 Back Door Duddie STRING.TCP
9563-0 Back Door Net Metropolitan STRING.TCP
9563-1 Back Door Net Metropolitan STRING.TCP
9564-0 Back Door File Nail STRING.TCP
9565-0 Back Door Executor STRING.TCP
9566-0 Back Door B.F. Evolution STRING.TCP
9567-0 Back Door Frenzy STRING.TCP
9567-1 Back Door Frenzy STRING.TCP
9568-0 Back Door Remote Boot Tool STRING.UDP
9570-0 Back Door Beast STRING.TCP
9571-0 Back Door Netbus STRING.TCP
9572-0 Back Door Cyn v2.1 STRING.TCP
9573-0 Back Door C.I.A. STRING.TCP
9574-0 Back Door Guptachar STRING.TCP
9575-0 Back Door Breach Pro STRING.TCP
9576-0 Back Door Undetected 3.3 STRING.TCP
9577-0 Back Door [x]-ztoo STRING.TCP
9578-0 Back Door lllusion STRING.TCP
9579-0 Back Door Hack A' tack STRING.TCP
9580-0 Back Door AckCmd ATOMIC.TCP
9581-0 Backdoor SubSeven STRING.TCP
9582-0 Back Orifice Activity (TCP) STRING.TCP
9583-0 Back Orifice Activity (UDP) STRING.UDP
11000-0 KaZaA v2 UDP Client Probe STRING.UDP
11000-1 KaZaA v2 UDP Client Probe STRING.UDP
11000-2 KaZaA v2 UDP Client Probe STRING.UDP
11001-0 Gnutella Client Request STRING.TCP
11002-0 Gnutella Server Reply STRING.TCP
11003-0 Qtella File Request STRING.TCP
11004-0 Bearshare File Request STRING.TCP
11005-0 KazaA Client Activity STRING.TCP
11005-1 KaZaA Client Activity SERVICE.HTTP
11006-0 Gnucleus File Request STRING.TCP
11007-0 Limewire File Request STRING.TCP
11008-0 Morpheus File Request STRING.TCP
11009-0 Phex File Request STRING.TCP
11010-0 Swapper File Request STRING.TCP
11011-0 XoloX File Request STRING.TCP
11012-0 GTK-Gnutella File Request STRING.TCP
11013-0 Mutella File Request STRING.TCP
11014-0 Hotline Client Login STRING.TCP
11015-0 Hotline File Transfer STRING.TCP
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11016-0 Hotline Tracker Login STRING.TCP
11017-0 Direct Connect Server Reply STRING.TCP
11018-0 eDonkey Activity STRING.TCP
11019-0 WinMx Server Response STRING.TCP
11020-0 BitTorrent Client Activity STRING.TCP
11021-0 MP2P Client Scan ATOMIC.UDP
11022-0 Overnet Client Scan STRING.UDP
11023-0 Soulseek Client Login STRING.TCP
11024-0 Imesh Client Activity SERVICE.HTTP
11025-0 IRC DCC File Transfer STRING.TCP
11026-0 Napster Activity SERVICE.HTTP
11027-0 Gnutella File Search STRING.UDP
11028-0 WinMx Connection SERVICE.HTTP
11029-0 WinMx Download STRING.TCP
11030-0 Bittorrent Tracker Query SERVICE.HTTP
11031-0 Bittorrent Tracker Scrape SERVICE.HTTP
11200-0 Yahoo Messenger Activity STRING.TCP
11201-0 MSN Messenger Activity STRING.TCP
11202-0 AIM/ICQ Messenger Activity STRING.TCP
11203-0 IRC Channel Join STRING.TCP
11204-0 Jabber Activity STRING.TCP
11205-0 Sametime Activity ATOMIC.TCP
11206-0 ICQ Client DNS Request STRING.UDP
11207-0 AIM Client DNS request STRING.UDP
11208-0 Yahoo Messenger Client DNS Request STRING.UDP
11209-0 MSN Messenger Client DNS Request STRING.UDP
11210-0 AIM /ICQ Through HTTP Proxy SERVICE.HTTP
11210-1 AIM /1CQ Through HTTP Proxy STRING.TCP
11211-0 MSN Messenger Through HTTP Proxy SERVICE.HTTP
11211-1 MSN Messenger Through HTTP Proxy SERVICE.HTTP
11212-0 Yahoo Messenger Through HTTP Proxy SERVICE.HTTP
11213-0 AOL IM Login STRING.TCP
11214-0 AIM/ICQ Message Send STRING.TCP
11215-0 AIM/ICQ Message Receive STRING.TCP
11216-0 AOL IM Chat - User Join STRING.TCP
11217-0 Yahoo Messenger Logon STRING.TCP
11218-0 Yahoo Messenger Send Message STRING.TCP
11219-0 Yahoo Messenger Receive Message STRING.TCP
11221-0 Yahoo Messenger Chat Invitation Activity STRING.TCP
11222-0 MSN Login STRING.TCP
11223-0 MSN Message Sent STRING.TCP
11224-0 MSN Message Received STRING.TCP
11225-0 MSN Chat Invitation Sent STRING.TCP
11226-0 MSN Chat Invitation Received STRING.TCP
11227-0 MSN Chat Invitation Accepted STRING.TCP
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11228-0 MSN Chat Joined STRING.TCP
11229-0 AOL IM Chat - User Leave STRING.TCP
11230-0 AOL IM Chat - Incoming Message STRING.TCP
11231-0 AOL IM Chat - Outgoing Message STRING.TCP
11232-0 AOL IM Chat - Create room STRING.TCP
11233-0 SSH Over Non-standard Ports STRING.TCP
11233-1 SSH Over Non-standard Ports STRING.TCP
11233-2 SSH Over Non-standard Ports STRING.TCP
11234-0 Jabber Logon STRING.TCP
11235-0 MSN File Transfer Proposal Sent STRING.TCP
11236-0 MSN File Transfer Proposal Received STRING.TCP
11237-0 Jabber Chatroom Activity STRING.TCP
11238-0 MSNFTP File Transfer STRING.TCP
11239-0 ICQ Chat Invitation Sent STRING.TCP
11240-0 ICQ Chat Invitation Received STRING.TCP
11241-0 ICQ Specific Request STRING.TCP
11242-0 ICQ File Transfer STRING.TCP
11244-0 MSN P2P File Transfer STRING.TCP
11245-0 IRC Server Connection STRING.TCP
11245-1 IRC Server Connection STRING.TCP
11246-0 AIM File Transfer Request STRING.TCP
11247-0 AIM File Transfer STRING.TCP
11248-0 Gadu-Gadu Login SERVICE.HTTP
11249-0 Gadu-Gadu IM Message Sent STRING.TCP
11250-0 Gadu-Gadu IM Message Received STRING.TCP
11251-0 Skype Client Activity SERVICE.HTTP
11252-0 AIM Express Activity SERVICE.HTTP
11252-1 AIM Express Activity SERVICE.HTTP
12000-0 Gator Spyware Beacon SERVICE.HTTP
12001-0 Bonzi Buddy Spyware Beacon SERVICE.HTTP
12002-0 SaveNow Spyware SERVICE.HTTP
12002-1 SaveNow Spyware SERVICE.HTTP
12003-0 Ezula Spyware SERVICE.HTTP
12004-0 Cydoor Spyware SERVICE.HTTP
12005-0 Hotbar Activity SERVICE.HTTP
12005-1 Hotbar Activity SERVICE.HTTP
12006-0 Linkgrabber99 Activity SERVICE.HTTP
12007-0 GameSpy Activity SERVICE.HTTP
12008-0 180solutions Adware SERVICE.HTTP
12009-0 MarketScore Activity SERVICE.HTTP
12010-0 GAIN Adware Activity SERVICE.HTTP
12011-0 TOPicks Activity SERVICE.HTTP
12012-0 Purityscan Activity SERVICE.HTTP
12013-0 ISTbar Toolbar Activity SERVICE.HTTP
12014-0 KeenValue Spyware SERVICE.HTTP
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12014-1 KeenValue Spyware SERVICE.HTTP
12015-0 ShopAtHomeSelect Agent Activity SERVICE.HTTP
12015-1 ShopAtHomeSelect Agent Activity SERVICE.HTTP
12016-0 SearchRelevancy Spyware SERVICE.HTTP
12017-0 TSA Activity SERVICE.HTTP
12018-0 Toprebate Activity SERVICE.HTTP
12019-0 SideFind Activity SERVICE.HTTP
12020-0 WindUpdates Activity SERVICE.HTTP
12021-0 Internet Optimizer Activity SERVICE.HTTP
12022-0 Perfect Keylogger Activity STRING.TCP
12022-1 Perfect Keylogger Activity STRING.TCP
12023-0 DAP Activity SERVICE.HTTP
12023-1 DAP Activity SERVICE.HTTP
12024-0 New.net Activity SERVICE.HTTP
12025-0 Kelvir Worm Activity STRING.TCP
12025-1 Kelvir Worm Activity STRING.TCP
12026-0 Fatso Worm Activity STRING.TCP
12027-0 Cart32 Expdate SERVICE.HTTP
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