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Cisco 10S High Availability Strategy:

Based on Customer Needs

* Overarching requirement is to provide continuous
access to applications, data, and content from
anywhere and anytime

* Nonstop application delivery

End-to-end
Systems approach

Target every potential cause of downtime with
functionality, design, or best practice to mitigate the impact



Cisco Approach
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Where is the Exposure?

Most Common Causes of Network Outages

- Network and software
applications
Hardware failures
Software failures
Link failures
Power/environment failures
Resource utilization issues

- Operational processes
Network design issues

Lack of standards
(hardware, software, configurations)

No fault management or
capacity planning

Inadequate change of management,
documentation, and staff training

Lack of ongoing event correlation

Lack of timely access to
experts/knowledge
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Systematic, End-to-End Approach:

Targeting Downtime
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Mitigating the Exposure:

Targeting Downtime

Most Common Causes of Downtime

Best Practices
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Cisco 10S High Availability:

Focused Approach

Start with resilient hardware foundation
MTBF
Eliminate single points of failure

System-level resiliency at critical
network edges

MTTR for system failures including route
processors, Line Cards and software
component failures

Reduce outage for both dual and single route
processor systems

Mitigate planned outages by providing in-service
software upgrade

Protect remote devices while creating more efficient
and cost-effective resiliency
* Network-level resiliency in the core and
where redundant paths exist
Deliver industry-leading features for fast network
convergence, protection and restoration
* Account for services and protocols

« Embedded management and automation

Embed intelligent event management for proactive
maintenance

Automation and configuration management to
reduce human errors
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System Level Resiliency Overview:

Reduce MTTR

Eliminate Single Points of Failure for
Hardware and Software Components

- Control/data plane resiliency

Separation of control and
forwarding plane

Control plane handles signaling and
network awareness

Forwarding/data plane rapidly
switches packets

Seamless restoration of route processor
control and data plane failures

* Link resiliency

Reduced impact of line card hardware
and software failures

* Planned outages

Seamless software and hardware R
upgrades T
A

MZ>rov rOX-HZ20nN
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* Fault isolation and containment
Process independence
Target single processor systems




Cisco IOS NSF/SSO




System-Level Resiliency: Cisco Non-Stop

Forwarding with Stateful Switchover

Redundant Route Processors

* Network edge is critical
Service Provider and Enterprise edge
Often a single point of failure

« Cisco NSF with SSO increases
availability at key edge points

New Active
Exchanges Info

« Employs dual route processors With Neighbors

« Cisco SSO maintains connectivity i o Rebuilds
for Layer 2 protocols S S Routing
- Non-stop forwarding of packets Expross | |n\1;<;:$:::;n,
while control plane is reestablished © Forwarding
and routing information is validated 3 Information
Packet forwarding continues using current 5

forwarding information base (FIB)
Layer 3 (BGP, OSPF, IS-IS) recovers

routing information from neighbors, Asynchronous Transfer Mode (ATM),
rebuilds routing information base (RIB) Ethernet, Point-to-Point Protocol (PPP),
and updates FIB MLPPP, Frame Relay, Layer 2 LAN

Protocols cHDLC




Cisco NSF Awareness

For Cisco Internal Use Only

* An NSF-capable router
continuously forwards
packets during a switchover NSF-Aware

* An NSF-aware router
assists NSF-capable
routers by:

Not resetting adjacency NSF-Aware Service Provider

NSF-Capable et :
Supplying routing information P 00 oint of Presence

for verification after switchover “\\\

* NSF-capable and NSF-aware
peers cooperate using NSF-Capable
Graceful Restart extensions
to BGP, OSPF, IS-IS, and
EIGRP protocols

* NSF capability at key edge NSF-Capable

nodes that are single points
of failure

Enterprise

Edge Data Center

Building Block

* NSF awareness for NSF-Aware Enterprise
deployments with Campus Co
redundant topologies
having alternate paths

+ Cisco advantage:

End-to-end NSF awareness
across product portfolio (Cisco
1700 Series Router to CRS-1)
maximizes the benefits of NSF

Campus

NSF-Aware Distributor

NSF-Capable




SSO Infrastructure: Major Components

* RF (Redundancy Facility)
Monitors and reports RP transitions on the Active and Standby RPs
« CF (Checkpointing Facility)
Allows clients to send state updates from the Active to the Standby peer

* |IPC (Inter-Process Communication)
Used as the transport for CF, RF and Config Sync

- Media layer/platform drivers

Platform independent/dependent code to maintain IDB state on the Standby
- Config Sync

Maintains the same configuration on the Standby as on the Active

- SNMP

New MIBs and Traps (Cisco-RF.mib), maintains switchover history, value
of sysUpTime, syncs other stats and MIBs, provides sync engine

* Fault Management
Embedded Event Manager: Programmable policy management for faults



SSO Architecture:

Non-HA-Aware Protocols

Active RP Standby RP

Non-HA-Aware Non-HA-Aware

Application Application
— —

P
il l° il
— -
CF CF
N

Interconnect
Used for IPC and
Checkpointing

Driver/Media
Layer

t

IDB State Update Msg

IDB

DrlverIMedla

l t

IDB State Update Msg

Line Card




SSO Architecture:

Non-HA-Aware Protocols
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SSO Architecture:

HA-Aware, Stateful L2 Protocols (PPP, FR, HDLC ...
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SSO Architecture:

HA-Aware, Stateful L2 Protocols (PPP, FR, HDLC ...

Active RP
HA-Aware HA-Aware
Application Application
Interconnect
Used for IPC and
Checkpointing
Driver/Med ( Driver/Media

Layer Layer

IDB State Update Msg

IDB

IDB State Update Msg

IDB

Line Card No Layer 2 Link Flap




SSO Architecture:

HA-Aware, Non-Stateful Layer 3 Protocols (NSF)
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SSO Architecture:

HA-Aware, Non-Stateful Layer 3 Protocols (NSF)
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Enabling SSO

- Enter redundancy configuration mode and set the redundancy
configuration mode to SSO on both the active and standby RP

Rout er (confi g)# redundancy
Rout er (confi g-red)# node sso

Note: standby will reset after this command

* This step is specific to the Cisco 7500 series devices only
Rout er (confi g)# hw nodul e sl ot sl ot-nunber inage fil e-spec

slot-number—Specifies the active RSP slot where the Flash memory card
is located

file-spec—Indicates the Flash device and the name of the image on the
active RSP

- Repeat command for standby RSP

Rout er (confi g)# hw nodul e sl ot sl ot-nunber inage fil e-spec



Make Sure We’re on the Same Page

Frequently Used Terms ...

 NSF-capable router
(restarting router)

. : Router B
A router that preserves its forwarding table
and rebuilds its routing topology after an NSLS'Alvare
RP switchover; currently a dual RP router (é
Ex: Cisco 7500,10000,12000 Router A —

-y
- NSF-aware router (peer) QW

A router that assists an NSF capable during NSF Capable (=T
restart and can preserve routes reachable FVT
via the restarting router R Olﬁé; C

ex: Cisco 7200, 3600,2600,1700

« NSF-unaware router

A router that is not capable of assisting an
NSF-capable router during an RP

NSF Unaware

NSF—Non-Stop Forwarding

switchover Cisco terminology and
. NSF-capabIe router is marketing name for feature set
NSF-aware, too!!!! Graceful Restart (GR)
Term used in some protocol
* S$S0-aware or HA-aware standards and drafts

Cisco I0S subsystem—an HA client



NSF Protocol Extensions

Relevant Standards and Drafts

* The mechanisms used to provide continuous forwarding in the event of a
route processor switchover are not completely standardized

« Cisco’s implementation for BGP follows the specification described in draft-
ietf-idr-restart-nn.txt
The latest version at the time of this writing was draft-ietf-idr-restart-10 and is a Proposed Standard
« Cisco’s implementation for OSPF follows the specification described in the
following IETF drafts:

http://www.ietf.org/internet-drafts/draft-nquyen-ospf-lis-05.txt (experimental)

http://www.ietf.org/internet-drafts/draft-nquyen-ospf-oob-resync-05.txt (informational)

http://www.ietf.org/internet-drafts/draft-nquyen-ospf-restart-05.txt (informational)

The current standard for OSPF Hitless Restart is RFC 3623 Graceful OSPF Restart. Cisco’s
implementation is currently (at the time of this writing) not interoperable with RFC 3623

+ Cisco’s NSF implementation for ISIS (ietf option) follows the specification
described in RFC 3847 Restart Signaling for Intermediate System to
Intermediate System (IS-IS)

A Cisco-specific stateful implementation is also supported and configurable

« Cisco’s implementation for LDP follows the specification described in RFC
3478 Graceful Restart Mechanism for Label Distribution Protocol



Relationship Building Exercise—1

GR (NSF/SSO)

Capable Router @

GR (NSF) Aware Peer

During Restart

— | Will Preserve My
“l Can Preserve Myk Forwarding Table
Forwarding Table l — 1 Will Not Declare
During Restart” |\<— Agreement ’_’A You Dead
— 1 Will Not Inform

My Neighbors




Relationship Building Exercise—2

GR (NSF/SSO) GR (NSF) Aware Peer
Capable Router .@’ .@’ ( )
J OK. | Acknowledge.
| Have Restarted “J— Restart Notification — | Will Stick to My
[\ and Acknowledgement ﬁ Agreement
] <—  Knowledge Transfer —_ ) ]

| Will Use Your 7 This Is My Knowledge
Knowledge to of the Network

Build My

Database — Updates —>







