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Preface

The preface provides an overview of the Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters
(CB21AG and PI21AG) Installation and Configuration Guide, references related publications, and
explains how to obtain other documentation and technical assistance, if necessary.

The following topics are covered in this section:
» Audience, page x
« Purpose, page x
» Organization, page x
- Conventions, page Xi
- Related Publications, page xiii
« Obtaining Documentation, page xiii
» Obtaining Technical Assistance, page xiv
» Obtaining Additional Publications and Information, page xv
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W Audience

Audience

~

Note

Purpose

A

This publication is for the person responsible for installing, configuring, and maintaining a Cisco
Aironet |EEE 802.11a/b/g Wireless LAN Client Adapter (CB21AG or PI21AG) on a computer running
the Microsoft Windows 2000 or XP operating system. This person should be familiar with computing
devices and with network terms and concepts.

Windows 2000 and XP are the only supported operating systems.

This publication describes the Cisco Aironet CB21AG and PI21AG client adapters and explains how to
install, configure, and troubleshoot them.

Caution

This manual pertains specifically to Cisco Aironet CB21AG and PI21AG client adapters, whose
software isincompatible with that of other Cisco Aironet client adapters. Refer to the Cisco Aironet 340,
350, and CB20A Wireless LAN Client Adapters Installation and Configuration Guide for Windowsif you
areinstalling or using 340, 350, or CB20A cards.

Organization

This publication contains the following chapters:

« Chapter 1, “Product Overview,” describes the client adapters and their hardware and software
components and illustrates two common network configurations.

» Chapter 2, “Preparing for Installation,” providesinformation that you need to know beforeinstalling
aclient adapter, such as safety information and system requirements.

- Chapter 3, “Installing the Client Adapter,” provides instructions for installing the client adapter.

- Chapter 4, “Using the Profile Manager,” explains how to use the Aironet Desktop Utility (ADU)
profile manager feature to create and manage profiles for your client adapter.

- Chapter 5, “Configuring the Client Adapter,” explains how to change the configuration parameters
for a specific profile.

« Chapter 6, “Using EAP Authentication,” explains the sequence of eventsthat occurs and the actions
you must take when a profile that is set for EAP authentication is selected for use.

« Chapter 7, “Viewing Status and Statistics,” explains how to use ADU to view the client adapter’s
status and its transmit and receive statistics.

» Chapter 8, “Using the Aironet System Tray Utility (ASTU),” explains how to use ASTU to view
status information about your client adapter and perform basic tasks.

» Chapter 9, “Routine Procedures,” provides procedures for common tasks related to the client
adapters, such as uninstalling client adapter software and opening ADU.

» Chapter 10, “Troubleshooting,” provides information for diagnosing and correcting common
problems that may be encountered when installing or operating a client adapter.

Jl  Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and Configuration Guide
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Conventions W

« Appendix A, “Technical Specifications,” lists the physical, radio, power, and regulatory
specifications for the client adapters.

- Appendix B, “Translated Safety Warnings,” provides translations of client adapter safety warnings
in nine languages.

» Appendix C, “Declarations of Conformity and Regulatory Information,” provides declarations of
conformity and regulatory information for the client adapters.

- Appendix D, “Channels, Power Levels, and Antenna Gains,” lists the IEEE 802.11a, b, and g
channels supported by the world's regulatory domains as well as the maximum power levels and
antenna gains allowed per domain.

- Appendix E, “Configuring the Client Adapter through the Windows XP Operating System,”
explains how to configure and use your client adapter with the Microsoft Wireless Configuration
M anager.

Conventions

~

Note

A

This publication uses the following conventions to convey instructions and information:
- Commands are in boldface.
- Variablesareinitalics.
» Configuration parameters are capitalized.
« Notes, cautions, and warnings use the following conventions and symbols:

Means reader take note. Notes contain helpful suggestions or references to materials not contained in
this manual.

Caution

A

Warning

Waarschuwing

Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you
work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar
with standard practices for preventing accidents. (To see translations of the warnings that appear
in this publication, refer to the appendix “Translated Safety Warnings.”)

Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die lichamelijk letsel kan
veroorzaken. Voordat u aan enige apparatuur gaat werken, dient u zich bewust te zijn van de bij
elektrische schakelingen betrokken risico’s en dient u op de hoogte te zijn van standaard
maatregelen om ongelukken te voorkomen. (Voor vertalingen van de waarschuwingen die in deze
publicatie verschijnen, kunt u het aanhangsel “Translated Safety Warnings” (Vertalingen van
veiligheidsvoorschriften) raadplegen.)

[ oL-4211-02
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W Conventions

Varoitus

Attention

Warnung

Avvertenza

Advarsel

Aviso

jAdvertencia!

Varning!

Tama varoitusmerkki merkitsee vaaraa. Olet tilanteessa, joka voi johtaa ruumiinvammaan. Ennen
kuin tyoskentelet minkaéan laitteiston parissa, ota selvad sahkokytkentdihin liittyvisté vaaroista ja
tavanomaisista onnettomuuksien ehkaisykeinoista. (Tassa julkaisussa esiintyvien varoitusten
kaannokset loydat liitteesta "Translated Safety Warnings" (kdannetyt turvallisuutta koskevat
varoitukset).)

Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une situation pouvant
entrainer des blessures. Avant d’accéder a cet équipement, soyez conscient des dangers posés par
les circuits électriques et familiarisez-vous avec les procédures courantes de prévention des
accidents. Pour obtenir les traductions des mises en garde figurant dans cette publication, veuillez
consulter I'annexe intitulée « Translated Safety Warnings » (Traduction des avis de sécurité).

Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu einer
Korperverletzung fihren kénnte. Bevor Sie mit der Arbeit an irgendeinem Gerat beginnen, seien Sie
sich der mit elektrischen Stromkreisen verbundenen Gefahren und der Standardpraktiken zur
Vermeidung von Unfallen bewuRt. (Ubersetzungen der in dieser Veroffentlichung enthaltenen
Warnhinweise finden Sie im Anhang mit dem Titel “Translated Safety Warnings” (Ubersetzung der
Warnhinweise).)

Questo simbolo di avvertenza indica un pericolo. Si € in una situazione che puod causare infortuni.
Prima di lavorare su qualsiasi apparecchiatura, occorre conoscere i pericoli relativi ai circuiti
elettrici ed essere al corrente delle pratiche standard per la prevenzione di incidenti. La traduzione
delle avvertenze riportate in questa pubblicazione si trova nell’appendice, “Translated Safety
Warnings” (Traduzione delle avvertenze di sicurezza).

Dette varselsymbolet betyr fare. Du befinner deg i en situasjon som kan fgre til personskade. Far du
utfgrer arbeid pa utstyr, ma du veere oppmerksom pa de faremomentene som elektriske kretser
innebzerer, samt gjgre deg kjent med vanlig praksis nar det gjelder & unnga ulykker. (Hvis du vil se
oversettelser av de advarslene som finnes i denne publikasjonen, kan du se i vedlegget "Translated
Safety Warnings" [Oversatte sikkerhetsadvarsler].)

Este simbolo de aviso indica perigo. Encontra-se numa situacgao que lhe poderéa causar danos fisicos.
Antes de comecar a trabalhar com qualquer equipamento, familiarize-se com os perigos
relacionados com circuitos eléctricos, e com quaisquer praticas comuns que possam prevenir
possiveis acidentes. (Para ver as tradug@es dos avisos que constam desta publicagéo, consulte o
apéndice “Translated Safety Warnings” - “Traduc¢des dos Avisos de Segurancga”).

Este simbolo de aviso significa peligro. Existe riesgo para su integridad fisica. Antes de manipular
cualquier equipo, considerar los riesgos que entrafia la corriente eléctrica y familiarizarse con los
procedimientos estandar de prevencién de accidentes. (Para ver traducciones de las advertencias
que aparecen en esta publicacion, consultar el apéndice titulado “Translated Safety Warnings.”)

Denna varningssymbol signalerar fara. Du befinner dig i en situation som kan leda till personskada.
Innan du utfoér arbete pa nagon utrustning maste du vara medveten om farorna med elkretsar och
kanna till vanligt férfarande for att férebygga skador. (Se forklaringar av de varningar som
forekommer i denna publikation i appendix "Translated Safety Warnings" [Oversatta
sékerhetsvarningar].)
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Related Publications W

Related Publications

For more information about Cisco Aironet CB21AG and PI21AG Wireless LAN Client Adapters for
Windows, refer to the following publication:

- Release Notesfor Cisco Aironet 802.11a/b/g Client Adapters (CB21AG and PI121AG) Install Wizard

For more information about related Cisco Aironet products, refer to the publications for your
infrastructure device. You can find Cisco Aironet technical documentation at this URL :

http://www.cisco.com/en/US/products/hw/wirel ess/index.html

Obtaining Documentation

Cisco provides several ways to obtain documentation, technical assistance, and other technical
resources. These sections explain how to obtain technical information from Cisco Systems.

Cisco.com

You can access the most current Cisco documentation on the World Wide Web at this URL:
http://www.cisco.com/univercd/home/home.htm

You can access the Cisco website at this URL:

http://www.cisco.com

International Cisco websites can be accessed from this URL:

http://www.cisco.com/public/countries_languages.shtml

Documentation CD-ROM

Cisco documentation and additional literature are available in a Cisco Documentation CD-ROM
package, which may have shipped with your product. The Documentation CD-ROM is updated regularly
and may be more current than printed documentation. The CD-ROM package is available asasingle unit
or through an annual or quarterly subscription.

Registered Cisco.com users can order a single Documentation CD-ROM (product number
DOC-CONDOCCD=) through the Cisco Ordering tool:

http://www.cisco.com/en/US/partner/ordering/ordering_place order_ordering_tool _launch.html
All users can order annual or quarterly subscriptions through the online Subscription Store:
http://www.cisco.com/go/subscription

Click Subscriptions & Promotional Materials in the left navigation bar.

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and Configuration Guide
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M Obtaining Technical Assistance

Ordering Documentation

You can find instructions for ordering documentation at this URL :
http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm
You can order Cisco documentation in these ways:

» Registered Cisco.com users (Cisco direct customers) can order Cisco product documentation from
the Networking Products MarketPlace:

http://www.cisco.com/en/US/partner/ordering/index.shtml

» Nonregistered Cisco.com users can order documentation through alocal account representative by
calling Cisco Systems Corporate Headquarters (California, USA) at 408 526-7208 or, elsewhere in
North America, by calling 800 553-NETS (6387).

Documentation Feedback

You can submit e-mail comments about technical documentation to bug-doc@cisco.com.

You can submit comments by using the response card (if present) behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance

For all customers, partners, resellers, and distributors who hold valid Cisco service contracts, the Cisco
Technical Assistance Center (TAC) provides 24-hour-a-day, award-winning technical support services,
online and over the phone. Cisco.com features the Cisco TAC website as an online starting point for
technical assistance. If you do not hold a valid Cisco service contract, please contact your reseller.

Cisco TAC Website

The Cisco TAC website provides online documents and tool s for troubleshooting and resol ving technical
issues with Cisco products and technologies. The Cisco TAC website is available 24 hours a day, 365
days ayear. The Cisco TAC website is located at this URL:

http://www.cisco.com/tac

Accessing all the tools on the Cisco TAC website requires a Cisco.com user |D and password. If you
have a valid service contract but do not have alogin ID or password, register at this URL:

http://tool s.cisco.com/RPF/register/register.do
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Opening a TAC Case

Using the online TAC Case Open Tool is the fastest way to open P3 and P4 cases. (P3 and P4 cases are
those in which your network isminimally impaired or for which you require product information.) After
you describe your situation, the TAC Case Open Tool automatically recommends resources for an
immediate solution. If your issue is not resolved using the recommended resources, your case will be
assigned to a Cisco TAC engineer. The online TAC Case Open Tool is located at this URL:

http://www.cisco.com/tac/caseopen

For P1 or P2 cases (P1 and P2 cases are those in which your production network is down or severely
degraded) or if you do not have Internet access, contact Cisco TAC by telephone. Cisco TAC engineers
are assigned immediately to P1 and P2 cases to help keep your business operations running smoothly.

To open a case by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1 800 553-2447

For a complete listing of Cisco TAC contacts, go to this URL:
http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml

TAC Case Priority Definitions

To ensure that all cases are reported in astandard format, Cisco has established case priority definitions.

Priority 1 (P1)—Your network is “down” or thereis a critical impact to your business operations. You
and Cisco will commit all necessary resources around the clock to resolve the situation.

Priority 2 (P2)—Operation of an existing network is severely degraded, or significant aspects of your
business operation are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Priority 3 (P3)—Operational performance of your network isimpaired, but most business operations
remain functional. You and Cisco will commit resources during normal business hoursto restore service
to satisfactory levels.

Priority 4 (P4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. Thereis little or no effect on your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

» The Cisco Product Catal og describes the networking products offered by Cisco Systems, aswell as
ordering and customer support services. Access the Cisco Product Catalog at this URL:

http://www.cisco.com/en/US/products/products_catalog_links launch.html

» Cisco Press publishes awide range of general networking, training and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press online at this URL :

http://www.ciscopress.com
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- Packet magazine is the Cisco quarterly publication that provides the latest networking trends,
technology breakthroughs, and Cisco products and solutions to help industry professionals get the
most from their networking investment. Included are networking deployment and troubleshooting
tips, configuration examples, customer case studies, tutorial s and training, certification information,
and links to numerous in-depth online resources. You can access Packet magazine at this URL :

http://www.cisco.com/packet

» iQ Magazine is the Cisco bimonthly publication that delivers the latest information about Internet
business strategies for executives. You can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine

« Internet Protocol Journal isa quarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/en/US/about/ac123/ac147/about_cisco_the internet_protocol journal.html

» Training—Cisco offers world-class networking training. Current offerings in network training are
listed at this URL:

http://www.cisco.com/en/US/learning/index.html
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CHAPTER 1

Product Overview

This chapter describes the Cisco Aironet CB21AG and PI21AG client adapters and illustrates their role
in a wireless network.

The following topics are covered in this chapter:
- Introduction to the Client Adapters, page 1-2
» Hardware Components, page 1-3
- Software Components, page 1-4
» Network Configurations Using Client Adapters, page 1-5
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Introduction to the Client Adapters

The Cisco Aironet IEEE 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) areradio
modules that provide transparent wireless data communications between fixed, portable, or mobile
devices and other wireless devices or a wired network infrastructure. The client adapters are fully
compatible when used in devices supporting “plug-and-play” (PnP) technology.

The primary function of the client adaptersisto transfer data packets transparently through the wireless
infrastructure by communicating with access points that are connected to awired LAN. The adapters
operate similarly to a standard network product except that the cableis replaced with aradio connection
and an access point is required to make the connection to the wire. No special wireless networking
functions are required, and all existing applications that operate over a network can operate using the
adapters.

This document covers the two client adapters described in Table 1-1.

Table 1-1  Client Adapter Types

Client Adapter

Model Number  Description [llustration

PC-Cardbus AIR-CB21AG An IEEE 802.11a/b/g-compliant 2.4- and 5-GHz 54-Mbps client

card adapter card radio module with a Cardbus interface that can be
inserted into any device equipped with an external 32-bit Cardbus
slot. Host devices can include laptops and notebook computers.

PCI card AIR-PI21AG An |EEE 802.11a/b/g-compliant 2.4- and 5-GHz 54-Mbps client
adapter card radio module that can be inserted into any device
equipped with an empty PCI expansion slot, such as a desktop
persona computer.

Terminology

The following terms are used throughout this document:
- client adapter—Refers to both types of adapters.
« PC-Cardbuscard or PCI card—Refers to a specific adapter.
» workstation (or station)—Refers to a computing device with an installed client adapter.

« infrastructure device—Refersto a device that connects client adaptersto awired LAN, such asan
access point, bridge, or base station. Throughout this document, access point is used to represent
infrastructure devices in general.
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Hardware Components

The client adapters have three major hardware components: aradio, a radio antenna, and two LEDs.

Radio

The client adapters contain a dual-band radio that is both IEEE 802.11a and 802.11b/g compliant. The
radio uses both direct-sequence spread spectrum (DSSS) technology and orthogonal frequency division
multiplexing (OFDM) technology for client applicationsin the 2.4-GHz Industrial Scientific Medical
(ISM) freguency band and OFDM technology in the 5-GHz Unlicensed National Information
Infrastructure (UNII) frequency bands. The client adapters operate with other IEEE 802.11a or
802.11b/g-compliant client devices in ad hoc mode or with Cisco Aironet 340, 350, 1100, and 1200
Series Access Points and other IEEE 802.11a or 802.11b/g-compliant infrastructure devicesin
infrastructure mode.

Radio Antenna

The type of antenna used depends on your client adapter:

» PC-Cardbus cards have an integrated, permanently attached 0-dBi gain, dual-band 2.4/5-GHz
diversity antenna. The benefit of the diversity antenna system isimproved coverage. The system
works by enabling the card to sample and switch between its two antenna portsin order to select the
optimum port for receiving data packets. As aresult, the card has a better chance of maintaining the
radio frequency (RF) connection in areas of interference. The antennais housed within the section
of the card that hangs out of the Cardbus slot when the card is installed.

» PCI cardshaveal-dBi gain, dual-band 2.4/5-GHz antennathat i s permanently attached by a 6.6-foot
(2-meter) cable. A base is provided with the antennato enable it to be mounted to awall or to sit
upright on a desk or other horizontal surface.

LEDs

The client adapters have two LEDs that glow or blink to indicate the status of the adapter or to convey
error messages. Refer to Chapter 10 for an interpretation of the LED codes.
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Software Components

The client adapters have two major software components: adriver and client utilities. These components
areinstalled together by running asingle executable Install Wizard filethat is available from Cisco.com.
This file can be run on Windows 2000 or XP and can be used only with CB21AG and PI21AG client
adapters.

Note  Chapter 3 provides instructions on using the Install Wizard to install these software components.

Driver
The driver provides an interface between a computer’s operating system and the client adapter, thereby
enabling the operating system and the applications it runs to communicate with the adapter. The driver
must be installed before the adapter can be used.

Client Utilities

Two client utilities are available for use with the client adapters: Aironet Desktop Utility (ADU) and
Aironet System Tray Utility (ASTU). These utilitiesare optional applicationsthat interact with the client
adapter’s radio to adjust settings and display information.

ADU enables you to create configuration profiles for your client adapter and perform user-level
diagnostics. Because ADU performsavariety of functions, it is documented by function throughout this
manual.

ASTU, which is accessible from an icon in the Windows system tray, provides a small subset of the
features available through ADU. Specifically, it enables you to view status information about your client
adapter and perform basic tasks. Chapter 8 provides detailed information and instructions on using
ASTU.

Note  If your computer is running Windows XP, you can configure your client adapter through the Microsoft
Wireless Configuration Manager instead of through ADU. Refer to Appendix E for information.
However, ADU is recommended for configuring the client adapter.
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Network Configurations Using Client Adapters

~

Note

Client adapters can be used in avariety of network configurations. In some configurations, access points
provide connections to your network or act as repeaters to increase wireless communication range. The
maximum communication range is based on how you configure your wireless network.

This section describes and illustrates the two most common network configurations:
» Adhoc wireless local area network (LAN)
» Wireless infrastructure with workstations accessing awired LAN

For examples of more complex network configurationsinvolving client adapters and access points, refer
to the documentation for your access point.

Refer to Chapter 5 for information on setting the client adapter’s network type.

Ad Hoc Wireless LAN

An ad hoc (or peer-to-peer) wireless LAN (see Figure 1-1) isthe simplest wireless LAN configuration.
InawirelessLAN using an ad hoc network configuration, all devices equipped with a client adapter can
be linked together and communicate directly with each other. The use of an infrastructure device, such
as an access point, is not required.

Figure 1-1 Ad Hoc Wireless LAN

47520
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Wireless Infrastructure with Workstations Accessing a Wired LAN

A microcellular network can be created by placing two or more access points on a LAN. Figure 1-2
shows a microcellular network with workstations accessing awired LAN through several access points

This configuration is useful with portable or mobile stations because it enables them to be directly

connected to the wired network even while moving from one microcell domain to another. This process
istransparent, and the connection to the file server or host is maintained without disruption. The mobile
station stays connected to an access point as long as it can. However, when the transfer of data packets

needsto be retried or beacons are missed, the station automatically searchesfor and associatesto another
access point. This process is referred to as seamless roaming.

Figure 1-2  Wireless Infrastructure with Workstations Accessing a Wired LAN
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(Root Unit)

Access Point

,
/
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CHAPTER 2

Preparing for Installation

This chapter provides information that you need to know before installing a client adapter.
The following topics are covered in this chapter:

- Safety information, page 2-2

» Unpacking the Client Adapter, page 2-3

- System Requirements, page 2-4

» Site Requirements, page 2-5
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Safety information

Follow the guidelines in this section to ensure proper operation and safe use of the client adapter.

FCC Safety Compliance Statement

The FCC, with its action in ET Docket 96-8, has adopted a safety standard for human exposure to RF

electromagnetic energy emitted by FCC-certified equipment. When used with approved Cisco Aironet
antennas, Cisco Aironet products meet the uncontrolled environmental limitsfound in OET-65 and ANSI
C95.1, 1991. Proper operation of this radio device according to the instructions in this publication will
result in user exposure substantially below the FCC recommended limits.

Safety Guidelines

« Do not touch or move the antenna while the unit is transmitting or receiving.

« Do not hold any component containing aradio such that the antennais very close to or touching any
exposed parts of the body, especially the face or eyes, while transmitting.

- Do not operate the radio or attempt to transmit data unless the antenna is connected; otherwise, the
radio may be damaged.

» Usein specific environments:

— The use of wireless devices in hazardous locations is limited to the constraints posed by the
safety directors of such environments.

— The use of wireless devices on airplanes is governed by the Federal Aviation Administration
(FAA).

— The use of wireless devices in hospitalsis restricted to the limits set forth by each hospital.

Warnings

Observe the following warnings when operating the client adapter. The second warning pertains to the
PI21AG client adapter, and the third warning pertains to the CB21AG client adapter.

A

Warning Do not operate your wireless network device near unshielded blasting caps or in an explosive
environment unless the device has been modified to be especially qualified for such use.

A

Warning  In order to comply with FCC radio frequency (RF) exposure limits, dipole antennas should be located
at a minimum of 7.9 inches (20 cm) or more from the body of all persons.
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Warning  This device has been tested and complies with FCC RF Exposure (SAR) limits in typical laptop
computer configurations and this device can be used in desktop or laptop computers with side
mounted PC Card slots that can provide at least 0.394 in (1 cm) separation distance from the antenna
to the body of the user or a nearby person. Thin laptop computers may need special attention to
maintain antenna spacing while operating. This device cannot be used with handheld PDAs (personal
digital assistants). Use in other configurations may not ensure compliance with FCC RF exposure
guidelines. This device and its antenna must not be co-located or operated in conjunction with any
other antenna or transmitter.

Translated versions of these safety warnings are provided in Appendix B.

Unpacking the Client Adapter

Follow these steps to unpack the client adapter:

Stepl  Open the shipping container and carefully remove the contents.
Step2  Return all packing materials to the shipping container and save it.

Step3  Ensurethat all itemslisted in the “ Package Contents” section below are included in the shipment. Check
each item for damage.

N

Note If any item is damaged or missing, notify your authorized Cisco sales representative.

Package Contents

Each client adapter is shipped with the following items:

« 1-dBi gain antenna permanently attached by a 6.6-ft (2-m) cable, antenna base, low-profile bracket,
two mounting screws, and two plastic wall anchors (PCI cards only)

» Quick Start Guide: Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG)
- Cisco Aironet 802.11a/b/g Wireless Adapters (CB21AG and PI21AG) CD
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System Requirements

In addition to the items shipped with the client adapter, you also need the following itemsin order to
install and use the adapter:

» One of the following computing devices running Windows 2000 or XP:
— Laptop or notebook computer equipped with a 32-bit Cardbus slot
— Desktop personal computer equipped with an empty PCl expansion slot

A

Note  Cisco recommends a 300-MHz (or greater) processor.

- Either Service Pack 1 or Service Pack 2 for Windows XP
» 20 MB of free hard disk space (minimum)
- 128 MB of RAM or greater (recommended)

- The appropriate tools for removing your computer’s cover and expansion slot dust cover and for
mounting the antenna base (for PCI cards)

» If your wireless network uses EAP-TLS or PEAP authentication, Certificate Authority (CA) and
user certificates for EAP-TLS authentication or CA certificate for PEAP authentication

« If your wireless network uses PEAP (EAP-GTC) authentication with a One-Time Password (OTP)
user database:

— A hardware token device from OTP vendors or the Secure Computing Sof Token program
(version 2.1 or later)

— Your hardware or software token password

« Thefollowing information from your system administrator:
— Thelogical name for your workstation (also referred to as client name)
— The protocols necessary to bind to the client adapter, such as TCP/IP
— The case-sensitive service set identifier (SSID) for your RF network

— If your network setup does not include a DHCP server, the | P address, subnet mask, and default
gateway address of your computer

— The wired equivalent privacy (WEP) keys of the access points with which your client adapter
will communicate, if your wireless network uses static WEP for security

— The username and password for your network account

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and Configuration Guide
| 24 | oL-4211-02 1



| Chapter2  Preparing for Installation

Site Requirements Il

Site Requirements

This section discusses the site requirements for both infrastructure and client devices.

For Infrastructure Devices

Because of differencesin component configuration, placement, and physical environment, every
network application is a unique installation. Therefore, before you install any wireless infrastructure
devices (such as access points, bridges, and base stations, which connect your client adaptersto awired
LAN), asite survey must be performed to determine the optimum placement of these devices to
maximize range, coverage, and network performance.

S

Note  Infrastructure devices are installed and initially configured prior to client devices.

For Client Devices

Because the client adapter isaradio device, it is susceptible to RF obstructions and common sources of
interference that can reduce throughput and range. Follow these guidelines to ensure the best possible
performance:

« Install the client adapter in an area where large steel structures such as shelving units, bookcases,
and filing cabinets will not obstruct radio signals to and from the client adapter.

« Install the client adapter away from microwave ovens. Microwave ovens operate on the same
frequency as the client adapter and can cause signal interference.
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CHAPTER 3

Installing the Client Adapter

This chapter provides instructions for installing the client adapter.
The following topics are covered in this chapter:

- Installing the Client Adapter Software, page 3-2

« Inserting a Client Adapter, page 3-13
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Installing the Client Adapter Software

A

This section describes how to install Cisco Aironet CB21AG or PI21AG client adapter drivers and
utilities from a single executabl e file named Win-Client-802.11a-b-g-Ins-Wizard-vx.exe, where x
represents the release number. Follow these steps to install these client adapter software components on
a computer running Windows 2000 or XP.

Caution

A

Cisco Aironet CB21AG and PI21AG client adapter software isincompatible with other Cisco Aironet
client adapter software. The Aironet Desktop Utility (ADU) must be used with CB21AG and PI21AG
cards, and the Aironet Client Utility (ACU) must be used with all other Cisco Aironet client adapters.

Caution

~

Note

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6
Step 7

Step 8
Step 9

Do not gject your client adapter at any time during the installation process, including during the reboot.

This procedure is meant to be used the first time the Cisco Aironet CB21AG or PI21AG client adapter
softwareisinstalled on your computer. If this softwareis already installed on your computer, follow the
instructions in Chapter 9 to upgrade the client adapter software.

The Install Wizard disables the Microsoft 802.1X supplicant, if installed, to prevent any potential
conflicts between ADU and the supplicant.

Only one wireless client adapter can be installed and used at a time. The software does not support the
use of multiple cards.

Make sure the client adapter is not inserted in your computer. You will be instructed when to insert it.
Use your computer’s web browser to access the following URL:
http://www.cisco.com/public/sw-center/sw-wirel ess.shtml

Click Option #2: Aironet Wireless Software Display Tables.

N

Note If you prefer to use an automated tool, you can download software from the Software Selector
tool instead of the display tables. To do so, click Option #1: Aironet Wireless Software
Selector, follow the instructions on the screen, and go to Step 7.

Click Cisco Aironet Wireless LAN Client Adapters.

Under Aironet Client Adapter Installation Wizard (For Windows), click 802.11a/b/g (CB21AG,
PI21AG).

Click the Install Wizard file with the greatest release number.

Complete the encryption authorization form; then read and accept the terms and conditions of the
Software License Agreement.

Click the file again to download it.

Save the file to your computer’s hard drive.
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Installing the Client Adapter Software

Step 10  Use Windows Explorer to find the file.

Step 11  Double-click thefile. The “ Starting Install Shield Wizard” message appears followed by the Preparing
Setup window (see Figure 3-1) and the Cisco Aironet Installation Program window (see Figure 3-2).

Figure 3-1 Preparing Setup Window

Cisco Aironet Driver and Client Applications - InstallShield Wizand @|§|

Prepanng Setup

Pleage wait while the Installs hield \Wizard prepares the setup.

&

Cizco Aironet Driver and Client Applications Setup iz preparing the InstallShield ‘Wizard, which
will guide you through the rest of the zetup process. Please wait.

Cancel

103434
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Figure 3-2  Cisco Aironet Installation Program Window

Cisco Aironet Installation Program E|
Cizco Awonet Installation Program

Thiz pragram installs the driver and client utilities for your
Cizco Aironet Wirelezs LAN Clent Adapter.

Mext » ][ Cancel ]

103407

Step12 Click Next. The Setup Type window appears (see Figure 3-3).
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Figure 3-3  Setup Type Window

Cisco Aironet Installation Program

Setup Type

Select the setup twpe that best suits your needs.

&

Click the type of setup you prefer.

Install Client Utilities and Diriver [recommended) Deseription
Imgtall Driver Oy Choose this option to inztall the
bake Driver Inztallation Diskette(s] driver and client utilities. This is

the recommended option.

< Back ][ Mext » ][ Cancel

103445

Step 13 Choose one of the following options:

A
Note  To ensure compatibility among software components, Cisco recommends that you install the
client utilities and driver.

« Install Client Utilities and Driver (recommended)—Installs the client adapter driver and client
utilities.

« Install Driver Only—Installs only the client adapter driver. If you choose this option, click Next
and go to Step 25.

« MakeDriver Installation Diskette(s)—Enables you to create driver installation diskettes that can
be used to install drivers using the Windows Device Manager.

Step14  Click Next.

Step 15  If amessage appears indicating that you are required to restart your computer at the end of the
installation process, click Yes.

N

Note If you click No, you are asked to confirm your decision. If you proceed, the installation process
terminates.

The Choose Destination L ocation window appears (see Figure 3-4).
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Figure 3-4 Choose Destination Location Window

Cisco Aironet Installation Program

Choosze Destination Location

Select the folder where the installation program will install the files.

&

The inztallation program will install the chent utiities in the following location:

Destination Folder

C:\Program Filez\Cizco Aironet

< Back ][ Mext » ][ Cancel ]

103416

Step 16  Perform one of the following:

» If you chosethefirst optionin Step 13, click Next to install the client utility filesin the C:\Program
Files\Cisco Aironet directory.

N
Note If you want to install the client utilities in a different directory, click Browse, choose a
different directory, click OK, and click Next.

» If you chosethe Make Driver Installation Diskette(s) optionin Step 13, insert afloppy disk into your
computer and click Next to copy the driver to the diskette. Go to Step 25.

N
Note If you want to copy the driver to a different drive or directory, click Browse, choose a new
location, click OK, and click Next.

Step 17 The Select Program Folder window appears (see Figure 3-5).
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Figure 3-5 Select Program Folder Window

Cisco Aironet Installation Program E

Select Program Folder

The inztallation program will add program icons to the Program Folder listed below, % ou may
tppe a new folder name or select one from the Existing Folders list.

Select a program folder.

Frograrm Folder:

Cizco Airone

Administrative Tools
Games
Startup

< Back ][ Mext » ][ Cancel
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Step 18  Click Next to add program icons to the Cisco Aironet program folder.

N,
Note If you want to specify adifferent program folder, choose afolder from the Existing Folders list
or type a new folder name in the Program Folder field and click Next.

Step 19  If your computer isrunning Windows 2000, go to Step 25. If your computer is running Windows XP, the
IMPORTANT: Please Read! window appears (see Figure 3-6).
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Figure 3-6 IMPORTANT: Please Read! Window

Cisco Aironet Installation Program

Cizco Aironet Installation Program

&

IMPORTAMT: Flease Read!

Onwindows %P, you can configure your Cizco Aironet Wirglezs LAN Client Adapter through
the Cisco Aironet Deskiop Uity [A0U] ar the Microzoft \Wireless Configuration M anager.
Becausze the Microzoft tool does not provide all of the functionality available in ADU, Cisco
recommendsz that pou use ADL. [Pleaze note that a patch from Microzoft might be required to
uze the Microzoft tool with WA security.)

On the nest soreen, select whether you wank bo uze ADU or the Microsaoft Wireless
Configuration kanager ko configure vour client adapter.

MOTE: If pou select the Microsaoft Wireless Configuration Manager, some of the ADL features
will not be available. To activate thoze features, you must inztall ADL.
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Step20 Read the information displayed and click Next. The Choose Configuration Tool window appears (see
Figure 3-7).
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Figure 3-7 Choose Configuration Tool Window

Cisco Aironet Installation Program
Choosze Configuration Tool

W'hich tool will you uge to configure your client adapter?

(%) Cisoo Aironet Deskiop Utility (400U]

() Microsaft Wireless Configuration Manager
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Step21  Choose one of the following options. Table 3-1 compares the Windows XP and ADU client adapter
features.

» Cisco Aironet Desktop Utility (ADU)—Enables you to configure your client adapter using ADU.

- Microsoft Wireless Configuration M anager—Enables you to configure your client adapter using
the Microsoft Wireless Configuration Manager in Windows XP.

Table 3-1 Comparison of Windows XP and ADU Client Adapter Features

Feature Windows XP ADU
Configuration parameters Limited Extensive
Capabilities
Create profiles Yes Yes
Enable/disable radio No Yes
Security
Static WEP Yes Yes
LEAP authentication with dynamic No Yes
WEP
EAP-TLS or PEAP authentication Yes Yes
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Table 3-1 Comparison of Windows XP and ADU Client Adapter Features (continued)

Feature Windows XP ADU

Status and statistics
Status window Limited Extensive
Statistics window (transmit & No Yes
receive)

N,

Note If you choose Cisco Aironet Desktop Utility (ADU) above, the Microsoft Wireless
Configuration Manager is disabled. If you ever manually enable it, you are prompted to disable
it whenever ADU is activated.

Step22 Click Next.

Step23  If you chose Cisco Aironet Desktop Utility (ADU) in Step 21, go to Step 25. If you chose Microsoft
Wireless Configuration Manager, the Enable Tray |con window appears (see Figure 3-8).

Figure 3-8 Enable Tray Ilcon Window

Cisco Aironet Installation Program

Enable Tray lcon

&

Wiould wou like to enable the Cizco Aironet Spstem Tray bl [ASTU]? Thiz utility provides a
zubget of ADU features and is acceszible from anicon in the Windows systern tray.

[ ] Enable Cisco Aironet Syztem Tray Uty [A5TU)

¢ Back ][ Mt » ][ Cancel

103419

Step24  Check the Enable Cisco Aironet System Tray Utility (ASTU) check box if you want to be able to use
ASTU even though you have chosen to configure your client adapter through Windows XP instead of
ADU and click Next.
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Step25 When prompted to insert your client adapter, perform one of the following:

» If you are using a PC-Cardbus card, insert the card into your computer’s Cardbus slot; then click
OK. If the Windows Found New Hardware Wizard appears, click Cancel.

A

Note  Refer to the “Inserting a PC-Cardbus Card” section on page 3-13 for instructions on
inserting a PC-Cardbus card into your computer.

« |If you are using a PCI card, click OK. You will insert the card into your computer after you have
finished installing the Install Wizard.

The Setup Status window appears (see Figure 3-9).
Figure 3-9  Setup Status Window

Cisco Aironet Installation Program

Setup Statuz

&

Cizco Aironet Inztallation Program Setup iz performing the requested operations.

Cancel
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The installation process begins, and you are notified as each software component is installed.

Step26 When a message appears indicating that your computer needs to be rebooted, click OK and allow your
computer to restart.

Step 27 If you are using a PCI card, insert the card into your computer’s PCI slot.
A

Note  Refertothe“Inserting aPCl Card” section on page 3-14 for instructions on inserting a PCI card
into your computer.
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Step 28

Step 29

Step 30
Step 31

Note

If the Windows Found New Hardware Wizard appears after your computer reboots, click Next, allow the
wizard to install the software for the client adapter, and click Finish.

If your network setup does not include a DHCP server and you plan to use TCP/IP, follow these steps
for your operating system.

« Windows 2000

a.
b.
C.
d.

f.

Double-click My Computer, Control Panel, and Network and Dial-up Connections.
Right-click L ocal Area Connection x (where x represents the number of the connection).
Click Properties.

In the Components Checked Are Used by This Connection field, click I nternet Protocol
(TCP/IP) and Properties.

Choose Use the following | P address and enter the IP address, subnet mask, and default
gateway address of your computer (which can be obtained from your system administrator).

Click OK to close each open window.

« Windows XP

a.
b.

f.

Double-click My Computer, Control Panel, and Network Connections.

Right-click Wireless Network Connection x (where x represents the number of the
connection).

Click Properties.

In the This Connection Uses the Following Items field, click I nternet Protocol (TCP/IP) and
Properties.

Choose Use the following | P address and enter the |P address, subnet mask, and default
gateway address of your computer (which can be obtained from your system administrator).

Click OK to close each open window.

If you are prompted to restart your computer, click Yes.

Now that your client adapter is properly installed, it is ready to be configured.

« If you are planning to configure your client adapter through ADU, go to Chapter 4 to create
configuration profiles.

- If youare planning to configureyour client adapter through the Windows X P Wireless Configuration
Manager, go to Appendix E.

If you experienced problems during or after installation, refer to Chapter 10 for troubleshooting
information.
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Inserting a Client Adapter

A

This section provides instructions for inserting a PC-Cardbus card or PCI card into your computer.

Caution

These procedures and the physical connections they describe apply generally to conventional Cardbus
slots and PCI expansion slots. In cases of custom or nonconventional equipment, be alert to possible
differences in Cardbus slot and PCI expansion slot configurations.

Inserting a PC-Cardbus Card

Step 1

Step 2

A

Before you begin, examine the card. One end has a dual-row, 68-pin connector. The card is keyed so it
can be inserted only one way into the Cardbus slot.

N

Note  The Cardbus slot is on the left or ri ght side of the computer, depending on the model.

Hold the card with the Cisco label facing up and insert it into the Cardbus slot, applying just enough
pressure to make sureit isfully seated (see Figure 3-10). The green LED lightswhen the card isinserted

properly.

Caution

Step 3
Step 4

Do not force the card into your computer’s Cardbus slot. Forcing it will damage both the card and the
slot. If the card does not insert easily, remove the card and reinsert it.

Figure 3-10 Inserting a PC-Cardbus Card into a Computer

Note  Theconfi guration profiles for PC-Cardbus cards are tied to the slot in which the card isinserted.
Therefore, you must alwaysinsert your PC-Cardbus card into the same slot or create profilesfor
both slots. See Chapter 4 for information on creating profiles for your client adapter.

If the Found New Hardware Wizard window appears, click Cancel.

Return to Step 25 of the “Installing the Client Adapter Software” section if you are in the process of
installing the client adapter software.

[ oL-4211-02
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Inserting a PCI Card

You must perform the following procedures in the order listed below to insert a PCI card:
» Change the bracket (if required), see below
« Insert the card, page 3-15
« Assemble the antenna, page 3-16
« Mount the antenna, page 3-17

Changing the Bracket

The PCI card is shipped with a full-profile bracket attached. If the PC into which you are inserting the
PCI card requires the card to use a low-profile bracket, follow these steps to change brackets.

Stepl  Remove the two screws that attach the bracket to the card. See Figure 3-11.

Figure 3-11 Changing the PCI Card Bracket

-
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1 ‘ Bracket screws

Step2  Slide the bracket away from the card; then tilt the bracket to free the antenna cable.

A

Caution Do not pull on the antenna cable or detach it from the PCI card. The antennais meant to be permanently
attached to the card.

Step3  Hold the low-profile bracket to the card so that the LEDs slip through their corresponding holes on the
bracket.

Step4  Insert the screws that you removed in Step 1 into the holes on the populated side of the card near the
bracket (see Figure 3-11) and tighten.
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Inserting the Card

Follow the steps below to insert a PCI card into your PC.

Step1  Turn off the PC and all its components.

Step2  Remove the computer cover.
N
Note  On most Pentium PCs, PCI expansion slots are white. Refer to your PC documentation for slot

identification.

Step3  Remove the screw from the top of the CPU back panel above an empty PCl expansion slot. This screw

holds the metal bracket on the back panel.
Caution  Static electricity can damage your PCI card. Before removing the card from the anti-static packaging,

discharge static by touching a metal part of a grounded PC.

Step4  Locate an empty PCI expansion slot inside your computer.

Step5  Slip your card's antenna through the opening near the empty expansion slot so that it is located outside
of the computer. See Figure 3-12.
Figure 3-12 Inserting a PCI Card into a PC

8

1 Antenna cable
2 LEDs
3 Card edge connector

Step6  Tilt the card to enable the LEDs to slip through the opening in the CPU back panel. See the enlarged

view in Figure 3-12.

[ oL-4211-02
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Step7  Pressthe card into the empty slot until its connector is firmly seated.

A

Caution Do not force the card into the expansion slot; this could damage both the card and the slot. If the card
does not insert easily, remove it and reinsert it.

Step8  Reinstall the screw on the CPU back panel and replace the computer cover.

Assembling the Antenna

Follow the steps below to assemble the PCI card’s antenna.

Stepl  Slide the antenna through the opening in the bottom of the antenna base.

Step2  Position the antenna so its notches are facing the Cisco label on the front of the base. See Figure 3-13.

Figure 3-13 Inserting the Antenna into Its Base

ﬁ
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O
1 Antenna
2 Notch
3 Antenna base
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Step 3
Step 4

Inserting a Client Adapter

Press the antenna cable into the receptacle on the top of the base as shown in Figure 3-13.

Press the antenna straight down into the receptacle until it clicks into place.

Mounting the Antenna

Step 1

Step 2

Because the PCI card is aradio device, it is susceptible to RF obstructions and common sources of
interference that can reduce throughput and range. Follow these guidelines to ensure the best possible
performance:

» Place the PCI card’s antennain an area where large steel structures such as shelving units,
bookcases, and filing cabinets will not obstruct radio signals being transmitted or received.

» Place the antenna away from microwave ovens and 2.4- and 5.8-GHz cordless phones. These
products can cause signal interference because they operate in the same frequency range as the PCI
card.

Follow the steps below to position the PCI card’s antenna on a flat horizontal surface or to mount it to a
wall.

Perform one of the following:

- If you want to use the antenna on aflat horizontal surface, position the antenna so it is pointing
straight up. Then go to Step 7.

« If you want to mount the antenna to awall, go to Step 2.

Drill two holesin the wall that are 1.09 in. (2.8 cm) apart. Figure 3-14 shows the distance between the
mounting holes on the bottom of the antenna base.

Figure 3-14 Bottom of Antenna Base

1.09 inches

95597
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Step3  Tap the two supplied wall anchors into the holes.

Step4  Drivethetwo supplied screwsinto the wall anchors, leaving a small gap between the screw head and the
anchor.

Step5  Position the mounting holes on the bottom of the antenna base over the screws (see Figure 3-15) and pull
down to lock in place.

Figure 3-15 Mounting the Antenna

—

95595

Step6  Theantennarotates 90 degrees fromits base. For optimal reception, position the antennasoitis pointing
straight up (see Figure 3-16).

Figure 3-16 Rotating the Antenna

95596
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Step7  Boot up your PC. The green LED lights when the card is inserted properly.

Step8  Goto Step 28 of the “Installing the Client Adapter Software” section if you are in the process of
installing the client adapter software.
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CHAPTER I

Using the Profile Manager

This chapter explains how to use the ADU profile manager feature to create and manage profilesfor your
client adapter.

The following topics are covered in this chapter:
« Overview of Profile Manager, page 4-2
» Opening Profile Manager, page 4-2
- Creating a New Profile, page 4-4
- Including a Profile in Auto Profile Selection, page 4-7
» Selecting the Active Profile, page 4-8
- Modifying a Profile, page 4-9
» Importing and Exporting Profiles, page 4-10
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Overview of Profile Manager

The ADU profile manager feature enables you to create and manage up to 16 profiles (or saved
configurations) for your client adapter. These profiles enable you to use your client adapter in different
locations, each of which requires different configuration settings. For example, you may want to set up
profiles for using your client adapter at the office, at home, and in public areas such as airports. After
the profiles are created, you can easily switch between them without having to reconfigure your client
adapter each time you enter a new location.

Profiles are stored in the registry and are lost if you uninstall the client adapter’s software. To prevent
your profiles from becoming lost, Cisco recommends that you back up your profiles using the profile
manager’s import/export feature. See the “Importing and Exporting Profiles” section on page 4-10 for
details.

Opening Profile Manager

Stepl  To open the ADU profile manager, double-click the Aironet Desktop Utility icon on your desktop.

Step2  Click the Profile Management tab. The Cisco Aironet Desktop Utility (Profile Management) window
appears (see Figure 4-1).

Figure 4-1 Cisco Aironet Desktop Utility (Profile Management) Window

[ Cisco Aironet Desktop Utility, - Current Profile: Office

Action  Options  Help
Current Statuz | Profile Management | Diagnostics
Harne I Mew... ]
e} | Modiy. |
Detailz
Metwark, Type: |nfrastructure l Import... ]
Security Mode: LEAF
Metwark Mame 1 [SSI07]:  twphoon l Expart... ]
Metwaork Mame 2 [SSI0DZ2]:  <empbys: l S can ]
Metwark Mame 3 [SSI03):  <empty:
l Order Profiles. .. ] ko
ks
=

Note  The profile manager feature provides you with adefault profile that is configured to use default values.
This profile is named Default and appears in the profiles list on the Cisco Aironet Desktop Utility
(Profile Management) window. You can use this profile asis by double-clicking it or modify it by
following the instructions in the “Modifying a Profile” section on page 4-9.
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Note

Opening Profile Manager

Table 4-1 provides a description of the status fields on the Cisco Aironet Desktop Utility (Profile

Management) window.

Table 4-1  Description of Status Fields on Profile Management Window

Field Description
Network Type The type of network that is configured for the selected profile.
Value: Infrastructure or Ad Hoc
Note  Refer to the Network Type parameter in Table 5-3 for instructions on
setting the network type.
Security Mode The type of security that is configured for the selected profile.

Value: None, Pre-Shared Key, WPA Passphrase, LEAP, EAP-TLS, PEAP
(EAP-GTC), or PEAP (EAP-MSCHAP V2)

Network Name 1
(SSID1)

Theservice set identifier (SSID) isthewireless network that is configured for
the selected profile.

Note  Refer to the SSID1 parameter in Table 5-2 for instructions on setting
SSID1.

Network Name 2
(SSID2)

An optional SSID that is configured for the selected profile. It identifies a
second distinct network and enables the client adapter to connect and/or roam
to that network without having to be reconfigured.

Note  Refer to the SSID2 parameter in Table 5-2 for instructions on setting
SSID2.

Network Name 3
(SSID3)

An optional SSID that is configured for the selected profile. It identifies a
third distinct network and enables the client adapter to connect and/or roam
to that network without having to be reconfigured.

Note  Refer to the SSID3 parameter in Table 5-2 for instructions on setting
SSID3.

Profile manager enables you to perform the following tasks related to the management of profiles:

» Create anew profile, page 4-4

« Include a profile in auto profile selection, page 4-7

» Select the active profile, page 4-8

- Edit aprofile, page 4-9

» Deleteaprofile, page 4-10

« Import a profile, page 4-10

- Export aprofile, page 4-11

Follow the instructions on the page indicated for the task you want to perform.

If your system administrator used an administrative tool to deactivate certain parameters, these
parameters are disabled and cannot be sel ected.

[ oL-4211-02
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Creating a New Profile

Follow the steps below to create a new profile.

Step1  Perform one of the following:

- If you want to create a new profile from scratch, click New on the Cisco Aironet Desktop Utility

(Profile Management) window. Then go to Step 4.

- If you want to find an available network and create a profile based on it, click Scan on the Cisco
Aironet Desktop Utility (Profile Management) window. The Available Infrastructure and Ad Hoc

Networks window appears (see Figure 4-2).

Figure 4-2  Available Infrastructure and Ad Hoc Networks Window

Available Infrastructure and Ad Hoc Metworks
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i My wireless Netwark & ﬁ 11 dB 1 2.4 GHz 11 Mbps

i OPEM_EBSH = 3 2.4 GHz 11 Mbps

i TestAP1 = G 2.4 GHz 11 Mbps

i testapl ﬁ 51 dB [ 2.4 GHz 11 Mbpz

i tsunari ﬁ 53 dB G 2.4 GHz 11 Mbps

L tsunari E 11dB 9 2.4 GHz 11 Mbpz =
| Refesh | | 0K
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This window displays alist of all available networks. Click the Refresh button when you want to

refresh the window and update the list of available networks.

N

Note The Allow Broadcast SSID to Associate option on the access point must be enabled for the

SSID to appear in the list of available networks.

Table 4-2 provides a description of the fields on the Available Infrastructure and Ad Hoc Networks

window.
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Table 4-2  Description of Available Infrastructure and Ad Hoc Networks Window

Field Description

Network Name (SSID) |Theservice set identifier (SSID) indicates the name of an
available wireless network. The icons to the left of the
SSIDs provide information on network type and link

status.
Icon Description
i An available infrastructure network.
The infrastructure network to which your
i client adapter is currently associated.
\,3 An available ad hoc network.
g The ad hoc network to which your client
adapter is currently associated.

Key icon SSIDs that are designated with a key icon are being

_,_:'} advertised as secure networks.

Signal Strength The signal strength of all received packets. The higher the
value, the stronger the signal.

Note  The color of this parameter’sicon provides a
visual interpretation of the signal strength:
Excellent or Good (green), Fair (yellow), Poor
(red).

Note  Thesignal strengthisdisplayed either in decibels
(dB) or as a percentage (%), depending on the
value selected for the Signal Strength Display
Units parameter on the Display Settings window.
See the “ Setting Parameters that Affect ADU
Status and Statistics Tools” section on page 7-2
for more information.

Channel The channel that the access point (in infrastructure
mode) or the other client (in ad hoc mode) is using for
communications.

Wireless Mode The frequency and rate at which the access point (in
infrastructure mode) or the other client (in ad hoc mode)
is configured to transmit and receive packets.

Step2  Scroll down to seethe full list of available networks.
Step3  Click the SSID of the network to which you want your client adapter to associate and click Activate.

N

Note If the SSID is blank, you cannot activate the network.
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Step 4

Step 5

Note

Step 6

When the Profile Management (General) window appears (see Figure 4-3), enter a name for your new
profile (such as Office, Home, etc.) in the Profile Name field.

Figure 4-3  Profile Management (General) Window

Profile Management

General | Security | Advanced

Frofile Settings

Prafile Mame:
Client M ame:
Metwork, Mames
S5107:
S50z

55103

[ QK J l Cancel
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N

Note If you are creating a profile after scanning for an available network, the SSID of the network
appearsin the SSID1 field.

Perform one of the following:

- If you want this profile to use the default values, click OK. The profile is added to the profiles list
on the Cisco Aironet Desktop Utility (Profile Management) window.

- If you want to change any of the configuration parameter settings, follow the instructionsin
Chapter 5. The profile is added to the profiles list on the Cisco Aironet Desktop Utility (Profile
Management) window.

The profiles for PC-Cardbus cards are tied to the slot in which the card isinserted. Therefore, you must
always insert your PC-Cardbus card into the same slot, create profiles for both slots, or export the
profiles from one slot and import them for the other slot.

Go to the “Including a Profile in Auto Profile Selection” section on page 4-7 to enable the profile to be
selected automatically or go to the “ Selecting the Active Profile” section on page 4-8 to activate the
profile.
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Including a Profile in Auto Profile Selection

Including a Profile in Auto Profile Selection

Step 1
Step 2

Step 3

After you have created profiles for your client adapter, you can choose to include them in the profile
manager’s auto profile selection feature. Then when auto profile selection is enabled, the client adapter
automatically selects a profile from the list of profiles that were included in auto profile selection and
uses it to establish a connection to the network.

Follow these steps to include any of your profiles in auto profile selection and to establish the order in
which the profiles will be selected for use.

Open ADU and click the Profile Management tab.
Click Order Profiles. The Auto Profile Selection Management window appears (see Figure 4-4).

Figure 4-4  Auto Profile Selection Management Window

fAuto Profile Selection Management

Ayvailable Profiles:

Add
Office

Auta Selected Profiles:

[ OF. ] [ Cancel
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The profiles that you created are listed in the Available Profiles box. Highlight each one that you want
to include in auto profile selection and click the Add button. The profiles appear in the Auto Selected
Profiles box.

The following rules apply to auto profile selection:
« You must include at least two profiles in the Auto Selected Profiles box.

« The profiles must specify an SSID; otherwise, they do not appear in the Available Profiles
box.

[ oL-4211-02
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Step 4

Step 5

Step 6

» Profiles cannot specify multiple SSIDs; otherwise, they do not appear in the Available
Profiles box.

» Each profile that isincluded in auto profile selection must have a unique SSID. For example,
if Profile A and Profile B both have “ABCD” astheir SSID, only Profile A or Profile B (whichever
was created first) appears in the Available Profiles box and can be included in auto profile
selection.

~

Note  Toremove a profile from auto profile selection, select the profile in the Auto Selected Profiles
box and click Remove. The profile is removed from the Auto Selected Profiles box.

Thefirst profile in the Auto Selected Profiles box has the highest priority while the last profile has the
lowest priority. To change the order (and priority) of your auto-selectable profiles, select the profile that
you want to move and click M ove up or Move down to move the profile up or down, respectively.

Click OK to save your changes.

When auto profile selection is enabled (see the “ Selecting the Active Profile” section below for
instructions), the client adapter scans for an available network. The profile with the highest priority and
the same SSID as one of the found networks is the one that is used to connect to the network. If the
connection fails, the client adapter tries the next highest priority profile that matchesthe SSID and so on.

N

Note  When you enable auto profile selection, the client adapter scans all wireless modes (5 GHz, 54
Mbps; 2.4 GHz, 11 Mbps; and 2.4 GHz, 54 Mbps) for an available network. The client ignores
the selected profile's wireless mode setting, which was configured on the ADU Profile
Management (Advanced) window. Using this method, the client does not need to drop the
current connection nor change the current profile while looking for networks in other profiles.

Go to the “ Selecting the Active Profile” section below to enable auto profile selection.

Selecting the Active Profile

~

Note

Step 1

Step 2

Follow the steps below to specify the profile that the client adapter is to use.

You can use ASTU instead of the ADU Profile Manager to select the active profile. Refer to Chapter 8
for instructions.

Open ADU and click the Profile Management tab. The Cisco Aironet Desktop Utility (Profile
Management) window appears (see Figure 4-1).

Perform one of the following:

» Select one profile for the client adapter to use either by double-clicking that profile in the profiles
list or by clicking that profile in the profiles list and then clicking Activate.

If the client adapter cannot associate (or establish a connection) to an access point (ininfrastructure
mode) or another client (in ad hoc mode) or |oses association while using the selected profile, the

adapter does not attempt to associate using another profile. To associate, you must select a different
profile or enable auto profile selection.
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Modifying a Profile

Enable auto profile selection by checking the Auto Select Profiles check box.

Thisoption causesthe client adapter’s driver to automatically select aprofile from thelist of profiles
that were set up to be included in auto profile selection.

If the client adapter loses association for more than 10 seconds (or for more than the time specified
by the LEAP authentication timeout value on the LEAP Settings window if LEAP is enabled), the
driver switches automatically to another profilethat isincluded in auto profile selection. The adapter
does not switch profilesaslong asit remains associated or reassociates within 10 seconds (or within
the time specified by the LEAP authentication timeout value). To forcethe client adapter to associate
to a different access point (in infrastructure mode) or another client (in ad hoc mode), you must
uncheck the Auto Select Profiles check box and select a new profile from the profiles list.

A

Note  Thisoptionisavailable only if two or more profiles are included in auto profile selection.

N
Note If you LEAP authenticate and achieve full network connectivity before or at the same time

asyou log into the computer, login scripts will run. However, if you L EAP authenticate and
achieve full network connectivity after you log into the computer, login scripts will not run.

Click Scan. The Available Infrastructure and Ad Hoc Networks window appears (see Figure 4-2).

Double-click the SSID of a network that is used by one of your profiles and click OK.

The client adapter starts using a profile based on the option selected above. The active profileis
designated by the following icon in the profiles list:

s

g

Modifying a Profile

Follow the steps in the appropriate section below to edit or delete an existing profile.

Editing a Profile

Step 1

Step 2
Step 3
Step 4

Open ADU and click the Profile Management tab. The Cisco Aironet Desktop Utility (Profile
Management) window appears (see Figure 4-1).

In the profiles list, select the profile that you want to edit.
Click Modify.
Follow the instructions in Chapter 5 to change any of the configuration parameters for this profile.

[ oL-4211-02
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Deleting a Profile

Step 1

Step 2

Step 3

Open ADU and click the Profile Management tab. The Cisco Aironet Desktop Utility (Profile
Management) window appears (see Figure 4-1).

In the profiles list, select the profile that you want to delete.

N

Note  You cannot delete the active profile.

Click Remove. The profileis deleted.

Importing and Exporting Profiles

This section provides instructions for importing and exporting profiles. You may want to use the
import/export feature for the following reasons:

» To back up profiles before uninstalling client adapter software

» Toexport profiles for aPC-Cardbus card in one Cardbus slot and import them for use with a second
Cardbus slot

- To set up your computer with a profile from another computer
- To export one of your profiles and use it to set up additional computers

Follow the steps in the corresponding section below to import or export profiles.

Importing a Profile

Step 1
Step 2

Step 3

If the profile that you want to import is on afloppy disk, insert the disk into your computer’s floppy drive.

Open ADU and click the Profile Management tab. The Cisco Aironet Desktop Utility (Profile
Management) window appears (see Figure 4-1).

Click Import. The Import Profile window appears (see Figure 4-5).
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Step 4
Step 5
Step 6

Importing and Exporting Profiles

Figure 4-5 Import Profile Window
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In the Look in drop-down box, find the directory containing the profile.
Select the profile that you want to import so it appears in the File name box at the bottom of the window.

Click Open. The imported profile appears in the profiles list on the Cisco Aironet Desktop Utility
(Profile Management) window.

Exporting a Profile

Step 1

Step 2

Step 3
Step 4

Insert a blank floppy disk into your computer’s floppy drive, if you wish to export a profile to a floppy
disk.

Open ADU and click the Profile Management tab. The Cisco Aironet Desktop Utility (Profile
Management) window appears (see Figure 4-1).

In the profiles list, select the profile that you want to export.
Click Export. The Export Profile window appears (see Figure 4-6).

[ oL-4211-02
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Figure 4-6  Export Profile Window
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The profile name appears in the File name box.

Step5  Choose adirectory (such as your computer’s floppy disk drive or alocation on the network) from the
Save in drop-down box.

N

Note  The default location is the directory where ADU isinstalled (such as C:\Program Files\Cisco
Aironet).

Step6  Click Save. The profile is exported to the specified location.
Step7  Follow theinstructionsin the “Importing a Profile” section to import the profile on another computer.

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and Configuration Guide
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CHAPTER 5

Configuring the Client Adapter

This chapter explains how to set the configuration parameters for a specific profile. The following topics
are covered in this chapter:

Overview, page 5-2

Setting General Parameters, page 5-3

Setting Advanced Parameters, page 5-5

Setting Security Parameters, page 5-12

Setting Roaming Parameters in the Windows Control Panel, page 5-34

[ oL-4211-02
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Overview

Note

When you choose to create a new profile or modify an existing profile on the Cisco Aironet Desktop
Utility (Profile Management) window, the Profile Management windows appear. These windows enable
you to set the configuration parameters for that profile.

If you do not change any of the configuration parameters for a newly created profile, the default values
are used.

If you are planning to set parameters on more than one of the Profile Management windows, wait until
you are finished with all of the windows before clicking OK. When you click OK, you are returned to
the Cisco Aironet Desktop Utility (Profile Management) window.

Each of the Profile Management windows (listed bel ow) contains parameters that affect a specific aspect
of the client adapter:

» General—Prepares the client adapter for use in awireless network
« Advanced—Controls how the client adapter operates within an infrastructure or ad hoc network

» Security—Controls how a client adapter associates to an access point, authenticates to the wireless
network, and encrypts and decrypts data

Table 5-1 enables you to quickly locate instructions for setting each Profile Management window’s
parameters.

Table 5-1 Locating Configuration Instructions

Parameter Category Page Number
General 5-3
Advanced 5-5

Security 5-12

You can also set two roaming parameters for your client adapter outside of ADU using the Windows
Control Panel. Refer to the “ Setting Roaming Parameters in the Windows Control Panel” section on
page 5-34 for details.
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Setting General Parameters

The Profile Management (General) window (see Figure 5-1) enables you to set parameters that prepare
the client adapter for use in awireless network. Thiswindow appears after you click New or M odify on
the Cisco Aironet Desktop Utility (Profile Management) window.

Figure 5-1 Profile Management (General) Window
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Table 5-2 lists and describes the client adapter’s general parameters. Follow theinstructionsin the table

to change any parameters.

Table 5-2  Profile Management General Parameters

Parameter

Description

Profile Name

The name assigned to the configuration profile.

Range: You can key in up to 32 ASCII characters.

Client Name

A logical name for your workstation. It enables an administrator to
ascertain which devices are connected to the access point without
having to memorize every MAC address. This nameisincluded in the
access point’s list of connected devices. The client nameisfilled in
automatically but can be changed.

Range: You can key in up to 16 ASCII characters.
Default: The name of your computer

Note  Each computer on the network should have a unique client
name.

[ oL-4211-02
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Table 5-2

Profile Management General Parameters (continued)

Parameter

Description

SSID1

The service set identifier (SSID) identifies the specific wireless
network that you want the client adapter to access.

Range: You can key in up to 32 ASCII characters (case sensitive).
Default: A blank field

Note If you leave this parameter blank, your client adapter can
associate to any access point on the network that is configured
to allow broadcast SSIDs. If the access point with which the
client adapter isto communicate is not configured to allow
broadcast SSIDs, the value of this parameter must match the
SSID of the access point. Otherwise, the client adapter is unable
to access the network.

Note  You must enter an SSID if this profile is configured for usein
an ad hoc network.

SSID2

An optional SSID that identifies a second distinct network and enables
the client adapter to roam to that network without having to be
reconfigured.

Range: You can key in up to 32 ASCII characters (case sensitive).

Default: A blank field

Note If aprofile specifies more than one SSID, it cannot be included
in auto profile selection.

Note  Thisfield is unavailable for any profiles that are included in
auto profile selection or configured for use in an ad hoc
network.

SSID3

Anoptional SSID that identifiesathird distinct network and enablesthe
client adapter to roam to that network without having to be
reconfigured.

Range: You can key in up to 32 ASCII characters (case sensitive).

Default: A blank field

Note If aprofile specifies more than one SSID, it cannot be included
in auto profile selection.

Note  Thisfield is unavailable for any profiles that are included in
auto profile selection or configured for use in an ad hoc
network.

Go to the next section to set additional parameters, or click OK to save your changes and return to the
Cisco Aironet Desktop Utility (Profile Management) window.
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Setting Advanced Parameters

Setting Advanced Parameters

The Profile Management (Advanced) window (see Figure 5-2) enablesyou to set parameters that control
how the client adapter operates within an infrastructure or ad hoc network. To open this window, click
the Advanced tab from any Profile Management window.

Figure 5-2  Profile Management (Advanced) Window
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Table 5-3 lists and describes the client adapter’s advanced parameters. Follow the instructionsin the
table to change any parameters.
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Table 5-3  Profile Management Advanced Parameters

Parameter Description

Transmit Power Level Specifies the preferred power level at which your client adapter
transmits. Although the adapter supports up to 100 mW, the transmit
power level that is actually used is limited to the maximum value
allowed by your country’s regulatory agency (FCCintheU.S., DOCin
Canada, ETSI in Europe, TELEC in Japan, etc.).

Options: Dependent on the radio band used and the power table
programmed into the client adapter; see the table below.

Default: The maximum power level programmed into the client adapter
and allowed by your country’s regulatory agency

Radio Band Transmit Power Level
802.11b/g 10, 20, 30, 50, 63, or 100 mW
802.11a 10, 13, 20, 25, or 40 mW

Note  The client adapter’s maximum transmit power level may be
lower when operating in 802.11g mode than when operating in
802.11b mode due to 802.11g-specific regulatory limitationsin
some countries.

Note  Reducing the transmit power level conserves battery power but
decreases radio range.

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and Configuration Guide
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Table 5-3  Profile Management Advanced Parameters (continued)

Parameter Description

Power Save Mode Sets your client adapter to its optimum power consumption setting.

Options: CAM (Constantly Awake Mode), Fast PSP (Power Save
Mode), or Max PSP (Max Power Saving)

Default: CAM (Constantly Awake Mode)

Power Save Mode Description

CAM (Constantly Awake |Keeps the client adapter powered up
Mode) continuously so thereislittlelagin
message response time.

Consumes the most power but offers the
highest throughput. |s recommended for
desktop computers and devices that use

AC power.
Fast PSP (Power Save Switches between PSP mode and CAM
Mode) mode, depending on network traffic. This

mode switches to CAM when retrieving a
large number of packets and switches back
to PSP after the packets have been
retrieved.

Isrecommended when power consumption
is a concern but you need greater
throughput than that allowed by Max PSP,

Max PSP (Max Power Causesthe access point to buffer incoming
Saving) messages for the client adapter, which
wakes up periodically and pollsthe access
point to see if any buffered messages are
waiting for it. The adapter can request
each message and then go back to sleep.

Conserves the most power but offers the
lowest throughput. Is recommended for
devices for which power consumption is
the ultimate concern (such as small
battery-powered devices).

Note If thisprofileis configured for use in an ad hoc network, CAM
mode is used automatically.
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Table 5-3  Profile Management Advanced Parameters (continued)

Parameter

Description

Network Type

Specifies the type of network in which your client adapter is installed.
Options: Infrastructure or Ad Hoc
Default: Infrastructure

Network Type Description

Ad Hoc Often referred to as peer to peer. Indicates
that your wireless network consists of a
few wireless devices that are not
connected to a wired Ethernet network
through an access point. For example, an
ad hoc network could be set up between
computers in a conference room so that
users can share information in a meeting.

Infrastructure Indicates that your wireless network is
connected to awired Ethernet network

through an access point.

802.11b Preamble

Determines whether your client adapter uses both short and long radio
headers or only long radio headers. The adapter can use short radio
headers only if the access point is also configured to support them and
isusing them. If any clients associated to an access point are using long
headers, then all clientsin that cell must use long headers, even if both
this client and the access point have short radio headers enabled.

Short radio headers improve throughput performance; long radio
headers ensure compatibility with clients and access points that do not
support short radio headers.

Options: Short & Long or Long Only
Default: Short & Long

Note  Thisparameter isdisabledif the Wireless Mode parameter is set
to 5 GHz 54 Mbps only.
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Table 5-3  Profile Management Advanced Parameters (continued)

Parameter

Description

Wireless Mode

Specifies the frequency and rate at which your client adapter should
transmit packets to or receive packets from access points.

Options: 5 GHz 54 Mbps, 2.4 GHz 11 Mbps, and 2.4 GHz 54 Mbps
Default: All options selected

Note

Note

Note

Note

When more than one option is selected, the client adapter
attempts to use the wireless modes in this order:
5 GHz 54 Mbps, 2.4 GHz 54 Mbps, 2.4 GHz 11 Mbps.

If you choose 2.4 GHz 11 Mbps, the client adapter can associate
to access points containing an 802.11b or 802.11g radio at
802.11b data rates. If you choose 2.4 GHz 54 Mbps, the client
adapter can associate to access points containing an 802.11b
radio at 802.11b data rates or to access points containing an
802.11g radio at 802.11b or 802.11g data rates.

When you enable auto profile selection, the client adapter
ignores the selected profile’s wireless mode setting and scans
all wireless modes for an available network. Using this method,
the client does not need to drop the current connection nor
change the current profile while looking for networks in other
profiles.

Your client adapter’s wireless mode must match that of the
access pointswith which it isto communicate. Otherwise, your
client adapter may not be able to associate to them.

WirelessM odeWhen Starting
Ad Hoc Network

Specifies the frequency and rate at which your client adapter should
transmit packets to or receive packets from other clients (in ad hoc

mode).

Options: 5 GHz 54 Mbps or 2.4 GHz 54/11 Mbps
Default: 5 GHz 54 Mbps

Note

Note

The client scans the band(s) specified by the Wireless Mode
parameter before creating a new ad hoc cell based on the band
specified by the Wireless Mode When Starting Ad Hoc
Network parameter.

Your client adapter’s wireless mode must match that of the
other clients with which it is to communicate. Otherwise, your
client adapter may not be able to associate to them.

[ oL-4211-02
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Table 5-3  Profile Management Advanced Parameters (continued)

Parameter Description

Channel Specifies the channel that your client adapter uses for communications
in a2.4-GHz ad hoc network. The available channels conform to the
|IEEE 802.11 Standard for your regulatory domain.

The channel of the client adapter must be set to match the channel used
by the other clients in the wireless network. If the client adapter does
not find any other ad hoc clients, this parameter specifies the channel
with which the adapter will start its cell.

Range: Dependent on regulatory domain
Example: 1to 11 (2412 to 2462 MHz) in North America

Default: Auto (the client automatically determines the channel on
which to start communications)

Note  This parameter is available only when 2.4 GHz 54/11 Mbpsis
selected for the Wireless M ode When Starting Ad Hoc Network
parameter. When 5 GHz 54 Mbps is selected, the Channel
parameter is set to Auto automatically.

Note  Refer to Appendix D for alist of channel identifiers, channel
center frequencies, and regulatory domains for each channel.

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and Configuration Guide
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Table 5-3  Profile Management Advanced Parameters (continued)

Parameter Description

802.11 Authentication Mode |Specifies how your client adapter attempts to authenticate to an access

on your network.

Default: Open

point. Open and shared authentication do not rely on aRADIUS server

Options: Auto, Open, or Shared

802.11 Authentication Mode

Description

Auto

Causes the client adapter to attempt to
authenticate using shared authentication.
If it fails, the client adapter then attempts
to authenticate using open authentication.

Open

Enables your client adapter, regardless of
its WEP settings, to authenticate and
attempt to communicate with an access
point. However, communication can occur
only if the adapter’'s WEP key matches
that of the access point.

Shared

Enablesyour client adapter to authenticate
and communicate only with access points
that have the same WEP key.

During shared key authentication, the
access point sends an unencrypted
challenge packet to the client adapter,
which encrypts the packet and sends it
back to the access point. The access point
attempts to decrypt the encrypted packet
and sends an authentication response
packet indicating the success or failure of
the decryption back to the client adapter. I
the packet is successfully encrypted/
decrypted, the user is considered to be
authenticated.

to them.

Note  Cisco recommends that Auto and Shared not be used because
they present a security risk.

Note  Your client adapter’s 802.11 authentication mode setting must
match that of the access points with which it isto communicate.
Otherwise, your client adapter may not be able to authenticate

Note  If thisprofileisconfigured for usein an ad hoc network or is
not configured to use static WEP, this parameter is unavailable,
and Open authentication is used.

[ oL-4211-02
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If thisprofileis configured for use in an infrastructure network and you want to specify up to four access
points to which the client adapter should attempt to associate, click Preferred APs. The Preferred
Access Points window appears (see Figure 5-3).

Figure 5-3  Preferred Access Points Window
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Leave the Access Point 1 through Access Point 4 fields blank or enter the MAC addresses of up to four
preferred access points to which the client adapter can associate; then click OK. (The MAC address
should consist of 12 hexadecimal characters.) If the specified access points are not found or the client
adapter roams out of range, the adapter may associate to another access point.

Go to the next section to set additional parameters or click OK to save your changes and return to the
Cisco Aironet Desktop Utility (Profile Management) window.

Setting Security Parameters

The Profile Management (Security) window (see Figure 5-4) enables you to set parameters that control
how the client adapter associates to an access point, authenticates to the wireless network, and encrypts
and decrypts data. To access this window, click the Security tab from any Profile Management window.
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Figure 5-4  Profile Management (Security) Window
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This window is different from the other Profile Management windows in that it includes many security
features, each of which involves a number of steps. In addition, the security features themselves are
complex and need to be understood before they are implemented. Therefore, this section provides an
overview of the security features as well as procedures for using them.

However, before you determine the appropriate security settings for your client adapter, you must decide
how to set the Allow Association to Mixed Cells parameter, which appears at the bottom of the Profile
Management (Security) window and is not associated to any of the security features. See the “ Setting
the Allow Association to Mixed Cells Parameter” section below.

Setting the Allow Association to Mixed Cells Parameter

Note

The Allow Association to Mixed Cells parameter indicates whether the client adapter can associate to
an access point that allows both WEP and non-WEP associations. Follow these steps to set this
parameter.

This parameter is unavailable if the WPA or WPA Passphrase security option is selected.

[ oL-4211-02
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Step 1

Step 2

Perform one of the following:

« Check the Allow Association to Mixed Cells check box if the access point to which the client
adapter isto associate (or the VLAN to which the client will be assigned) has WEP set to Optional
and static WEP is enabled on the client adapter. Otherwise, the client is unable to establish a
connection with the access point.

» Uncheck the Allow Association to Mixed Cells check box if the access point to which the client
adapter isto associate (or the VLAN to which the client will be assigned) does not have WEP set to
Optional. Thisis the default setting.

2

Note  For security reasons, Cisco recommends that WEP-enabled and WEP-disabled clients not be
allowed in the same cell because broadcast packets are sent unencrypted, even to clients running
WEP. However, you can enable VLANS on the access point to separate WEP-enabled and
WEP-disabled clients.

Perform one of the following:

« If you do not want to change any other parameters on the Profile Management (Security) window,
click OK to save your changes and return to the Cisco Aironet Desktop Utility (Profile
Management) window.

« If you want to change some of the other parameters on the Profile Management (Security) window,
go to the next section.

Overview of Security Features

Note

Static WEP Keys

You can protect your dataasit istransmitted through your wireless network by encrypting it through the
use of wired equivalent privacy (WEP) encryption keys. With WEP encryption, the transmitting device
encrypts each packet with a WEP key, and the receiving device uses that same key to decrypt each
packet.

The WEP keys used to encrypt and decrypt transmitted data can be statically associated with your
adapter or dynamically created as part of the EAP authentication process. Theinformation in the“ Static
WEP Keys” and “EAP (with Dynamic WEP Keys)” sections below can help you to decide which type
of WEP keysyou want to use. Dynamic WEP keyswith EAP offer ahigher degree of security than static
WEP keys.

WEP keys, whether static or dynamic, are either 40 or 128 bitsin length. 128-bit WEP keys offer a
greater level of security than 40-bit WEP keys.

Refer to the “Additional WEP Key Security Features’ section on page 5-18 for information on three
security features that can make your WEP keys even more secure.

Each device (or profile) within your wireless network can be assigned up to four static WEP keys. If a
device receives a packet that is not encrypted with the appropriate key (as the WEP keys of all devices
that are to communicate with each other must match), the device discards the packet and never delivers
it to the intended receiver.
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You do not need to re-enter static WEP keys each time the client adapter isinserted or the Windows
device is rebooted because the keys are stored (in an encrypted format for security reasons) in the
registry of the Windows device. When the driver loads and reads the client adapter’s registry parameters,
it also finds the static WEP keys, unencrypts them, and stores them in volatile memory on the adapter.

The Define Pre-Shared Keys window enables you to view the WEP key settings for a particular profile
and to assign new WEP keys or overwrite existing WEP keys. Refer to the “Enabling Static WEP”
section on page 5-22 for instructions.

EAP (with Dynamic WEP Keys)

The standard for wireless LAN security, as defined by 1EEE, is called 802.1X for 802.11, or simply
802.1X. An access point that supports 802.1X and its protocol, Extensible Authentication Protocol
(EAP), acts as the interface between a wireless client and an authentication server, such as a RADIUS
server, to which the access point communicates over the wired network.

Four 802.1X authentication types are available in ADU for use with Windows 2000 or XP:

- EAP-Cisco Wireless (or L EAP)—This authentication type |everages Cisco Key Integrity Protocol
(CKI1P) and MMH messageintegrity check (MIC) for dataprotection. ADU offersavariety of LEAP
configuration options, including how a username and password are entered to begin the
authentication process.

The username and password are used by the client adapter to perform mutual authentication with the
RADIUS server through the access point. The username and password need to be re-entered each
time the client adapter is inserted or the Windows device is rebooted unless you configure your
adapter to use saved LEAP credentials.

RADIUS servers that support LEAP include Cisco Secure ACS release 2.6 or later, Cisco Access
Registrar release 1.7 or later, Funk Software’s Steel-Belted RADIUS release 4.1 or |ater, and
M eetinghouse Data Communications' AEGIS release 1.1 or later.

« EAP-TL S—This authentication type uses a dynamic session-based WEP key derived from the
client adapter and RADIUS server to encrypt data. It uses a client certificate for authentication.

RADIUS servers that support EAP-TL S include Cisco Secure ACS release 3.0 or later and Cisco
Access Registrar release 1.8 or later.

 PEAP (EAP-GTC)—This PEAP authentication type is designed to support One-Time Password
(OTP), Windows NT or 2000 domain, and LDAP user databases over awireless LAN. It is based on
EAP-TL S authentication but uses a password instead of a client certificate for authentication. PEAP
(EAP-GTC) uses a dynamic session-based WEP key derived from the client adapter and RADIUS
server to encrypt data. If your network uses an OTP user database, PEAP (EAP-GTC) requires you
to enter a hardware or software token password to start the EAP authentication process and gain
access to the network. If your network uses a Windows NT or 2000 domain user database or an
LDAP user database (such as NDS), PEAP (EAP-GTC) requires you to enter your username,
password, and domain name in order to start the authentication process.

RADIUS servers that support PEAP (EAP-GTC) authentication include Cisco Secure ACS release
3.1 or later.

« PEAP (EAP-MSCHAP V2)—This PEAP authentication type is based on EAP-TL S authentication
but uses a password instead of a client certificate for authentication. PEAP (EAP-MSCHAP V2)
uses a dynamic session-based WEP key derived from the client adapter and RADIUS server to
encrypt data.

RADIUS serversthat support PEAP (EAP-MSCHAP V2) authentication include Cisco Secure ACS
release 3.2 or later.
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Note

When you enable EAP on your access point and configure your client adapter for LEAP, EAP-TLS,
PEAP (EAP-GTC), or PEAP (EAP-M SCHAP V2), authentication to the network occursin thefollowing
sequence:

1. The client associates to an access point and begins the authentication process.

N

Note The client does not gain full access to the network until authentication between the client
and the RADIUS server is successful.

2. Communicating through the access point, the client and RADIUS server compl ete the authentication
process, with the password (LEAP and PEAP) or certificate (EAP-TLS) being the shared secret for
authentication. The password is never transmitted during the process.

3. If authentication is successful, the client and RADIUS server derive a dynamic, session-based WEP
key that is unique to the client.

4. The RADIUS server transmits the key to the access point using a secure channel on thewired LAN.

5. For the length of a session, or time period, the access point and the client use this key to encrypt or
decrypt all unicast packets (and broadcast packets if the access point is set up to do so) that travel
between them.

Refer to the “Enabling LEAP” section on page 5-24 for instructions on enabling LEAP or to the
“Enabling EAP-TLS or PEAP” section on page 5-27 for instructions on enabling EAP-TLS, PEAP
(EAP-GTC), or PEAP (EAP-MSCHAP V?2).

Refer to the IEEE 802.11 Standard for more information on 802.1X authentication and to the following
URL for additional information on RADIUS servers:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcr/secur_c/scprt2/scrad.htm

Wi-Fi Protected Access (WPA)

Note

Wi-Fi Protected Access (WPA) is a standards-based, interoperable security enhancement that provides
data protection and access control for existing and future wireless LAN systems. It is derived from and
is forward-compatible with the upcoming |EEE 802.11i standard. WPA leverages Temporal Key
Integrity Protocol (TKIP) and Michael message integrity check (MIC) for data protection and 802.1X
for authenticated key management.

WPA supports two mutually exclusive key management types: WPA and WPA passphrase (also known
as WPA Pre-Shared Key or WPA-PSK). Using WPA, clients and the authentication server authenticate to
each other using an EA P authentication method, and the client and server generate a pairwise master key
(PMK). The server generates the PMK dynamically and passes it to the access point. Using WPA
passphrase, however, you configure a passphrase (or pre-shared key) on both the client and the access
point, and that passphrase is used as the PMK.

Refer to the “Enabling WPA Passphrase” section on page 5-23 for instructions on using a WPA
passphrase, the “Enabling LEAP” section on page 5-24 for instructions on enabling LEAP with WPA,
or the“Enabling EAP-TLS or PEAP” section on page 5-27 for instructions on enabling EAP-TLS, PEAP
(EAP-GTC), or PEAP (EAP-MSCHAP V2) with WPA.

WPA must also be enabled on the access point. Access points must use Cisco 10S Release 12.2(11)JA
or later to enable WPA. Refer to the documentation for your access point for instructions on enabling
this feature.
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Fast Roaming (CCKM)

Some applications that run on a client device may require fast roaming between access points. Voice
applications, for example, require fast roaming to prevent delays and gapsin conversation. Fast roaming
is enabled automatically for LEAP-enabled CB21AG and PI21AG clients using WPA but must be
enabled on the access point.

During normal operation, L EAP-enabled clients mutually authenticate with a new access point by
performing a complete LEAP authentication, including communication with the main RADIUS server.
However, when you configure your wireless LAN for fast roaming, L EAP-enabled clients securely roam
from one access point to another without the need to reauthenticate with the RADIUS server. Using
Cisco Centralized Key Management (CCKM), an access point that is configured for wireless domain
services (WDS) uses afast rekeying technique that enables client devices to roam from one access point
to another typically in under 150 milliseconds (ms). Fast roaming ensures that there is no perceptible
delay in time-sensitive applications such as wireless Voice over | P (VolP), enterprise resource planning
(ERP), or Citrix-based solutions.

Access points must use Cisco |OS Release 12.2(11)JA or later to enable fast roaming. Refer to the
documentation for your access point for instructions on enabling this feature.

The Microsoft Wireless Configuration Manager and the Microsoft 802.1X supplicant, if installed, must
be disabled in order for fast roaming to operate correctly. If your computer is running Windows XP and
you chose to configure your client adapter using ADU during installation, these features should already
be disabled. Similarly, if your computer is running Windows 2000, the Microsoft 802.1X supplicant, if
installed, should already be disabled. Refer to Chapter 10 if you need additional information.

Reporting Access Points that Fail LEAP Authentication

The CB21AG and PI21AG client adapters and the following access point firmware versions support a
feature that is designed to detect access points that fail LEAP authentication:

» 12.00T or later (access points running VxWorks)

» Cisco |OS Release 12.2(4)JA or later (1100 series access points)
» Cisco |OS Release 12.2(8)JA or later (1200 series access points)
» Cisco IOS Release 12.2(13)JA or later (350 series access points)

An access point running one of these firmware versions records a message in the system log when the
client discovers and reports another access point in the wireless network that has failed LEAP
authentication.

The process takes place as follows:
1. A client with a LEAP profile attempts to associate to access point A.

2. Access point A does not handle L EAP authentication successfully, perhaps because the access point
does not understand LEAP or cannot communicate to a trusted L EAP authentication server.

3. Theclient records the MAC address for access point A and the reason why the association failed.
4. The client associates successfully to access point B.

[ oL-4211-02
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5. The client sends the MAC address of access point A and the reason code for the failure to access
point B.

6. Access point B logs the failure in the system log.

Note  This feature does not need to be enabled on the client adapter or access point; it is supported
automatically by both devices. However, the access points must use the specified firmware versions
or later.

Additional WEP Key Security Features

The three security features discussed in this section (MIC, TKIP, and broadcast key rotation) are
designed to prevent sophisticated attacks on your wireless network’s WEP keys. These features do not
need to be enabled on the client adapter; they are supported automatically in the client adapter software.
However, they must be enabled on the access point.

~

Note  Refer to the documentation for your access point for instructions on enabling these security features.

Message Integrity Check (MIC)

MIC prevents bit-flip attacks on encrypted packets. During a bit-flip attack, an intruder intercepts an
encrypted message, altersit slightly, and retransmits it, and the receiver accepts the retransmitted
message as legitimate. The MIC adds a few bytes to each packet to make the packets tamper-proof.

The Advanced Status window indicates if MIC is being used, and the Advanced Statistics window
provides MIC statistics.

Temporal Key Integrity Protocol (TKIP)

This feature, also referred to as WEP key hashing, defends against an attack on WEP in which the
intruder usesthe initialization vector (1V) in encrypted packets to calcul ate the WEP key. TKIP removes
the predictability that an intruder relies on to determine the WEP key by exploiting 1Vs. It protects both
unicast and broadcast WEP keys.

~

Note  TKIPisenabled automatically when WPA is enabled, and it is disabled when WPA is disabled.

Broadcast Key Rotation

When you enable broadcast WEP key rotation, the access point provides a dynamic broadcast WEP key
and changes it at the interval you select.
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In order to use any of the security features discussed in this section, both your client adapter and the
access point to which it will associate must be set appropriately. Table 5-4 indicates the client and access
point settings required for each security feature. This chapter provides specific instructions for enabling
the security features on your client adapter. Refer to the documentation for your access point for

instructions on enabling any of these features on the access point.

Table 5-4

Client and Access Point Security Settings

Security Feature

Client Setting

Access Point Setting

Static WEP with open
authentication

Choose Open authentication and
Pre-Shared Key (Static WEP) and
create a WEP key

Set up and enable WEP and enable
Open Authentication for the SSID

Static WEP with shared key
authentication

Choose Shared authentication and
Pre-Shared Key (Static WEP) and
create a WEP key

Set up and enable WEP and enable
Shared Key Authentication for the
SSID

WPA passphrase
(or WPA Pre-Shared Key)

Choose WPA Passphrase and enter
the passphrase

Choose acipher suite, enable Open
Authentication and WPA for the

SSID, and enter aWPA Pre-Shared
Key
Note  To allow both WPA and
non-WPA clientsto use the
SSID, enable optional
WPA.

LEAP authentication

Choose 802.1x and LEAP; then set
LEAP settings

Set up and enable WEP and enable
Network-EAP for the SSID

L EAP authentication with
WPA

Choose WPA and LEAP; then set
LEAP settings

Choose a cipher suite that includes
TKIP and enable Network-EAP
and WPA for the SSID

To allow both WPA and
non-WPA clientsto use the
SSID, enable optional
WPA.

Note

EAP-TLS authentication

If using ADU to
configure card

Choose 802.1x and EAP-TLS; then
set EAP-TLS settings

Set up and enable WEP and enable
Open Authentication for the SSID
and specify the use of EAP

If using Windows XP
to configure card

Choose Enable network access
control using IEEE 802.1X and
Smart Card or other Certificate as
the EAP Type

Set up and enable WEP and enable
Open Authentication for the SSID
and specify the use of EAP
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Table 5-4  Client and Access Point Security Settings (continued)

Security Feature Client Setting
EAP-TLS authentication with WPA

Access Point Setting

If using ADU to
configure card

Choose WPA and EAP-TLS; then
set EAP-TLS settings

Choose a cipher suite that includes
TKIP; then enable WPA and Open
Authentication for the SSID and
specify the use of EAP

To allow both WPA and
non-WPA clientsto use the
SSID, enable optional
WPA.

Note

If using Windows XP
to configure card

Enable WPA and choose Enable
network access control using |EEE
802.1X and Smart Card or other
Certificate as the EAP Type

Choose a cipher suite that includes
TKIP; then enable WPA and Open
Authentication for the SSID and
specify the use of EAP

To allow both WPA and
non-WPA clientsto use the
SSID, enable optional
WPA.

Note

PEAP authentication

If using ADU to
configure card

Choose 802.1x and PEAP
(EAP-GTC) or PEAP
(EAP-MSCHAP V2); then set
PEAP settings

Set up and enable WEP and enable
Open Authentication for the SSID
and specify the use of EAP

If using Windows XP
to configure card

Choose Enable network access
control using |IEEE 802.1X and
PEAP as the EAP Type

Set up and enable WEP and enable
Open Authentication for the SSID
and specify the use of EAP

PEAP authentication with WPA

If using ADU to
configure card

Choose WPA and PEAP
(EAP-GTC) or PEAP
(EAP-MSCHAP V2); then set
PEAP settings

Choose a cipher suite that includes
TKIP; then enable WPA and Open
Authentication for the SSID and
specify the use of EAP

To allow both WPA and
non-WPA clientsto use the
SSID, enable optional
WPA.

Note

If using Windows XP
to configure card

Enable WPA and choose Enable
network access control using |EEE
802.1X and PEAP asthe EAP Type

Choose a cipher suite that includes
TKIP; then enable WPA and Open
Authentication for the SSID and
specify the use of EAP

To allow both WPA and
non-WPA clientsto use the
SSID, enable optional
WPA.

Note
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Table 5-4  Client and Access Point Security Settings (continued)

Security Feature

Client Setting

Access Point Setting

Fast roaming (CCKM)

Choose WPA and LEAP; then set
LEAP settings

Use Cisco |0S Release 12.2(11)JA
or later, choose acipher suitethatis
compatible with CCKM, and
enable Network-EAP and CCKM
for the SSID

To allow both 802.1X

clients and non-802.1X
clients to use the SSID,
enable optional CCKM.

Note

Reporting access points

No settingsrequired; automatically

No settings required; automatically

that fail LEAP enabled enabled in the firmware versions

authentication listed on page 5-17.

MIC No settingsrequired; automatically |Set up and enable WEP with full

enabled encryption, set MIC to MMH or

check the Enable MIC check box,
and set Use Aironet Extensions to
Yes

TKIP No settingsrequired; automatically |Set up and enable WEP, set TKIPto

enabled

Cisco or check the Enable Per
Packet Keying check box, and set
Use Aironet Extensions to Yes

Broadcast key rotation

Enable LEAP, EAP-TLS, or PEAP

Set up and enable WEP and set
Broadcast WEP Key Rotation
Interval to any value other than
zero (0)
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Enabling Static WEP

Follow the steps below to enable static WEP for this profile.

Stepl  Choose Pre-Shared Key (Static WEP) on the Profile Management (Security) window.
Step2  Click Configure. The Define Pre-Shared Keys window appears (see Figure 5-5).

Figure 5-5 Define Pre-Shared Keys Window

Define Pre-Shared Keys
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Step3  Choose one of the following WEP key entry methods:

« Hexadecimal (0-9, A-F)—Specifies that the WEP key will be entered in hexadecimal characters,
which include 0-9, A-F, and a-f.

« ASCII Text (all keyboard char acter s)—Specifies that the WEP key will be entered in ASCI| text,
which includes alpha characters, numbers, and punctuation marks.

S
Note  ASCII text WEP keys are not supported on the Cisco Aironet 1200 Series Access Points, so

you must choose the Hexadecimal (0-9, A-F) option if you are planning to use your client
adapter with these access points.

Step4  For the static WEP key that you are entering (1, 2, 3, or 4), choose a WEP key size of 40 or 128 on the
right side of the window. 128-bit client adapters can use 40- or 128-bit keys, but 40-bit adapters can use
only 40-bit keys. If 128 bit is not supported by the client adapter, this option is unavailable.
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Obtain the static WEP key from your system administrator and enter it in the blank field for the key you
are creating. Follow the guidelines below to enter a new static WEP key:

Step 5
»  WEP keys must contain the following number of characters:
— 10 hexadecimal characters or 5 ASCII text characters for 40-bit keys
Example: 5A5A 313859 (hexadecimal) or ZZ18Y (ASCII)
— 26 hexadecimal characters or 13 ASCI|I text characters for 128-hit keys
Example: 5A583135333554595549333534 (hexadecimal) or ZX1535TY U1354 (ASCII)

N

Note  Youmust enter hexadecimal charactersif your client adapter will be used with Cisco Aironet
1200 Series Access Points.

Your client adapter’s WEP key must match the WEP key used by the access point (in infrastructure
mode) or clients (in ad hoc mode) with which you are planning to communicate.

When setting more than one WEP key, the keys must be assigned to the same WEP key numbers for
all devices. For example, WEP key 2 must be WEP key number 2 on all devices. When multiple
WEP keys are set, they must be in the same order on all devices.

N

Note  All existing static WEP keys are displayed as bullets for security reasons. If you need to modify
aWEP key, simply click in the WEP key field, delete the bullets, and enter a new key.

Click the Transmit K ey button to the left of the key you want to use to transmit packets. Only one WEP
key can be selected as the transmit key.

Click OK in each window to save your changes and to return to the Cisco Aironet Desktop Utility (Profile
Management) window.

Step 6

Step 7

Enabling WPA Passphrase

Follow the steps below to enable WPA passphrase (also known as WPA Pre-Shared Key) for this profile.

Stepl  Choose WPA Passphrase on the Profile Management (Security) window.
Step2  Click Configure. The Define WPA Pre-Shared Key window appears (see Figure 5-6).
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Figure 5-6  Define WPA Pre-Shared Key Window
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Step3  Obtain the WPA passphrase for the access point (in an infrastructure network) or other clients (in an ad
hoc network) from your system administrator and enter it in the WPA passphrase field. Follow the
guidelines below to enter a WPA passphrase;

WPA passphrases must contain 8 to 63 ASCII text characters or 64 hexadecimal characters.

Your client adapter’s WPA passphrase must match the passphrase used by the access point with
which you are planning to communicate.

Step4  Click OK in each window to save your changes and to return to the Cisco Aironet Desktop Utility (Profile
Management) window.

Enabling LEAP

Before you can enable LEAP authentication, your network devices must meet the following
requirements:

Access points to which your client adapter may attempt to authenticate must use the following
firmware versions or later: 11.23T (access points running VxWorks), Cisco |0S Release 12.2(4)JA
(1100 series access points), Cisco 10S Release 12.2(8)JA (1200 series access points), or Cisco |OS
Release 12.2(13)JA (350 series access points).

N
Note  To use WPA or fast roaming, access points must use Cisco 10S Release 12.2(11)JA or later.

To use the Reporting Access Points That Fail LEAP Authentication feature, access points
must use the firmware versions listed on page 5-19.

All necessary infrastructure devices (such as access points, servers, etc.) must be properly
configured for LEAP authentication.
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Follow the steps below to enable LEAP authentication for this profile.

Stepl  Perform one of the following on the Profile Management (Security) window:

« If youwant to enable LEAP without WPA, choose 802.1x under Set Security Optionsand LEAP in
the 802.1x EAP Type drop-down box.

« If you want to enable LEAP with WPA, choose WPA under Set Security Options and LEAP in the
WPA EAP Type drop-down box.

N
Note  Refer to the “Wi-Fi Protected Access (WPA)” section on page 5-16 for additional information
on WPA.

Step2  Click Configure. The LEAP Settings window appears (see Figure 5-7).

Figure 5-7 LEAP Settings Window
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Choose one of the following LEAP username and password setting options:

» Use Temporary User Name and Passwor d—Requires you to enter the L EAP username and
password each time the computer reboots in order to authenticate and gain access to the network.

» Use Saved User Name and Passwor d—Does not require you to enter a LEAP username and
password each time the computer reboots. Authentication occurs automatically as needed using a
saved username and password (which are registered with the RADIUS server).

Perform one of the following:

« If you chose Use Temporary User Name and Password in Step 3, choose one of the following
options:

— Use Windows User Name and Passwor d—Causes your Windows username and password to
also serve as your LEAP username and password, giving you only one set of credentials to
remember. After you log in, the LEAP authentication process begins automatically. This option
is the default setting.

— Manually Prompt for LEAP User Name and Passwor d—Requires you to manually invoke
the LEAP authentication process as needed using the Manual LEAP Login option in the Action
drop-down menu or ASTU. You are not prompted to enter a LEAP username and password
during the Windows login. This option might be used to support a software token one-time
password system or other systems that require additional software that is not available at login.

» If you chose Use Saved User Name and Password in Step 3, follow these steps:
a. Enter ausername and password in the appropriate fields.
b. Re-enter the password in the Confirm Password field.

c. If youwish to specify adomain name that will be passed to the RADIUS server along with your
username, enter it in the Domain field.

If you work in an environment with multiple domains and therefore want your Windows login domain
to be passed to the RADIUS server along with your username, check the Include Windows L ogon
Domain with User Name check box. The default setting is checked.

N

Note If you chose to use a saved username and password but do not check the Include Windows L ogon
Domain with User Name check box, the saved domain name isnot passed to the RADIUS server.

If you want to force the client adapter to disassociate after you log off so that another user cannot gain
access to the wireless network using your credentials, check the No Networ k Connection Unless User
IsLogged In check box. The default setting is checked.

Inthe LEAP Authentication Timeout Valuefield, choose the amount of time (in seconds) beforea LEAP
authentication is considered to be failed and an error message appears.

Range: 30 to 500 seconds
Default: 90 seconds

Click OK in each window to save your changes and to return to the Cisco Aironet Desktop Utility
(Profile Management) window.

Refer to Chapter 6 for instructions on authenticating using LEAP.
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Enabling EAP-TLS or PEAP

Before you can enable EAP-TL S or PEAP authentication, your network devices must meet the following
requirements:

» You must have a valid Windows username and password, and the password cannot be blank.

« The appropriate certificates must be installed on your computer. EAP-TL S requires both a
Certificate Authority (CA) certificate and a user certificate while PEAP requires only a CA

certificate.

>

Note  Contact your system administrator if you need help obtaining and importing the necessary
certificates.

» Access points to which your client adapter may attempt to authenticate must use the following
firmware versions or later: 12.00T (access points running VxWorks), Cisco |OS Release 12.2(4)JA
(1100 series access points), Cisco 10S Release 12.2(8)JA (1200 series access points), or Cisco 10S
Release 12.2(13)JA (350 series access points).

A

Note  To use WPA or fast roaming, access points must use Cisco 10S Release 12.2(11)JA or later.

» All necessary infrastructure devices (such as access points, servers, gateways, user databases, etc.)
must be properly configured for the authentication type you plan to enable on the client.

Follow theinstructionsin one of the sections below to enable EAP-TLS or PEAP authentication for this
profile:

- Enabling EAP-TLS, 5-27
« Enabling PEAP (EAP-GTC), 5-29
« Enabling PEAP (EAP-MSCHAP V2), 5-31

Enabling EAP-TLS

Follow the steps below to enable EAP-TL S authentication for this profile.

Step1  Perform one of the following on the Profile Management (Security) window:

« |If you want to enable EAP-TLS without WPA, choose 802.1x under Set Security Options and
EAP-TLS in the 802.1x EAP Type drop-down box.

» If youwant to enable EAP-TL Swith WPA, choose WPA under Set Security Optionsand EAP-TL S
in the WPA EAP Type drop-down box.

N,
Note  Refer to the “Wi-Fi Protected Access (WPA)” section on page 5-16 for additional information
on WPA.

Step2  Click Configure. The Define Certificate window appears (see Figure 5-8).
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Figure 5-8  Define Certificate Window
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Step3  Choose your server certificate in the Select a Certificate drop-down list.

Step4  Choose the certificate authority from which the server certificate was downloaded in the Server
Properties drop-down list.

Step5  Leavethe Server/Domain Namefield blank to allow the client to accept acertificate from any server that
supplies a certificate signed by the certificate authority listed in the Server Properties drop-down list.

Step6  If the Login Name field is not filled in automatically, enter your username in this format:
username@domain (for example, jsmith@acs-test.cisco.com).

Step7  Click OK in each window to save your changes and to return to the Cisco Aironet Desktop Utility
(Profile Management) window.

Step8  Refer to Chapter 6 for instructions on authenticating using EAP-TLS.
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Enabling PEAP (EAP-GTC)

Step 1

Step 2

Follow the steps below to enable PEAP (EAP-GTC) for this profile.

Perform one of the following:

- If you want to enable PEAP (EAP-GTC) without WPA, choose 802.1x under Set Security Options
and PEAP (EAP-GTC) in the 802.1x EAP Type drop-down box.

- If you want to enable PEAP (EAP-GTC) with WPA, choose WPA under Set Security Options and
PEAP (EAP-GTC) in the WPA EAP Type drop-down box.

N
Note  Refer to the “Wi-Fi Protected Access (WPA)” section on page 5-16 for additional information
on WPA.

Click Configure. The Define PEAP (EAP-GTC) Configuration window appears (see Figure 5-9).

Figure 5-9  Define PEAP (EAP-GTC) Configuration Window

Define PEAP [EAP-GITC) Configuration

Use Machine Information For Domain Logon
Mebwork Certificate Authority:

| Oy = W

Sek Password

(T Token

(%) Static Password

[Juse windows User Mame and Passwaord

User Information For PEAP (GTC) Awuthentication

Ilzer Mame: |

Passward:

Confirm Password:

Advanced. .. ] [ (0] 4 ] ’ Cancel

121400
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Check the Use M achine Information For Domain L ogon check box if you want the client to attempt
to log into a domain using a machine certificate (before you log on using your username and password).
Doing so enables you to get login scripts, map profiles, implement domain security policies, and so on.
The default setting is checked.

N

Note If you do not check the Use Machine Information For Domain Logon check box, machine
authentication is not performed. Authentication does not occur until you log on.

Choose the certificate authority from which the server certificate was downloaded in the Network
Certificate Authority drop-down list.

Choose either Token or Static Password, depending on your user database.

~

Note  If you choose Token, you must use a hardware token device or the Secure Computing Sof Token
program (release 2.1 or later) to obtain the one-time password and enter the password when
prompted during the authentication process. Secure Computing PremierAccess release 3.1.1 or
later is the only supported token server.

Perform one of the following to specify the username that will be used for inner PEAP tunnel
authentication:

« If youwant your Windows username to al so serve as your PEAP username, check the Use Windows
User Name check box. This option gives you only one username to remember.

N

Note If you chose the Static Password option in Step 5, the check box reads Use Windows User
Name and Password.

- If you want to enter a separate PEAP username (which is registered with the RADIUS server) in
addition to your regular Windows usernamein order to start the PEAP authentication process, enter
your PEAP username in the User Name field.

A

Note  Your Windows usernameis filled in automatically. Simply delete your Windows username
and enter your separate PEAP username.

If you chose the Static Password option in Step 5, enter your PEAP authentication password (which is
registered with the RADIUS server) in both the Password and Confirm Password fields.

Perform one of the following:
« If you are finished configuring PEAP (EAP-GTC) for this profile, go to Step 9.

- If you want to implement added security by further refining the network certificate that will be
accepted and controlling the string used to set up the outer PEAP tunnel, follow these steps:

a. Click Advanced. The Advanced Configuration window appears (see Figure 5-10).
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Figure 5-10 Advanced Configuration Window

Avanced Configration ~__________BIX

Specific Server or Domain;

Login Mame:

[ Ok ] [ Cancel

103405

b. Leavethe Specific Server or Domain field blank to allow the client to accept a certificate from
any server that supplies a certificate signed by the certificate authority listed in the Network
Certificate Authority drop-down list on the Define PEAP (EAP-GTC) Configuration window.

c. IftheLogin Namefieldisnot filled in automatically, enter your username with nothing after it
(for example, jsmith).

d. Click OK to save your settings.

Step9  Click OK in each window to save your settings and to return to the Cisco Aironet Desktop Utility
(Profile Management) window.

Step 10 Refer to Chapter 6 for instructions on authenticating using PEAP (EAP-GTC).

Enabling PEAP (EAP-MSCHAP V2)

Follow the steps below to enable PEAP (EAP-MSCHAP V 2) for this profile.

Step1  Perform one of the following:

« If you want to enable PEAP (EAP-MSCHAP V2) without WPA, choose 802.1x under Set Security
Options and PEAP (EAP-M SCHAP V2) in the 802.1x EAP Type drop-down box.

» If you want to enable PEAP (EAP-MSCHAP V2) with WPA, choose W PA under Set Security
Options and PEAP (EAP-M SCHAP V2) in the WPA EAP Type drop-down box.

N,
Note  Refer to the “Wi-Fi Protected Access (WPA)” section on page 5-16 for additional information
on WPA.

Step2  Click Configure. The Define PEAP (EAP-MSCHAP V2) Configuration window appears (see
Figure 5-11).
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Step 3

Step 4

Step 5

Figure 5-11 Define PEAP (EAP-MSCHAP V2) Configuration Window

Define PEAP (EAP-MSCHAP ¥2) Configuration

IJse Machine Information For Domain Logon
Setver

<Any > W

[ JUse Windows User Mame and Password

IJser Information for PEAP (EAP-M3ICHAP ¥2) Authentication

zer Mame: |

Passwiord:

Confirm Password:

Advanced... ] [ K, ] [ Cancel

121401

Check the Use M achine I nformation For Domain L ogon check box if you want the client to attempt
to log into a domain using information from the machine store (before you log on using your username
and password). Doing so enables you to get user and Novell-based login scripts, map network drives,
and implement user-based domain security policies. The default setting is checked.

A
Note If you do not check the Use Machine Information For Domain Logon check box, machine
information is not used. Authentication does not occur until you log on.

Choose the certificate authority from which the server certificate was downloaded in the Server
drop-down list.

Perform one of the following to specify the username and password that will be used for inner PEAP
tunnel authentication:

« If you want your Windows username and password to also serve as your PEAP username and
password, check the Use Windows User Name and Passwor d check box.

« If youwant to use a distinct username and password (which are registered with the RADIUS server)
to start the PEAP authentication process, follow these steps:

a. Enter your PEAP username and password in the corresponding fields.
)

Note  Your Windows usernameis filled in automatically. Simply delete your Windows
username and enter your separate PEAP username.

b. Re-enter your password in the Confirm Password field.
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Step6  Perform one of the following:
- If you are finished configuring PEAP (EAP-MSCHAP V2) for this profile, go to Step 7.

- If you want to implement added security by further refining the network certificate that will be
accepted and controlling the string used to set up the outer PEAP tunnel, follow these steps:

a. Click Advanced. The Advanced Configuration window appears (see Figure 5-12).

Figure 5-12 Advanced Configuration Window

Advanced Configuration

Specific Server ar Damair:

Login M ame:

(] ] l Cancel

103405

b. Leavethe Specific Server or Domain field blank to allow the client to accept a certificate from
any server that supplies a certificate signed by the certificate authority listed in the Server
drop-down list on the Define PEAP (EAP-MSCHAP V2) Configuration window.

c. IftheLogin Namefieldisnot filled in automatically, enter your username with nothing after it
(for example, jsmith).

N

Note  Some RADIUS servers require that the same name be entered for both the inner and
outer PEAP tunnels. That is, the same name may need to be entered in both the Login
Name field and the User Name field on the Define PEAP (EAP-MSCHAP V 2)
Configuration window. Contact your system administrator for information. If the Use
Windows User Name and Password check box is checked on the Define PEAP
(EAP-MSCHAP V2) Configuration window, the Login Name may need to match the
Windows username of the person who is logging in.

d. Click OK to save your settings.

Step7  Click OK in each window to save your changes and to return to the Cisco Aironet Desktop Utility
(Profile Management) window.

Step8  Refer to Chapter 6 for instructions on authenticating using PEAP (EAP-MSCHAP V2).

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and Configuration Guide
I oL-a211-02 .m



Chapter5  Configuring the Client Adapter |

M Setting Roaming Parameters in the Windows Control Panel

Disabling Static WEP, WPA Passphrase, or EAP

To disable static WEP, WPA passphrase, or EAP authentication [LEAP, EAP-TLS, PEAP (EAP-GTC),
or PEAP (EAP-MSCHAP V2)] for a particular profile, choose None on the Profile Management
(Security) window and click OK.

Note  Choosing any security option other than Pre-Shared Key (Static WEP) on the Profile Management
(Security) window disables static WEP automatically.

Note  Choosing Pre-Shared Key (Static WEP) or WPA Passphrase on the Profile Management (Security)
window disables EAP automatically.

Setting Roaming Parameters in the Windows Control Panel

The Cisco Aironet 802.11a/b/g Wireless Adapter Properties window (see Figure 5-13) in the Windows
Control Panel enables you to set two parameters that regulate the client adapter’s roaming capabilities.

Figure 5-13 Cisco Aironet 802.11a/b/g Wireless Adapter Properties Window

Cisco Aironet 802.11a/b/g Wireless Adapter, Properties @E|

General | Advanced | Driver | Resources

The following properties are available for thiz network. adapter. Click
the property you want to change on the left, and then select itz value
on the night.

Property: Walue:

80211 Authentication Tupe 120 +|
502.11b Preamble =l

155 Aging nkerval
bl ap Reagizters
Metwork, Address
Power Save Mode
Radio On/0fF
Scan Valid Interval

(] 8 l [ Cancel
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Step 1
Step 2
Step 3
Step 4
Step 5

Setting Roaming Parameters in the Windows Control Panel

Follow these steps to access the roaming parameters.

Double-click My Computer, Control Panel, and System.

Click the Har dware tab and Device M anager.

Double-click Network Adapters.
Right-click Cisco Aironet 802.11a/b/g Wireless Adapter.

Click Properties and the Advanced tab. The roaming parameters appear in the Property list. Table 5-5
lists and describes the client adapter’s roaming parameters. Follow the instructionsin the table to change

the parameters.

Table 5-5 Roaming Parameters (in the Windows Control Panel)

Parameter

Description

BSS Aging Interval

The amount of time (in seconds) that the client keeps an access point in
its roaming scanlist after it can no longer communicate to that device.
The higher the value, the greater the number of access points to which
the client may roam.

Range: 20 to 300 seconds (in 10-second increments)
Default: 120 seconds

Note  Ciscorecommendsthat you set the BSS Aging Interval to twice
the value of the Scan Valid Interval. For example, if the Scan
Valid Interval is 50, the BSS Aging Interval would be 100.

Scan Valid Interval

The amount of time (in seconds) before the client starts scanning for a
better access point after reaching the roaming threshold or missing
beacons. (See the threshold criteriain the table below.) The higher the
value, the less time the client spends scanning for a better access point
and the more time it has to send data.

Range: 20 to 120 seconds (in 5-second increments)
Default: 60 seconds

Note  Theclient does not scan for a new access point aslong asit has
a good connection and is passing data.

Signal Strength Transmit Rate
Wireless Mode Threshold (dBm) | Threshold (Mbps)
5 GHz, 54 Mbps or 24 24
2.4 GHz, 54 Mbps
2.4 GHz, 11 Mbps 24 9
(other modes enabled)
2.4 GHz, 11 Mbps 24 5
(only mode enabled)

[ oL-4211-02
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CHAPTER 6

Using EAP Authentication

This chapter explains the sequence of events that occurs and the actions you must take when a profile
that is set for EAP authentication is selected for use.

The following topics are covered in this chapter:
» Overview, page 6-2
» Using LEAP, page 6-2
» Using LEAP with the Windows Username and Password, page 6-3
« Using LEAP with aManually Prompted Login, page 6-4
« Using LEAP with a Saved Username and Password, page 6-7
« Using EAP-TLS, page 6-8
» Using PEAP (EAP-GTC), page 6-8
» Using PEAP (EAP-MSCHAP V2), page 6-9
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W oOverview

Overview
This chapter explains the sequence of events that occurs after you (or auto profile selection) select a
profile that uses EAP authentication or you ject and reinsert the client adapter, reboot the computer, or
log on while this profile is selected. The chapter contains six sections based on the profile’'s
authentication type and its username and password settings:
» LEAP with the Windows username and password, page 6-3
» LEAP with a manually prompted login, page 6-4
» LEAP with a saved username and password, page 6-7
« EAP-TLS, page 6-8
 PEAP (EAP-GTC), page 6-8
- PEAP (EAP-MSCHAP V2), page 6-9
Also provided are an overview of LEAP authentication and instructions for restarting the LEAP
authentication process when necessary (see the “Using LEAP’ section below).
Follow the instructions for your profile’s authentication type and credential settings to successfully
authenticate.
N

Note If any error messages appear during authentication, refer to Chapter 10 for explanations and
recommended actions.

Using LEAP

When LEAP authentication begins, the LEAP Authentication Status window appears (see Figure 6-1).

Figure 6-1 LEAP Authentication Status Window

LEAP Authentication Status @

Card Mame:  Cizco Aironet 802.11a/b/g Wireless Adapter

Prafile Mame: Office

Stepsz Status
1. Starting LEAP Authentication Success
2. Checking Link, Statuz Success
-» 3. Renewing IP address Renewing IP. ..

4, Detecting 1P Frame Type

A. Finding Diomain Contraller

Cancel

103423
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Using LEAP with the Windows Username and Password Il

Thiswindow provides information about the status of LEAP authentication. Table 6-1 lists and explains
the stages of LEAP authentication. As each stage is completed, a status message (such as Success)
appears in the Status field. If any error messages appear, refer to the “ Error Messages” section on
page 10-12 for an explanation and the recommended action to take.

Table 6-1  Stages of LEAP Authentication

Stage Explanation

Starting LEAP Authentication The client adapter associatesto an access point, and the LEAP
authentication process begins.

Checking Link Status The client adapter is LEAP authenticated, and the network
connection is verified.

Renewing IP Address If DHCP is enabled, the IP address is released and renewed.

Detecting IPX Frame Type The IPX frame typeisreset if AutoDetect is enabled.

Finding Domain Controller If you are logging into a domain and the active profile
specifies that the domain name be included, an attempt is
made to find the domain controller to make sure subsequent
access to the domain is successful.

To force your client adapter to try to reauthenticate using the username and password of the current
profile, choose Reauthenticate from the ASTU pop-up menu or the ADU Action drop-down menu.
When you choose this option, the LEAP Authentication Status window appears, and the authentication
process begins.

If your client adapter is unable to authenticate using the specified username and password, you are
prompted to re-enter them. If you click Cancel, amessage appears indicating that the current profile will
be disabled until you choose the Reauthenticate option, reboot your computer, or gject and reinsert the
client adapter.

Using LEAP with the Windows Username and Password

After Profile Selection or Card Insertion

After you (or auto profile selection) select a profile that uses your Windows username and password for
LEAP authentication or you eject and reinsert the client adapter while this profile is selected, the
following events occur:

1. The LEAP Authentication Status window appears.

2. If your client adapter authenticates, the window shows that each stage was successful and then
disappears. ASTU and the Link Statusfield on the ADU Current Status window show Authenticated.

If the authentication attempt fails, ASTU and ADU show Authentication Failed, and an error
message appears after the LEAP timeout period has expired. Refer to the “Error Messages” section
on page 10-12 for the necessary action to take.

[ oL-4211-02
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After a Reboot or Logon

Step 1

Step 2

Step 3

After your computer reboots or you log on, follow these steps to L EAP authenticate.

When the Windows login window appears, enter your Windows username and password and click OK.
The domain name is optional.

N,
Note  If your computer hasNovell Client 32 softwareinstalled, aseparate LEAP|ogin window appears
before the Novell login window. If this occurs, enter your Windows and Novell username and

password in the login windows and click OK.

The LEAP Authentication Status window appears.

If your client adapter authenticates, the window shows that each stage was successful and then
disappears. ASTU and the Link Status field on the ADU Current Status window show Authenticated.

If the authentication attempt fails, ASTU and ADU show Authentication Failed, and an error message
appears after the LEAP timeout period has expired. Refer to the “Error Messages” section on page 10-12
for the necessary action to take.

Windows continues to log you onto the system.

Using LEAP with a Manually Prompted Login

After Profile Selection

N

Note

Step 1

After you (or auto profile selection) select a profile that uses LEAP authentication with a manually
prompted login, follow these steps to L EAP authenticate.

This procedure is applicable the first time a manual LEAP profile is selected. After you follow these
stepsto enter your LEAP credentials, you can switch profiles without having to re-enter your credentials
until you reboot your computer, gject and reinsert your client adapter, or change the profile in any way
(including its priority in auto profile selection).

Perform one of the following:

- If you activate amanual LEAP profile, the Enter Wireless Network Password window appears (see
Figure 6-2).
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Figure 6-2  Enter Wireless Network Password Window
Enter Wireless Hetwork Passwornd @@

Flease enter your LEAP usernamne and password ko log
on ko the wireless network

Cancel

User Mame : |

Passward : |
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Prafile Mame @ Office

103424

Enter your LEAP username and password and click OK. The domain name can be entered in the
Log On To field; it is optional.

« If auto profile selection selects amanual LEAP profile, you must choose the Manual LEAP Login
option from ASTU or the ADU Action drop-down menu (see Figure 6-3).

Figure 6-3  Action Drop-Down Menu
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xi
Metwork Type:  Infrastructure Current Channel 1
Wirgless Mode: 2.4 GHz 11 Mbpz IP Address: 169264232217

signal Stengthe. BERERENENERERENERENRAS  Excellent
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Step 2

When the Enter Wireless Network Password window appears (see Figure 6-2), enter your LEAP
username and password and click OK. The domain name is optional.

The LEAP Authentication Status window appears. If your client adapter authenticates, the window
shows that each stage was successful and then disappears. ASTU and the Link Status field on the ADU
Current Status window show Authenticated.

If the authentication attempt fails, ASTU and ADU show Authentication Failed, and an error message
appears after the LEAP timeout period has expired. Refer to the “Error Messages” section on page 10-12
for the necessary action to take.

After a Reboot, Logon, or Card Insertion

Step 1
Step 2
Step 3

Step 4

After your computer reboots, you log on, or you gject and reinsert the client adapter, the adapter does
not automatically attempt to authenticate. You must manually invoke the authentication process. To do
so, follow these steps.

If you rebooted your computer or logged on, complete your standard Windows login.
Open ASTU or ADU.

Choose the Manual LEAP L ogin option from the ASTU pop-up menu or the ADU Action drop-down
menu.

When the Enter Wireless Network Password window appears (see Figure 6-4), enter your LEAP
username and password and click OK. The domain name can be entered in the Log On To field; it is
optional.

Figure 6-4 Enter Wireless Network Password Window
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Using LEAP with a Saved Username and Password

The LEAP Authentication Status window appears.

Step5  If your client adapter authenticates, the window shows that each stage was successful and then
disappears. ASTU and the Link Status field on the ADU Current Status window show Authenticated.

If the authentication attempt fails, ASTU and ADU show Authentication Failed, and an error message
appears after the LEAP timeout period has expired. Refer to the “Error Messages” section on page 10-12
for the necessary action to take.

Using LEAP with a Saved Username and Password

After Profile Selection or Card Insertion

After you (or auto profile selection) select a profile that uses LEAP authentication with a saved LEAP
username and password or you gject and reinsert the client adapter while this profile is selected, the
following events occur:

1. The LEAP Authentication Status window appears.

2. If your client adapter authenticates, the window shows that each stage was successful and then
disappears. ASTU and the Link Statusfield on the ADU Current Status window show Authenticated.

If the authentication attempt fails, ASTU and ADU show Authentication Failed, and an error
message appears after the LEAP timeout period has expired. Refer to the “Error Messages” section
on page 10-12 for the necessary action to take.

After a Reboot or Logon

After your computer reboots or you log on, the following events occur:

1. After you enter your Windows username and password, the L EAP authentication process begins
automatically using your saved L EAP username and password.

N,

Note If you unchecked the No Network Connection Unless User |sL ogged I n check box on the
L EAP Settings window, the L EAP authentication process begins before the Windows login
window appears.

2. If your client adapter authenticates, the LEAP Authentication Status window shows that each stage
was successful and then disappears. ASTU and the Link Status field on the ADU Current Status
window show Authenticated.

If the authentication attempt fails, ASTU and ADU show Authentication Failed, and an error
message appears after the LEAP timeout period has expired. Refer to the “Error Messages” section
on page 10-12 for the necessary action to take.

3. Windows continues to log you onto the system.
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Using EAP-TLS

After you (or auto profile selection) select a profile that uses EAP-TL S authentication or you gject and
reinsert the client adapter, reboot the computer, or log on while this profile is selected, the EAP
authentication process begins automatically, and the client adapter should EAP authenticate.

If your client adapter authenticates, ASTU and the Link Statusfield on the ADU Current Status window
show Authenticated. If the authentication attempt fails, ASTU and ADU show Authentication Failed.

Using PEAP (EAP-GTC)

After you (or auto profile selection) select a profile that uses PEAP (EAP-GTC) authentication or you
gject and reinsert the client adapter, reboot the computer, or log on while this profile is selected, follow
the steps in one of the sections below to EAP authenticate. Choose the section appropriate for your user
database.

Windows NT or 2000 Domain Databases or LDAP Databases Only

The EAP authentication process begins automatically. The client adapter should EAP authenticate using
either your Windows credentials or the username and password entered in the Define PEAP (EAP-GTC)
Configuration window. If your client adapter authenticates, ASTU and the Link Statusfield onthe ADU
Current Status window show Authenticated. If the authentication attempt fails, ASTU and ADU show
Authentication Failed.

OTP Databases Only

Stepl  Useyour hardware token device or Sof Token program to obtain the one-time password.

Step2  When the Token Configuration window appears (see Figure 6-5), enter the one-time password.

Figure 6-5 Token Configuration Window

Token Configuration i |

Set Dynamic Token Configuration

User Mame: ation

Challenge:  %ou are now using PEAP

Password: | |

a,

Ok | Cancel
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~

Note  Theusernameisfilled in automatically.
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Step 3

Using PEAP (EAP-MSCHAPV2) W

Click OK to begin the authentication process.

N

Note If the password isinvalid or entered incorrectly, the Token Configuration window reappears,
enabling you to re-enter it.

If your client adapter authenticates, ASTU and the Link Status field on the ADU Current Status window
show Authenticated. If the authentication attempt fails, ASTU and ADU show Authentication Failed.

Using PEAP (EAP-MSCHAP V/2)

After you (or auto profile selection) select a profile that uses PEAP (EAP-MSCHAP V 2) authentication
or you gject and reinsert the client adapter, reboot the computer, or log on while this profile is selected,
the EAP authentication process begins automatically. The client adapter should EAP authenticate using
either your Windows credentials or the username and password entered in the Define PEAP
(EAP-MSCHAP V2) Configuration window.

If your client adapter authenticates, ASTU and the Link Statusfield on the ADU Current Status window
show Authenticated. If the authentication attempt fails, ASTU and ADU show Authentication Failed.

[ oL-4211-02
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W Using PEAP (EAP-MSCHAP V2)
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Viewing Status and Statistics

This chapter explains how to use ADU to view the client adapter’s status and its transmit and receive
statistics.

The following topics are covered in this chapter:
» Overview of ADU Status and Statistics Tools, page 7-2
» Setting Parameters that Affect ADU Status and Statistics Tools, page 7-2
« Viewing the Current Status of Your Client Adapter, page 7-4
» Viewing Statistics for Your Client Adapter, page 7-11
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Overview of ADU Status and Statistics Tools

In addition to enabling you to configure your client adapter for use in various types of networks, ADU
provides tools that enable you to assess the performance of the client adapter and other devices on the
wireless network. These tools perform the following functions:

- Display your client adapter’s current status and configured settings
- Display statistics pertaining to your client adapter’s transmission and reception of data

Table 7-1 enables you to quickly find instructions for using ADU status and statistics tools.

Table 7-1  Status and Statistics Tool Instructions

Tool Page Number
Status 7-4
Statistics 7-11

Setting Parameters that Affect ADU Status and Statistics Tools

Several parameters affect the operation of ADU status and statisticstools. Follow these stepsto set these
parameters.

Stepl  Open ADU.

Step2  Choose Display Settingsfrom the Options drop-down menu. The Display Settings window appears (see
Figure 7-1).

Figure 7-1  Display Settings Window

| Display Settings @

Signal Strength Dizplay Urits; 3 %) dBm
Refresh [nterval [seconds]; 3|
D ata Display: ) Relative (%) Cumulative
OF. ] l Cancel g
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Setting Parameters that Affect ADU Status and Statistics Tools

Step3  Table 7-2 lists and describes the parameters that affect the operation of ADU status and statistics tools.
Follow the instructions in the table to change any parameters.

Table 7-2  Parameters Affecting ADU Status and Statistics Tools

Parameter Description

Signal Strength Display Units |Specifies the units used to display signal strength on the Advanced
Status and Available Infrastructure and Ad Hoc Networks windows.

Options: % or dBm

Default: dBm
Units Description
% Displays the signal strength as a
percentage.
dBm Displays the signal strength in decibels
with respect to milliwatts.
Refresh Interval Specifies how often the ADU status and statistics windows and the

ASTU icon are updated.
Range: 1 to 5 seconds between updates (in 1-second increments)

Default: 3 seconds between updates

Data Display Specifies whether the data that is displayed on the Diagnostics and
Advanced Statistics windows continue to increment until the driver is
reloaded or only until an update occurs (every 1 to 5 seconds).

Options: Relative or Cumulative
Default: Cumulative

Data Display Description

Relative Displaysstatistical datacollected sincethe
last update, as specified by the Refresh
Interval (1 to 5 seconds).

Cumulative Displaysstatistical datacollected sincethe
driver was loaded, upon card insertion or
reboot.

Step4  Click OK to save your changes.
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Viewing the Current Status of Your Client Adapter

ADU enables you to view the current status of your client adapter as well as many of the settings that
have been configured for the adapter. To view your client adapter’s status and settings, open ADU. The
Current Status window appears (see Figure 7-2).

Figure 7-2  Current Status Window

Cisco Aironet Desktop Utility - Current Profile: Office
Action  Options  Help

Curent Status | Profile Management | Diagrnostics

Profile Mame:  Office
M- Link Statuz:  Authenticated

Server Bazed Authentication:  LEAP Data Encryption:  WEF
Metwark Type:  Infrastructure Current Channel: 1
Wireless Mode: 2.4 GHz 11 Mbps IP Address: 169284232217

Signal Strength:. EEEEEEREEEERENEEENEEEE  Excelent

103414

Table 7-3 interprets each element of the Current Status window.
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Viewing the Current Status of Your Client Adapter

Table 7-3  Basic Client Adapter Status

Status

Description

Profile Name

The network configuration (or profile) your client adapter is currently
using.

Note  Refer to Chapter 4 for information on creating, modifying, and
selecting profiles.

Link Status

The operational mode of your client adapter.

Value: Not Associated, Associated, Authenticating, Authenticated,
Authentication Failed, Authentication Failed Retrying

Link Status Description

Not Associated The client adapter has not established a
connection to an access point (in
infrastructure mode) or another client (in
ad hoc mode).

Associated The client adapter has established a
connection to an access point (in
infrastructure mode) or another client (in
ad hoc mode).

Authenticating The client adapter is associated to an
access point, and the EAP authentication
process has begun but not yet succeeded.

Authenticated The client adapter is associated to an
access point, and the user is EAP
authenticated.

Authentication Failed The client adapter is associated to an
access point, but the user hasfailed to EAP
authenticate.

Authentication Failed The client adapter is associated to an

Retrying access point, the user has failed to EAP

authenticate, but another authentication
attempt is being made.

Server Based Authentication

The method by which authentication to a back-end server is being
performed to establish secure connectivity.

Value: None, LEAP, EAP-TLS, PEAP (EAP-GTC), or PEAP
(EAP-MSCHAP V2)

Note  Refer to the “Overview of Security Features’ section on
page 5-14 for details on these server-based authentication

types.

Data Encryption

The data encryption type that was negotiated with the access point (in
infrastructure mode) or another client (in ad hoc mode) upon
association.

Value: None, WEP, CKIP, or TKIP

Note  Refer to the “Overview of Security Features’ section on
page 5-14 for details on these data encryption types.

[ oL-4211-02
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Table 7-3  Basic Client Adapter Status (continued)

Status Description

Network Type The type of network in which your client adapter is being used.
Value: Infrastructure or Ad Hoc

Note  Refer to the Network Type parameter in Table 5-3 for
information on setting the network type.

Current Channel The channel that your client adapter is currently using for
communications. Thisfield displays Scanning while the client adapter
searches for a channel.

Value: Dependent on radio band and regulatory domain
Note  Refer to the Channel parameter in Table 5-3 for information on
setting the channel for your client adapter.

Note  Refer to Appendix D for alist of channel identifiers, channel
center frequencies, and regulatory domains for each channel.

Wireless Mode The frequency and rate at which your current wireless connection is
capable of transmitting or receiving packets.

Value: 5 GHz 54 Mbps, 2.4 GHz 11 Mbps, or 2.4 GHz 54 Mbps

Note  Refer to the Wireless Mode parameter in Table 5-3 for
information on setting the wireless mode for your client

adapter.
IP Address The IP address of your client adapter.
Signal Strength The signal strength for all received packets. The color of this
parameter’s progress bar provides a visual interpretation of signal
strength.

Value: Excellent (green), Good (green), Fair (yellow), Poor (red), or
No Link

Click Advanced if you want to view more detailed status information for your client adapter. The
Advanced Status window appears (see Figure 7-3).
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Figure 7-3  Advanced Status Window

Advanced Status

Metwark. Mame (S510]: Test AP 1 Current Signal Strength: .50 dBm

Server Bazed Authentication: Mone Current Moize Level: -98 dBm

[rata Encryphion: Maone Up Tinne: 00:04:11

Authentication Type: Open

HlEs ST i Bl Al 802.11b Preamble: Shart & Long
: Current Link Speed: 11.0 Mbps

Azsociated AP Name: AP340-383607 Channel B

fissociated AP [P Address: 0.0.0.0 Frequency: 2437 GHz
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Table 7-4 interprets each element of the Advanced Status window.

Table 7-4  Advanced Client Adapter Status

Status Description
Network Name (SSID) The name of the network to which your client adapter is currently
associated.

Note  Refer to the SSID1 parameter in Table 5-2 for information on
setting the client adapter’s SSID.

Server Based Authentication | The method by which authentication to a back-end server is being
performed to establish secure connectivity.

Value: None, LEAP, EAP-TLS, PEAP (EAP-GTC), or PEAP
(EAP-MSCHAP V2)

Refer to the “Overview of Security Features” section on page 5-14 for
details on these server-based authentication types.

Data Encryption The data encryption type that was negotiated with the access point (in
infrastructure mode) or another client (in ad hoc mode) upon
association.

Value: None, WEP, CKIP, or TKIP

Note  Refer to the “Overview of Security Features’ section on
page 5-14 for details on these data encryption types.
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Table 7-4  Advanced Client Adapter Status (continued)

Status

Description

Authentication Type

Specifies whether the client adapter must share the same WEP keys as
the access point in order to authenticate or can authenticate to the
access point regardless of its WEP settings.

Value: Open or Shared
Note  Anincorrect WEP key setting prevents connectivity to the
network regardless of the 802.11 authentication type selected.

Note  Refer to the “ Setting Advanced Parameters” section on
page 5-5 for information on setting the 802.11 authentication
mode.

M essage Integrity Check

Indicates whether your client adapter is using message integrity check
(MIC) to protect packets sent to and received from the access point.

MIC prevents bit-flip attacks on encrypted packets. During a bit-flip
attack, an intruder intercepts an encrypted message, altersit slightly,
and retransmits it, and the receiver accepts the retransmitted message
as legitimate.

Note  MIC is supported automatically by the client adapter’s driver,
but it must be enabled on the access point.

Value: None, MMH, or Michael

Message Integrity Check Description

None MIC is disabled.

MMH MIC is enabled and is being used with
CKIP.

Michael MIC is enabled and is being used with
WPA and TKIP.

Associated AP Name

The name of the access point to which your client adapter is associated.
It is shown only if the client adapter isin infrastructure mode, the
access point was configured with a name, and Aironet Extensions are
enabled (on access points running Cisco 10S Release 12.2(4)JA or
later).

Note  Thisfield shows up to 15 characters although the name of the
access point may be longer.

Associated AP |P Address

The IP address of the access point to which your client adapter is
associated. It is shown only if the client adapter isin infrastructure
mode, the access point was configured with an IP address, and Aironet
Extensions are enabled (on access points running Cisco 10S Release
12.2(4)JA or later).

Note If Aironet Extensions are disabled, the |P address of the
associated access point is shown as 0.0.0.0.
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Table 7-4  Advanced Client Adapter Status (continued)

Status Description

Associated AP MAC Address | The MAC address of the access point to which your client adapter is
associated. It is shown only if the client adapter isin infrastructure
mode.

Note  Thisfield displaysthe MAC address of the access point’s
Ethernet port (for access points that do not run Cisco 10S
software) or the MAC address of the access point’s radio (for
access points that run Cisco 10S software). The MAC address
of the Ethernet port on access points that run Cisco 10S
software is printed on alabel on the back of the device.

Power Save Mode The client adapter’s current power consumption setting.

Value: CAM (Constantly Awake Mode), Max PSP (Max Power
Saving), or Fast PSP (Power Save Mode)

Note  Refer to the Power Save Mode parameter in Table 5-3 for
information on setting the client adapter’s power save mode.

Current Power Level The power level at which your client adapter is currently transmitting.
The maximum level is dependent upon the radio band used and your
country’s regulatory agency.

Value: 10, 20, 30, 50, 63, or 100 mW (802.11b/g band);
10, 13, 20, 25, or 40 mW (802.11a band)

Note  Refer to the Transmit Power Level parameter in Table 5-3 for
information on setting the client adapter’s power level.

Available Power Levels The power levels at which your client adapter is capable of
transmitting. The maximum level is dependent upon the radio band
used and your country’s regulatory agency.

Value: 10, 13, 20, 25, or 40 mW (802.114);
10, 20, 30, 50, 63, or 100 mW (802.11b/g)

Note  Refer to the Transmit Power Level parameter in Table 5-3 for
information on the client adapter’s available power levels.

Current Signal Strength The signal strength for all received packets. The higher the value, the
stronger the signal.

Range: 0to 100% or 0 to —100 dBm

Current Signal Quality The signal quality for all received packets. The higher the value, the
clearer the signal.

Range: 0to 100%

Note  This setting appears only if you selected signal strength to be
displayed as a percentage. See the Signal Strength Display
Units parameter in Table 7-2 for information.
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Table 7-4  Advanced Client Adapter Status (continued)

Status Description

Current Noise Level The level of background radio frequency energy in the current radio
band. The lower the value, the less background noise present.

Range: 0to—-100 dBm

Note  This setting appears only if you selected signal strength to be
displayed in dBm. See the Signal Strength Display Units
parameter in Table 7-2 for information.

Up Time The amount of time (in hours:minutes:seconds) since the client adapter
has been receiving power. If the adapter has been running for more than
24 hours, the time is displayed in days, hours:minutes:seconds.

802.11b Preamble Indicates whether your client adapter is using only long radio headers
or short and long radio headers.

Value: Short & Long or Long Only
Note  Thisfield contains a value only when the client adapter is
operated in 2.4-GHz 11-Mbps or 2.4-GHz 54-Mbps mode.

Note  Refer to the 802.11b Preamble parameter in Table 5-3 for
information on using radio headers.

Current Link Speed The rate at which your client adapter is currently transmitting data
packets.
Value: 1,2,5.5,6,9, 11, 12, 18, 24, 36, 48, or 54 Mbps

Channel The channel that your client adapter is currently using for

communications. Thisfield displays Scanning while the client adapter
searches for a channel.

Value: Dependent on radio band and regulatory domain
Note  Refer tothe Channel parameter in Table 5-3 for information on
setting the channel for your client adapter.

Note  Refer to Appendix D for alist of channel identifiers, channel
center frequencies, and regulatory domains for each channel.

Frequency The radio frequency that your client adapter is currently using for
communications. This field displays “ Scanning” while the client
adapter searches for a frequency.

Value: Dependent on radio band and regulatory domain

Note  Refer to the Wireless Mode parameter in Table 5-3 for
information on setting the frequency for your client adapter.

Channel Set The regulatory domain for which your client adapter is currently
configured. This value is not user selectable.

Value: America, EMEA, Japan, or Rest of World

Note  Refer to Appendix D for alist of channel identifiers, channel
center frequencies, and regulatory domains for each channel.

Click OK to close the Advanced Status window.
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Viewing Statistics for Your Client Adapter

Note

ADU enables you to view statistics that indicate how datais being received and transmitted by your
client adapter.

To view your client adapter’s statistics, open ADU and click the Diagnostics tab. The Cisco Aironet
Desktop Utility (Diagnostics) window appears (see Figure 7-4).

Figure 7-4  Cisco Aironet Desktop Utility (Diagnostics) Window

[% Cisco Aironet Desktop Utility - Current Profile: Office
Action  Opkions  Help

Current Status | Profile Management | Diagnastics

Transrmit
Multicast Packets: 17
Broadcast Packets: 57
Unicast Packets: 52
Total Eptes: 13735 [

| Adapter [nformation |

[ Advanced Statistics ]

Troubleshoaoting ]

Receive
Multicast Packets: 0
Broadcast Packets: 0
Uricazt Packets: 1
Total Bytes: 452

103417

This window displays basic transmit and receive statistics for your client adapter. The statistics are
calculated on arelative or cumulative basis as specified by the Data Display parameter and are

continually updated at the rate specified by the Refresh Interval parameter. Instructionsfor changing the

Data Display and Refresh Interval settings are provided in Table 7-2.

The receive and transmit statistics are host statistics. That is, they show packets and errors received or

sent by the Windows device.

[ oL-4211-02
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Table 7-5 describes each statistic that is displayed for your client adapter.

Table 7-5  Basic Client Adapter Statistics

Statistic Description

Transmit Statistics

Multicast Packets The number of multicast packets that were transmitted.
Broadcast Packets The number of broadcast packets that were transmitted.
Unicast Packets The number of unicast packets that were transmitted successfully.
Total Bytes The number of bytes of data that were transmitted successfully.
Receive Statistics

Multicast Packets The number of multicast packets that were received.

Broadcast Packets The number of broadcast packets that were received.

Unicast Packets The number of unicast packets that were received successfully.
Total Bytes The number of bytes of datathat were received successfully.

Click Advanced Statisticsif you want to view additional statistics for your client adapter. The
Advanced Statistics window appears (see Figure 7-5).

Figure 7-5 Advanced Statistics Window
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Table 7-6 interprets each element of the Advanced Statistics window.

Table 7-6  Advanced Client Adapter Statistics

Status

Description

Transmit Statistics

Frames Transmitted OK

The number of frames that were transmitted successfully.

Frames Retried

The number of frames that were retried.

Frames Dropped

The number of frames that were dropped because of errors or
collisions.

No ACK Frames

The number of transmitted framesthat did not have their corresponding
Ack frame received successfully.

ACK Frames The number of transmitted frames that had their corresponding Ack
frame received successfully.

RTS Frames The number of request-to-send (RTS) transmissions that were
attempted.

CTS Frames The number of clear-to-send (CTS) frames that were received in
response to a successfully transmitted RTS frame.

No CTS Frames The number of request-to-send (RTS) transmissions that were

unsuccessful. The access point sends CTS frames in response to the
client’s RTS frames. Thisfield keeps track of each time the client does
not receive a CTS back from the access point.

Retried RTS Frames

The number of request-to-send (RTS) frames that were retransmitted.

Retried Data Frames

The number of normal data frames that were retransmitted.

Receive Statistics

Beacons Received

The number of beacon frames that were received successfully.

Frames Received OK

The number of all frames that were received successfully.

Frames Received with Errors

The number of frames that were received with an invalid checksum.

CRC Errors

The number of cyclic redundancy check (CRC) errors detected in the
data portion of the frame.

Encryption Errors

The number of frames that were received with encryption errors.

Duplicate Frames

The number of duplicate frames that were received.

AP Mismatches

The number of times the client adapter tried to associate to an access
point but was unable to because the access point was not the adapter’s
specified access point.

Note  Refer to the Access Point 1 through Access Point 4 parameters
on page 5-12 for information on specifying access points.

Data Rate Mismatches

The number of times the client adapter tried to associate to an access
point but was unable to because the adapter’s data rate was not
supported by the access point.

Note  Refer to the Wireless Mode parameter in Table 5-3 for
information on supported data rates.

[ oL-4211-02
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Table 7-6  Advanced Client Adapter Statistics (continued)

Status

Description

Authentication Time-Out

The number of timesthe client adapter tried to authenticate to an access
point but was unable to because the access point did not respond fast
enough (timed out).

Authentication Rejects

The number of timesthe client adapter tried to authenticate to an access
point but was rejected.

Association Time-Out

The number of times the client adapter tried to associate to an access
point but was unable to because the access point did not respond fast
enough (timed out).

Association Rejects

The number of times the client adapter tried to associate to an access
point but was rejected.

Standard MIC OK

The number of frames that were received with the correct message
integrity check (MIC) value.

Standard MIC Errors

The number of frames that were discarded due to an incorrect message
integrity check (MIC) value.

CKIPMIC OK

The number of frames that were received with the correct message
integrity check (MIC) value when CKIP was being used.

Note  Thisfield isdisplayed only if MIC is enabled on the access
point.

CKIP MIC Errors

The number of frames that were discarded due to an incorrect message
integrity check (MIC) value when CKIP was being used.

Note  Thisfield isdisplayed only if MIC is enabled on the access
point.

Click OK to close the Advanced Statistics window.
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Using the Aironet System Tray Utility (ASTU)

This chapter explains how to use the Aironet System Tray Utility (ASTU) to access status information
about your client adapter and perform basic tasks.

The following topics are covered in this chapter:
» Overview of ASTU, page 8-2
-« The ASTU Icon, page 8-2

Tool Tip Window, page 8-3

e Pop-Up Menu, page 8-5
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Overview of ASTU

ASTU is an optional application that provides a small subset of the features available through ADU.
Specifically, it enables you to access status information about your client adapter and perform basic
tasks. ASTU is accessible from an icon in the Windows system tray, making it easily accessible and
convenient to use. The ASTU icon appears only if aclient adapter isinstalled in your computer and you
did not disable ASTU during installation.

ASTU provides information and options in the following ways:
« In the appearance of the icon itself
- Through atool tip window that appears when you hover the cursor over the icon
« Through a pop-up menu that appears when you right-click the icon
« Through a Connection Status window that appears when you double-click the icon

The ASTU Icon

The appearance of the ASTU icon indicates the connection status of your client adapter. ASTU readsthe
client adapter status and updates the icon every 1 to 5 seconds, depending on the value entered for the

Refresh Interval on the Display Settings window. Table 8-1 interprets the different appearances of the

ASTU icon.

Note  Windows 2000 and X P may display their own wireless network connection statusicon in the system tray.
Cisco recommends that you turn off the Windows icon and use the ASTU icon to monitor your wireless
connection.

Table 8-1 Interpreting the ASTU Icon

Icon Description
A white icon indicates that the client adapter’s radio is disabled.

A dark gray icon indicates that the client adapter is not associated to an access point (in
infrastructure mode) or another client (in ad hoc mode).

A light gray icon indicates that the client adapter is associated to an access point (in
infrastructure mode) or another client (in ad hoc mode) but the user is not EAP
authenticated.

-

A green icon indicates that the client adapter is associated to an access point (in
infrastructure mode) or another client (in ad hoc mode), the user is authenticated if the
client adapter is configured for EAP authentication, and the signal strength is excellent
or good.
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Tool Tip Window W

Table 8-1 Interpreting the ASTU Icon (continued)

Icon Description

<= A yellow icon indicates that the client adapter is associated to an access point (in
infrastructure mode) or another client (in ad hoc mode), the user is authenticated if the
client adapter is configured for EAP authentication, and the signal strength is fair.

E A red icon indicates that the client adapter is associated to an access point (in
infrastructure mode) or another client (in ad hoc mode), the user is authenticated if the
client adapter is configured for EAP authentication, and the signal strength is poor.

Tool Tip Window

When you hover the cursor over the ASTU icon, the Tool Tip window appears (see Figure 8-1).

N

Note If theclient adapter’sradio is disabled, a message appearsinstead of the Tool Tip window to inform you
that the wireless network interface is disabled.

Figure 8-1 Tool Tip Window

Qffice

Test AP 1

Associaked

Excellent

11 Mbps

Cisco Aironet 302, 11a/b/g Wireless Adapter #2
169,254 .42,170

103440

This window provides information on the current status of your client adapter. Table 8-2 lists and
describes each element of the Tool Tip window.

Table 8-2 Tool Tip Window Elements

Status Element Description

Active profile The network configuration (or profile) that your client adapter is
currently using.

SSID The name of the network to which your client adapter is currently
associated.

Note  Thisfieldisblank if your client adapter is not associated to an
access point (in infrastructure mode) or another client (in ad
hoc mode).

Note  Refer to the SSID1 parameter in Table 5-2 for information on
setting the client adapter's SSID.
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Table 8-2  Tool Tip Window Elements (continued)

Status Element Description

Connection status The operational mode of your client adapter.

Value: Not Associated, Associated, Authenticating, Authenticated,
Authentication Failed, or Authentication Failed Retrying

Connection Status

Description

Not Associated

The client adapter has not established a
connection to an access point (in
infrastructure mode) or another client (in
ad hoc mode).

Associated

The client adapter has established a
connection to an access point (in
infrastructure mode) or another client (in
ad hoc mode).

Authenticating

The client adapter is associated to an
access point, and the EAP authentication
process has begun but not yet succeeded.

Authenticated

The client adapter is associated to an
access point, and the user is EAP
authenticated.

Authentication Failed

The client adapter is associated to an
access point, but the user hasfailed to EAP
authenticate.

Note  This status may appear very
briefly or not at all as the
authentication failure may result
in the client adapter becoming
disassociated, in which case the
status reads Not Associated.

Authentication Failed
Retrying

The client adapter is associated to an
access point, the user has failed to EAP
authenticate, but another authentication
attempt is being made.

Note  This status may appear very
briefly or not at al asthe
authentication failure may result
in the client adapter becoming
disassociated, in which case the
status reads Not Associated.
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Table 8-2  Tool Tip Window Elements (continued)

Status Element Description

Link quality The client adapter's signal strength for all received packets.
Value: Excellent, Good, Fair, Poor, or No Link

Link speed The rate at which your client adapter is currently transmitting data
packets.
Value: 1,2,5.5,6,9, 11, 12, 18, 24, 36, 48, or 54 Mbps

Client adapter type A description of your client adapter.

Client adapter |1P address The IP address of your client adapter.

Pop-Up Menu
When you right-click the ASTU icon, the ASTU pop-up menu appears (see Figure 8-2).

Figure 8-2 ASTU Pop-Up Menu

Help
Exit

Cpen Aironet Deskkop Ukl .
Troubleshooting

Preferences...

Dizable Radio

Select Profile *

(il

Show Connection Status

1034

The following sections describe each ASTU pop-up menu option.

Note  If you used the Aironet System Tray Utility Preferences window or your system administrator used an
administrative tool to deactivate certain ASTU menu options, these options do not appear in the menu
and therefore cannot be selected.

Help

This option enables you to access the online help.
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Exit

This option closes ADU and ASTU.

Note  To reactivate ADU, double-click the Aironet Desktop Utility icon on your computer desktop. To
reactivate ASTU, choose the Enable Tray I con option from the ADU Action drop-down menu.

Open Aironet Desktop Utility

This option activates ADU.

Troubleshooting

This option activates the troubleshooting utility, which enables you to identify and resolve configuration
and association problems with your client adapter. Refer to the “ Using the Troubleshooting Utility”
section on page 10-3 for detailed instructions on using this utility.

Preferences

When you choose this option, the Aironet System Tray Utility Preferences window appears (see
Figure 8-3).

Figure 8-3  Aironet System Tray Utility Preferences Window

Aironet System Tray Utility Preferences

Startup Options

[1Run the program autamatically when Windows starts

b enu Optionz

Check the items that you want ta appear an the popup
menu. [Unchecked items are hidden. ]

v|Help

w'|E xit

v Open Aironet Desktop Utility
| Troubleshooting

v|[lizable R adio

v|tManual LEAP Login
v|FReauthenticate

w|Select Prafile

v| Show Connection Status

QK. ] l Cancel
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Step 1

Step 2

Step 3

Pop-UpMenu

This window enables you to determine when ADU and ASTU run and to choose the options that appear
on the ASTU pop-up menu. Follow these steps to make your selections.

If youwant ADU and ASTU to run automatically when Windows starts, make surethe Run the program
automatically when Windows starts check box is checked. Otherwise, uncheck this check box.

N

Note If you do not choose this option and later want to run ADU and ASTU, you must double-click
the Aironet Desktop Utility icon on your computer desktop.

In the Menu Options portion of the window, make sure the check boxes of all the options that you want
to appear in the ASTU pop-up menu are checked. Any options that are not checked will not be included
in the menu.

N

Note  The Preferences option cannot be desel ected. It always appearsin the ASTU pop-up menu.

Click OK to save your changes.

Enable/Disable Radio

This option enables you to disable or enable the client adapter’s radio. Disabling the radio prevents the
adapter from transmitting RF energy. You might want to disable the client adapter’sradio in the
following situations:

« You are not transmitting data and want to conserve battery power.

» You are using alaptop on an airplane and want to prevent the adapter’s transmissions from
potentially interfering with the operation of certain devices.

When theradio is enabled, it periodically sends out probes even if it is not associated to an access point
(in infrastructure mode) or another client (in ad hoc mode), as required by the 802.11 specification.
Therefore, it isimportant to disable it around devices that are susceptible to RF interference.

If the client adapter’sradio isdisabled, your client adapter is not associated, and amessage appearswhen
you hover the cursor over the ASTU icon to inform you that the wireless network interface is disabled.

If your client adapter’s radio is disabled before your computer enters standby or hibernate mode or
beforeyou reboot the computer, the radio remains disabled when the computer resumes. You must enable
the radio to resume operation.

If the radio is enabled, choose Disable Radio to disable the radio.
If the radio is disabled, choose Enable Radio to enable the radio.

[ oL-4211-02
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Manual LEAP Login

This option enables you to manually invoke the authentication process for a profile that is configured to
use a manually prompted L EAP username and password. When you choose this option, the Enter
Wireless Network Password window appears. Enter your LEAP credentials and click OK. The LEAP
Authentication Status window appears, and the authentication process begins.

Note  Refer to Chapter 5 for information on setting a manual LEAP profile and Chapter 6 for details on the
authentication process.

Reauthenticate

This option forces your client adapter to try to reauthenticate using the username and password of the
current profile. It isavailable only for LEAP-enabled profiles. When you choose this option, the LEAP
Authentication Status window appears, and the authentication process begins.

If your client adapter is unable to authenticate using the specified username and password, you are
prompted to re-enter them. If you click Cancel, amessage appearsindicating that the current profile will
be disabled until you choose the Reauthenticate option, reboot your computer, or gject and reinsert the
client adapter.

Select Profile

This option enables you to select the active profile for your client adapter. When you choose this option,
a profiles submenu appears (see Figure 8-4).

Figure 8-4  Profiles Submenu

IUse Auko Profile Selection

Home
v Ciffice

103410

From this menu, you can choose between the following options:

- Use Auto Profile Selection—Causes the client adapter’s driver to automatically select a profile
from the list of profiles that were set up in ADU to be included in auto profile selection.

If the client adapter |oses association for more than 10 seconds (or for more than the time specified
by the LEAP authentication timeout value on the LEAP Settings window if LEAP is enabled), the
driver switches automatically to another profilethat isincluded in auto profile selection. The adapter
will not switch profiles aslong asit remains associated or reassociates within 10 seconds (or within
the time specified by the LEAP authentication timeout value). To forcethe client adapter to associate
to adifferent access point (in infrastructure mode) or another client (in ad hoc mode), you must
select a new profile.

N

Note  Thisoptionisavailable only if two or more profiles are included in auto profile selection.
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Note  Login scriptsare not reliable if you use auto profile selection with LEAP. If you LEAP
authenticate and achieve full network connectivity before or at the sametimeasyou log into
the computer, the login scriptswill run. However, if you LEAP authenticate and achieve full
network connectivity after you log into the computer, the login scripts will not run.

» A gpecific profile—When you select a profile from the list of available profiles, the client adapter
attempts to establish a connection to an access point (in infrastructure mode) or another client (in
ad hoc mode) using the parameters that were configured for that profile.

If the client adapter cannot associate to the access point (or other client) or loses association while
using the selected profile, the adapter does not attempt to associate using another profile. To get it
to associate, you must select a different profile or select Use Auto Profile Selection.

Simply click the desired profile to select it. A check mark appears beside the profile, and the client
adapter attempts to establish a connection using the selected profile.

Show Connection Status

When you choose this option, the Connection Status window appears (see Figure 8-5).

Figure 8-5 Connection Status Window

Cisco Aironet 802, 11a/bfg Wireless Adapter Connection Status g|

Active Profile: Office
Auto Profile Selection: Dizabled
Connection Status: Azzociated
Link. Cluality: Excellent
551D Test &F 1
Accesz: Point Mame: AP340-383667
Accesz Pont [P Address: 0000
Link, Speed: 11.0 Mbp=
Client Adapter |P Address: 169.254.250.201
(] §

Thiswindow provides information on the current status of your client adapter. Table 8-3 interprets each
element of the Connection Status window.

Note  You can also access the Connection Status window by double-clicking the ASTU icon.
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Table 8-3 Connection Status Window Elements

Status Element

Description

Active Profile

The network configuration (or profile) that your client adapter is

currently using.

Auto Profile Selection

Indicates whether your client adapter is using auto profile selection.
Value: Enabled or Disabled

Connection Status

The operational mode of your client adapter.

Value: Not Associated, Associated, Authenticating, Authenticated,
Authentication Failed, or Authentication Failed Retrying

Connection Status

Description

Not Associated The client adapter has not established a
connection to an access point (in
infrastructure mode) or another client (in
ad hoc mode).

Associated The client adapter has established a

connection to an access point (in
infrastructure mode) or another client (in
ad hoc mode).

Authenticating

The client adapter is associated to an
access point, and the EAP authentication
process has begun but not yet succeeded.

Authenticated

The client adapter is associated to an
access point, and the user is EAP
authenticated.

Authentication Failed

The client adapter is associated to an
access point, but the user hasfailed to EAP
authenticate.

Note  This status may appear very
briefly or not at all asthe
authentication failure may result
in the client adapter becoming
disassociated, in which case the
status reads Not Associated.

Authentication Failed
Retrying

The client adapter is associated to an
access point, the user has failed to EAP
authenticate, but another authentication
attempt is being made.

Note  This status may appear very
briefly or not at all as the
authentication failure may result
in the client adapter becoming
disassociated, in which case the
status reads Not Associated.

Jl  Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and Configuration Guide

oL-4211-02 |



| Chapter8 Using the Aironet System Tray Utility (ASTU)

Pop-UpMenu

Table 8-3 Connection Status Window Elements (continued)

Status Element Description

Link Quality The client adapter’s signal strength for all received packets.
Value:  Excellent, Good, Fair, Poor, or No Link

SSID The name of the network to which your client adapter is currently
associated.

Note  Refer to the SSID1 parameter in Table 5-2 for information on
setting the client adapter’s SSID.

Access Point Name The name of the access point to which your client adapter is associated.
It is shown only if the client adapter is in infrastructure mode, the
access point was configured with a name, and Aironet Extensions are
enabled (on access points running Cisco 10S Release 12.2(4)JA or
later).

Note  Thisfield shows up to 15 characters although the name of the
access point may be longer.

Access Point |P Address The IP address of the access point to which your client adapter is
associated. It is shown only if the client adapter isin infrastructure
mode, the access point was configured with an IP address, and Aironet
Extensions are enabled (on access points running Cisco 10S Release
12.2(4)JA or later).

Note If Aironet Extensions are disabled, the |P address of the
associated access point is shown as 0.0.0.0.

Link Speed The rate at which your client adapter is currently transmitting data
packets.

Value: 1,2,55,6,9, 11, 12, 18, 24, 36, 48, or 54 Mbps

Client Adapter IP Address The IP address of your client adapter.
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CHAPTER 9

Routine Procedures

This chapter provides procedures for common tasks related to the client adapter.
The following topics are covered in this chapter:

» Removing a Client Adapter, page 9-2

» Client Adapter Software Procedures, page 9-3

» Enabling or Disabling Your Client Adapter’s Radio, page 9-9
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Removing a Client Adapter

Follow the instructions in this section to remove a PC-Cardbus card or PCI card from a computing
device, when necessary.

A

Caution  These procedures and the physical connections they describe apply generally to conventional Cardbus
slots and PCI expansion slots. In cases of custom or nonconventional equipment, be alert to possible
differences in Cardbus slot and PCI expansion slot configurations.

Removing a PC-Cardbus Card

To remove a PC-Cardbus card after it is successfully installed and configured (such as when your laptop
isto be transported), completely shut down your computer and pull the card directly out of the Cardbus
slot. When the card is reinserted and the computer is rebooted, your connection to the network should
be re-established.

Note  If you need to remove your PC-Cardbus card but do not want to shut down your computer, double-click
the Unplug or Eject Hardwareicon in the Windows system tray, choose the Cisco Aironet client
adapter you want to remove under Hardware devices, click Stop, and click OK to close each open
window. Then pull the card directly out of the card slot.

Removing a PCI Card

Because PCI client adapters are installed inside desktop computers, which are not designed for portable
use, you should have little reason to remove the adapter. However, instructions are provided below in
case you need to remove your PCI card.

Stepl  Completely shut down your computer.
Step2  Remove the computer cover.

Step3  Removethe screw from the top of the CPU back panel abovethe PCI expansion slot that holdsyour client
adapter.

Step4  Pull up firmly on the client adapter to release it from the slot and carefully tilt the adapter to slip its
antenna through the opening near the slot.

Step5  Reinstall the screw on the CPU back panel and replace the computer cover.
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Client Adapter Software Procedures

This section provides instructions for the following procedures:
» Upgrading the client adapter software, page 9-3
» Uninstalling the client adapter software, page 9-6
- ADU procedures, page 9-7
« ASTU procedures, page 9-9

Upgrading the Client Adapter Software

Follow these steps to upgrade your Cisco Aironet CB21AG or PI21AG client adapter softwareto amore
recent release using the settings that were selected during the last installation.

Y
Note  If youwant to upgrade your client adapter software using new installation settings, uninstall the previous
installation (see the instructions on page 9-6); then install the new software (see the instructions on

page 3-2).

Stepl  Make sure the client adapter isinserted in your computer.

~

Note If your client adapter is not inserted, the software cannot be upgraded.

Step2  Use Windows Explorer to find the Install Wizard file.

Step3  Double-click the file. The “ Starting Install Shield Wizard” message appears followed by the Preparing
Setup window (see Figure 9-1) and the Previous Installation Detected window (see Figure 9-2).
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Figure 9-1 Preparing Setup Window
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Cancel
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Figure 9-2  Previous Installation Detected Window

Cisco Aironet Installation Program
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Step 4
Step 5

Step 6

Client Adapter Software Procedures

Choose Update the previous installation and click Next.

When a message appears indicating that you are required to restart your computer at the end of the
installation process, click Yes.

N

Note If you click No, you are asked to confirm your decision. If you proceed, the installation process
terminates.

The Setup Status window appears (see Figure 9-3).
Figure 9-3  Setup Status Window

Cisco Aironet Installation Program
Setup Statuz

&

Cizco Aironet Ingtallation Program Setup iz performing the requested operations.

Cancel

103445

The upgrade process begins, and you are notified as each software component is installed.

When a message appears indicating that your computer needs to be rebooted, click OK and allow your
computer to restart. The client adapter’s software has been upgraded.

[ oL-4211-02
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Uninstalling the Client Adapter Software

Step 1

Step 2
Step 3

Step 4
Step 5

Step 6
Step 7
Step 8

Step 9

Note

This section provides instructions for uninstalling the software for your Cisco Aironet CB21AG or
PI21AG client adapter. This procedure is necessary if you want to remove installed client adapter
software from your computer or downgrade to a previous release.

If you want to downgrade to an earlier release of client adapter software, use this procedure to uninstall
the current software. Then install the older software.

When you uninstall the client adapter software, any existing profiles are removed. If you want to save
your profilesfor later use, follow theinstructionsin Chapter 4 to export your profiles before uninstalling
the software.

Perform one of the following:

« If youwant to remove the client adapter from your computer, shut down your computer, remove the
client adapter, and reboot your computer. Then go to Step 2.

« If you want to leave your client adapter inserted in your computer, go to Step 2.
Use Windows Explorer to find the Install Wizard file.

Double-click the file. The “ Starting Install Shield Wizard” message appears followed by the Preparing
Setup window (see Figure 9-1) and the Previous Installation Detected window (see Figure 9-2).

Choose Uninstall the previous installation and click Next.

When a message appears indicating that you are required to restart your computer at the end of the
operation, click Yes.

a

Note If you click No, you are asked to confirm your decision. If you proceed, the installation process
terminates.

When prompted to confirm your decision, click OK. The process to uninstall the files begins.
When prompted to uninstall the device driver, click Yes.

When a message appears indicating that your computer needs to be rebooted, click OK and allow your
computer to restart.

If you did not remove the client adapter from your computer, the Found New Hardware Wizard window
appears after your computer reboots. Click Cancel.

The client adapter software and its program folder have been uninstalled.

This procedure does not remove the Install Wizard file. If you want to remove it from your computer,
find the file using Windows Explorer and delete it.
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ADU Procedures

This section provides instructions for the following procedures:
» Opening ADU, page 9-7
» Exiting ADU, page 9-7
« Finding the version of ADU, page 9-8
» Viewing client adapter information, page 9-8
» Accessing online help, page 9-9

Opening ADU
To open ADU, perform one of the following:
» Double-click the Aironet Desktop Utility icon on your desktop.
» Choose Aironet Desktop Utility from the folder in the Windows Start Menu that you chose during
installation (the default location is Start > Program Files > Cisco Aironet > Aironet Desktop
Utility).
« Right-click the ASTU icon in the Windows system tray and choose Open Aironet Desktop Utility.
Exiting ADU
To exit ADU, perform one of the following:
» Choose Exit from the Action drop-down menu (see Figure 9-4).
« Right-click the ASTU icon in the Windows system tray and choose Exit.
Figure 9-4  Action Drop-Down Menu
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DYl Options  Help
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Troubleshooting Profile Mame:  Office
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Reauthenticate
Exit Uthentication: LEAP [ata Encryplion:  WEP
X
Metwark, Type:  Infrastiucture Current Channel: 1
Wirglezs Mode: 2.4 GHz 11 Mbps P Address: 169.2584.232. 217
Signal Strength;. HHNNNNNRNNNNENNNENENRER  Excelent
i
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3
g
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Finding the Version of ADU

Follow these steps to find the current version of ADU.

Stepl  Open ADU.
Step2  Choosethe About Aironet Desktop Utility option from the Help drop-down menu. The About window

appears (see Figure 9-5).

Figure 9-5 About Window

About

Aironet Desktop Utility

X
Versionr  1.0.0.294

Copyright [c] 2003 Cisco Systems, [nc.

103400

Viewing Client Adapter Information

To view information about your client adapter, open ADU. Click the Diagnostics tab and Adapter
Information. The Adapter Information window appears (see Figure 9-6).

Figure 9-6  Adapter Information Window

Adapter Information E]@

Card Mame: Cizco Aranet 802.17a/b/g Wireless Adapter
MALC Address:  00-40-96-40-37-00

Diriver: C:Ww I DOwWShSpstem32NDRIVE RS hoaco2 ] spz
Driver Version:  1.0.0.234

Diriver D ate: 05 Dec 2003 16:04:40

Senal Mumber:  AMBO7330G12

Client Mame:  Laptop2y

Ok

1003403
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Enabling or Disabling Your Client Adapter's Radio

Table 9-1 interprets each element of the Adapter Information window.

Table 9-1  Adapter Information

Status Description

Card Name A description of your client adapter.

MAC Address The MAC address assigned to your client adapter at the factory.
Driver The filename and location of your client adapter’s driver.

Driver Version

Theversion of theNDIS devicedriver that iscurrently installed on your
computer.

Driver Date The date that your client adapter’s driver was created.
Serial Number The serial number of your client adapter.
Client Name

The name your client adapter uses when it associates to an access point.

Note  Refer to the Client Name parameter in Table 5-2 for
information on setting the client name.

Click OK to close the Adapter Information window.

Accessing Online Help

To accessthe ADU online help, open ADU. Then choose the Aironet Desktop Utility Help option from

the Help drop-down menu.

ASTU Procedures

Refer to Chapter 8 for instructions on using ASTU.

Enabling or Disabling Your Client Adapter’s Radio

Your client adapter’s radio can be enabled or disabled. Disabling the radio off prevents the adapter from
transmitting RF energy. You might want to disable the client adapter’s radio in the following situations:

« You are not transmitting data and want to conserve battery power.

» You are using alaptop on an airplane and want to prevent the adapter’s transmissions from
potentially interfering with the operation of certain devices.

When theradio is enabled, it periodically sends out probes even if it is not associated to an access point
(in infrastructure mode) or another client (in ad hoc mode), as required by the 802.11 specification.
Therefore, it isimportant to disable it around devices that are susceptible to RF interference.

Note  Your client adapter is not associated while itsradio is disabled.

[ oL-4211-02
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N
Note  If your client adapter’s radio is disabled before your computer enters standby or hibernate mode or

beforeyou reboot the computer, the radio remains di sabled when the computer resumes. You must enable
the radio to resume operation.

You can use ADU or ASTU to enable or disable the client adapter’s radio. Follow the instructions bel ow
to use ADU or refer to the “Enable/Disable Radio” section on page 8-7 to use ASTU.

If your client adapter’s radio is enabled, open ADU and choose Disable Radio from the Action
drop-down menu (see Figure 9-4) to disable the radio.

If your client adapter’s radio is disabled, open ADU and choose Enable Radio from the Action
drop-down menu (see Figure 9-4) to enable the radio.

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and Configuration Guide
[ 9-10 | oL-4211-02 1



CHAPTER 10

Troubleshooting

This chapter providesinformation for diagnosing and correcting common problemsthat may occur when
you install and operate the client adapter.

The following topics are covered in this chapter:
» Accessing the Latest Troubleshooting Information, page 10-2
« Interpreting the Indicator LEDs, page 10-2
- Troubleshooting the Client Adapter, page 10-3
« Error Messages, page 10-12
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Accessing the Latest Troubleshooting Information

This chapter provides basi c troubleshooting tipsfor your client adapter. For more up-to-date and detailed
troubleshooting information, refer to the TAC web site. To access this site, go to Cisco.com, click
Technical Support > Hardware Support > Wireless Devices. Then choose your product and click
Troubleshooting to find information on the problem you are experiencing.

Interpreting the Indicator LEDs

The client adapter shows messages through its two LEDs. Table 10-1 interprets the LED operating
messages.

Table 10-1 LED Operating Messages

Status LED (green) Activity LED (amber) Condition
Off Off Client adapter is not receiving power.
Blinking slowly Off Client adapter isin power save mode.
On Off Client adapter has awakened from power save mode.
Alternating blink: Client adapter is scanning for the wireless network
on Off for which it is configured.
Off On
Blinking slowly Blinking slowly Client adapter is associated to an access point (in
infrastructure mode) or another client (in ad hoc
mode).
Blinking quickly Blinking quickly Client adapter is transmitting or receiving data
while associated to an access point (ininfrastructure
mode) or another client (in ad hoc mode).
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Troubleshooting the Client Adapter

Troubleshooting the Client Adapter

This section provides troubleshooting tips should you encounter problems with your client adapter. Use
Table 10-2 to quickly find specific troubleshooting information.

Table 10-2 Troubleshooting Information

Troubleshooting Information Page Number
Using the troubleshooting utility 10-3
Disabling the Microsoft Wireless Configuration |10-8
Manager

Disabling the Microsoft 802.1X supplicant 10-8
Client adapter recognition problems 10-9
Resolving resource conflicts 10-9
Problems associating to an access point 10-11
Problems authenticating to an access point 10-11
Problems connecting to the network 10-11
Prioritizing network connections 10-11
Parameters missing from Profile Management | 10-12
windows

Windows Wireless Network Connection icon 10-12
shows unavailable connection (Windows XP

only)

Using the Troubleshooting Utility

The troubleshooting utility enables you to identify and resolve configuration and association problems
with your client adapter. It is meant to be used only when the client adapter is in infrastructure mode
because it assesses the connection between the adapter and an access point.

Follow theinstructionsin one of the subsections below to usethe utility to diagnosisyour client adapter’s
operation, save a detailed report to atext file, or access online help.

Diagnosing Your Client Adapter’s Operation

Step1  Perform one of the following to activate the troubleshooting utility:
« Open ADU; choose Troubleshooting from the Action drop-down menu.
» Open ADU; click the Diagnostics tab and Troubleshooting.
- Right-click the ASTU icon; choose Troubleshooting from the pop-up menu.

The Troubleshooting Utility window appears (see Figure 10-1).

[ oL-4211-02
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Figure 10-1 Troubleshooting Utility Window

% | Troubleshooting Utility

Test rezult # report

| ] Save Feport... Yiew Flepart

103450

Step2  Click Run Test. The utility performs the following series of seven tests to check the operation of your
client adapter and to identify specific problems if they exist:

Driver installation test

Card insertion test

Card enable test

Radio test

Association test

Authentication test

Network test

The utility runs and then displays the results for each test (see Figure 10-2).

N e g R~ w N
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Figure 10-2 Troubleshooting Utility Window (with Test Results)

=

= | Itoubleshooting Utility

Test rezult # repart

Test paszed
|Running Card enable test .
Test paszed
{Funning Radio test .
Test paszed
Running Azsociation best
Test paszed
Running Authentication test ...
Test paszed
|Running Mebwork, test
Test paszed

W

| Start Test | Wiew Hepart |

103451

One of the following status messages appears for each test:
» Test passed—The test completed successfully.

Test bypassed—The test was skipped because it was not required for the active profile.

N

Test failed—The test failed. Follow the instructions in Step 3Step 3 to obtain more details.

Note  You can click Stop Test at any time to stop the testing process, or you can click Start Test after

the testing process has stopped to run the test again.

Step3  To view more detailed information, click View Report. A report appears that provides more detailed
results for your client adapter (see Figure 10-3).
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Figure 10-3 Troubleshooting Utility Window (Detailed Report)

% | Troubleshooting Utility

Test result # report

Mame: Card inzertion test -
Dezcription: Thiz test iz to check the radio ingertion.
Test Daone: The radio haz been ingerted.

Mame: Card enable test
Dezcnption: Thig test iz to check i the radioddriver 1z enabled.
Test Done: The radio haz been enabled.

Mame: Fadio test
Dezcription: Thiz test iz to check if the radio iz turned on.
Test Daone: Your radio is turned on.

Marme: Azzociation test
Description: This test iz to check your client adapter's azzociation to an access point. "

| | [ Start Test ] [SaveHepnrt...] [Viewﬂesults

103453

N
Note  The report contains valuable information that, if necessary, could be used by your system

administrator or TAC to analyze any problems. Follow the instructionsin the next section if you
want to save the report to atext file.

Step4  If aproblem is discovered, the report provides some possible repair suggestions. Follow the repair
instructions carefully and run the troubleshooting utility again.
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Saving the Detailed Report to a Text File

Step 1

Step 2
Step 3

Step 4

Follow the steps below to save the detailed troubleshooting report to your computer’s hard drive.

Click Save Report. The Save Report window appears (see Figure 10-4).

Figure 10-4 Save Report Window

Save Report

Savein: | ) Cisco Aironet v/ ¥ -

[ JManual

File: marne; b

Save as twpe: | report Fles [ k) w Cancel

103452

Enter a name for the detailed report in the File name field. The report is saved as a *.txt file.

Usethe Savein box at the top of the window to specify the location on your computer’s hard drive where
the file will be saved.

N

Note  The default location is the directory where ADU isinstalled (such as C:\Program Files\Cisco
Aironet).

Click Save. Thefileis saved as atext file in the location specified.

[ oL-4211-02
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Disabling the Microsoft Wireless Configuration Manager (Windows XP Only)

If any conflicts arise between ADU and the Microsoft Wireless Configuration Manager on a computer
running Windows XP, follow these steps to disable the Microsoft configuration manager.

Note  If you chose to configure your client adapter using ADU during installation, the Microsoft 802.1X
supplicant should already be disabled.

Note  Disabling the Microsoft Wireless Configuration Manager on Windows XP also disables the Microsoft
802.1X supplicant.

Stepl  Double-click My Computer, Control Panel, and Network Connections.
Step2  Right-click Wireless Network Connection and click Properties.

Step3  Click the Wireless Networks tab and uncheck the Use Windows to configure my wireless networ k
settings check box.

Step4  Click OK to save your settings.

Disabling the Microsoft 802.1X Supplicant

The Microsoft 802.1X supplicant can be installed on a computer running Windows 2000 through either
a Microsoft hot fix or Windows 2000 Service Pack 4. If any conflicts arise between ADU and the
Microsoft 802.1X supplicant, follow these steps to disable the Microsoft supplicant on a Windows 2000

computer.
Y
Note  The Microsoft 802.1X supplicant, if installed, should have been disabled during installation.
)

Note  Disabling the Microsoft Wireless Configuration Manager on Windows XP also disables the Microsoft
802.1X supplicant.

Stepl  Double-click My Computer, Control Panel, and Network and Dial-up Connections. Right-click
Local Area Connection. Click Properties. The Local Area Connection Properties window appears.

Step2  Click the Authentication tab.

Step3  Uncheck the Enable network access control using | EEE 802.1X or Enable | EEE 802.1x
authentication for this network check box.

Step4  Click OK to save your settings.
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Client Adapter Recognition Problems

N

Note

If your computer’s PCMCIA adapter does not recognize your client adapter, check your computer’s
B1OS and make sure that the PC card controller mode is set to PCIC compatible.

A computer’s BIOS varies depending on the manufacturer. For support on BIOS-related issues, consult
your computer’s manufacturer.

Resolving Resource Conflicts

If you encounter problems while installing your client adapter on a computer running a Windows
operating system, you may need to specify a different interrupt request (IRQ) or 1/0 range for the
adapter.

The default IRQ for the client adapter is IRQ 10, which may not work for all systems. Follow the steps
for your specific operating system to obtain an available IRQ.

During installation the adapter’s driver installation script scans for an unused 1/O range. The installation
can fail if the I/O range found by the driver installation script is occupied by another device but not
reported by Windows. An I/O range might not be reported if adeviceisphysically present in the system
but not enabled under Windows. Follow the steps for your specific operating system to obtain an
available 1/0 range.

Resolving Resource Conflicts in Windows 2000

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6
Step 7

Step 8

Step 9

Step 10
Step 11

Double-click My Computer, Control Panel, and System.
Click the Har dwar e tab and Device M anager.
Double-click Networ k Adapters and the Cisco Systems Wireless LAN Adapter.

In the General window, the Device Status field indicates if aresource problem exists. If aproblemis
indicated, click the Resour ces tab.

Uncheck the Use automatic settings check box.
Under Resource Settings or Resource Type, click Input/Output Range.

Look in the Conflicting Device list at the bottom of the window. If it indicates that the range is being
used by another device, click the Change Setting button.

Scroll through the ranges in the Value dialog box and choose one that does not conflict with another
device. The Conflict Information window at the bottom of the window indicates if the range is already
being used.

Click OK.
Under Resource Settings or Resource Type, click Interrupt Request.

Look inthe Conflicting Device list at the bottom of the window. If it indicates that the IRQ is being used
by another device, click the Change Setting button.

[ oL-4211-02
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Step 12

Step 13
Step 14

Scroll through the IRQs in the Value dialog box and choose one that does not conflict with another
device. The Conflict Information window at the bottom of the window indicates if the IRQ is already
being used.

Click OK.

Reboot your computer.

Resolving Resource Conflicts in Windows XP

A

Note

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6
Step 7

Step 8
Step 9

Step 10
Step 11

Step 12

Step 13
Step 14

These instructions assume you are using the Windows XP classic view, not the category view.

Double-click My Computer, Control Panel, and System.
Click the Har dwar e tab and Device M anager.
Under Network Adapters, double-click the Cisco Systems Wireless LAN Adapter.

In the General window, the Device Status field indicates if aresource problem exists. If aproblem is
indicated, click the Resour ces tab.

Uncheck the Use automatic settings check box.
Under Resource Settings, click 1/0 Range.

Look in the Conflicting Device list at the bottom of the window. If it indicates that the range is being
used by another device, click the Change Setting button.

Scroll through the ranges in the Value dialog box and choose one that does not conflict with another
device. The Conflict Information window at the bottom of the window indicates if the range is already
being used.

Click OK.
Under Resource Settings, click IRQ.

Look inthe Conflicting Device list at the bottom of the window. If it indicates that the IRQ is being used
by another device, click the Change Setting button.

Scroll through the IRQs in the Value dialog box and choose one that does not conflict with another
device. The Conflict Information window at the bottom of the window indicates if the IRQ is already
being used.

Click OK.
Reboot your computer.
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Problems Associating to an Access Point

Follow the instructions below if your client adapter fails to associate to an access point.
- |If possible, move your workstation a few feet closer to an access point and try again.
» Make sure that the client adapter is securely inserted in your computer’s client adapter slot.
« If you are using a PCI card, make sure that the antenna is securely attached.
« Make sure that the access point is turned on and operating.

- Check that all parameters are set properly for both the client adapter and the access point. These
include the SSID, EAP authentication, WEP activation, network type, channel, etc.

» Follow theinstructions in the previous section to resolve any resource conflicts.

- If the client adapter still fails to establish contact, refer to the “ Obtaining Technical Assistance”
section in the Preface for technical support information.

Problems Authenticating to an Access Point

If your client adapter is a 40-bit card and LEAP or EAP is enabled, the adapter can associate but not
authenticate to access points using 128-bit encryption. To authenticate to an access point using 128-bit
encryption, you have two options:;

» Purchase a 128-hit client adapter. This isthe most secure option.

- Disablestatic WEP for the client adapter and configure the adapter and the access point to associate
to mixed cells. This option presents a security risk because your datais not encrypted as it is sent
over the RF network.

Problems Connecting to the Network

After you haveinstalled the appropriate driver and client utilities, contact your | S department if you have
a problem connecting to the network. Proxy server, network protocols, and further authentication
information might be needed to connect to the network.

Prioritizing Network Connections

If your computer has more than one network adapter enabled (such as a Cisco Aironet client adapter and
an Ethernet card), you can choose which one to use by assigning a priority to your network connections.

Follow the steps below to prioritize your network connections.

Stepl  Right-click the My Network Places icon on your desktop.
Step2  Click Properties.
Step3  Choose the Advanced menu option at the top of the window.

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and Configuration Guide
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Step 4

Step 5

Step 6

Click Advanced Settings. Your network connections are listed in the Connections box on the Adapters
and Bindings tab.

Use the arrows beside the Connections box to move the network connection that you want to use to the
top.

Click OK.

Parameters Missing from Profile Management Windows

If some parameters are unavailable on the Profile Management windows, your system administrator may
have used an administrative tool to deactivate these parameters. In this case, these parameters cannot be
selected.

Windows Wireless Network Connection Icon Shows Unavailable Connection
(Windows XP Only)

If your computer is running Windows XP and you configured your client adapter using ADU, the
Windows Wireless Network Connection icon in the Windows system tray may be marked with ared X
and show an unavailable connection even though a wireless connection exists. Thisis caused by a
conflict between the wireless network settings of ADU and Windows XP. Simply ignore the Windows
icon and use the ASTU icon to check the status of your client adapter’s wireless connection.

Error Messages

This section provides a list of error messages that may appear during the installation, configuration, or
use of your client adapter. The messages are listed in alphabetical order within each section, and an
explanation as well as arecommended user action are provided for each message.

Error Message At | east one wirel ess checkbox nust be sel ected.

Explanation You clicked OK or selected another Profile Management tab before selecting any
Wireless Mode options on the Profile Management (Advanced) window.

Recommended Action Choose at least one of the Wireless Mode options.

Error Message Aut hentication fail ed.
Explanation The domain logon failed for an unknown reason.

Recommended Action Try again to authenticate. If thismessage reappears, verify that all of the proper
certificates have been loaded onto your computer and that your client adapter’s current profile has
been configured properly. If the domain logon continues to fail, contact your system administrator.

Jl  Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and Configuration Guide

oL-4211-02 |



| Chapter 10

Troubleshooting

Error Messages M

Error Message Aut hentication failed because server rejected usernane or password.

Explanation The domain logon failed because your username or password isinvalid.

Recommended Action Re-enter your username and password on the Define PEAP (EAP-GTC)
Configuration window or the Define PEAP (EAP-MSCHAP V2) Configuration window and save
your settings. Then try again to authenticate.

Error Message Aut hentication failed due to invalid client attributes (e.g., Login
Nare) .

Explanation The domain logon failed because of an invalid client configuration setting, such as a
mistyped login name.

Recommended Action Return to the PEAP configuration windows, verify your settings, and make any
necessary modifications.

Error Message Aut hentication failed due to invalid client certificate.

Explanation The domain logon failed because of an invalid client certificate.

Recommended Action Contact your system administrator to obtain avalid certificate.

Error Message Aut hentication failed due to invalid server certificate.

Explanation The domain logon failed because of an invalid server certificate.

Recommended Action Contact your system administrator.

Error Message Aut hentication failed due to invalid server/donain nane.

Explanation The domain logon failed because of an invalid server/domain name.

Recommended Action Make sure the Specific Server or Domain field is blank on the Advanced
Configuration window for PEAP (EAP-GTC) or PEAP (EAP-MSCHAP V2). Then follow the
instructions in the “Enabling PEAP (EAP-GTC)” section on page 5-29 or the “Enabling PEAP
(EAP-MSCHAP V2)” section on page 5-31 to correctly enter your username in the Login Name
field.

Error Message Aut hentication timed out. Do you want to retry?

Explanation LEAP authentication failed because the authentication server is down.

Recommended Action Click Retry to try to authenticate again using the same credentials or click
Cancel to cancel the operation.

[ oL-4211-02
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Error Message Cannot | oad oenres.dl .
Explanation The oemres.dll file cannot be installed.

Recommended Action Uninstall the current client adapter software; then install the latest release.

Error Message Ci sco Aironet 802.11a/b/g wirel ess adapter software update can't
proceed. Please insert the adapter in the systemand try again.

Explanation You attempted to upgrade your client adapter’s software when the adapter was not
inserted in your computer.

Recommended Action Click OK, insert your client adapter, and start the upgrade process again.

Error Message DHCP f ai |l ure.
Explanation The domain logon failed because of a DHCP failure.

Recommended Action Try again to authenticate. If this message reappears, contact your system
administrator.

Error Message Entry must be xx characters long. Please enter xx nore characters.

Explanation The static WEP key that you entered on the Define Pre-Shared Keys window does not
contain the correct number of characters.

Recommended Action Re-enter the static WEP key following the guidelines in the “Enabling Static
WEP” section on page 5-22.

Error Message Failed to initialize supplicant. This error may be due to the absence
of a valid machine certificate or the inconplete configuration of profiles.

Explanation The domain logon failed because the EAP supplicant could not be initialized.

Recommended Action Verify that a valid machine certificate has been |oaded onto your computer and
that your client adapter’s current profile has been configured properly.

Error Message | n order to sel ect an Ad Hoc network, you must have a Network Name. Do
you want to enter a Network Nane?

Explanation You chose Ad Hoc for Network Type on the Profile Management (Advanced) window,
but a network name was not entered on the Profile Management (General) window.

Recommended Action If you want to set up an ad hoc network, click Yes and enter a network namein
the SSID1 field on the Profile Management (General) window. Otherwise, click No.
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Error Message No certificates were found in your conmputer. Pl ease select a different
EAP opti on.

Explanation You tried to choosethe EAP-TL S option on the Profile Management (Security) window,
but no certificates are installed on your computer. EAP-TLS requires both a Certificate Authority
(CA) certificate and a user certificate.

Recommended Action Contact your system administrator if you need help obtaining and importing
the necessary certificates.

Error Message Pl ease enter a profile nane.

Explanation While creating anew profile, you clicked OK or chose another Profile Management tab
before entering a profile name on the Profile Management (General) window.

Recommended Action Enter a profile name.

Error Message Pl ease enter exactly 12 characters, or leave the entry field enpty.

Explanation You entered fewer than 12 charactersin one of the fields on the Preferred Access Points
window.

Recommended Action L eave the fields on the Preferred Access Points window empty or re-enter the
MAC address for the specified access point, which must be exactly 12 characters.

Error Message The configurati on nanme you entered is already being used. Enter a
uni que nane.

Explanation While creating a new profile, you entered a profile name on the Profile Management
(General) window that already exists.

Recommended Action Enter a new profile name.

Error Message The Passphrase nust be between 8 and 64 characters.

Explanation The WPA Passphrase that you entered on the Define WPA Pre-Shared Key window did
not contain the correct number of characters.

Recommended Action Enter a WPA Passphrase with 8 to 64 characters.

Error Message The password is enpty. Please enter a password.

Explanation You chose the Use Saved User Name and Password option on the LEAP Settings
window but did not enter a password, or you did not enter a password on the Enter Wireless Network
Password window.

Recommended Action Enter your LEAP password in the Password field.

[ oL-4211-02
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Error Message The passwords you entered do not natch. Please enter them again.

Explanation The passwords that you entered in the Password and Confirm Password fields on the
LEAP Settings window do not match.

Recommended Action Re-enter your LEAP password in both fields.

Error Message The specified path does not exist. Please enter another path.

Explanation You chose the Make Driver Installation Diskette(s) option during installation, but a
diskette was not inserted in the computer’s A: drive.

Recommended Action Insert a floppy diskette into your computer’s floppy disk drive, and choose the
Make Driver Installation Diskette(s) option again.

Error Message The user nane is enpty. Please enter a user nane.

Explanation You chose the Use Saved User Name and Password option on the LEAP Settings
window but did not enter ausername, or you did not enter a username on the Enter Wireless Network
Password window.

Recommended Action Enter your LEAP username in the User Name field.

Error Message This Device is controlled by the Wndows XP Automatic Wrel ess Network
Configuration. It may override Network Nane, Security and other settings fromthis
profile.

Explanation You attempted to activate ADU while the Microsoft Wireless Configuration Manager in
Windows XP was enabled. When a message appeared asking if you wanted to disable the Microsoft
configuration manager, you chose No.

Recommended Action |If you want to use ADU to configure your client adapter, disable the Microsoft
Wireless Configuration Manager.

Error Message Thi s Product does not support this version of Wndows. Please check
t he product docunentation for the systemrequirenents.

Explanation You tried toinstall the CB21AG and PI21AG client adapter software on an unsupported
Windows operating system.

Recommended Action Install the CB21AG and PI21AG client adapter software on acomputer running
Windows 2000 or XP.

Error Message ‘ x’ contai ns characters which are non-hexadeci nal .

Explanation One of the static WEP keys on the Define Pre-Shared Keys window contains
non-hexadecimal characters even though Hexadecimal is specified as the Key Entry type.

Recommended Action Re-enter the static WEP key following the guidelines in the “Enabling Static
WEP” section on page 5-22.
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Error Message ‘x’ is not a hexadeci mal character.

Explanation The character you entered on the Define Pre-Shared Keys window is not a hexadecimal
character.

Recommended Action Re-enter the static WEP key following the guidelines in the “Enabling Static
WEP” section on page 5-22.

Error Message You nust sel ect a Passphrase to use Pre-Shared keys and WPA.

Explanation You chose the Pre-Shared Key (Static WEP) option on the Profile Management
(Security) window and clicked OK without entering a static WEP key.

Recommended Action Enter a static WEP key on the Define Pre-Shared Keys window.

Error Message You nust set at |east one shared key or the WPA Passphrase to enabl e
security.

Explanation You chose the WPA Passphrase option on the Profile Management (Security) window
and clicked OK without entering a WPA Passphrase.

Recommended Action Enter a WPA Passphrase on the Define WPA Pre-Shared Key window.

Error Message Your security setting is invalid for an Ad Hoc network. |If you want,
security will be disabled for you. You can also configure security to Pre-shared
keys. Do you want to disable security?

Explanation Pre-Shared Key (Static WEP) is the only valid security option for an ad hoc network.
You chose Ad Hoc for Network Type on the Profile Management (Advanced) window when a
security option other than static WEP was already selected.

Recommended Action |f you want to configure this profile for use in an ad hoc network, click Yesto
disable security. Otherwise, click No.
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APPENDIX l \

Technical Specifications

This appendix provides technical specifications for the Cisco Aironet CB21AG and PI21AG Wireless
LAN Client Adapters.

The following topics are covered in this appendix:
» Physical Specifications, page A-2
- Radio Specifications, page A-2
- Power Specifications, page A-6
» Safety and Regulatory Compliance Specifications, page A-6
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Table A-1 lists the technical specifications for the Cisco Aironet CB21AG and PI21AG Wireless LAN

Client Adapters.

Table A-1

Technical Specifications for CB21AG and PI21AG Client Adapters

Physical Specifications

Size

PC-Cardbus card

45in. L x2.1in.Wx0.2in. H
(11.3cmL x5.4cmW x 0.5 cm H)

PCI card

Standard PCI card

47in.Lx0.7in. Wx4.8in. H
(12cmL x1.8cmW x 12.1 cm H)

L ow-profile PCI card

47in.Lx0.7in.Wx3.1lin. H
(12cmL x1.8cmW x 7.9 cm H)

Weight

PC-Cardbus card ‘ 1.55 0z (44 g)

PCI card
Standard PCI card 3.6 0z (103 g)
with antenna
Standard PCI card 190z (55¢Q)
without antenna
Low-profile PCI card |3.5 0z (98 g)
with antenna
Low-profile PCI card |1.7 0z (49 g)

without antenna

Enclosure

PC-Cardbus card Type |l Cardbus

PCI card Standard or low-profile Type Il PCI
Connector

PC-Cardbus card 68-pin Cardbus

PCI card 62-pin PCI

Status indicators

Green and amber LEDs; see Chapter 10

Operating temperature

32°F to 158°F (0°C to 70°C)

Storage temperature

32°F to 185°F (0°C to 85°C)

Humidity (non-operational)

90% relative humidity

ESD

15 kV (human body model)

Radio Specifications

Type
802.11a Orthogonal frequency division multiplexing (OFDM)
802.11b/g Direct-sequence spread spectrum (DSSS) and orthogonal frequency

division multiplexing (OFDM)
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Table A-1  Technical Specifications for CB21AG and PI21AG Client Adapters (continued)

Power output

Note  Refer to Appendix D for limitations on radiated power (EIRP) levelsin the European
community and other countries.

802.11a 40 mW (16 dBm) @ 6, 9, 12, 18, 24 Mbps

25 mW (14 dBm) @ 6, 9, 12, 18, 24, 36 Mbps

20 mW (13dBm) @ 6, 9, 12, 18, 24, 36, 48, 54 Mbps
13mW (11 dBm) @ 6, 9, 12, 18, 24, 36, 48, 54 Mbps
10 mW (10 dBm) @ 6, 9, 12, 18, 24, 36, 48, 54 Mbps

Note  The maximum power setting varies according to individual
country regulations.

802.11b/g 100 mW (20 dBm) @ 1, 2, 5.5, 11 Mbps

63 mwW (18dBm) @ 1, 2,5.5, 6, 9, 11, 12, 18, 24 Mbps

50 mW (17dBm) @ 1, 2, 5.5, 6, 9, 11, 12, 18, 24, 36 Mbps

30 mw (15dBm) @ 1, 2, 5.5, 6, 9, 11, 12, 18, 24, 36, 48 Mbps
20mw (13dBm) @ 1, 2, 5.5, 6, 9, 11, 12, 18, 24, 36, 48, 54 Mbps
10mW (10dBm) @ 1, 2,5.5, 6, 9, 11, 12, 18, 24, 36, 48, 54 Mbps

Note  The maximum power setting varies according to individual
country regulations.

Operating frequency

802.11a 5.15t05.25 GHz in the UNII 1 band*

5.2510 5.35 GHz in the UNII 2 band*

5.470 t0 5.725 GHz in the European band

5.725 t0 5.825 GHz in the UNII 3 band*

*Depending on the regulatory domain in which the client adapter is
used

802.11b/g 2.400 to 2.497 GHz (depending on the regulatory domain in which the
client adapter is used)

Usable channels

802.11a 5150 to 5350 MHz and 5725 to 5825 MHz

802.11b/g 2412 to 2484 MHz in 5-MHz increments
Datarates 1,2,55,6,9, 11, 12, 18, 24, 36, 48, and 54 Mbps
Modulation Differential binary phase shift keying (DBPSK) - 1 Mbps

Differential quaternary phase shift keying (DQPSK) - 2 Mbps
Complementary code keying (CCK) - 5.5 and 11 Mbps

Binary phase shift keying (BPSK) - 6 and 9 Mbps

Quaternary phase shift keying (QPSK) - 12 and 18 Mbps
16-quadrate amplitude modulation (16-QAM) - 24 and 36 Mbps
64-quadrate amplitude modulation (64-QAM) - 48 and 54 Mbps
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Table A-1  Technical Specifications for CB21AG and PI21AG Client Adapters (continued)

Receiver sensitivity

802.11a

5150 to0 5250 MHz

—87dBm @ 6, 9, 12, and 18 Mbps
—-82 dBm @ 24 Mbps

—79 dBm @ 36 Mbps

—74 dBm @ 48 Mbps

—72 dBm @ 54 Mbps

5250 to 5350 MHz

—-89dBm @ 6, 9, and 12 Mbps
-85 dBm @ 18 Mbps

—-82 dBm @ 24 Mbps

—79 dBm @ 36 Mbps

—74 dBm @ 48 Mbps

—72 dBm @ 54 Mbps

5470 t0 5725 MHz

-87dBm @ 6, 9, 12, and 18 Mbps
—-82 dBm @ 24 Mbps

—79 dBm @ 36 Mbps

—74 dBm @ 48 Mbps

—72 dBm @ 54 Mbps

5725 t0 5805 MHz

-84 dBm @ 6, 9, and 12 Mbps
—-83dBm @ 18 Mbps

—-82 dBm @ 24 Mbps

—79 dBm @ 36 Mbps

—72 dBm @ 48 Mbps

—65 dBm @ 54 Mbps

802.11b/g

—-94 dBm @ 1 Mbps

—-93dBm @ 2 Mbps

—-92 dBm @ 5.5 Mbps

—-90dBm @ 11 Mbps

—86 dBm @ 6, 9, 12, and 18 Mbps
-84 dBm @ 24 Mbps

—80 dBm @ 36 Mbps

—75 dBm @ 48 Mbps

—71dBm @ 54 Mbps
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Table A-1  Technical Specifications for CB21AG and PI21AG Client Adapters (continued)

Receiver delay spread (multipath)

802.11a/g 400 ns @ 6 Mbps

250 ns @ 9 and 12 Mbps
220 ns @ 18 Mbps

160 ns @ 24 Mbps

100 ns @ 36 Mbps

90 ns @ 48 Mbps

70 ns @ 54 Mbps

802.11b 350 ns @ 1 Mbps
300 ns @ 2 Mbps
200 ns @ 5.5 Mbps
130 ns @ 11 Mbps

Range
802.11a Indoor (typical)

Outdoor (typical)

165 ft (50 m) @ 6 Mbps
110 ft (33 m) @ 18 Mbps
45 ft (13 m) @ 54 Mbps

1000 ft (304 m) @ 6 Mbps
600 ft (183 m) @ 18 Mbps
100 ft (30 m) @ 54 Mbps

Note  The above range numbers assume that the client adapter is
being used at maximum transmit power with a Cisco Aironet
1200 Series Access Point with a 6-dBi patch antenna.
Different range characteristics are likely when using the
client adapter with adifferent access point or a Cisco Aironet
1200 Series Access Point with a different antenna.

802.11b/g

Indoor (typical)

410 ft (124 m) @ 1 Mbps
300 ft (91 m) @ 6 Mbps
160 ft (48 m) @ 11 Mbps
180 ft (54 m) @ 18 Mbps
90 ft (27 m) @ 54 Mbps

Outdoor (typical)

2000 ft (610 m) @ 1 Mbps
1300 ft (396 m) @ 6 Mbps
1000 ft (304 m) @ 11 Mbps
600 ft (183 m) @ 18 Mbps
250 ft (76 m) @ 54 Mbps

Note  The above range numbers assume that the client adapter is
being used at maximum transmit power with a Cisco Aironet
1200 Series Access Point with a 2.2-dBi dipole antenna.
Different range characteristics are likely when using the
client adapter with adifferent access point or a Cisco Aironet
1200 Series Access Point with a different antenna.
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Table A-1  Technical Specifications for CB21AG and PI21AG Client Adapters (continued)

Antennas
PC-Cardbus card Integrated 0-dBi dual-band 2.4/5-GHz diversity antenna
PCI card 1-dBi dual-band 2.4/5-GHz antenna, permanently attached by 6.6-ft
(2-m) cable
Power Specifications
Operational voltage ‘3.3 V (£ 0.3V)
Receive current steady state
802.11a 318 mA maximum
802.11b 327 mA maximum
802.11g 282 mA maximum
Transmit current steady state
802.11a 554 mA maximum
802.11b 539 mA maximum
802.11g 530 mA maximum
Sleep mode steady state 203 mA average
Safety and Regulatory Compliance Specifications
Safety Designed to meet:
« UL 60950

« CSA 22.2 No. 60950

« |EC 60950 Second Ed., including Amendments 1-4 with all
national deviations

« EN 60950 Second Ed., including Amendments 1-4

EMI and susceptibility FCC Part 15.107 & 15.109 Class B
ICES-003 Class B (Canada)

VCCI (Japan)

EN 301.489-1 and EN-301.489-17 (Europe)

Radio approvals FCC Part 15.247

FCC Part 15.401-15.407

Canada RSS-210

Europe EN-300.328, EN-301.893

ARIB STD-33, ARIB STD-66, ARIB STD-T71 (Japan)
AS 4268.2 (Australia)

AS/NZS 3548 (Australia and New Zealand)

RF exposure FCC Bulletin OET-65C
Industry Canada RSS-102
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APPENDIX B

Translated Safety Warnings

This appendix provides translations of the safety warnings that appear in this publication. The second
warning pertains to the PI21AG client adapter, and the third warning pertains to the CB21AG client
adapter.

The following topics are covered in this appendix:
- Explosive Device Proximity Warning, page B-2
- Antennalnstallation Warning, page B-3
» Warning for Laptop Users, page B-4
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M Explosive Device Proximity Warning

Explosive Device Proximity Warning
A

Warning Do not operate your wireless network device near unshielded blasting caps or in an explosive
environment unless the device has been modified to be especially qualified for such use.

Waarschuwing Gebruik dit draadloos netwerkapparaat alleen in de buurt van onbeschermde ontstekers of in een
omgeving met explosieven indien het apparaat speciaal is aangepast om aan de eisen voor een
dergelijk gebruik te voldoen.

Varoitus Al4 kayta johdotonta verkkolaitetta suojaamattomien rajaytysnallien laheisyydessa tai
rajaytysalueella, jos laitetta ei ole erityisesti muunnettu sopivaksi sellaiseen kayttoon.oen.

Attention Ne jamais utiliser un équipement de réseau sans fil a proximité d'un détonateur non blindé ou dans
un lieu présentant des risques d'explosion, sauf si I'équipement a été modifié a cet effet.

Warnung Benutzen Sie Ihr drahtloses Netzwerkgerat nicht in der Nahe ungeschitzter Sprengkapseln oder
anderer explosiver Stoffe, es sei denn, Ihr Gerat wurde eigens fur diesen Gebrauch modifiziert und
bestimmt.

Avvertenza Non utilizzare la periferica di rete senza fili in prossimita di un detonatore non protetto o di
esplosivi a meno che la periferica non sia stata modificata a tale proposito.

Advarsel Ikke bruk den tradlgse nettverksenheten neert inntil uisolerte fenghetter eller i et eksplosivt miljg
med mindre enheten er modifisert slik at den taler slik bruk.

Aviso N&o opere o dispositivo de rede sem fios perto de capsulas explosivas ndo protegidas ou num
ambiente explosivo, a ndo ser que o dispositivo tenha sido modificado para se qualificar
especialmente para essa utilizacéo.

jAdvertencia! No utilizar un aparato de la red sin cable cerca de un detonador que no esté protegido ni tampoco
en un entorno explosivo a menos que el aparato haya sido modificado con ese fin.

Varning! Anvand inte den tradlosa natverksenheten i narheten av oskyddade tandhattar eller i en explosiv
miljé om inte enheten modifierats for att kunna anvandas i sddana sammanhang.
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Antenna Installation Warning Il

Antenna Installation Warning
A

Warning  In order to comply with FCC radio frequency (RF) exposure limits, antennas should be located at a
minimum of 7.9 inches (20 cm) or more from the body of all persons.

Waarschuwing Om te voldoen aan de FCC radiofrequentie (RF) blootstellingslimieten dienen antennes zich
minstens 20 cm of meer van de lichamen van alle personen bevinden.

Varoitus FCC:n antamien radiotaajuuksille altistumista koskevien rajoitusten mukaan antennien on
sijaittava vahintaan 20 cm:n paassa kaikista henkildista.

Attention Pour se conformer aux limites d’exposition a la fréquence radio préconisées par la FCC (Federal
Communications Commission), les antennes doivent se situer a un minimum de 20 cm de toute
personne.

Warnung Um die in den FCC-Richtlinien festgelegten Expositionshdchstgrenzen fur Radiofrequenzen (RF)
nicht zu tberschreiten, sollten antennen mindestens 20 cm (7,9 Zoll) vom Korper aller Person
entfernt aufgestellt werden.

Avvertenza Per conformarsi ai limiti FCC di esposizione a radiofrequenza (RF), le antenne a devono stare ad una
distanza minima di 20 cm dal corpo di ogni persona.

Advarsel I henhold til eksponeringsgrensene for radiofrekvenser (RF), skal antenner befinne seg pa en
avstand av minst 20 cm eller mer fra mennesker.

Aviso Para estar de acordo com as normas FCC de limites de exposicdo para freqiiéncia de radio (RF), as
antenas devem estar distantes no minimo 20 cm (7,9 pol) do corpo de qualquer pessoa.

jAdvertencia! Para cumplir con los limites de exposicidn de radio frecuencia (RF) de la Comision Federal de
Comunicaciones (FCC) es preciso ubicar las antenas a un minimo de 20 cm (7,9 pulgadas) o mas del
cuerpo de las personas.

Varning! For att folja FCC-exponeringsgranserna for radiofrekvens (RF), bor antenner placeras pa minst 20
cm avstand fran alla manniskor.
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M Warning for Laptop Users

Warning for Laptop Users

A

Warning

Waarschuwing

Varoitus

Attention

This device has been tested and complies with FCC RF Exposure (SAR) limits in typical laptop
computer configurations and this device can be used in desktop or laptop computers with side
mounted PC Card slots that can provide at least 0.394 in (1 cm) separation distance from the antenna
to the body of the user or a nearby person. Thin laptop computers may need special attention to
maintain antenna spacing while operating. This device cannot be used with handheld PDAs
(personal digital assistants). Use in other configurations may not ensure compliance with FCC RF
exposure guidelines. This device and its antenna must not be co-located or operated in conjunction
with any other antenna or transmitter.

Dit apparaat is getest en voldoet aan de FCC-beperkingen voor radiofrequentieblootstelling (SAR)
bij standaardconfiguraties met een laptopcomputer. Dit apparaat kan worden gebruikt in desktop-
of laptopcomputers met PC-kaartsleuven aan de zijkant, waarbij minimaal 1 cm afstand bestaat
tussen de antenne en het lichaam van de gebruiker of een persoon in de buurt. Bij smalle
laptopcomputers is mogelijk extra aandacht vereist om tijdens gebruik voldoende afstand tot de
antenne te houden. Dit apparaat kan niet worden gebruikt in combinatie met mobiele PDA's
(personal digital assistants; persoonlijke digitale assistenten). Als u dit apparaat gebruikt in andere
configuraties, voldoet het wellicht niet meer aan de FCC-regelgeving met betrekking tot
radiofrequentieblootstelling. Dit apparaat en de bijbehorende antenne mogen niet in combinatie met
andere antennes of zenders worden gebruikt en ook niet in de buurt van andere antennes of zenders
worden geplaatst.

Tama laite on testattu ja se noudattaa FCC:n maarittamia radiotaajuussateilylle altistumisen (SAR)
raja-arvoja tyypillisissa kannettavien tietokoneiden kokoonpanoissa. Tata laitetta voidaan kayttaa
poyta- tai kannettavissa tietokoneissa, joiden sivussa on PC-korttipaikka. Korttipaikassa olevan
laitteen antennin etdisyyden kayttajasta tai lahella olevasta henkildsté on oltava vahintaan yksi
senttimetri. Ohuita kannettavia tietokoneita on ehké tarkkailtava erityisesti, jotta kayttajan etaisyys
antenniin olisi riittava kayton aikana. Tatéa laitetta ei voi kayttaa yhdessa kammentietokoneiden
(PDA) kanssa. Jos laitetta kaytetddn muunlaisissa kokoonpanoissa, se ei ehka vastaa FCC:n
maarittamia radiotaajuussateilylle altistumisen ohjearvoja. Tata laitetta ja sen antennia ei saa
kayttaa samassa pisteessa toisen antennin tai lahettimen kanssa tai liitettyna toiseen antenniin tai
lahettimeen.

Cet appareil a été testé et respecte les limites (TAS - Taux d'absorption spécifique) d'exposition aux
RF de la FCC relatives aux configurations standard des ordinateurs portables. Il peut étre utilisé
dans des ordinateurs de bureau ou portables dotés d'un emplacement pour carte PC latérales et peut
fournir une distance de séparation d'au moins 1 cm entre I'antenne et le corps de l'utilisateur ou
d'une personne avoisinante. Nous vous recommandons de porter une attention particuliére lors de
I'utilisation d'ordinateurs portatifs minces afin d'assurer le maintien de I'espacement de I'antenne.
Cet appareil ne peut pas étre utilisé avec des assistants numériques personnels de poche.
L'utilisation dans d'autres configurations risque de ne pas étre conforme aux lignes directrices de
la FCC sur I'exposition aux RF. Cet appareil et son antenne ne doivent pas se trouver dans le méme
emplacement ou fonctionner conjointement avec une autre antenne ou un autre émetteur.
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Warnung

Avvertenza

Advarsel

Aviso

jAdvertencia!

Warning for Laptop Users

Dieses Gerat wurde getestet und entspricht den durch die FCC-Richtlinien festgelegten Grenzwerten

fur Hochfrequenzstrahlung (SAR) fur regulare Laptop-Computerkonfigurationen. Es kann fir

Desktop- oder Laptop-Computer mit seitlichem PC-Kartensteckplatz genutzt werden, wobei der

Abstand der Antenne vom Benutzer oder anderen in der Nahe befindlichen Personen mindestens 1

cm betragen muss. Insbesondere bei schmalen Laptop-Computern sollte darauf geachtet werden,
dass der Abstand wahrend des Betriebs genau eingehalten wird. Dieses Gerat kann nicht fur

tragbare Handheld-Gerate/PDAs verwendet werden. Bei Verwendung in anderen Konfigurationen

ist u.U. die Einhaltung der durch die FCC-Richtlinien festgelegten Grenzwerte fir
Hochfrequenzstrahlung nicht gewéhrleistet. Dieses Gerat und die Antenne dirfen nicht zusammen
mit anderen Antennen oder Ubertragungsgeraten installiert oder verwendet werden.

Questo dispositivo é stato testato ed € conforme alle norme sulle emissioni radio (SAR) nelle
configurazione tipica di computer portatile. Questo dispositivo puo essere utilizzato in desktop o
computer portatili con slot per scheda PC laterale che garantisca un minimo spazio di 1 cm (0,394
pollici) tra I'antenna e I'utente o qualsiasi persona nelle vicinanze. | computer portatili sottili
richiedono particolare attenzione al mantenimento dello spazio minimo quando in funzione. Questo
dispositivo non pud essere utilizzaato con computer palmari (PDA). L'utilizzo in configurazione
differenti non assicura la conformita alle norme sulle emissioni radio. Questo dispositivo e la
propria antenna non devono operare congiuntamente and altre antenne o trasmettitori.

Denne enheten er testet og overholder grensene for FCC RF-eksponering (SAR) i vanlige
konfigurasjoner for beerbare datamaskiner. Den kan brukes i stasjonaere eller baerbare
datamaskiner som har kortplass pa siden, og der det er minst 1 cm avstand mellom antennen og
brukeren eller andre personer. Ved bruk av flate baerbare PCer ma du veere ekstra papasselig med
antenneavstanden. Denne enheten kan ikke brukes sammen med handholdte PDAer (personal digital
assistant). Det er ikke sikkert at bruk i andre konfigurasjoner vil veere i samsvar med retningslinjene

for FCC RF-eksponering. Denne enheten og antennen mé ikke plasseres pa samme sted som eller

brukes sammen med andre antenner eller sendere.

Este dispositivo foi testado e esta em conformidade com os limites SAR de exposicao a
radiofrequéncia (RF) da Comisséo Federal de Comunicacdes (FCC), em configuracdes tipicas de
portatil, e pode ser utilizado em computadores de secretaria ou portateis com ranhuras de placa PC
laterais que permitem um distanciamento minimo de 1cm. entre a antena e o corpo do utilizador ou
de alguém que esteja por perto. Os portateis finos necessitam de uma atengao especial para manter
a disténcia da antena durante o funcionamento. Este dispositivo ndo pode ser utilizado com PDAs
(personal digital assistants) de mé&o. A utilizac&o noutras configurac6es pode ndo assegurar a
conformidade com as directrizes de exposicao a radiofrequéncia (RF) da Comissao Federal de
Comunicac0es (FCC). Este dispositivo e a respectiva antena ndo devem ser colocados nem postos a
funcionar com outras antenas ou transmissores.

El dispositivo ha sido probado y cumple los limites de la FCC sobre exposicion a radiofrecuencia
(SAR o tasa de absorcién especifica) en cualquier configuracién tradicional de equipos portatiles.
Ademas, puede utilizarse en equipos de escritorio o portatiles que cuenten con ranuras de tarjeta
PC laterales a una distancia de, al menos, 1 cm (0,394 pulgadas) de la antena al usuario o persona
mas cercana. Puede que los equipos portatiles de menor grosor requieran atencion especial a la
hora de mantener la distancia de la antena al utilizarlos. No puede utilizarse este dispositivo con
equipos digitales personales portatiles (PDA). Su utilizacién en otras configuraciones no garantiza
el cumplimiento de las directivas de la FCC sobre exposicion a radiofrecuencia. Este dispositivo y
la antena no deben situarse o accionarse junto con otra antena o transmisor.
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M Warning for Laptop Users

Varning! Den har enheten har testats och féljer FCC-granserna for radiofrekvensexponering (SAR) i vanliga
konfigurationer for barbara datorer. Den kan anvéandas i stationara eller barbara datorer med
sidmonterade PC-kortéppningar som kan tillhandahalla minst 1 cm med separationsavstand mellan
antennen och anvandarens kropp eller annan person i narheten. Tunna, barbara datorer kan behéva
speciell uppmarksamhet for att uppratthalla antennavstandet under anvandning. Den har enheten
kan inte anvandas med handdator/PDA. Vid anvandning i andra konfigurationer gar det inte att
garantera att FCC:s riktlinjer for radiofrekvens f6ljs. Den har enheten och dess antenn far inte
placeras tillsammans med eller anvandas i samband med ndgon annan antenn eller
sandare/mottagare.

Figyelem Az eszkéz tesztelésen esett at, melynek eredményeként megfelel az FCC RF-sugarzasi (SAR)
korlatozasainak tipikus laptop-konfiguraciok esetén. Az eszk6z beszerelhetd asztali és laptop
szamitogépekben Iévd, oldalra szerelt PC-kartya csatlakozékba, amennyiben legalabb 1 cm
tavolsag van az antenna és a felhasznal6 vagy egy kézeli személy teste k6z6tt. Vékony laptop
szamitogépek esetén kiiléndsen ligyelni kell hasznalat kézben az antennatél valé tavolsag
betartasara. Az eszk6z nem hasznalhato kézi PDA-kkal (személyi digitalis asszisztensekkel).
Mas konfiguraciok esetén eléfordulhat, hogy az eszk6z nem felel meg az FCC RF-sugarzasi
elGirasainak. Az eszké6zt és annak antennajat nem szabad mas antennaval vagy adé-vevovel
egy helyen elhelyezni vagy lizemeltetni.

MpepynpexaeHve 39T0 yCTPOMCTBO NPOTECTUPOBAHO U NPU3HAHO COOTBETCTBYHOLMUM orpaHuyeHusm FCC,
KacarwLwmmMcs BbICOKOYacTOTHOro usnydeHus (SAR), ansa o6bI4YHbIX KOHUrypauumn
NOPTaTUBHBLIX KOMMNbIOTEPOB. OHO MOXET MCNONb30BaTbLCA Ha NePEHOCHbIX UM NOPTaTUBHbIX
KOMMNblOTepax ¢ 60koBbIMM FrHe3aamu ansa nnat PC, koTopble o6ecne4unBaloT 3a30p He MeHee
0,394 gronima (1 cM) Mexxay aHTEHHOM U TeNIoM Nosib3oBaTesns UNu Apyroro nuua,
HaxopasALeroca B HenocpeacTBeHHOM 6nmsocTu. BoamoxHo, noTpebyetcs cobniogatb ocobyro
OCTOPOXHOCTb Npu ob6ecnevyeHUN 3a3opa aHTEHHbI B TOHKUX NOPTaTUBHbIX KOMMbIOTEpPax. ATO
YCTPOMNCTBO HeNb3s UCMOMb30BaTh ANA KapMaHHbIX KOMNbIOTepoB. Mcnonb3oBaHue B Apyrux
KOHUrypaumsix He MOXeT rapaHTUpoBaTb CooTBeTCTBUe Aupektusam FCC, kacarowmmcs
BbICOKOYACTOTHOIO U3MNy4YeHusi. ATO YCTPOMCTBO U €ro aHTeHHY Henb3A pacnonaratb pAgoM
MU UCNonb30BaTb COBMECTHO C APYro aHTEHHON unu nepegaTymkom.

EE BARERTARARFANENEESLINKIAFS FCC RF EETRE (SAR) RRE: AR&FATN
HRZEA PC FHEEMENITENSE LB, ZiEETHARAPHEABRMASREZEDHEE 0.394
T A ER . ERBER LRI, TRFESNIEAREIRTESREFRT—EEE. ARE
FEESFHNA PDA (NAKFEIE —EER. EEMEEREARREFEITEHARTTS FCC RF E5THF
BIRFIME. BIEBAREREXRESEMEMREI AT RREE—EIFER.

=4 COWBIIERICTRA MEAT, —BULSvT by T aVE2—2DEBRIZEIT

5XKE FCC GEFEIERESR) OEEER RF) BaT (SAR) FIR{ECEHRL TL
9, COMBIE, TR YT avEa—423 LLIEAREKA@EIZ PC A—F

20vY hE2HEAESY T by T aVE1a—2 TOEANAETT, WFhoay
Ea—405EdH. 7UoTFHEAKEDREIZ, RIE 1 om QOEEADH D Z & AT
BT9, FROSYIT by T avE1—320BEIE. BEFTFUTFFEDARAR—
REHIFT B0, BAEEENAREIIRLIZEAHY ET, COMEIE. N
FAJILERD PDA (EHERIHR) CEFERATEERA, MOBEBERTOER
%, FCC DEMERBEIZET E2HA4 FSA4 VICERLBZWGERNBY FT, =
DEBELVTUTFHIE. D7 oTFFHLLLIE NS VR EI YA EE—DIBFRIC
BEELRY. RFICERALTIEREY FHA,
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APPENDIX C

Declarations of Conformity and Regulatory
Information

This appendix provides declarations of conformity and regulatory information for the Cisco Aironet
CB21AG and PI21AG Wireless LAN Client Adapters.

The following topics are covered in this appendix:

» Manufacturer’'s Federal Communication Commission Declaration of Conformity Statement, page
C-2

» Department of Communications — Canada, page C-3

» European Community, Switzerland, Norway, Iceland, and Liechtenstein, page C-3

» Declaration of Conformity for RF Exposure, page C-7

» Guidelines for Operating Cisco Aironet Wireless LAN Client Adaptersin Japan, page C-7
« Administrative Rules for Cisco Aironet Wireless LAN Client Adaptersin Taiwan, page C-8
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M Manufacturer's Federal Communication Commission Declaration of Conformity Statement

Manufacturer’s Federal Communication Commission
Declaration of Conformity Statement

Tested To Comply
With FCC Standards

FOR HOME OR OFFICE USE

Models: AIR-CB21AG-A-K9, AIR-PI21AG-A-K9

FCC Certification Number:  LDK102050 (CB21AG)
LDK 102051 (PI21AG)

Manufacturer:  Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA

This device complies with Part 15 rules. Operation is subject to the following two conditions:
1. Thisdevice may not cause harmful interference, and

2. Thisdevice must accept any interference received, including interference that may cause undesired
operation.

The CB21AG client adapter has been tested and complieswith FCC RF Exposure (SAR) limitsin typical
laptop computer configurations, and this device can be used in laptop computers with side-mounted
PCMCIA slots which can provide 0.394 in (1 cm) separation distance from the antenna to the body of
the user or a nearby person. Thin laptop computers may need special attention to maintain antenna
spacing while operating.

The PI21AG client adapter has been tested and complies with FCC RF Exposure (SAR) limitsin typical
desktop computer configurations. A separation distance of 7.9 in (20 cm) must be maintained between
this device's antenna and the body of the user or a nearby person.

These devices cannot be used with handheld personal digital assistants (PDASs). Use in other
configurations may not ensure compliance with FCC RF exposure guidelines. These devices and their
antennas must not be co-located or operated in conjunction with any other antenna or transmitter.

A

Caution  The Part 15 radio device operates on a non-interference basis with other devices operating at this
frequency when using integrated antennas. Any changes or modification to the product not expressly
approved by Cisco could void the user’s authority to operate this device.

A

Caution  Within the 5.15-t0-5.25-GHz band, UNII devices are restricted to indoor operations to reduce any
potential for harmful interference to co-channel Mobile Satellite Systems (M SS) operations.

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and Configuration Guide
| C-2 | oL-4211-02 1



| Appendix C  Declarations of Conformity and Regulatory Information

Department of Communications — Canada

Department of Communications — Canada

Canadian Compliance Statement

This Class B Digital apparatus meets all the requirements of the Canadian Interference-Causing
Equipment Regulations.

Cet appareil numerique de la classe B respecte les exigences du Reglement sur e material broilleur du
Canada.

This device complies with Class B Limits of Industry Canada. Operation is subject to the following two
conditions:

1. This device may not cause harmful interference, and

2. Thisdevice must accept any interference received, including interference that may cause undesired
operation.

Cisco Aironet CB21AG and PI21AG Wireless LAN Client Adapters are certified to the requirements of
RSS-210 for 2.4-GHz and 5-GHz devices. The use of these devicesin a system operating either partially
or completely outdoors may require the user to obtain alicense for the system according to the Canadian
regulations. For further information, contact your local Industry Canada office.

European Community, Switzerland, Norway, Iceland, and
Liechtenstein

Declaration of Conformity with Regard to the R&TTE Directive 1999/5/EC

English: This equipment isin compliance with the essential requirements and other relevant provisions of
Directive 1999/5/EC.

Deutsch: Dieses Gerét entspricht den grundlegenden Anforderungen und den weiteren entsprecheneden Vorgaben
der Richtlinie 1999/5/EU.

Dansk: Dette udstyr er i overensstemmelse med de vassentlige krav og andre relevante bestemmelser i Directiv
1999/5/EF.

Espafiol: Este equipo cumple con los requisitos esenciales asi como con otras disposiciones de la Directive
1999/5/EC.

"EX\nvag: Av10G 0 €£0MMGLOG GUULOPPAVETAL LUE TIG OVOIAIELG ATOLTHOELG KOl TIg Aowég o1ataéelg g Odmnyiog
1999/5/EK.

Francais: Cet appareil est conforme aux exigencies essentialles et aux autres dispositions pertinantes de la Direc-
tive 1999/5/EC.

Isenska: Pessi bunadur samrymist |6gbodnum kréfum og 66rum akvasdum tilskipunar 1999/5/ESB.

Italiano: Questo apparato é conforme ai requisiti essenziali ed agli altri principi sanciti dalla Direttiva 1999/5/EC.
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Nederlands: Deze apparatuur voldoet aan de bel angrijkste eisen en andere voorzieningen van richtlijn 1999/5/EC.

Norsk: Dette utstyret er i samsvar med de grunnleggende krav og andre relevante bestemmel ser i EU-directiv
1999/5/EC.

Portugués: Este equipamento satisfaz os requisitos essenciais e outras provisdes da Directiva 1999/5/EC.

Suomalainen: Tamalaite tayttaé direktiivin 1999/5/EY oleelliset vaatimukset ja on siiné asetettujen muidenkin ehtojen
mukai nen.

Svenska: Denna utrustning &r i verensstémmelse med de vasentliga kraven och andra relevanta bestdmmel ser i

Direktiv 1999/5/EC.

S

Note

The Declaration of Conformity related to this product can be found at the following URL:
http://www.ciscofax.com
The following standards were applied:

- Radio: EN 300.328-1, EN 300.328-2 (2.4-GHz operation);
EN 301.893 (5-GHz operation)

- EMC: EN 301.489-1, EN 301.489-17
- Safety: EN 60950

The following CE mark is affixed to the Cisco Aironet CB21AG and PI21AG Wireless LAN Client
Adapters:

(€O

This equipment is intended to be used in all EU and EFTA countries. Outdoor use may be restricted to
certain frequencies and/or may require alicense for operation. For more details, contact your customer
service representative.
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European Community, Switzerland, Norway, Iceland, and Liechtenstein

Declaration of Conformity Statement
Cisco Aironet CB21AG Wireless LAN Client Adapter

Cisco SYSTEMS

M@

DECLARATION OF CONFORMITY

with regard to the R&TTE Directive 1999/5/EC
according to EN 45014

Cisco Systems Inc.
170 West Tasman Drive
San Jose, CA 95134 - USA

Declare under our sole responsibility that the product,

AIR-CB21AG-E-K9 / Cisco Aironet 802.11a/b/g Wireless CardBus Adapter

Fulfils the essential requirements of the Directive 1999/5/EC.

The following standards were applied:
EMC EN 301.489-1 vi.4.1: 2002-08; EN 301.489-17 v1.2.1: 2002-04
Health & Safety EN60950: 2000

Radio EN 300 328 v1.4.1: 2003-04
EN 301.893 v1.2.3: 2003-08

The conformity assessment procedure referred to in Article 10.4 and Annex III of Directive
1999/5/EC has been followed.

The product carries the CE Mark: c € @

Date & Place of Issue: 1 January 2004, San Jose

Signature: . 7
tani, "il."}ﬁ-r

Tony Youssef

Director Corporate Compliance
125 West Tasman Drive
San Jose, CA 95134 - USA

DofC 340347
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Cisco Aironet PI21AG Wireless LAN Client Adapter

Cisco SysTEMmS

DECLARATION OF CONFORMITY

with regard to the R&TTE Directive 1999/5/EC
according to EN 45014

Cisco Systems Inc.
170 West Tasman Drive
San Jose, CA 95134 - USA

Declare under our sole responsibility that the product,

AIR-PI21AG-E-K9 / Cisco Aironet 802.11a/b/g Wireless PCI Adapter

Fulfils the essential requirements of the Directive 1999/5/EC.

The following standards were applied:
EMC EN 301.489-1 v1.4.1: 2002-08; EN 301.489-17 vi1.2.1: 2002-04
Health & Safety EN60950: 2000
Radio EN 300 328 vi.4.1: 2003-04

EN 301.893 v1.2.3: 2003-08

The conformity assessment procedure referred to in Article 10.4 and Annex III of Directive
1999/5/EC has been followed.

The product carries the CE Mark: c € @

Date & Place of Issue: 1 January 2004, San Jose

« Ypoef

Tony Youssef
Director Corporate Compliance
125 West Tasman Drive

San Jose, CA 95134 - USA

Signature:

DofC 340350
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Declaration of Conformity for RF Exposure

Declaration of Conformity for RF Exposure

The radio module has been evaluated under FCC Bulletin OET 65C and found compliant to the
requirementsas set forth in CFR 47 Sections 2.1091, 2.1093, and 15.247 (b) (4) addressing RF Exposure
from radio frequency devices.

Guidelines for Operating Cisco Aironet Wireless LAN Client
Adapters in Japan

This section provides guidelines for avoiding interference when operating Cisco Aironet WirelessLAN
Client Adaptersin Japan. These guidelines are provided in both Japanese and English.

A

Note  The use of 5-GHz devicesislimited to indoor use in Japan.

Japanese Translation

CORBOHAEERRTE. BEFL-CH0ER- HE - ERREOITL
IROEETS YHTEASATLIERERBACRAERE AL ET S
REAR RURTEIENRAR EHEELSUEER SYEMEhTLET,
1 CcORBEERT LM i THRERIACANBRRBRE S ED

FERYMEMEARTLELILERELTTFEL,

2 F—. cOoRBEMCERENEIMNORHNERRCHLTEETFAOEM R
FLAREICE. B AR EER T LA NI RED RN EEE L
. TRAGEIZCESE®, BEEOS#0-m0nEEWE L, A—F 4L
SOBET ST SHEBEL T EEL,

3 O, Coa@soBRERMEOREMEIMER -CHLTERTED
BEMEEL-SeE ErEBRYDC EMEREE T TOoERE~ER
Lyt F 2L,

a5 . 03-5549-6500

43768

English Translation

This equipment operates in the same frequency bandwidth as industrial, scientific, and medical devices
such as microwave ovens and mobile object identification (RF-1D) systems (licensed premises radio
stations and unlicensed specified low-power radio stations) used in factory production lines.

1. Beforeusing this equipment, make sure that no premises radio stations or specified |low-power radio
stations of RF-1D are used in the vicinity.

2. If this equipment causes RF interference to a premises radio station of RF-ID, promptly change the
frequency or stop using the device; contact the number below and ask for recommendations on
avoiding radio interference, such as setting partitions.

3. If this equipment causes RF interference to a specified low-power radio station of RF-ID, contact
the number below.

Contact Number: 03-5549-6500
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Administrative Rules for Cisco Aironet Wireless LAN Client
Adapters in Taiwan

This section provides administrative rules for operating Cisco Aironet WirelessLAN Client Adaptersin
Taiwan. The rules are provided in both Chinese and English.

2.4- and 5-GHz Client Adapters

Chinese Translation

Brh 2 Tk dm 414 T FIT Mk

Ftmig BUXNEBLE2BAHEHATM ESE8T 49 - HRAER
EFMAFHARPHRE - AR B P RS R -

F+tik EARHETRZAAREBERRT LA FRALENR S8R
PR G BAPER XS5 ETHESTEAER -

WIASEEE  BRECFMEHFRFLERESE

B EHSA TR TSR EA L E - #HEARSA TABHMS
TR T4 -

1177

English Translation

Administrative Rules for Low-power Radio-Frequency Devices
Article 14

For those low-power radio-frequency devices that have already received a type-approval, companies,
business units or users should not change its frequencies, increase its power or change its original
features and functions.

Article 17

The operation of the low-power radio-frequency devices is subject to the conditions that no harmful
interference is caused to aviation safety and authorized radio station; and if interference is caused, the
user must stop operating the device immediately and can't re-operate it until the harmful interferenceis
clear.

The authorized radio station means a radio-communication service operating in accordance with
COMMUNICATION ACT.
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Administrative Rules for Cisco Aironet Wireless LAN Client Adapters in Taiwan Il

The operation of the low-power radio-frequency devices is subject to the interference caused by the
operation of an authorized radio station, by another intentional or unintentional radiator, by industrial,
scientific and medical (I1SM) equipment, or by an incidental radiator.

5-GHz Client Adapters

Chinese Translation
2> s H
A& RS 7 NiE A

English Translation

This equipment is limited for indoor use.
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APPENDIX D

Channels, Power Levels, and Antenna Gains

This appendix liststhe IEEE 802.11a, b, and g channels supported by the world's regulatory domains as
well as the maximum power levels and antenna gains allowed per data rate.

The following topics are covered in this appendix:
» Channels, page D-2
» Maximum Power Levels and Antenna Gains, page D-4
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MW Channels

Channels

|IEEE 802.11a

The channel identifiers, channel center frequencies, and regulatory domains of each IEEE 802.11a
20-MHz-wide channel are shown in Table D-1.

Table D-1 Channels for IEEE 802.11a
Regulatory Domains
Channel Frequency Rest of World
Identifier (in MHz) America (-A) EMEA (-E) Japan (-J) (-W)
34 5170 - - X -
36 5180 X X - X
38 5190 - - X -
40 5200 X X - X
42 5210 - - X -
44 5220 X X - X
46 5230 - - X -
48 5240 X X - X
52 5260 X X - X
56 5280 X X - X
60 5300 X X - X
64 5320 X X - X
100 5500 - X - X
104 5520 - X - X
108 5540 - X - X
112 5560 - X - X
116 5580 - X - X
120 5600 - X - X
124 5620 - X - X
128 5640 - X - X
132 5660 - X - X
136 5680 - X - X
140 5700 - X - X
149 5745 X - - X
153 5765 X - - X
157 5785 X - - X
161 5805 X - - X

N

Note  All channel setsarerestricted to indoor usage except America(-A), which allowsfor indoor and outdoor
use on channels 52 through 161 in the United States.
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|EEE 802.11b/g

The channel identifiers, channel center frequencies, and regulatory domains of each IEEE 802.11b/g
22-MHz-wide channel are shown in Table D-2.

Note

Table D-2 Channels for IEEE 802.11b/g

Regulatory Domains

Channel Frequency Rest of World

Identifier (in MHz) America (-A) EMEA (-E) Japan (-J) (-W)
1 2412 X X X X
2 2417 X X X X
3 2422 X X X X
4 2427 X X X X
5 2432 X X X X
6 2437 X X X X
7 2442 X X X X
8 2447 X X X X
9 2452 X X X X
10 2457 X X X X
11 2462 X X X X
12 2467 - X X X
13 2472 - X X X
14 2484 - - X -

Channels

Mexicoisincluded in the Rest of World regulatory domain; however, channels 1 through 8 are for indoor
use only while channels 9 through 11 can be used indoors and outdoors. Users are responsible for
ensuring that the channel set configuration isin compliance with the regulatory standards of Mexico.

In Japan, channel 14 is not supported for 802.11g mode.

[ oL-4211-02
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Maximum Power Levels and Antenna Gains

|IEEE 802.11a

An improper combination of power level and antenna gain can result in equivalent isotropic radiated
power (EIRP) above the amount allowed per regulatory domain. Table D-3 indicates the maximum EIRP
allowed for each datarate in the |IEEE 802.11a regulatory domains.

Table D-3 Maximum EIRP for IEEE 802.11a

Maximum EIRP for PC-Cardbus Card
with 0-dBi Antenna Gain and PCI Card
with 1-dBi Antenna Gain
Data Rate mw dBm
6 Mbps 40 16
9 Mbps 40 16
12 Mbps 40 16
18 Mbps 40 16
24 Mbps 40 16
36 Mbps 25.1 14
48 Mbps 20 13
54 Mbps 20 13

|IEEE 802.11b

An improper combination of power level and antenna gain can result in equivalent isotropic radiated
power (EIRP) above the amount allowed per regulatory domain. Table D-4 indicates the maximum EIRP
allowed for each datarate in the |IEEE 802.11b regulatory domains.

Table D-4 Maximum EIRP for IEEE 802.11b
Maximum EIRP for PC-Cardbus Card
with 0-dBi Antenna Gain and PCI Card
with 1-dBi Antenna Gain
Data Rate mw dBm
1 Mbps 100 20
2 Mbps 100 20
5.5 Mbps 100 20
11 Mbps 100 20
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EEE 802.11g

Maximum Power Levels and Antenna Gains 1l

An improper combination of power level and antenna gain can result in equivalent isotropic radiated
power (EIRP) above the amount allowed per regulatory domain. Table D-5 indicates the maximum EIRP
allowed for each data rate in the |IEEE 802.11g regulatory domains.

Table D-5 Maximum EIRP for IEEE 802.119g

Maximum EIRP for PC-Cardbus Card
with 0-dBi Antenna Gain and PCI Card

with 1-dBi Antenna Gain

Data Rate mw dBm
6 Mbps 50 17
9 Mbps 50 17
12 Mbps 50 17
18 Mbps 50 17
24 Mbps 50 17
36 Mbps 40 16
48 Mbps 316 15
54 Mbps 20 13
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APPENDIX E

Configuring the Client Adapter through the
Windows XP Operating System

This appendix explains how to configure and use the client adapter with Windows XP.
The following topics are covered in this appendix:

» Overview, page E-2

» Configuring the Client Adapter, page E-5

- Associating to an Access Point Using Windows XP, page E-18

« Viewing the Current Status of Your Client Adapter, page E-18
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Overview

Note

This appendix providesinstructions for minimally configuring the client adapter through the Microsoft
Wireless Configuration Manager in Windows XP (instead of through ADU) as well as for enabling the
security options that are available for use with this operating system. The “Overview of Security
Features” section below describes each of these options so that you can make an informed decision
before you begin the configuration process.

In addition, this appendix also provides basic information on using Windows X P to specify the networks
to which the client adapter associates and to view the current status of your client adapter.

If you require more information about configuring or using your client adapter with Windows XP, refer
to Microsoft’s documentation for Windows XP.

Overview of Security Features

Static WEP Keys

When you use your client adapter with Windows XP, you can protect your data asit is transmitted
through your wireless network by encrypting it through the use of wired equivalent privacy (WEP)
encryption keys. With WEP encryption, the transmitting device encrypts each packet with a WEP key,
and the receiving device uses that same key to decrypt each packet.

The WEP keys used to encrypt and decrypt transmitted data can be statically associated with your
adapter or dynamically created as part of the EAP authentication process. Theinformation in the“ Static
WEP Keys” and “EAP (with Dynamic WEP Keys)” sections below can help you to decide which type
of WEP keys you want to use. Dynamic WEP keyswith EAP offer ahigher degree of security than static
WEP keys.

WEP keys, whether static or dynamic, are either 40 or 128 bitsin length. 128-bit WEP keys offer agreater
level of security than 40-bit WEP keys.

Each device within your wireless network can be assigned up to four static WEP keys. If adevice
receives a packet that is not encrypted with the appropriate key (as the WEP keys of all devicesthat are
to communicate with each other must match), the device discards the packet and never deliversit to the
intended receiver.

You do not need to re-enter static WEP keys each time the client adapter is inserted or the Windows
device is rebooted because the keys are stored (in an encrypted format for security reasons) in the
registry of the Windows device. When the driver loads and reads the client adapter’s registry parameters,
it also finds the static WEP keys, unencrypts them, and stores them in volatile memory on the adapter.
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overview W

EAP (with Dynamic WEP Keys)

The standard for wireless LAN security, as defined by I1EEE, is called 802.1X for 802.11, or simply
802.1X. An access point that supports 802.1X and its protocol, Extensible Authentication Protocol
(EAP), acts as the interface between awireless client and an authentication server, such as aRADIUS
server, to which the access point communicates over the wired network.

Two 802.1X authentication types are available when configuring your client adapter through
Windows XP:

EAP-TL S—This authentication type uses a dynamic session-based WEP key derived from the
client adapter and RADIUS server to encrypt data. It uses a client certificate for authentication.

RADIUS serversthat support EAP-TL S include Cisco Secure ACS release 3.0 or later and Cisco
Access Registrar release 1.8 or later.

Protected EAP (or PEAP)—One of the following PEAP authentication types are available,
depending on the software that is installed on your computer:

— PEAP (EAP-MSCHAP V2)—This PEAP authentication type is available if Cisco’'s PEAP

security module (included in the Install Wizard file for Cisco Aironet 340, 350, and CB20A
client adapters) was not previously installed on your computer or was installed prior to Service
Pack 1 for Windows XP.

PEAP (EAP-MSCHAP V2) authentication is based on EAP-TLS authentication but uses a
password instead of a client certificate for authentication. PEAP (EAP-MSCHAP V2) uses a
dynamic session-based WEP key derived from the client adapter and RADIUS server to encrypt
data

RADIUS servers that support PEAP (EAP-MSCHAP V2) authentication include Cisco Secure
ACSrelease 3.2 or later.

PEAP (EAP-GT C)—AIlthough this authentication typeis not officially supported for CB21AG
and PI21AG client adapters, you may be able to use it successfully if Cisco’s PEAP security
module (included in the Install Wizard file for Cisco Aironet 340, 350, and CB20A client
adapters) was previously installed on your computer and installed after Service Pack 1 for
Windows XP.

PEAP (EAP-GTC) authentication is designed to support One-Time Password (OTP), Windows
NT or 2000 domain, and LDAP user databases over awireless LAN. It is based on EAP-TLS
authentication but uses a password or PIN instead of a client certificate for authentication.
PEAP (EAP-GTC) uses a dynamic session-based WEP key derived from the client adapter and
RADIUS server to encrypt data. If your network uses an OTP user database, PEAP (EAP-GTC)
requiresyou to enter either a hardware token password or a software token PIN to start the EAP
authentication process and gain access to the network. If your network uses a Windows NT or
2000 domain user database or an LDAP user database (such as NDS), PEAP (EAP-GTC)
requires you to enter your username, password, and domain nhame in order to start the
authentication process.

RADIUS servers that support PEAP (EAP-GTC) authentication include Cisco Secure ACS
release 3.1 or later and Cisco Access Registrar release 3.5 or later.
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When you enable Require EAP on your access point and configure your client adapter for EAP-TLS or
PEAP using Windows XP, authentication to the network occurs in the following sequence:

1. The client adapter associates to an access point and begins the authentication process.

N

Note The client does not gain full access to the network until authentication between the client
and the RADIUS server is successful.

2. Communicating through the access point, the client and RADIUS server compl ete the authentication
process, with the password (PEAP) or certificate (EAP-TLS) being the shared secret for
authentication. The password is never transmitted during the process.

3. If authentication is successful, the client and RADIUS server derive a dynamic, session-based WEP
key that is unique to the client.

4. The RADIUS server transmits the key to the access point using a secure channel on thewired LAN.

5. For the length of a session, or time period, the access point and the client use this key to encrypt or
decrypt all unicast packets (and broadcast packets if the access point is set up to do so) that travel
between them.

N

Note  Refer to the IEEE 802.11 Standard for more information on 802.1X authentication and to the following
URL for additional information on RADIUS servers:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcr/secur_c/scprt2/scrad.htm

Wi-Fi Protected Access (WPA)

Wi-Fi Protected Access (WPA) is a standards-based, interoperable security enhancement that greatly
increases the level of data protection and access control for existing and future wireless LAN systems.
It isderived from and is forward-compatible with the upcoming |EEE 802.11i standard. WPA leverages
Temporal Key Integrity Protocol (TKIP) and Michael message integrity check (MIC) for data protection
and 802.1X for authenticated key management.

WPA supports two mutually exclusive key management types: WPA and WPA passphrase (also known
as WPA Pre-shared Key or WPA-PSK). Using WPA, clients and the authentication server authenticate to
each other using an EA P authentication method, and the client and server generate a pairwise master key
(PMK). Using WPA, the server generates the PMK dynamically and passes it to the access point. Using
WPA passphrase, however, you configure a passphrase (or pre-shared key) on both the client and the
access point, and that passphrase is used as the PMK.

Windows X P Service Pack 1 and Microsoft support patch 815485 must beinstalled in order to use WPA.
They can be downloaded from the following URLSs:

» Service Pack 1.
http://www.microsoft.com/WindowsX P/pro/downl oads/servicepacks/spl/defaul t.asp
» 815485 support patch:
http://www.microsoft.com/downl oads/detail s.aspx?Familyl D=009d8425-ce2b-47ad-abec-274845d
c9e91& DisplayL ang=en
~

Note  WRPA must also be enabled on the access point. Access points must use Cisco |OS Release 12.2(11)JA
or later to enable WPA. Refer to the documentation for your access point for instructions on enabling
this feature.
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Configuring the Client Adapter

Configuring the Client Adapter

~

Note

Note

Step 1

Step 2
Step 3
Step 4
Step 5

Follow the steps below to configure your client adapter using Windows XP.

These instructions assume you are using the following:

- Windows XP Service Pack 1 and Microsoft support patch 815485

- Windows XP classic view rather than category view

If you do not use Service Pack 1 and the 815485 support patch, the windows you see will look different
than those shown in this section and will not support WPA.

The appropriate certificates must be installed on your computer if you are planning to enable EAP-TLS
or PEAP authentication. EAP-TL S requires both a Certificate Authority (CA) certificate and a user
certificate while PEAP requires only a CA certificate. Contact your system administrator if you need
help obtaining and importing the necessary certificates.

Make sure the client adapter’s driver has been installed and the client adapter isinserted in the Windows
XP device.

Double-click My Computer, Control Panel, and Network Connections.
Right-click Wireless Network Connection.

Click Properties. The Wireless Network Connection Properties window appears.
Click the Wireless Networks tab. The following window appears (see Figure E-1).

[ oL-4211-02
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Figure E-1  Wireless Network Connection Properties Window (Wireless Networks Tab)

- Wireless Network Connection Properties E]

General | “wireless Metworks | Advanced

Jze Windows bo configure my wireless netwark, settings

Areailable networkz:
To connect ko an available network, click Configure.

i testapl
i Broadcaom "
Prefered netwiork.z:

Automatically connect to available netwarks in the order listed
below:

Add..

Learn about setting up wirgless netbwork,
confiquration,

[ 0k, ][ Cancel ]
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Step6  Make sure that the Use Windows to configure my wireless network settings check box is checked.

Step7  Choose the SSID of the access point to which you want the client adapter to associate from the list of
available networks and click Configure. If the SSID of the access point you want to use is not listed or
you are planning to operate the client adapter in an ad hoc network (a computer-to-computer network
without access points), click Add.

N,
Note  TheAllow Broadcast SSID to Associate option on the access point must be enabled for the SSID
to appear in the list of available networks.

The Wireless Network Properties window appears (see Figure E-2).
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Figure E-2 Wireless Network Properties Window (Association Tab)

Azsociation | Authentication

Metwork, name [S5101];
Wirglezs network key
T hiz nietwork, requires a key for the following:

Metwork Authentication: Open bt

Data encrypption; Dizabled W

[] Thiz iz a computer-to-computer [ad hoc] netwark; wireless
accesz points are not uzed

[ Ok, ] [ Cancel

1003457

Step8  Perform one of the following:

« If youchosean SSID fromthelist of available networks, make sure the SSID appearsin the Network
name (SSID) field.

- If you clicked Add, enter the case-sensitive SSID of the access point or the ad hoc network to which
you want the client adapter to associate in the Network name (SSID) field.

Step9  Check the Thisis a computer-to-computer (ad hoc mode) network; wireless access points are not

used check box at the bottom of the window if you are planning to operate the client adapter in an ad
hoc network.
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Step 10  Choose one of the following options from the Network Authentication drop-down list:

~

Open—Enables your client adapter, regardless of its WEP settings, to authenticate and attempt to
communicate with an access point. However, communication can occur only if the adapter’'s WEP
key matches that of the access point. If your adapter is not using WEP, it will not attempt to
authenticate to an access point that is using WEP and vice versa. This option isrecommended if you
want to use static WEP or EAP authentication without WPA.

Shared—Enables your client adapter to authenticate and communicate only with access points that
have the same WEP key. Cisco recommends that shared key authentication not be used because it
presents a security risk.

S
Note  Your client adapter’s network authentication setting must match that of the access points

with which it is to communicate. Otherwise, your client adapter may not be able to
authenticate to them.

Note  EAP-TLS does not work with shared key authentication because shared key authentication
requires the use of a WEP key, and a WEP key is not set for EAP-TL S until after the
completion of EAP authentication.

WPA—Enables WPA, which enables your client adapter to associate to access points using WPA.

WPA-PSK—Enables WPA Pre-shared key (WPA-PSK), which enables your client adapter to
associate to access points using WPA-PSK.

Note  The WPA-None option is not supported for use with the CB21AG or PI21AG client adapter.

~

Note  Refertothe“Wi-Fi Protected Access (WPA)” section on page E-4 for more information on WPA

and WPA-PSK.

Step 11 Choose one of the following options from the Data encryption drop-down list:

Disabled—Disables data encryption for your client adapter. This option is available only when
Open or Shared has been selected for Network Authentication.

W EP—Enables static or dynamic WEP for your client adapter. This option isrecommended for use
with open authentication.

TKIP—Enables Temporal Key Integrity Protocol (TKIP) for your client adapter. This option is
recommended for use with WPA and WPA-PSK.
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Step 12 Follow the steps below to enter a static WEP key if you are planning to use static WEP.
Y
Note If you are planning to use EAP-TLS or PEAP authentication, which uses dynamic WEP, go to
Step 13.

a. Makesurethe The key is provided for me automatically check box is unchecked.

b. Obtainthe WEP key for the access point (in an infrastructure network) or other clients (in an ad hoc
network) from your system administrator and enter it in both the Network key and Confirm network
key fields. Follow the guidelines below to enter a new static WEP key:

»  WEP keys must contain the following number of characters:
— 10 hexadecimal characters or 5 ASCII text characters for 40-bit keys
Example: 5A5A 313859 (hexadecimal) or ZZ18Y (ASCII)
— 26 hexadecimal characters or 13 ASCI|I text characters for 128-bit keys
Example: 5A583135333554595549333534 (hexadecimal) or ZX1535TY U1354 (ASCII)
S
Note  ASCII text WEP keys are not supported on Cisco Aironet 1200 Series Access Points, so
you must enter hexadecimal characters if your client adapter will be used with these
access points.
« Your client adapter’'s WEP key must match the WEP key used by the access point (in
infrastructure mode) or clients (in ad hoc mode) with which you are planning to communicate.
c. IntheKey index (advanced) field, choose the number of the WEP key you are creating (1, 2, 3, or 4).
N
Note  The WEP key must be assigned to the same number on both the client adapter and the access
point (in an infrastructure network) or other clients (in an ad hoc network).

d. Click OK to save your settings and to add this SSID to the list of preferred networks (see
Figure E-1). The configuration is completefor static WEP. The client adapter automatically attempts
to associate to the network(s) in the order in which they are listed.

Step 13 If you enabled WPA-PSK, obtain the pre-shared key for the access point from your system administrator
and enter it in both the Network key and Confirm network key fields. Follow the guidelines below to
enter a pre-shared key:

» Pre-shared keys must contain 8 to 63 ASCII text characters or 64 hexadecimal characters.
« Your client adapter’s pre-shared key must match the pre-shared key used by the access point with
which you are planning to communicate.

Step 14 Check the The key is provided for me automatically check box if you are planning to use EAP-TLS
or PEAP, which uses dynamic WEP keys.

N

Note  This parameter is not available if you enabled WPA or WPA-PSK.
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Step 15 Perform one of the following if you are planning to use EAP authentication:

« If you are planning to use EAP-TL S authentication, follow the instructions in the “ Enabling
EAP-TLS Authentication” section on page E-10.

- If you are planning to use PEAP authentication, follow the instructions in the “ Enabling PEAP
Authentication” section on page E-13.

Enabling EAP-TLS Authentication

Follow the steps below to prepare the client adapter to use EAP-TL S authentication, provided you have
completed the initial configuration.

Stepl  Click the Authentication tab on the Wireless Network Properties window. The following window
appears (see Figure E-3).

Figure E-3  Wireless Network Properties Window (Authentication Tab)

Wircless network properties  [R)X)

Azsociation | Authentication

Select thiz option to provide authenticated network, access for
wirelezs Ethernet networls.

Enable IEEE 802.1% authentization for thiz netwark,

EAP type; | Smart Card or other Certificate »

Authenticate az computer when computer information iz available

[ ] Authenticate az guest when user or camputer information iz
unavailable

[ Ok, ] [ Cancel
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Step 2

Step 3
Step 4

Step 5
Step 6
Step 7

Configuring the Client Adapter

Check the Enable | EEE 802.1x authentication for this networ k check box if you did not enable WPA

on the Association window.

For EAP type, choose Smart Card or other Certificate.

Click Properties. The Smart Card or other Certificate Properties window appears (see Figure E-4).

Figure E-4 Smart Card or other Certificate Properties Window

Smart Card or other Certificate Properties

YW'hen connecting:
) Use my smart card
(%) Use a certificate on this computer

Uze simple certificate zelection [Recommended)
Validate server certificate

[] Cornect to these servers:

Truzted Foot Certification Authorities:

2x

[] &Ba ECOM Foot Cé .
[] Autoridad Certificadaora de la Asociacion Macional del Motaria
[] Autoridad Certificadora del Colegio Macional de Coreduria Pu
[] Baltimore EZ by DST
[] Belgacom E-Trust Primary Cé
[] Cow HET SecureMet Ca Class &
[] caw HET Secureiet Ca Class B
[] Céw HET SecureMet CA Foot w
£ >
l Wiew Certificate ]
[ ]Use a different user name for the connection
[ ] 4 ] l Cancel ] %
=
Choose the Use a certificate on this computer option.
Check the Use simple certificate selection (Recommended) check box.

Check the Validate server certificate check box if server certificate validation is required.

[ oL-4211-02
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Step 8

Step 9

Step 10
Step 11

Step 12

Step 13

Step 14

If you want to specify the name of the server to connect to, check the Connect to these servers check
box and enter the server name in the field below.

A
Note If you enter a server name and the client adapter connects to a server that does not match the

name you entered, you are prompted to accept or cancel the connection during the authentication
process.

~

Note If you leave thisfield blank, the server name is not verified, and a connection is established as
long as the certificate is valid.

Inthe Trusted Root Certification Authorities field, check the check box beside the name of the certificate
authority from which the server certificate was downloaded.

N

Note If you leave all check boxes unchecked, you are prompted to accept a connection to the root
certification authority during the authentication process.

Click OK in each window to save your settings. The configuration is complete.

If a pop-up message appears above the system tray informing you that you need to accept a certificate
to begin the EAP authentication process, click the message and follow theinstructions provided to accept
the certificate.

~

Note  You should not be prompted to accept a certificate for future authentication attempts. After you
accept one, the same certificate is used subsequently.

If a message appears indicating the root certification authority for the server’s certificate, and it is the
correct certification authority, click OK to accept the connection. Otherwise, click Cancel.

If amessage appears indicating the server to which your client adapter is connected, and it is the correct
server to connect to, click OK to accept the connection. Otherwise, click Cancel.

The client adapter should now EAP authenticate.

A

Note  Whenever the computer reboots and you enter your Windows username and password, the EAP
authentication process begins automatically and the client adapter should EAP authenticate.

To verify authentication, double-click My Computer, Control Panel, and Networ k Connections. The
status appears to the right of your Wireless Network Connection. Click View and Refresh to obtain the
current status. If the client adapter is authenticated, the status reads Authentication succeeded.
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Enabling PEAP Authentication

Follow the steps below to prepare the client adapter to use PEAP authentication, provided you have
completed the initial configuration.

Stepl  Click the Authentication tab on the Wireless Network Properties window. The following window
appears (see Figure E-5).

Figure E-5 Wireless Network Properties Window (Authentication Tab)

Aszsociation | Authentication

Select thiz option to provide authenticated network, access for
wirglezz Ethernet networks.

Enable IEEE 802.1% authentication for this network,

AP ype v

Authenticate az computer when computer information is available

[] Authenticate az guest when uzer or computer infarmation is
unavailable

[ ok, ] [ Cancel

103458

Step2  Check the Enable | EEE 802.1x authentication for this network check box if you did not enable WPA
on the Association window.

Step3  For EAPtype, choose one of the following, depending on the software that isinstalled on your computer:
» Protected EAP (PEAP)—This option appears for PEAP (EAP-MSCHAP V2).
« PEAP—This option appears for PEAP (EAP-GTC).
S
Note PEAP(EAP-GTC) isnot officially supported for CB21AG and PI21AG client adapters, but
you may be able to use it successfully if Cisco’s PEAP security module (included in the

Install Wizard file for Cisco Aironet 340, 350, and CB20A client adapters) was previously
installed on your computer and installed after Service Pack 1 for Windows XP.
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Step 4

Perform one of the following:

« If you chose Protected EAP (PEAP), follow theinstructionsin the “ Enabling PEAP (EAP-M SCHAP

V2)" section below.

« If you chose PEAP, follow the instructions in the “Enabling PEAP (EAP-GTC)” section on

page E-16.

Enabling PEAP (EAP-MSCHAP V2)

Step 1

Step 2

Follow the steps below to enable PEAP (EAP-MSCHAP V2).

Click Properties. The Protected EAP Properties window appears (see Figure E-8).

Figure E-6  Protected EAP Properties Window
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Secured password (EAP-MSCHAR w2) W
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]

Check the Validate server certificate check box if server certificate validation is required

(recommended).
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Step3  If you want to specify the name of the server to connect to, check the Connect to these servers check
box and enter the appropriate server name in the field below.

A

Note If you enter a server name and the client adapter connects to a server that does not match the
name you entered, you are prompted to accept or cancel the connection during the authentication
process.

N,
Note If you leave thisfield blank, the server name is not verified, and a connection is established as
long as the certificate is valid.

Step4  Inthe Trusted Root Certification Authoritiesfield, choose the certificate authority from which the server
certificate was downloaded.

Step5  In the Select Authentication Method drop-down box, choose Secured password (EAP-M SCHAP v2).
Step6  Click Configure. The EAP MSCHAPv2 Properties window appears (see Figure E-7).

Figure E-7 EAP MSCHAPV2 Properties Window

EAP MSCHAPv2 Properties

When connecting:

Autormatically uze my Windows logon name and
paszword [and domain iF any).

[ Ok ] I Cancel ]
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Step7  Make surethe Automatically use my Windowslogon name and password (and domain if any) check
box is checked.

Step8  Click OK in each window to save your settings. The configuration is complete.

Step9  The EAP authentication process begins automatically, and the client adapter should EAP authenticate
using your Windows credentials. To verify authentication, double-click My Computer, Control Panel,
and Networ k Connections. The status appears to the right of your Wireless Network Connection. Click
View and Refresh to obtain the current status. If the client adapter is authenticated, the status reads
Authentication succeeded.
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Enabling PEAP (EAP-GTC)

Step 1

Step 2

Step 3

Step 4

Follow the steps below to enable PEAP (EAP-GTC).

Click Properties. The PEAP Properties window appears (see Figure E-8).
Figure E-8 PEAP Properties Window

PEAP Properties E|

Walidate server certificate

[] Cannect anly if server name ends with:

Truzted root certificate autharity [CA);

Second Phaze EAP Type: | Genenic Token Card A

OF. ] [ Cancel ]
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Check the Validate server certificate check box if server certificate validation is required
(recommended).

If you want to specify the name of the server to connect to, check the Connect only if server nameends
with check box and enter the appropriate server name suffix in the field below.

A

Note If you enter a server name and the client adapter connects to a server that does not match the
name you entered, you are prompted to accept or cancel the connection during the authentication
process.

N
Note If you leave thisfield blank, the server name is not verified, and a connection is established as
long as the certificate is valid.

Make sure that the name of the certificate authority from which the server certificate was downloaded
appears in the Trusted root certificate authority (CA) field. If necessary, click the arrow on the
drop-down menu and choose the appropriate name.

A
Note If you leave thisfield blank, you are prompted to accept a connection to the root certification
authority during the authentication process.
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Step 5

Step 6

Step 7

Step 8

Configuring the Client Adapter

Check the Connect only if server issigned by specified trusted root CA check box if you want to
ensure that the certificate server uses the trusted root certificate specified in the field above. This
prevents the client from establishing connections to rogue access points.

Currently Generic Token Card is the only second phase EAP type available. Click Properties. The
Generic Token Card Properties window appears (see Figure E-9).

Figure E-9 Generic Token Card Properties Window

Generic Token Card Properties El

Use Genenc Token Card for;
() Static Password [Windows NT #2000, LDAF)
(%) Ore Time Passwaord
Support HardwareT oken

Support Software Token
Supported Type:

Secure Computing SofT oken YWerzion 1.3 L
SofToken Program Fath:
(] l [ Cancel ]
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Choose either the Static Password (Windows NT/2000, L DAP) or the One Time Password option,
depending on your user database.

Perform one of the following:
« If you chose the Static Password (Windows NT/2000, L DAP) option in Step 7, go to Step 9.

« If you chose the One Time Passwor d option in Step 7, check one or both of the following check
boxes to specify the type of tokens that will be supported for one-time passwords:

— Support Hardware Token—A hardware token device obtains the one-time password. You
must use your hardware token device to obtain the one-time password and enter the password
when prompted for your user credentials.

— Support Software Token—The PEAP supplicant works with a software token program to
retrieve the one-time password. You have to enter only the PIN, not the one-time password. If
you check this check box, you must also choose from the Supported Type drop-down box the
software token software that is installed on the client (such as Secure Computing Sof Token
Version 2.1, Secure Computing Sof Token 11 2.0, or RSA SecurlD Software Token 2.5), and if
Secure Computing Sof Token Version 2.1 is selected, you must find the software program path
using the Browse button.

N

Note  The Sof Token Program Path field is unavailable if a software token program other than
Secure Computing Sof Token Version 2.1 is selected.
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Step9  Click OK in each window to save your settings. The configuration is complete.

Step 10  Refer to Chapter 6 of the Cisco Aironet 340, 350, and CB20A Wireless LAN Client AdaptersInstallation

and Configuration Guide for Windows (OL-1394-07 or later) for instructions on authenticating using
PEAP (EAP-GTC).

Associating to an Access Point Using Windows XP

Windows X P causes the client adapter’s driver to automatically attempt to associate to the first network
in the list of preferred networks (see Figure E-1). If the adapter fails to associate or loses association, it
automatically switches to the next network in the list of preferred networks.The adapter does not switch
networks as long as it remains associated to the access point. To force the client adapter to associate to

adifferent access point, you must choose a different network from the list of available networks (and
click Configure and OK).

Viewing the Current Status of Your Client Adapter

To view the status of your client adapter, click the icon of the two connected computers in the Windows
system tray. The Wireless Network Connection Status window appears (see Figure E-10).

Figure E-10 Wireless Network Connection Status Window

Wireless Metwork Connection 4 Status E]g]

General | Support

Connection
Status: Connected
Duration: 01:58:00
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'
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Properties ][ Dizable ]

Cloze
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802.1X

802.11

802.11a

802.11b

802.11g

A

access point

ad hoc network
alphanumeric

associated

GLOSSARY

Quadrate amplitude modulation. A modulation technique used by IEEE 802.11-compliant wireless
LANSs for transmission at 24 and 36 Mbps.

Quadrate amplitude modulation. A modulation technique used by IEEE 802.11-compliant wireless
LANSs for transmission at 48 and 54 Mbps.

Also called 802.1X for 802.11. 802.1X isthe standard for wireless LAN security, as defined by the Institute
of Electrical and Electronics Engineers (IEEE). An access point that supports 802.1X and its protocol,
Extensible Authentication Protocol (EAP), acts as the interface between awireless client and an
authentication server, such asaRemote Authentication Dial-In User Service (RADIUS) server, to which the
access point communicates over the wired network.

The |EEE standard that specifies carrier sense media access control and physical layer specifications
for 1- and 2-megabit-per-second (Mbps) 2.4-GHz wireless LANS.

The |EEE standard that governs the deployment of 5-GHz OFDM systems. It specifies the
implementation of the physical layer for wireless UNII bands (see UNII, UNII 1, and UNII 2) and
provides four channels per 100 MHz of bandwidth.

The |EEE standard that specifies carrier sense media access control and physical layer specifications
for 5.5- and 11-Mbps 2.4-GHz wireless LANSs.

The |EEE standard that specifies carrier sense media access control and physical layer specifications
for 54-Mbps 2.4-GHz wireless LANSs.

A wireless LAN data transceiver that uses radio waves to connect a wired network with wireless
stations.

A wireless network composed of stations without access points.
A set of characters that contains both letters and numbers.

A station is configured properly to enable it to wirelessly communicate with an access point.
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B

bandwidth

BPSK

broadcast key
rotation

CCK

CCKM

CKIP

client

CSMA

CRC

D

data rates

dBi

DHCP

Specifies the amount of the frequency spectrum that is usable for data transfer. It identifies the
maximum data rate that a signal can attain on the medium without encountering significant power loss.

Binary phase shift keying. A modulation technique used by |EEE 802.11-compliant wireless LANsfor
transmission at 1 Mbps.

A security feature for use with dynamic WEP keys. If your client adapter uses LEAP, EAP-TLS, or
PEAP authentication and you enabl e thisfeature, the access point changes the dynamic broadcast WEP
key that it provides at the interval you select.

Complementary code keying. A modul ation technique used by | EEE 802.11b-compliant wirelessLANs
for transmission at 5.5 and 11 Mbps.

Cisco Centralized Key Management. Using CCKM, authenticated client devices can roam from one
access point to another without any perceptible delay during reassociation. An access point on your
network provides wireless domain services (WDS) and creates a cache of security credentials for
CCKM-enabled client devices on the subnet. The WD S access point's cache of credentials dramatically
reduces the time required for reassociation when a CCKM-enabled client device roamsto a new access
point.

Cisco Key Integrity Protocol. Cisco’s WEP key permutation technique based on an early algorithm
presented by the IEEE 802.11i security task group.

A radio device that uses the services of an access point to communicate wirelessly with other devices
on alocal area network.

Carrier sense multiple access. A wireless LAN media access method specified by the IEEE 802.11
specification.

Cyclic redundancy check. A method of checking for errorsin areceived packet.

The range of data transmission rates supported by a device. Data rates are measured in megabits per
second (Mbps).

A ratio of decibelsto an isotropic antennathat is commonly used to measure antenna gain. The greater
the dBi value, the higher the gain and the more acute the angle of coverage.

Dynamic Host Configuration Protocol. A protocol available with many operating systems that
automatically issues | P addresses within a specified range to devices on the network. The deviceretains
the assigned address for a specific administrator-defined period.
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duplicate packets

EAP

Ethernet

F

file server

fragmentation
threshold

full duplex

G
gateway

GHz

H

half duplex

hexadecimal

Glossary I

Direct-sequence spread spectrum. A type of spread spectrum radio transmission that spreads its signal
continuously over awide frequency band.

Packets that were received twice because an acknowledgement got |ost and the sender retransmitted the
packet.

Extensible Authentication Protocol. EAP is the protocol for the optional IEEE 802.1X wireless LAN
security feature. An access point that supports 802.1X and EAP acts as the interface between a wireless
client and an authentication server, such asa Remote Authentication Dial-In User Service (RADIUS) server,

to which the access point communicates over the wired network.

The most widely used wired local area network. Ethernet uses carrier sense multiple access (CSMA)
to enable computers to share a network and operates at 10, 100, or 1000 megabits per second (Mbps),

depending on the physical layer used.

A repository for files so that alocal area network can share files, mail, and programs.

The size at which packets are fragmented and transmitted a piece at atime instead of all at once. The

setting must be within the range of 64 to 2312 bytes.

A means of communication whereby each node receives and transmits simultaneously (two-way). See

also half duplex.

A device that connects two otherwise incompatible networks together.

Gigahertz. One billion cycles per second. A unit of measure for frequency.

A means of communication whereby each node receives and transmitsin turn (one-way). See also full

duplex.

A set of characters consisting of ten numbers and six letters (0-9, A-F, and a-f).
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IEEE

infrastructure

infrastructure
device

IP address

IP subnet mask

IPX

LEAP

M

MAC address

MIC

modulation
multicast packets

multipath

Institute of Electrical and Electronics Engineers. A professional society serving electrical engineers
through its publications, conferences, and standards development activities. The body responsible for
the Ethernet 802.3 and wireless LAN 802.11 specifications.

The wired Ethernet network.

A device (such as an access point, bridge, or base station) that connects client adaptersto awired LAN.

The Internet Protocol address of a station.

The number used to identify the IP subnetwork, indicating whether the 1P address can be recognized
onthe LAN or if it must be reached through a gateway.

Internetwork Packet Exchange. The NetWare network layer protocol used for transferring data from
servers to workstations.

LEARP, or EAP-Cisco Wireless, isan 802.1X authentication type. With LEAP, a username and password
are used by the client adapter to perform mutual authentication with the RADIUS server through an
access point.

The Media Access Control (MAC) address is a unigque serial number assigned to a networking device
by the manufacturer.

M essage integrity check. MI1C prevents bit-flip attacks on encrypted packets. During a bit-flip attack,
an intruder intercepts an encrypted message, altersit slightly, and retransmits it, and the receiver
accepts the retransmitted message as legitimate. The client adapter’s driver must support MIC
functionality, and M1C must be enabled on the access point.

Any of several techniques for combining user information with a transmitter’s carrier signal.
Packets transmitted to multiple stations.

The echoes created as a radio signal bounces off of physical objects.
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OFDM

overrun packets

packet

QPSK

R

radio channel
range

receiver sensitivity
RF

roaming

RTS threshold

S

spread spectrum

Glossary I

Orthogonal frequency division multiplexing. A multicarrier modulation method for broadband wireless
communications.

Packets that were discarded because the access point had a temporary overload of packets to handle.

A basic message unit for communication across a network. A packet usually includes routing

information, data, and sometimes error detection information.

Quadruple phase shift keying. A modulation technique used by |EEE 802.11-compliant wireless LANS

for transmission at 2 Mbps.

The frequency at which aradio operates.
A linear measure of the distance that a transmitter can send a signal.

A measurement of the weakest signal areceiver can receive and still correctly translate it into data.

Radio frequency. A generic term for radio-based technol ogy.

A feature of some access points that enables users to move through a facility while maintaining an

unbroken connection to the LAN.

The packet size at which an access point issues a request to send (RTS) before sending the packet.

A radio transmission technology that spreads data over a much wider bandwidth than otherwise

required in order to gain benefits such as improved interference tolerance and unlicensed operation.

SSID Service set identifier. A unique identifier that stations must use to be able to communicate with an
access point. The SSID can be any alphanumeric entry up to a maximum of 32 characters.
Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and Configuration Guide

[ oL-4211-02 .m



M Giossary

T

TKIP Temporal Key Integrity Protocol. Also referred to as WEP key hashing. A security feature that defends
against an attack on WEP in which the intruder uses the initialization vector (1V) in encrypted packets
to calculate the WEP key. TKIP removes the predictability that an intruder relies on to determine the
WEP key by exploiting IVs.

transmit power The power level of radio transmission.

U

unicast packets Packets transmitted in point-to-point communication.

UNII Unlicensed National Information Infrastructure. An FCC regulatory domain for 5-GHz wireless
devices. UNII bands are 100 MHz wide and divided into four channels when using 802.11a OFDM
modul ation.

UNII 1 A UNII band dedicated to in-building wirelessLAN applications. UNII 1islocated at 5.15to 5.25 GHz
and allows for a maximum transmit power of 40 mW (or 16 dBm) with an antenna up to 6 dBi. UNII 1
regulations require a nonremovable, integrated antenna.

UNII 2 A UNII band dedicated to in-building wirelessLAN applications. UNII 2islocated at 5.25to0 5.35 GHz
and allows for a maximum transmit power of 200 mW (or 23 dBm) with an antenna up to 6 dBi. UNII
2 regulations allow for an auxiliary, user-installable antenna.

UNII 3 A UNII band dedicated to wireless LAN applications. UNII 3 islocated at 5.725 to 5.825 GHz and
allows for a maximum transmit power of 1 Watt (or 30 dBm) with an antenna up to 6 dBi. UNII 3
regulations allow for an auxiliary, user-installable antenna.

Vv

VLAN A switched network that islogically segmented, by functions, project teams, or applications rather than

on a physical or geographical basis. For example, all workstations and servers used by a particular
workgroup team can be connected to the same VLAN regardless of their physical connections to the
network or the fact that they might be intermingled with other teams. You use VLANS to reconfigure
the network through software rather than physically unplugging and moving devices or wires.

A VLAN consists of anumber of end systems, either hosts or network equipment (such as bridges and
routers), connected by a single bridging domain. The bridging domain is supported on various pieces
of network equipment such as LAN switches that operate bridging protocols between them with a
separate group for each VLAN.

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and Configuration Guide
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Glossary I

WDS Wireless domain services (WDS). An access point providing WDS on your wireless LAN maintains a
cache of credentials for CCKM-capable client devices on your wireless LAN. When a CCKM-capable
client roams from one access point to another, the WDS access point forwards the client's credentials
to the new access point with the multicast key. Only two packets pass between the client and the new
access point, greatly shortening the reassociation time.

WEP Wired equivalent privacy. An optional security mechanism defined within the 802.11 standard designed
to protect your data asit is transmitted through your wireless network by encrypting it through the use
of encryption keys.

workstation A computing device with an installed client adapter.

WPA Wi-Fi Protected Access. A standards-based, interoperable security enhancement that strongly increases
the level of data protection and access control for existing and future wireless LAN systems. It is
derived from and will be compatible with the upcoming |EEE 802.11i standard. WPA leverages
Temporal Key Integrity Protocol (TKIP) for data protection and 802.1X for authenticated key
management.
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Numerics

802.11 Authentication Mode parameter  5-11
802.11b preamble, status of  7-10
802.11b Preamble parameter  5-8
802.1X
authentication types
in ADU 5-15t0 5-16
in Windows XP E-3
defined 5-15,E-3
802.1x EAP Type parameter  5-25, 5-27, 5-29, 5-31
802.1x option  5-25, 5-27, 5-29, 5-31

A

About Aironet Desktop Utility, ADU menu option  9-8
About window 9-8
access point
currently associated to  7-8, 8-11
in wireless infrastructure 1-6
IP address 7-8,8-11
MAC address 7-9
mismatches 7-13
name 7-8,8-11
problems
associatingto  10-11
authenticating to  10-11
rolein wireless network 1-5
security settings 5-19to 5-21
Access Point 1 through 4 parameters  5-12
access points
associating to in Windows XP  E-18
preferred, setting  5-12

I'N D E X

reporting those that fail LEAP
authentication 5-17 to 5-18, 5-21

ACK frames 7-13
Action drop-down menu  9-7
Activate button  4-5, 4-8
Adapter Information
button 9-8
window 9-8
ad hoc network
defined E-6
selecting in ADU  5-8
selecting in Windows XP  E-7
setting wireless mode  5-9
wireless LAN configuration 1-5
ADU
See Aironet Desktop Utility (ADU)
Advanced button  7-6
Advanced Configuration window
PEAP EAP-GTC 5-31
PEAP EAP-MSCHAP V2 5-33
advanced parameters
described 5-2
setting  5-5to 5-12
Advanced Statistics
button 7-12
window 7-12
Advanced Statuswindow  7-7
Aironet Desktop Utility (ADU)
accessing help  9-9
described 1-4
exiting 9-7
feature comparison to Windows XP  3-9to 3-10
finding version 9-8
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W index

icon, using to open ADU  9-7 association
opening 9-7 rejections 7-14
Profile Management windows, overview  5-2 time-outs 7-14
status and statistics tools ASTU
overview 7-2 See Aironet System Tray Utility (ASTU)
setting parameters 7-2to 7-3 audience of document  x
using 7-4to7-14 authentication
Aironet Desktop Utility Help, ADU menu option  9-9 process 5-16, E-4
Aironet System Tray Utility (ASTU) rejections 7-14
accessing help  8-5 time-outs 7-14
described 1-4 type
exiting 8-6 setting  5-11
icon 8-2t08-3 status of  7-8
opening 8-6 auto profile selection
overview 8-2 enabling 4-9
pop-up menu  8-5to 8-11 including aprofilein  4-7to 4-8
selecting the active profile 8-8to 8-9 prioritizing profiles 4-8
setting preferences  8-6to 8-7 removing a profile from 4-8
specifying pop-up menu options  8-7 restrictions 4-7to 4-8
specifying when it runs  8-7 status of  8-10
Tool Tipwindow 8-3to8-5 using 8-8
using 8-1to8-11 Auto Profile Selection Management window  4-7
using to open ADU  8-6 Auto Select Profiles parameter  4-9
using to open troubleshooting utility 8-6 Available Infrastructure and Ad Hoc Networks
Aironet System Tray Utility (ASTU) icon 9-7 window  4-4
Aironet System Tray Utility Preferences window 8-6
Allow Association to Mixed Cells parameter  5-13 to 5-14 B
antenna
assembling  3-16t0 3-17 beacons, number received successfully  7-13
described  1-3 broadcast key rotation
gains described 5-18
|EEE 802.11a D-4 setting on client and access point  5-21
|EEE 802.11b  D-4 broadcast packets
|EEE 802.11g D-5 number received 7-12
mounting  3-17 to 3-19 number transmitted 7-12
rotating  3-18 broadcast SSIDs  4-4, 5-4, E-6
specifications A-6 BSS Aging Interval parameter (Windows Control

, Panel) 5-35
antenna base, mounting  3-17to 3-18
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bytes
number received 7-12
number transmitted 7-12

C

CAM
See Constantly Awake Mode (CAM)
Canadian compliance statement C-3
card name 9-9
caution, defined xi
CCKM
See fast roaming
channel, currently being used 4-5, 7-6, 7-10
Channel parameter 5-10
channels, supported by regulatory domains
IEEE 802.11a D-2
IEEE 802.11b/g D-3
channel set, for which client adapter is configured 7-10

Choose Destination Location window (Install
Wizard) 3-6

Cisco.com
obtaining documentation  xiii
obtaining technical assistance xiv

Cisco Aironet 802.11a/b/g Wireless Adapter Properties
window 5-34

Cisco Aironet Desktop Utility (Diagnostics) window  7-11

Cisco Aironet Desktop Utility (Profile Management)
window 4-2

Cisco Aironet Installation Program window (Install
Wizard) 3-4

Cisco Centralized Key Management (CCKM)
See fast roaming

Cisco Key Integrity Protocol (CKIP)
statistics  7-14
status of  7-5
with LEAP 5-15

client name 9-9

Client Name parameter 5-3

index W

client utilities

See Aironet Desktop Utility (ADU) and Aironet System
Tray Utility (ASTU)

configuring client adapter
deciding between ADU and Windows XP  3-9to 3-10
in ADU  5-1to5-34
in Windows XP  E-5to E-10
connection status  8-4, 8-10
Connection Status window (ASTU) 8-9
Constantly Awake Mode (CAM) 5-7
conventions of document  xi to xii
CRC errors  7-13
CTSframes 7-13
Current Status window  7-4

D

Data Display parameter  7-3, 7-11
data encryption, currently being used 7-7
dataframes 7-13
data rate

current  7-6

mismatches 7-13

setting  5-9

specifications A-3
dBm, signal strength units on Status windows 7-3
declarations of conformity

European community, Switzerland, Norway, Iceland,
and Liechtenstein C-3to C-7

FCC cC-2
RF exposure C-7
default values, using 5-2
Define Certificate window  5-28
Define PEAP (EAP-GTC) Configuration window  5-29

Define PEAP (EAP-MSCHAP V2) Configuration
window 5-32

Define Pre-Shared Keys window  5-22
Define WPA Pre-Shared Key window  5-24
diagnosing client adapter operation 10-3 to 10-6
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Diagnosticswindow  7-11
Disable Radio

EAP-Cisco Wireless
See LEAP authentication

ADU menu option  9-10 EAP MSCHAPv2 Properties window - Windows XP  E-15
ASTU menu option  8-7 EAP-TL S authentication
Display Settings authenticating after profile selection/card
ADU menu option  7-2 insertion/reboot/logon  6-8
window 7-2 described 5-15to 5-16, E-3, E-4
diversity antenna  1-3 disabling 5-34
document enabling
audience x in ADU 5-27 to 5-28
conventions  xi to xii in Windows XP  E-10to E-12
organization x to xi RADIUS servers supported  5-15, E-3
purpose x requirements 5-27
documentation setting on client and access point  5-19 to 5-20
CD-ROM xiii EAP-TLS option 5-27
feedback  xiv EIRP, maximum supported by regulatory domains
obtaining  xiii to xiv IEEE 802.11a D-4
ordering  xiv IEEE 802.11b D-4
domain logon IEEE 802.11g D-5
enabling for PEAP (EAP-GTC)  5-30 Enable Radio
enabling for PEAP (EAP-MSCHAP V2) 5-32 ADU menu option  9-10
domain name ASTU menu option  8-7
including in Windows login  5-26 Enable Tray Icon, ADU menu option 8-6
specifying for saved user name and password  5-26 encryption errors  7-13
driver Enter Wireless Network Password window  6-5, 6-6
current version 9-9 error messages 10-12 to 10-17
date 9-9 errors
described 1-4 CRC 7-13
name 9-9 encryption 7-13
duplicate frames, number received  7-13 MIC 7-14
dynamic WEP keys, overview 5-15to 5-16, E-3 to E-4 Exit
ADU menu option  9-7
ASTU menu option  8-6,9-7
E Export button  4-11
EAP authentication Export Profile window 4-12
described E-4
overview 5-15t05-16, 6-2, E-3to E-4
using 6-1to6-9
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F

Fast PSP 5-7
fast roaming
described  5-17
setting on client and access point  5-21
FCC
declaration of conformity statement C-2
safety compliance statement  2-2
frames
ACK 7-13
CTS 7-13
duplicate 7-13
number dropped 7-13
number received successfully  7-13
number received with errors  7-13
number retried  7-13
number transmitted successfully  7-13
RTS 7-13
frequencies, supported by regulatory domains
IEEE 802.11a D-2
IEEE 802.11b/g D-3

frequency
currently being used  7-6, 7-10
setting  5-9

G

general parameters
described  5-2
setting 5-3to5-4

Generic Token Card Properties window - Windows

XP  E-17

H

hardware components of client adapter 1-3
Help, ASTU menu option  8-5

help, for ADU 9-9
host devices 2-4

index W

I/Orange 10-9
Import button  4-10
Import Profile window  4-11

Include Windows Logon Domain with User Name

parameter 5-26

information about client adapter 9-8t0 9-9
infrastructure device, defined 1-2
infrastructure network

selectingin ADU  5-8

wireless LAN configuration 1-6
inserting client adapter 3-2to 3-19
installing client adapter software 3-2to 3-12
Install Wizard file

described 1-4

installing 3-2to3-12

name 3-2

removing 9-6
interference  2-5,3-17
interrupt request (IRQ)  10-9
introduction to client adapters  1-2
IP address

of associated access point  7-8, 8-11

of client adapter 7-6, 8-5, 8-11

J

Japan, guidelines for operating client adapters

C-7

K

key icon 4-5
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L

LEAP authentication
authenticating after a reboot/logon
with manually prompted login 6-6 to 6-7
with saved username and password  6-7
with Windows username and password  6-4
authenticating after profile selection/card insertion
with manually prompted login 6-4 to 6-6
with saved username and password  6-7
with Windows username and password  6-3
described 5-15to0 5-16
disabling 5-34
enabling 5-24105-26
overview 6-2to 6-3
RADIUS servers supported  5-15
requirements 5-24
setting on client and access point  5-19
stagesof  6-3
timeout value 4-9, 8-8
using with login scripts  4-9
LEAP Authentication Status window  6-2
LEAP Authentication Timeout Value parameter  5-26
LEAP option 5-25
LEAP Settings window  5-25
LEDs
described 1-3
interpreting  10-2
link quality 8-5,8-11
link speed, current 7-10, 8-5, 8-11
login scripts, using with LEAP  4-9, 8-9
long radio headers
status of  7-10
using 5-8

M

MAC address
of access point
specifying 5-12
viewing 7-9
of client adapter 9-9
machine certificate 5-30, 5-32
Manual LEAP Login
ADU menu option  6-5, 6-6
ASTU menu option  8-8

Manually Prompt for LEAP User Name and Password
option 5-26

Max PSP 5-7
message integrity check (MIC)
described 5-18, 7-8
errors  7-14
setting on client and access point  5-21
statistics  7-14
status of 7-8
types of 7-8
Michael MIC
status of  7-8
with WPA  5-16
microcellular network 1-6
Microsoft 802.1X supplicant, disabling 3-2, 10-8
Microsoft Wireless Configuration Manager
disabling 10-8
enabling in Install Wizard 3-9
MMH MIC
status of  7-8
with LEAP 5-15
Modify button  4-9, 5-3
multicast packets
number received 7-12

number transmitted 7-12
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N

network
configurations 1-5to 1-6
prioritizing connections  10-11 to 10-12
problems connecting to  10-11
type, current  4-3,7-6
Network Type parameter 5-8
New button 4-4,5-3
noise level, current  7-10

No Network Connection Unless User Is Logged In
parameter 5-26, 6-7

note, defined «xi

O

online help
for ADU 9-9
for ASTU 8-5

Open Aironet Desktop Utility, ASTU menu option  8-6,9-7
open authentication
setting  5-11,E-8
statusof 7-8
operating systems supported  x, 2-4, 3-2
Order Profiles button  4-7

organization of document xto xi

P

package contents 2-3
packets

broadcast 7-12
multicast 7-12

index W

profilestied to slot  4-6
removing 9-2
PCI card
antenna
assembling 3-16to 3-17
described  1-3
mounting  3-17to 3-19
rotating 3-18
changing bracket 3-14
described  1-2
inserting 3-14to 3-19
removing 9-2
PEAP (EAP-GTC) authentication

authenticating after profile selection/card
insertion/reboot/logon  6-8 to 6-9

described 5-15,E-3,E-4
disabling 5-34
enabling
inADU 5-291t05-31
in Windows XP  E-13 to E-14, E-16 to E-18
RADIUS servers supported  5-15, E-3
requirements 5-27
setting on client and access point  5-20
user databases supported 5-15
PEAP (EAP-GTC) option 5-29
PEAP (EAP-MSCHAP V2) authentication

authenticating after profile selection/card
insertion/reboot/logon  6-9

described 5-15to 5-16, E-3, E-4
disabling 5-34
enabling

inADU 5-31t05-33

in Windows XP  E-13to E-15
RADIUS servers supported  5-15, E-3

unicast 7-12
i -27
PC-Cardbus card requirements 5
setting on client and access point  5-20
antenna 1-3
. PEAP (EAP-MSCHAP V2) option 5-31
described 1-2 ( ) Op
. . PEAP Properties window - Windows XP  E-16
inserting 3-13
peer-to-peer network  1-5, 5-8
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W index

physical specifications A-2

power level, current  7-9

power levels, available 7-9

power save mode, currently being used 7-9
Power Save Mode parameter 5-7

power specifications A-6

Preferences, ASTU menu option  8-6

Preferred Access Pointswindow  5-12

Preparing Setup window (Install Wizard) 3-3,9-3
Pre-Shared Key (Static WEP) option  5-22

Previous Installation Detected window (Install
Wizard) 9-4

product model numbers 1-2
profile

active 4-9,8-3,8-10

default 4-2

described 4-2
Profile Management (Advanced) window 5-5
Profile Management (General) window 4-6
Profile Management (Security) window  5-13
Profile Management window  4-2
Profile Management windows, parameters missing
profile manager

auto profile selection feature 4-7to 4-8

creating anew profile 4-4to 4-6

deleting a profile 4-10

editing a profile 4-9

exporting a profile 4-11to 4-12

importing aprofile 4-10to 4-11

opening 4-2to4-3

parameters missing  4-3, 10-12

selecting the active profile  4-8 to 4-9
Profile Name parameter 5-3
profiles, losing 9-6
profiles submenu (ASTU) 8-8
Protected EAP

See PEAP (EAP-GTC) authentication and PEAP
(EAP-MSCHAP V2) authentication

Protected EAP Properties window - Windows XP
purpose of document  x

E-14

R

radio
described  1-3
enabling or disabling 8-7,9-9 to 9-10
specifications A-2to A-6
RADIUS servers
additional information  5-16, E-4
defined 5-15, E-3
supported  5-15 to 5-16, E-3
range 5-6
Reauthenticate
ADU menu option  6-3
ASTU menu option  8-8
reauthentication process 6-3
receive statistics  7-12, 7-13to 7-14
Refresh button  4-4
Refresh Interval parameter  7-3, 7-11
regulatory
domains
IEEE 802.11a D-2
IEEE 802.11b/g D-3
information C-2to C-9
specifications A-6
related publications  xiii
Remove button  4-10
removing client adapter 9-2
resource conflicts, resolving
in Windows 2000 10-9 to 10-10
in Windows XP  10-10
RF obstructions  2-5, 3-17
roaming 1-6

roaming parameters, setting in the Windows Control

Panel 5-34105-35
roaming threshold 5-35
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RTS frames 7-13
Run Test button 10-4

S

safety

information  2-2to 2-3
specifications A-6

saved username and password
described 5-26

entering 5-26

Save Report

button 10-7

window 10-7

Scan button  4-4

Scan Valid Interval parameter (Windows Control
Panel) 5-35

seamless roaming  1-6
security features

overview 5-14t05-18

synchronizing 5-19 to 5-21
security mode  4-3
security parameters

described  5-2

setting  5-12 to 5-33
Select Profile, ASTU menu option  8-8 to 8-9
sensitivity  A-4
serial number of client adapter 9-9
server-based authentication, currently being used
Setup Status window (Install Wizard) 9-5
Setup Type window (Install Wizard) 3-5
shared authentication

setting  5-11,E-8

status of  7-8
short radio headers

status of  7-10

using 5-8
Show Connection Status, ASTU menu option  8-9
signal quality, current 7-9

7-7

Index

signal strength

asapercentage 7-3

current 4-5,7-6, 7-9, 8-5

indBm 7-3
Signal Strength Display Units parameter 7-3
site requirements

for client devices 2-5

for infrastructure devices 2-5

Smart Card or other Certificate Properties window -
Windows XP  E-11

software
compatibility with Cisco Aironet client adapters 3-2
installing 3-2to3-12
procedures 9-3to 9-9
uninstalling 9-6
upgrading 9-3to09-5
software components of client adapter 1-4
specifications
physical A-2
power A-6
radio A-2toA-6
regulatory compliance A-6
safety A-6
spread spectrum  1-3
SSID, viewing  4-3, 4-5,7-7, 8-3, 8-11
SSID1 parameter  5-4
SSID2 parameter  5-4
SSID3 parameter  5-4
Start Test button  10-5
static WEP
disabling 5-34
enabling 5-22t05-23

with open authentication, setting on client and access
point 5-19

with shared key authentication, setting on client and
access point  5-19

static WEP keys
guidelines for entering
inADU 5-23
in Windows XP  E-9
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overview 5-14to5-15, E-2
selecting transmit key  5-23
sizeof 5-22
statistics
method of calculation 7-11
receive 7-12,7-13to 7-14
transmit  7-12, 7-13
viewing 7-11to7-14
status of client adapter
in ADU Advanced Status window  7-7to 7-10
in ADU Current Status window  7-4 to 7-6
in ASTU Connection Statuswindow  8-9 to 8-11
in ASTU Tool Tip window 8-4
in Windows XP  E-18
Stop Test button  10-5
system requirements  2-4

T

Taiwan, administrative rules for client adapters C-8to C-9
technical assistance, obtaining xiv to xv
Temporal Key Integrity Protocol (TKIP)
described 5-18
setting on client and access point  5-21
with WPA  5-16
temporary username and password
described 5-26
manually prompt for 5-26
selecting options  5-26
using Windows credentials 5-26
throughput  5-7,5-8
TKIP, status of  7-5
TKIP option, in Windows XP  E-8
Token Configuration window  6-8
translated safety warnings B-1to B-6
transmit key 5-23
Transmit Power Level parameter 5-6
transmit statistics  7-12, 7-13

Troubleshooting
ADU menu option  10-3
ASTU menu option  8-6, 10-3
button 10-3
troubleshooting information, accessing 10-2
troubleshooting utility
saving detailed report to text file 10-7
using 10-3to 10-7
Troubleshooting Utility window
detailed report  10-6
initial window  10-4
with test results  10-5

U

unicast packets
number received 7-12
number transmitted 7-12
uninstalling client adapter software 9-6
unpacking the client adapter 2-3
Unplug or Eject Hardware icon (Windows) 9-2
upgrading client adapter software 9-3to 9-5
up time, status of  7-10
Use Auto Profile Selection, ASTU menu option  8-8
Use Machine Information For Domain Logon check box
PEAP (EAP-GTC) 5-30
PEAP (EAP-MSCHAPV2) 5-32
Use Saved User Name and Password option  5-26
Use Temporary User Name and Password option  5-26

Use Windows to configure my wireless network settings
parameter - Windows XP  E-6

Use Windows User Name and Password option  5-26
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View Report button  10-5
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warning
defined i to xii
dipole antenna  2-2, B-3
explosive device proximity 2-2, B-2
laptop users  2-3,B-4to B-6
WEP
keys
additional security features 5-18
defined 5-14, E-2
entry method 5-22
sizeof 5-14,E-2
typesof 5-14,E-2
status of  7-5
WEP key hashing, described 5-18
WEP option, in Windows XP  E-8
Wi-Fi Protected Access (WPA)
described 5-16,E-4
enabling in Windows XP  E-8
enabling with EAP-TLSin ADU  5-27
enabling with LEAPin ADU 5-25
enabling with PEAP (EAP-GTC) in ADU  5-29
enabling with PEAP (EAP-MSCHAPV2) in ADU 5-31
softwarerequired E-4
Windows 2000
disabling Microsoft 802.1X supplicant 10-8
resolving resource conflicts 10-9 to 10-10

Windows Wireless Network Connection icon, shows
unavailable connection 10-12

Windows XP
associating to an access point  E-18
configuring client adapter through  E-5to E-10

disabling Microsoft Wireless Configuration
Manager 10-8

enabling EAP-TLS authentication E-10to E-12
enabling PEAP authentication E-13to E-18
feature comparison to ADU  3-9to 3-10
making a configuration decision 3-9to 3-10

index W

resolving resource conflicts 10-10

security features E-2toE-4

viewing status of client adapter E-18
wireless infrastructure 1-6
wireless mode, current  4-5, 7-6
Wireless Mode parameter  5-9

Wireless Mode When Starting Ad Hoc Network
parameter 5-9

Wireless Network Connection Properties window
(Wireless Networks Tab) - Windows XP  E-6

Wireless Network Connection Status window - Windows
XP E-18

Wireless Network Properties window (Association Tab) -
Windows XP  E-7

Wireless Network Propertieswindow (Authentication Tab)
- Windows XP  E-10, E-13

workstation

defined 1-2

in wireless infrastructure 1-6
WPA

See Wi-Fi Protected Access (WPA)
WPA EAP Type parameter  5-25, 5-27, 5-29, 5-31
WPA option

in ADU  5-25,5-27,5-29, 5-31

in Windows XP  E-8
WPA passphrase

described 5-16, E-4

disabling 5-34

enabling 5-23t05-24

guidelines for entering  5-24

setting on client and access point  5-19
WPA Passphrase option  5-23
WPA Pre-Shared Key

See WPA passphrase
WPA-PSK

described 5-16, E-4
WPA-PSK option, in Windows XP  E-8
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