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System Requirements
This section describes the system requirements for the Catalyst 6500 series and Cisco 7600 series
WLSM software release 2.x:
e Hardware Requirements, page 2
e Software Requirements, page 2

¢ Solution Requirements, page 2

Hardware Requirements

The wireless LAN software requires the following hardware:
e Catalyst 6500 series switch or Cisco 7600 series router
e Supervisor Engine 720
e (Catalyst 6500 series and Cisco 7600 series WLSM

Software Requirements

Table 1 lists the wireless LAN software versions supported by Cisco IOS software.

Table 1 Wireless LAN Software Compatibility
Recommended
Minimum WLAN WLAN Software Recommended Cisco

Product Number Software Version Version Minimum Cisco 10S Software |10S Software
WS-SVC-WLAN-1-K9 | e Application e Application Cisco IOS Software e Supervisor
with Supervisor Engine Image: 1.1(1) Image: 2.1.1 12.2(18)SXF2 supports Engine 720:
720 e Maintenance e Maintenance WLSM image 2.1(1) 12.2(18)SXF2

Image: 3.1(1) Image: 3.1(1) e Access points:

12.3(8)JA

Solution Requirements

In addition to the hardware and software requirements, the WLSM also requires the following:

e (Cisco Aironet 1100, 1130AG, 1200, 1230AG, and 1240AG Series Access Points and Cisco Aironet
1300 Series Outdoor Access Point/Bridge using Cisco IOS Release 12.2(15)XR or Release
12.3(2)JA or later, Cisco Aironet 1130 Series Access Point using Cisco IOS Release 12.3(2)JA or
later, or Cisco Aironet 1310 Outdoor Access Point/Bridge (configured in access point mode) using
Cisco IOS Release 12.3(2)JA or later

e CiscoWorks Wireless LAN Solution Engine (WLSE) release 2.7(1) or later
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Orderable Software Inages

Orderable Software Images

Table 2 lists the software releases and applicable ordering information for the wireless LAN software.

Table 2 Orderable Software Images
Software Releases Filename Orderable Product Number
2.1.1 c6sve-wlan-k9w7.2.1.1.bin |[SWLSMW7K9-21

Features in Software Release 2.1.1

This section describes the features available in wireless LAN software release 2.1.1:

Increased access point scalability—Memory and software improvements increase scalability of
Cisco Catalyst 6500 Series WLSM from 300 to 600 access points per WLSM.

Active and standby WLSMs per chassis—Active and standby WLSMs in a common Cisco Catalyst
6500 Series chassis provide the ability for administrators to deploy a second WLSM in a given
chassis for failover support. One WSLM serves in an active role, the other WLSM serves in a
standby role at any given time.

Resilient Tunnel Recovery—Automatic recovery of mobility tunnels after WLSM failure with zero
client interruption.

RADIUS-based mobility group assignment—This feature provides the ability to assign wireless
users to different mobility groups based on user credentials stored in the RADIUS server.

IGMP snooping-based multicast for wireless—This feature provides the ability to deliver multicast
traffic to wireless clients across the Native VLAN of an access point without requiring the need for
trunking or multiple multicast enabled networks on the first hop layer 3 router. With this feature, the
access point is able to deliver multicast to wireless clients with dynamically assigned mobility
groups.

Support for 240 mobility groups—This feature increases the number of mobility groups that may be
assigned per WLSM. Mobility groups may be dynamically assigned based upon user authentication
or posture validation. With 240 mobility groups supported per WLSM, each mobility domain may
be smaller, thus reducing the subnet size required for each mobility group.

Enhanced Cisco Catalyst WLSM MIB support—MIB support (CISCO-WDS-INFO-MIB)
introduces the capability of querying the Cisco Catalyst 6500 series WLSM for client, access point,
and WLSM configuration and statistics. This information may be used to query the WLSM for client
association, roaming, and performance data via the CiscoWorks Wireless LAN Solution Engine
(WLSE) or custom Simple Network Management Protocol (SNMP) applications.

Features in Software Release 1.x

For a complete list of features for WLSM software releases 1.x, refer to the Release Notes for
Catalyst 6500 Series Switch and Cisco 7600 Series Wireless LAN Services Module Software Release 1.x
at this URL:

http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/relnotes/ol_6097.htm
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M Limitations and Restrictions

Limitations and Restrictions

This section describes general limitations and restrictions:
e In software release 1.1.1 through 1.4.1, you can install one WLSM in a chassis.

e In software release 2.1.1, you can install two WLSMs, which requires Cisco IOS Release
12.2(18)SXF2.

* You cannot configure wireless clients in the same subnet as wired clients.
¢ You cannot map multiple SSIDs to a single network ID.

¢ You cannot configure QoS on tunnel interfaces in systems with a PFC3A. There is full QoS support
in systems with a PFC3B or PFC3BXL.

e Ifyouupgrade your Supervisor 720 to Cisco IOS Release 12.2(18)SFX2, you must be running Cisco
Wireless LAN Services Module software version 1.4.3 or greater on your WLSM.

Documentation Updates

e The Cisco Catalyst 6500 Series Wireless LAN Services Module: Detailed Design and
Implementation Guide contains an incorrect entry pertaining to default gateway IP addresses

The WLSM Failover—The “DHCP Configuration” section on page 56 states that the DHCP server
must be configured to return both IP address to the client. This is not correct because the specific
default gateway that a client uses is ignored by the access point and all traffic is sent to the upstream
tunnel address. The tunnel address changes after the access point registers with the backup WDS
and new tunnels are created by its corresponding Supervisor 720 module. Only one gateway is
needed.

This discrepancy is documented in open caveat CSCej53619.

Open and Resolved Caveats in Software Release 2.1.1

These sections describe open and resolved caveats in wireless LAN software release 2.1.1:
e Open Caveats in Release 2.1.1, page 4

e Resolved Caveats in Release 2.1.1, page 7

Open Caveats in Release 2.1.1

This section describes open caveats for the wireless LAN software release 2.1.1:
e (SCsc05022—High CPU workaround for 240 mobility routing configuration

When a large number of mGRE tunnels are configured on the Supervisor 720 as part of the 240
mobility support feature, a large number of advertisements occur from the routing protocol. The
advertisements can cause a high CPU utilization rate, which results in reduced performance.

To help alleviate this problem, first turn off all router protocol advertisements using the router’s
passive-interface default command. Then specify interfaces, VLANSs, and networks for which you
want advertisements to be broadcast.
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Open and Resolved Caveats in Software Release 2.1.1

The following table shows this workaround for EIGRP:

Command Remarks

router eigrp Designates router protocol to address.

passive-interface default All interfaces will not send EIGRP advertisements.

no passive-interface interface Enter for all physical interfaces for which you want
advertisements sent so that neighbors are formed and routes
exchanged.

no passive-interface vian Enter for all VLANSs to which EIGRP advertisements should
be sent.

network x.x.x.x Include all tunnel interfaces with a separate network
command. Also include other networks that need to be
advertised.

CSCsg46103—The WLSM does not support DHCP snooping for MPLS tags sent from the
supervisor engine to the access point.

Workaround: In networks where the access point sends traffic to the WLSM across an MPLS cloud
(for example, AP—>SW1->MPLS CLOUD-—>SW2->WLSM), remove the MPLS label that is sent
to the WLSM by disabling the MPLS label advertisement for the access point subnet on the next hop
MPLS-router to the WLSM by entering the following commands on the supervisor engine on SW1.

access-list access-1list number deny ip_addr ap_subnet_ip addr
access-list access-list number permit any

mpls 1ldp advertise-label oldstyle
mpls 1ldp advertise-label for access-list number

This workaround is not necessary if the access point is connected to an MPLS penultimate hop
popping (PHP) switch (AP--SW1--SW_WLSM); the SW_WLSM does not see MPLS-encapsulated
IP traffic from the access point.

CSCsb54133—Some Radius Assigned Clients cannot associate if the access point has 16 VLANSs
configured.

The following system log message is displayed on the console when all the dot11 VLAN resources
are exhausted:

%$DOT11-4-WLAN_RESOURCE_LIMIT: WLAN Limit exceeded on interface DotllRadioO and
Network-id1l01

This message is followed by an authentication failure message:

$DOT11-7-AUTH_FAILED: Station 0001.0001.0001 Authentication failed

The access point de-authenticates the dynamic client because it has limited VLAN resources on the
access point. The administrator must make sure that there are VLANSs left over on the access point
for dynamic networks assigned by the AAA server. The access point currently supports a maximum
of 16 VLANSs. Each dynamic network (not statically configured on the access point) will need one
VLAN resource.

CSCsb94219—Mobile node does not associate with the 16th SSID when one of the 16 SSIDs is not
mapped to VLAN 1.
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B Open and Resolved Caveats in Software Release 2.1.1

The access point requires VLAN 1 when 802.1Q trunking is enabled. Unfortunately, when 16 SSIDs
are configured on an access point, and one of 16 SSIDs is not mapped to VLAN 1, association with
the 16th SSID fails. However, association with the other 15 SSIDs will succeed because VLAN 1
must be enabled, one VLAN resource is consumed, causing the 16th SSID to be disabled.

e (CSCej60290—If a user sets the WLSM recovery timer to 0 seconds (disable-recovery) while a
WLSM recovery is already in progress, the recovery is not affected. However, if the user performs
an SSO, the recovery in progress stops.

If an SSO is performed during a WLSM graceful recovery, the WLSM graceful recovery process
starts again in the new active Supervisor 720 using the current recovery timer value. If the user sets
the timer to O seconds, and then performs an SSO switchover, the new active Supervisor 720
attempts to start a WLSM recovery from the currently set value. Because the value is now 0, the
graceful recovery stops.

This behavior is according to design.

¢ (SCej63681—Tunnel state remains up in both Catalyst 6500 switches when back-to-back WLSM
failures occur, which could result in a disruption of wireless data traffic.

In the rare occurrence where both WLSMs in a single switch fail in quick succession and the switch
stays up, the switch may not be aware of backup WLSMs on another switch. If this occurs, both
switches advertise a route to the subnets for mobile nodes, which has the potential for disrupting
traffic forwarding.

The problem does not occur in a single switch, two-WLSM configuration because a graceful
recovery begins if both WLSMs fail back-to-back.

¢ (CSCsb59039—Only BSS mode is supported when a workgroup bridge associates to Layer 3
mobility over WLSM WDS.

Infrastructure mode is not supported when a workgroup bridge associates to Layer 3 mobility over
WLSM WDS. In this mode, the workgroup bridge and its clients are able to associate to the root
access point on an SSID with a mobility ID. However, the workgroup bridge and clients fail to pass
traffic and obtain a DHCP address.

Infrastructure mode is supported when a workgroup bridge associates to Layer 2 over WLSM WDS.
In this case, no mobility group is configured on an SSID and no RADIUS tunnel assignment is
established on ACS for workgroup bridge clients.

e (CSCsc21693—RPR active Supervisor generates crashinfo when shutting down.

When the redundancy force-switchover command is executed on the Catalyst 6500 switch active
Supervisor 720 to perform an RPR switchover, the Supervisor 720 may dump debug information and
display warning messages similar to the following:

$CPU_MONITOR-6-NOT_HEARD: CPU_MONITOR messages have not been heard for 30 seconds
[5/0]
Writing crashinfo to bootflash: debuginfo_2005018-081422

This does not create a problem because the new active Supervisor 720 is not affected and the old
active Supervisor 720 is being shut down.

The symptom may be seen only when there is a service module such as a WLSM present in the
Catalyst 6500 chassis and an RPR switchover is performed.

There is no workaround for this situation.
e (CSCsc46281—%PM-SP-STDBY-4-LIMITS error message appears when rebooting WLSM.
The following error message may appear when rebooting a WLSM card in a Catalyst 6500 switch:

%$PM-SP-STDBY-4-LIMITS: The number of VLAN-port instances on module X exceeded the
recommended limit of 1800
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Open and Resolved Caveats in Software Release 2.1.1

e (CSCsc58565—Clock time zone configured on router is not reflected on WLSM

For example, if Pacific time is configured on the router (-8 UTC), the WLSM shows UTC time. In
addition, if the time zone is configured on the WLSM, it performs and offset on the synchronized
time from the router, causing the offsets to be recognized twice.

e (CSCee67550—WLSM show version output may be confusing to users

The config-register 0x0 typically indicates that the device is not going to boot completely during the
next reload. The WSLM does not allow the configuration register to be modified.

The statement, “System image file is tftp://255.255.255/unknown” is vague.
There is no workaround for this problem.

e (CSCsb60392—High Supervisor CPU use when the IGMP queue is full causes access point
authentication to WDS failures

When two access points continuously send UDP packets to the Supervisor 720, after a period of time
the Supervisor experiences heavy CPU use (approximately 50%), and the following message
appears on the console:

$MCAST-SP-6-IGMP_PKT_ DROPPED: IGMP Queue full (high packet rate/CPU busy), dropped
1929362 packet(s) in last 5 minutes

When this message appears, all access points fail authentication to the WDS.

This problem is caused by an IGMP version mismatch between the Catalyst 6500 and the 3550
switch. The Supervisor 720 drops and does not process IGMP version 2 packets, but the 3550 switch
continues to flood IGMP version 2 packets to the Catalyst 6500, causing the heavy CPU use.

This problem is can be resolved by one of the following actions:
— Limit the rate of IGMP packets by applying an IP IGMP snooping rate of 100—-600.
— Apply IP IGMP version 3 to all tunnel or interfaces with mulitcast enabled.
e (CSCsc82765—Removing an access point can cause high CPU usage.

When there are a large number mobile nodes registered on the switch, removing an access point from
the system can potentially cause high CPU usage. The problem is a result of traversing the entire list
of mobile nodes and deleting those associated to the access point being removed. If the number of
mobile nodes is very large the CPU is not relinquished to handle other tasks and can become a CPU
hog.

This problem can occur during normal operation, when the following two conditions are met:
— A large number of mobile nodes are registered on the switch.
— An access point removal event occurs due to either crash or disassociation from the WDS.

Workaround 1: Disassociate mobile nodes to reduce the number of mobile nodes registered on the
switch before removing the access point.

Workaround 2: Remove WLSMs before removing access points. Doing this starts a graceful
recovery process.

Resolved Caveats in Release 2.1.1

This section describes resolved caveats for the wireless LAN software release 2.1.1:
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I Related Documentation

CSCsa52581—Spurious memory access and tracebacks no longer occur on one of the active
WLSMs in solutions setup

CSCsc37823—MBSSID with WLSM no longer prevents some devices from obtaining IP addresses.
CSCsc46670—WLSM now shows CDP information for client access points
CSCsb56012—Clients can now associate when WDS device is down

CSCsb60153—The ability of infrastructure access points to learn the IP addresses of passive client
devices in a trust mobility network has been improved

CSCsb89891—DHCP snooping traceback no longer appears in a multiple WLSM HSRP
configuration

CSCsc21683—RPR active Supervisor 720 no longer generates crashinfo file when shutting down

CSCsc09232—Spurious memory access and traceback no longer occurs on one of the active
WLSM's in solutions setup

Related Documentation

For additional information about Catalyst 6500 series switches and command-line interface (CLI)
commands, refer to the following:

Regulatory Compliance and Safety Information for the Catalyst 6500 Series Switches
Catalyst 6500 Series Switch Installation Guide

Catalyst 6500 Series Switch Module Installation Guide

Catalyst 6500 Series Switch Software Configuration Guide

Catalyst 6500 Series Switch Command Reference

Catalyst 6500 Series System Message Guide

Catalyst 6500 Series Switch Cisco I10S Software Configuration Guide

Catalyst 6500 Series Switch Cisco 10S Command Reference

Release Notes for Cisco 10S Release 12.2SX on the Catalyst 6500 and Cisco 7600 Supervisor
Engine 720

For information about MIBs, refer to this URL:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

Obtaining Documentation

Cisco documentation and additional literature are available on Cisco.com. Cisco also provides several
ways to obtain technical assistance and other technical resources. These sections explain how to obtain
technical information from Cisco Systems.

Cisco.com

You can access the most current Cisco documentation at this URL:

http://www.cisco.com/techsupport
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Documentation Feedback

You can access the Cisco website at this URL:
http://www.cisco.com
You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml

Product Documentation DVD

Cisco documentation and additional literature are available in the Product Documentation DVD package,
which may have shipped with your product. The Product Documentation DVD is updated regularly and
may be more current than printed documentation.

The Product Documentation DVD is a comprehensive library of technical product documentation on
portable media. The DVD enables you to access multiple versions of hardware and software installation,
configuration, and command guides for Cisco products and to view technical documentation in HTML.
With the DVD, you have access to the same documentation that is found on the Cisco website without
being connected to the Internet. Certain products also have .pdf versions of the documentation available.

The Product Documentation DVD is available as a single unit or as a subscription. Registered Cisco.com
users (Cisco direct customers) can order a Product Documentation DVD (product number
DOC-DOCDVD=) from the Ordering tool or Cisco Marketplace.

Cisco Ordering tool:
http://www.cisco.com/en/US/partner/ordering/
Cisco Marketplace:

http://www.cisco.com/go/marketplace/

Ordering Documentation

Beginning June 30, 2005, registered Cisco.com users may order Cisco documentation at the Product
Documentation Store in the Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/
Cisco will continue to support documentation orders using the Ordering tool:

e Registered Cisco.com users (Cisco direct customers) can order documentation from the
Ordering tool:

http://www.cisco.com/en/US/partner/ordering/
e Instructions for ordering documentation using the Ordering tool are at this URL:
http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm

¢ Nonregistered Cisco.com users can order documentation through a local account representative by
calling Cisco Systems Corporate Headquarters (California, USA) at 408 526-7208 or, elsewhere in
North America, by calling 1 800 553-NETS (6387).

Documentation Feedback

You can rate and provide feedback about Cisco technical documents by completing the online feedback
form that appears with the technical documents on Cisco.com.
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M Cisco Product Security Overview

You can send comments about Cisco documentation to bug-doc @cisco.com.

You can submit comments by using the response card (if present) behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this URL:
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
From this site, you can perform these tasks:

e Report security vulnerabilities in Cisco products.

e Obtain assistance with security incidents that involve Cisco products.

e Register to receive security information from Cisco.
A current list of security advisories and notices for Cisco products is available at this URL:
http://www.cisco.com/go/psirt

If you prefer to see advisories and notices as they are updated in real time, you can access a Product
Security Incident Response Team Really Simple Syndication (PSIRT RSS) feed from this URL:

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

Reporting Security Problems in Cisco Products

Tip

Cisco is committed to delivering secure products. We test our products internally before we release them,
and we strive to correct all vulnerabilities quickly. If you think that you might have identified a
vulnerability in a Cisco product, contact PSIRT:

¢ Emergencies—security-alert@cisco.com

An emergency is either a condition in which a system is under active attack or a condition for which
a severe and urgent security vulnerability should be reported. All other conditions are considered
nonemergencies.

e Nonemergencies—psirt@cisco.com

In an emergency, you can also reach PSIRT by telephone:
e 1877228-7302
e 1408 525-6532

We encourage you to use Pretty Good Privacy (PGP) or a compatible product to encrypt any sensitive
information that you send to Cisco. PSIRT can work from encrypted information that is compatible with
PGP versions 2.x through 8.x.
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Obtaining Technical Assistance 1l

Never use a revoked or an expired encryption key. The correct public key to use in your correspondence
with PSIRT is the one linked in the Contact Summary section of the Security Vulnerability Policy page
at this URL:

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.htm

The link on this page has the current PGP key ID in use.

Obtaining Technical Assistance

Cisco Technical Support provides 24-hour-a-day award-winning technical assistance. The Cisco
Technical Support & Documentation website on Cisco.com features extensive online support resources.
In addition, if you have a valid Cisco service contract, Cisco Technical Assistance Center (TAC)
engineers provide telephone support. If you do not have a valid Cisco service contract, contact your
reseller.

Cisco Technical Support & Documentation Website

Note

The Cisco Technical Support & Documentation website provides online documents and tools for
troubleshooting and resolving technical issues with Cisco products and technologies. The website is
available 24 hours a day, at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support & Documentation website requires a Cisco.com user
ID and password. If you have a valid service contract but do not have a user ID or password, you can
register at this URL:

http://tools.cisco.com/RPF/register/register.do

Use the Cisco Product Identification (CPI) tool to locate your product serial number before submitting
a web or phone request for service. You can access the CPI tool from the Cisco Technical Support &
Documentation website by clicking the Tools & Resources link under Documentation & Tools. Choose
Cisco Product Identification Tool from the Alphabetical Index drop-down list, or click the Cisco
Product Identification Tool link under Alerts & RMAs. The CPI tool offers three search options: by
product ID or model name; by tree view; or for certain products, by copying and pasting show command
output. Search results show an illustration of your product with the serial number label location
highlighted. Locate the serial number label on your product and record the information before placing a
service call.

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4 service requests. (S3
and S4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool provides
recommended solutions. If your issue is not resolved using the recommended resources, your service
request is assigned to a Cisco engineer. The TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest
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M Obtaining Technical Assistance

For S1 or S2 service requests or if you do not have Internet access, contact the Cisco TAC by telephone.
(S1 or S2 service requests are those in which your production network is down or severely degraded.)
Cisco engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.
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“ 0L-6097-06 |



Obtaining Additional Publications and Information

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1800 553-2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.

Severity 1 (S1)—Your network is “down,” or there is a critical impact to your business operations. You
and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operation are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of your network is impaired, but most business operations
remain functional. You and Cisco will commit resources during normal business hours to restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. There is little or no effect on your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

e Cisco Marketplace provides a variety of Cisco books, reference guides, documentation, and logo
merchandise. Visit Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

e (isco Press publishes a wide range of general networking, training and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

® Packet magazine is the Cisco Systems technical user magazine for maximizing Internet and
networking investments. Each quarter, Packet delivers coverage of the latest industry trends,
technology breakthroughs, and Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies, certification and training
information, and links to scores of in-depth online resources. You can access Packet magazine at
this URL:

http://www.cisco.com/packet
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® iQ Magazine is the quarterly publication from Cisco Systems designed to help growing companies
learn how they can use technology to increase revenue, streamline their business, and expand
services. The publication identifies the challenges facing these companies and the technologies to
help solve them, using real-world case studies and business strategies to help readers make sound
technology investment decisions. You can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine
or view the digital edition at this URL.:
http://ciscoiq.texterity.com/ciscoiq/sample/

e [Internet Protocol Journal is a quarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

e Networking products offered by Cisco Systems, as well as customer support services, can be
obtained at this URL:

http://www.cisco.com/en/US/products/index.html

¢ Networking Professionals Connection is an interactive website for networking professionals to share
questions, suggestions, and information about networking products and technologies with Cisco
experts and other networking professionals. Join a discussion at this URL:

http://www.cisco.com/discuss/networking

e World-class networking training is available from Cisco. You can view current offerings at
this URL:

http://www.cisco.com/en/US/learning/index.html
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CCSP, CCVP, the Cisco Square Bridge logo, Follow Me Browsing, and StackWise are trademarks of Cisco Systems, Inc.; Changing the Way We
Work, Live, Play, and Learn, and iQuick Study are service marks of Cisco Systems, Inc.; and Access Registrar, Aironet, BPX, Catalyst, CCDA,
CCDP, CCIE, CCIP, CCNA, CCNP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco 10S, Cisco Press, Cisco Systems, Cisco Systems
Capital, the Cisco Systems logo, Cisco Unity, Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, FormShare, GigaDrive,
GigaStack, HomeLink, Internet Quotient, IOS, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, LightStream, Linksys, MeetingPlace,
MGZX, the Networkers logo, Networking Academy, Network Registrar, Packet, PIX, Post-Routing, Pre-Routing, ProConnect, RateMUX,
ScriptShare, SlideCast, SMARTnet, The Fastest Way to Increase Your Internet Quotient, and TransPath are registered trademarks of Cisco Systems,
Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply
a partnership relationship between Cisco and any other company. (0601R)

Release Notes for Catalyst 6500 Series Switch and Cisco 7600 Series Wireless LAN Services Module Software Release 2.1.1
| oL-6097-06 .-m



	Release Notes for Catalyst 6500 Series Switch and Cisco 7600 Series Wireless LAN Services Module Software Release 2.1.1
	Contents
	System Requirements
	Hardware Requirements
	Software Requirements
	Solution Requirements

	Orderable Software Images
	Features in Software Release 2.1.1
	Features in Software Release 1.x
	Limitations and Restrictions
	Documentation Updates
	Open and Resolved Caveats in Software Release 2.1.1
	Open Caveats in Release 2.1.1
	Resolved Caveats in Release 2.1.1

	Related Documentation
	Obtaining Documentation
	Cisco.com
	Product Documentation DVD
	Ordering Documentation

	Documentation Feedback
	Cisco Product Security Overview
	Reporting Security Problems in Cisco Products

	Obtaining Technical Assistance
	Cisco Technical Support & Documentation Website
	Submitting a Service Request
	Definitions of Service Request Severity

	Obtaining Additional Publications and Information



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


