CHAPTER 5

Configuring Security Solutions

This chapter describes security solutions for wireless LANS. It contains these sections:
- Cisco UWN Solution Security, page 5-2
- Configuring RADIUS, page 5-3
» Configuring TACACS+, page 5-18
» Configuring Local Network Users, page 5-29
« Configuring LDAP, page 5-33
» Configuring Local EAP, page 5-38
« Configuring the System for Spectralink NetLink Telephones, page 5-50
- Using Management over Wireless, page 5-52
» Configuring DHCP Option 82, page 5-53
- Configuring and Applying Access Control Lists, page 5-54
» Configuring Management Frame Protection, page 5-66
« Configuring Client Exclusion Policies, page 5-73
« Configuring Identity Networking, page 5-74
- Managing Rogue Devices, page 5-80
- Configuring IDS, page 5-103
- Configuring wIPS, page 5-119
» Detecting Active Exploits, page 5-122
« Configuring Maximum Local Database Entries, page 5-122
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Layer 3 Solutions

The WEP problem can be further solved using industry-standard Layer 3 security solutions such as
passthrough VPNs (virtual private networks).

The Cisco UWN Solution supports local and RADIUS MAC (media access control) filtering. This
filtering is best suited to smaller client groups with aknown list of 802.11 access card MAC addresses.

Finally, the Cisco UWN Solution supports local and RADIUS user/password authentication. This
authentication is best suited to small to medium client groups.

Integrated Security Solutions

Cisco UWN Solution operating system security isbuilt around arobust 802.1X AAA (authorization,
authentication and accounting) engine, which allows operators to rapidly configure and enforce a
variety of security policies across the Cisco UWN Sol ution.

The controllers and lightweight access points are equipped with system-wide authentication and
authorization protocols across all ports and interfaces, maximizing system security.

Operating system security policies are assigned to individual WLANSs, and lightweight access points
simultaneously broadcast all (up to 16) configured WLANS. This can eliminate the need for
additional access points, which can increase interference and degrade system throughput.

Operating system security uses the RRM function to continually monitor the air space for
interference and security breaches, and notify the operator when they are detected.

Operating system security works with industry-standard authorization, authentication, and
accounting (AAA) servers, making system integration simple and easy.

Configuring RADIUS

Remote Authentication Dial-1n User Service (RADIUS) is a client/server protocol that provides
centralized security for users attempting to gain management access to a network. It serves as a backend
database similar to local and TACACS+ and provides authentication and accounting services:

Authentication—The process of verifying users when they attempt to log into the controller.

Users must enter a valid username and password in order for the controller to authenticate users to
the RADIUS server.

N,
Note  When multiple databases are configured, you can use the controller GUI or CLI to specify
the sequence in which the backend databases should be tried.

Accounting—The process of recording user actions and changes.

Whenever a user successfully executes an action, the RADIUS accounting server logs the changed
attributes, the user ID of the person who made the change, the remote host where the user islogged
in, the date and time when the command was executed, the authorization level of the user, and a
description of the action performed and the values provided. If the RADIUS accounting server
becomes unreachable, users are able to continue their sessions uninterrupted.
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Note

RADIUS uses User Datagram Protocol (UDP) for its transport. It maintains a database and listens on
UDP port 1812 for incoming authentication requests and UDP port 1813 for incoming accounting
requests. The controller, which requires access control, actsasthe client and requests AAA servicesfrom
the server. The traffic between the controller and the server is encrypted by an algorithm defined in the
protocol and a shared secret key configured on both devices.

You can configure up to 17 RADIUS authentication and accounting servers each. For example, you may
want to have one central RADIUS authentication server but several RADIUS accounting serversin
different regions. If you configure multiple servers of the same type and the first one fails or becomes
unreachable, the controller automatically tries the second one, then the third one if necessary, and so on.

If multiple RADIUS servers are configured for redundancy, the user database must be identical in all the
servers for the backup to work properly.

The primary RADIUS server (the server with lowest server index) is assumed to be the most preferable
server for the controller. If the primary server becomes unresponsive, the controller switches to the next
active backup server (the server with the next lowest server index). The controller continues to use this
backup server forever, unless you configure the controller to fall back to the primary RADIUS server
when it recovers and becomes responsive or to a more preferable server from the available backup
servers.

You must configure RADIUS on both your CiscoSecure Access Control Server (ACS) and your
controller. You can configure the controller through either the GUI or the CLI.

Configuring RADIUS on the ACS

N

Note

Step 1
Step 2

Follow these steps to configure RADIUS on the ACS.

RADIUS s supported on CiscoSecure ACS version 3.2 and greater. Theinstructions and illustrationsin
this section pertain to ACS version 4.1 and may vary for other versions. Refer to the CiscoSecure ACS
documentation for the version you are running.

Click Network Configuration on the ACS main page.

Click Add Entry under AAA Clients to add your controller to the server. The Add AAA Client page
appears (see Figure 5-1).
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Step 3
Step 4
Step 5

Step 6
Step 7
Step 8
Step 9
Step 10
Step 11
Step 12
Step 13
Step 14

Step 15

Configuring RADIUS W

Figure 5-1 Add AAA Client Page on CiscoSecure ACS
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In the AAA Client Hostname field, enter the name of your controller.
Inthe AAA Client IP Address field, enter the I P address of your controller.

In the Shared Secret field, enter the shared secret key to be used for authentication between the server
and the controller.

¢

Note  The shared secret key must be the same on both the server and the controller.

Choose RADIUS (Cisco Aironet) from the Authenticate Using drop-down box.
Click Submit + Apply to save your changes.

Click Interface Configuration on the ACS main page.

Click RADIUS (Cisco Aironet). The RADIUS (Cisco Aironet) page appears.
Under User Group, check the Cisco-Aironet-Session-Timeout check box.

Click Submit to save your changes.

When the Logging Configuration page appears, enable all of the events that you want to be logged and
save your changes.

Click Group Setup on the ACS main page.

[ oL-17037-01

Cisco Wireless LAN Controller Configuration Guide |



Chapter5  Configuring Security Solutions |

W Configuring RADIUS

Step 16

Step 17
Step 18

Step 19

Step 20

Choose a previously created group from the Group drop-down box.

A

Note  This step assumes that you have already assigned users to groups on the ACS according to the
roles to which they will be assigned.

Click Edit Settings. The Group Setup page appears.

Under Cisco Aironet Attributes, check the Cisco-Aironet-Session-Timeout check box and enter a
session timeout value in the edit box.

To specify read-only or read-write access to controllers through RADIUS authentication, set the
Service-Type attribute (006) to Callback NAS Prompt for read-only access or to Administrative for
read-write privileges. If you do not set this attribute, the authentication process completes successfully
(without an authorization error on the controller), but you might be prompted to authenticate again.

N

Note If you set the Service-Type attribute on the ACS, make sure to check the M anagement check
box on the RADIUS Authentication Servers page of the controller GUI. See Step 17 in the next
section for more information.

Note  The“RADIUS Authentication Attributes Sent by the Access Point” section on page 5-15 lists
the RADIUS attributes that are sent by a lightweight access point to a client in access-request
and access-accept packets.

Click Submit to save your changes.

Using the GUI to Configure RADIUS

Step 1
Step 2

Using the controller GUI, follow these steps to configure RADIUS.

Click Security > AAA > RADIUS.
Perform one of the following:
- If you want to configure a RADIUS server for authentication, click Authentication.
« If you want to configure a RADIUS server for accounting, click Accounting.
~
Note  The GUI pages used to configure authentication and accounting contain mostly the same fields.
Therefore, theseinstructionswalk through the configuration only once, using the Authentication

pages as examples. You would follow the same steps to configure multiple services and/or
multiple servers.

The RADIUS Authentication (or Accounting) Servers page appears (see Figure 5-2).
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Step 3

Step 4

Step 5
Step 6
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Figure 5-2 RADIUS Authentication Servers Page
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This page lists any RADIUS servers that have already been configured.

If you want to delete an existing server, hover your cursor over the blue drop-down arrow for that
server and choose Remove.

If you want to make sure that the controller can reach a particular server, hover your cursor over the
blue drop-down arrow for that server and choose Ping.

From the Call Station ID Type drop-down box, choose | P Address, System MAC Address, or APMAC
Address to specify whether the | P address, system MAC address, or AP MAC address of the originator
will be sent to the RADIUS server in the Access-Request message.

To enable RADIUS-to-controller key transport using AES key wrap protection, check the Use AESKey
Wrap check box. The default value is unchecked. This feature is required for FIPS customers.

Click Apply to commit your changes.

Perform one of the following:

To edit an existing RADIUS server, click the server index number for that server. The RADIUS
Authentication (or Accounting) Servers > Edit page appears.

To add aRADIUS server, click New. The RADIUS Authentication (or Accounting) Servers > New
page appears (see Figure 5-3).
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Step 20
Step 21
Step 22

Step 23

C.

From the IKE Phase 1 drop-down box, choose one of the following options to specify the Internet
Key Exchange (IKE) protocol: Aggressive or Main. The default value is Aggressive.

IKE Phase 1 is used to negotiate how |KE should be protected. Aggressive mode passes more
information in fewer packets with the benefit of slightly faster connection establishment at the cost
of transmitting the identities of the security gateways in the clear.

In the Lifetime field, enter a value (in seconds) to specify the timeout interval for the session. The
valid range is 1800 to 57600 seconds, and the default value is 1800 seconds.

From the IKE Diffie Hellman Group drop-down box, choose one of the following options to specify
the IKE Diffie Hellman group: Group 1 (768 bits), Group 2 (1024 bits), or Group 5 (1536 bits).
The default value is Group 1 (768 bits).

Diffie-Hellman techniques are used by two devices to generate a symmetric key through which they
can publicly exchange values and generate the same symmetric key. Although all three groups
provide security from conventional attacks, Group 5 is considered more secure because of itslarger
key size. However, computations involving Group 1 and Group 2 based keys might occur slightly
faster because of their smaller prime number size.

Click Apply to commit your changes.
Click Save Configuration to save your changes.

Repeat the previous steps if you want to configure any additional services on the same server or any

additional RADIUS servers.

To specify the RADIUS server fallback behavior, follow these steps:

a. Click Security > AAA > RADIUS > Fallback to open the RADIUS > Fallback Parameters page
(see Figure 5-4).

Figure 5-4 RADIUS > Fallback Parameters Page
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b. From the Fallback Mode drop-down box, choose one of the following options:
« Off—Disables RADIUS server fallback. This is the default value.

203171

» Passive—Causes the controller to revert to a server with alower priority from the available
backup servers without using extraneous probe messages. The controller simply ignores all
inactive servers for atime period and retries later when a RADIUS message needs to be sent.

» Active—Causes the controller to revert to a server with alower priority from the available
backup servers by using RADIUS probe messages to proactively determine whether a server
that has been marked inactive is back online. The controller simply ignores all inactive servers
for al active RADIUS requests. Oncethe primary server receives aresponse from the recovered
ACS server, the active fallback RADIUS server no longer sends probe messages to the server

requesting the active probe authentication.

c. If youenabled Activefallback modein Step b, enter the nameto be sent in theinactive server probes.
in the Username field. You can enter up to 16 alphanumeric characters. The default valueis

“cisco-probe.”
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» config Idap simple-bind {anonymous index | authenticated index user name username
passwor d password} —Specifiesthelocal authentication bind method for the LDAP server. The
anonymous method allows anonymous access to the LDAP server whereas the authenticated
method requires that a username and password be entered to secure access. The default valueis
anonymous.

Note  The username can contain up to 80 characters.

Note If the username starts with “cn=" (in lowercase letters), the controller assumes that the
username includes the entire LDAP database path and therefore does not append the
user base DN. This designation allows the authenticated bind user to be outside the user
base DN.

« config ldap retransmit-timeout index timeout—Configures the number of seconds between
retransmissions for an LDAP server.

Use this command to specify LDAP as the priority backend database server:
config local-auth user-credentials Idap

N

Note If you enter config local-auth user-credentials Idap local, local EAP attempts to
authenticate clients using the LDAP backend database and fails over to the local user
database if the LDAP servers are not reachable. If the user is not found, the authentication
attempt is rejected. If you enter config local-auth user-credentials local |dap, local EAP
attempts to authenticate using only the local user database. It does not fail over to the LDAP
backend database.

(Optional) Use these commands if you wish to assign specific LDAP serversto a WLAN:
» configwlan Idap add wlan_id server_index—Links a configured LDAP server to a WLAN.

N

Note  The LDAP servers specified in this command apply only to WLANS with web
authentication enabled. They are not used by local EAP.

- configwlan |dap delete wlan_id {all | index}—Deletes a specific or all configured LDAP
server(s) froma WLAN.

Use these commands to view information pertaining to configured LDAP servers:
« show Idap summary—Shows a summary of the configured LDAP servers.
» show Idap index—Shows detailed LDAP server information.
- show ldap statistics—Shows LDAP server statistics.
- show wlan wlan_id—Shows the LDAP servers that are applied to a WLAN.
For example, information similar to the following appears for the show Idap index command:

Server INAeX. ... ...ttt 2

20 L o 10.10.20.22

2 389

Enabled. ... ... . e Yes

User DN. ...ttt e e e e i e ou=active, ou=employees, ou=people,

o=cisco.com
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User Attribute...... ... ... . uid

User TyPe. . ittt e e e i e e e e Person
Retransmit Timeout........... ... ..., 2 seconds
Bind Method .. ... ... Authenticated
Bind USername. . ... ...ttt ittt e e userl

Information similar to the following appears for the show Idap summary command:

Idx Server Address Port Enabled

1 2.3.1.4 389 No
2 10.10.20.22 389 Yes

Information similar to the following appears for the show Idap statistics command:

Server INAeX. . ...t i ittt ettt ettt 1
Server statistics:
Initialized OK.... ...ttt 0
Initialization failed.......... ... ... ... . 0
Initialization retries...... ... ... ... .. .. ... 0
Closed OK. .ttt ittt e e e e et e e e e e i 0
Request statistics:
Received. ... 0
SenE . L e e e e 0
Y 0
[ S = == N 0
Authentication failed........... ... ... ... ... ... 0
Server not found......... ... .. ... i i i, 0
No received attributes............. ... ... ... ... 0
No passed USEXNaMe. . .. ...t ennennennennenns 0
Not connected tO Se€rver............ououueeeninnn.. 0
Internal errOoTr. ... ...ttt ettt 0
Retries. ... . 0
Server INAeX. . ...t u ittt ettt ettt 2

5. To make sure the controller can reach the LDAP server, enter this command:
ping server_ip_address

6. To save your changes, enter this command:
save config

7. To enable or disable debugging for LDAP, enter this command:
debug aaa ldap {enable | disable}

Configuring Local EAP

Local EAPisan authentication method that allows users and wireless clients to be authenticated locally.
It is designed for use in remote offices that want to maintain connectivity to wireless clients when the
backend system becomes disrupted or the external authentication server goes down. When you enable
local EAP, the controller serves as the authentication server and the local user database, thereby
removing dependence on an external authentication server. Local EAP retrieves user credentials from
the local user database or the LDAP backend database to authenticate users. Local EAP supports LEAP,
EAP-FAST, EAP-TLS, PEAPvO/MSCHAPv2, and PEAPv1/GTC authentication between the controller
and wireless clients.

Cisco Wireless LAN Controller Configuration Guide
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Step 5

Step 6

Configuring Local EAP Il

Follow these steps to specify values for the local EAP timers:

a.
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Click Security > Local EAP > General to open the General page (see Figure 5-23).

re 5-23 General Page
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Inthe Local Auth Active Timeout field, enter the amount of time (in seconds) in which the controller
attempts to authenticate wireless clients using local EAP after any pair of configured RADIUS
servers fails. The valid range is 1 to 3600 seconds, and the default setting is 100 seconds.

In the Identity Request Timeout field, enter the amount of time (in seconds) in which the controller
attempts to send an EAP identity request to wireless clientsusing local EAP. Thevalid rangeis1to
120 seconds, and the default setting is 30 seconds.

In the Identity Request Max Retries field, enter the maximum number of times that the controller
attempts to retransmit the EAP identity request to wireless clients using local EAP. The valid range
is1to 20 retries, and the default setting is 20 retries.

Inthe Dynamic WEP Key Index field, enter the key index used for dynamic wired equival ent privacy
(WEP). The default setting is 0.

In the Request Timeout field, enter the amount of time (in seconds) in which the controller attempts
to send an EAP request to wireless clients using local EAP. The valid rangeis 1 to 120 seconds, and
the default setting is 30 seconds.

In the Request Max Retries field, enter the maximum number of times that the controller attempts
to retransmit the EAP request to wireless clientsusing local EAP. Thevalid rangeis 1to 120 retries,
and the default setting is 20 retries.

From the Max-L ogin Ignore Identity Response drop-down box, choose Enable to limit the number
of devicesthat can be connected to the controller with the same username. You can log in up to eight
timesfrom different devices (PDA, laptop, | P phone, and so on) on the same controller. The default
value is enabled.

In the EAPOL -Key Timeout field, enter the amount of time (in seconds) in which the controller
attempts to send an EAP key over the LAN to wireless clients using local EAP. The valid rangeis 1
to 5 seconds, and the default setting is 1 second.

In the EAPOL-Key Max Retries field, enter the maximum number of times that the controller
attempts to send an EAP key over the LAN to wireless clients using local EAP. The valid rangeis 0
to 4 retries, and the default setting is 2 retries.

Click Apply to commit your changes.

Follow these steps to create alocal EAP profile, which specifies the EAP authentication types that are
supported on the wireless clients:

a.

Click Security > Local EAP > Profilesto open the Local EAP Profiles page (see Figure 5-24).
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Step4 Tos
this

pecify the order in which user credentials areretrieved from the local and/or LDAP databases, enter
command:

config local-auth user-credentials {local | Idap}

N

Note

If you enter config local-auth user-credentials |dap local, local EAP attempts to authenticate
clients using the LDAP backend database and fails over to the local user database if the LDAP
servers are not reachable. If the user is not found, the authentication attempt is rejected. If you
enter config local-auth user-credentialslocal Idap, local EAP attempts to authenticate using
only the local user database. It does not fail over to the LDAP backend database.

Step5  To specify values for the local EAP timers, enter these commands:

config local-auth active-timeout timeout—Specifies the amount of time (in seconds) in which the
controller attempts to authenticate wireless clients using local EAP after any pair of configured
RADIUS serversfails. The valid rangeis 1 to 3600 seconds, and the default setting is 100 seconds.

config advanced eap identity-request-timeout timeout—Specifies the amount of time (in seconds)
in which the controller attempts to send an EAP identity request to wireless clients using local EAP.
The valid rangeis 1 to 120 seconds, and the default setting is 30 seconds.

config advanced eap identity-request-retries retries—Specifies the maximum number of times
that the controller attempts to retransmit the EAP identity request to wireless clients using local
EAP. Thevalid range is 1 to 20 retries, and the default setting is 20 retries.

config advanced eap key-index index—Specifies the key index used for dynamic wired equivalent
privacy (WEP). The default setting is 0.

config advanced eap request-timeout timeout—Specifies the amount of time (in seconds) in which
the controller attempts to send an EAP request to wireless clients using local EAP. The valid range
is 1 to 120 seconds, and the default setting is 30 seconds.

config advanced eap request-retries retries—Specifies the maximum number of times that the
controller attempts to retransmit the EAP request to wireless clients using local EAP. The valid
rangeis 1to 120 retries, and the default setting is 20 retries.

config advanced eap eapol-key-timeout timeout—Specifies the amount of time (in seconds) in
which the controller attempts to send an EAP key over the LAN to wireless clients using local EAP.
The valid rangeis 1 to 5 seconds, and the default setting is 1 second.

config advanced eap eapol-key-retries retries—Specifies the maximum number of times that the
controller attempts to send an EAP key over the LAN to wireless clients using local EAP. Thevalid
range is 0 to 4 retries, and the default setting is 2 retries.

config advanced eap max-login-ignore-identity-response { enable | disable} —When enabled,
this command limits the number of devices that can be connected to the controller with the same
username. You can log in up to eight times from different devices (PDA, laptop, IP phone, and so
on) on the same controller. The default value is enabled.

Step6  To create alocal EAP profile, enter this command:

config local-auth eap-profile add profile_name

A

Note

Do not include spaces within the profile name.
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