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C H A P T E R 5

Configuring Security Solutions

This chapter describes security solutions for wireless LANs. It contains these sections:

 • Cisco UWN Solution Security, page 5-2

 • Configuring RADIUS, page 5-3

 • Configuring TACACS+, page 5-18

 • Configuring Local Network Users, page 5-29

 • Configuring LDAP, page 5-33

 • Configuring Local EAP, page 5-38

 • Configuring the System for SpectraLink NetLink Telephones, page 5-50

 • Using Management over Wireless, page 5-52

 • Configuring DHCP Option 82, page 5-52

 • Configuring and Applying Access Control Lists, page 5-54

 • Configuring Management Frame Protection, page 5-65

 • Configuring Client Exclusion Policies, page 5-72

 • Configuring Identity Networking, page 5-73

 • Managing Rogue Devices, page 5-79

 • Configuring IDS, page 5-100

 • Detecting Active Exploits, page 5-117

 • Configuring Maximum Local Database Entries, page 5-117
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Layer 3 Solutions
The WEP problem can be further solved using industry-standard Layer 3 security solutions such as 
passthrough VPNs (virtual private networks).

The Cisco UWN Solution supports local and RADIUS MAC (media access control) filtering. This 
filtering is best suited to smaller client groups with a known list of 802.11 access card MAC addresses.

Finally, the Cisco UWN Solution supports local and RADIUS user/password authentication. This 
authentication is best suited to small to medium client groups.

Integrated Security Solutions
 • Cisco UWN Solution operating system security is built around a robust 802.1X AAA (authorization, 

authentication and accounting) engine, which allows operators to rapidly configure and enforce a 
variety of security policies across the Cisco UWN Solution.

 • The controllers and lightweight access points are equipped with system-wide authentication and 
authorization protocols across all ports and interfaces, maximizing system security.

 • Operating system security policies are assigned to individual WLANs, and lightweight access points 
simultaneously broadcast all (up to 16) configured WLANs. This can eliminate the need for 
additional access points, which can increase interference and degrade system throughput.

 • Operating system security uses the RRM function to continually monitor the air space for 
interference and security breaches, and notify the operator when they are detected.

 • Operating system security works with industry-standard authorization, authentication, and 
accounting (AAA) servers, making system integration simple and easy.

Configuring RADIUS
Remote Authentication Dial-In User Service (RADIUS) is a client/server protocol that provides 
centralized security for users attempting to gain management access to a network. It serves as a backend 
database similar to local and TACACS+ and provides authentication and accounting services:

 • Authentication—The process of verifying users when they attempt to log into the controller.

Users must enter a valid username and password in order for the controller to authenticate users to 
the RADIUS server.

Note When multiple databases are configured, you can use the controller GUI or CLI to specify 
the sequence in which the backend databases should be tried.

 • Accounting—The process of recording user actions and changes.

Whenever a user successfully executes an action, the RADIUS accounting server logs the changed 
attributes, the user ID of the person who made the change, the remote host where the user is logged 
in, the date and time when the command was executed, the authorization level of the user, and a 
description of the action performed and the values provided. If the RADIUS accounting server 
becomes unreachable, users are able to continue their sessions uninterrupted.
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RADIUS uses User Datagram Protocol (UDP) for its transport. It maintains a database and listens on 
UDP port 1812 for incoming authentication requests and UDP port 1813 for incoming accounting 
requests. The controller, which requires access control, acts as the client and requests AAA services from 
the server. The traffic between the controller and the server is encrypted by an algorithm defined in the 
protocol and a shared secret key configured on both devices.

You can configure up to 17 RADIUS authentication and accounting servers each. For example, you may 
want to have one central RADIUS authentication server but several RADIUS accounting servers in 
different regions. If you configure multiple servers of the same type and the first one fails or becomes 
unreachable, the controller automatically tries the second one, then the third one if necessary, and so on.

Note If multiple RADIUS servers are configured for redundancy, the user database must be identical in all the 
servers for the backup to work properly.

The primary RADIUS server (the server with lowest server index) is assumed to be the most preferable 
server for the controller. If the primary server becomes unresponsive, the controller switches to the next 
active backup server (the server with the next lowest server index). The controller continues to use this 
backup server forever, unless you configure the controller to fall back to the primary RADIUS server 
when it recovers and becomes responsive or to a more preferable server from the available backup 
servers.

You must configure RADIUS on both your CiscoSecure Access Control Server (ACS) and your 
controller. You can configure the controller through either the GUI or the CLI.

Configuring RADIUS on the ACS
Follow these steps to configure RADIUS on the ACS.

Note RADIUS is supported on CiscoSecure ACS version 3.2 and greater. The instructions and illustrations in 
this section pertain to ACS version 4.1 and may vary for other versions. Refer to the CiscoSecure ACS 
documentation for the version you are running.

Step 1 Click Network Configuration on the ACS main page.

Step 2 Click Add Entry under AAA Clients to add your controller to the server. The Add AAA Client page 
appears (see Figure 5-1).
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Figure 5-1 Add AAA Client Page on CiscoSecure ACS 

Step 3 In the AAA Client Hostname field, enter the name of your controller.

Step 4 In the AAA Client IP Address field, enter the IP address of your controller.

Step 5 In the Shared Secret field, enter the shared secret key to be used for authentication between the server 
and the controller.

Note The shared secret key must be the same on both the server and the controller.

Step 6 Choose RADIUS (Cisco Aironet) from the Authenticate Using drop-down box.

Step 7 Click Submit + Apply to save your changes.

Step 8 Click Interface Configuration on the ACS main page.

Step 9 Click RADIUS (Cisco Aironet). The RADIUS (Cisco Aironet) page appears.

Step 10 Under User Group, check the Cisco-Aironet-Session-Timeout check box.

Step 11 Click Submit to save your changes.

Step 12 Click System Configuration on the ACS main page.

Step 13 Click Logging.

Step 14 When the Logging Configuration page appears, enable all of the events that you want to be logged and 
save your changes.

Step 15 Click Group Setup on the ACS main page.
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Step 16 Choose a previously created group from the Group drop-down box.

Note This step assumes that you have already assigned users to groups on the ACS according to the 
roles to which they will be assigned.

Step 17 Click Edit Settings. The Group Setup page appears.

Step 18 Under Cisco Aironet Attributes, check the Cisco-Aironet-Session-Timeout check box and enter a 
session timeout value in the edit box.

Step 19 To specify read-only or read-write access to controllers through RADIUS authentication, set the 
Service-Type attribute (006) to Callback NAS Prompt for read-only access or to Administrative for 
read-write privileges. If you do not set this attribute, the authentication process completes successfully 
(without an authorization error on the controller), but you might be prompted to authenticate again.

Note If you set the Service-Type attribute on the ACS, make sure to check the Management check 
box on the RADIUS Authentication Servers page of the controller GUI. See Step 17 in the next 
section for more information.

Note The “RADIUS Authentication Attributes Sent by the Access Point” section on page 5-15 lists 
the RADIUS attributes that are sent by a lightweight access point to a client in access-request 
and access-accept packets.

Step 20 Click Submit to save your changes.

Using the GUI to Configure RADIUS
Using the controller GUI, follow these steps to configure RADIUS.

Step 1 Click Security > AAA > RADIUS.

Step 2 Perform one of the following:

 • If you want to configure a RADIUS server for authentication, click Authentication.

 • If you want to configure a RADIUS server for accounting, click Accounting.

Note The GUI pages used to configure authentication and accounting contain mostly the same fields. 
Therefore, these instructions walk through the configuration only once, using the Authentication 
pages as examples. You would follow the same steps to configure multiple services and/or 
multiple servers.

The RADIUS Authentication (or Accounting) Servers page appears (see Figure 5-2).
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Figure 5-2 RADIUS Authentication Servers Page

This page lists any RADIUS servers that have already been configured.

 • If you want to delete an existing server, hover your cursor over the blue drop-down arrow for that 
server and choose Remove.

 • If you want to make sure that the controller can reach a particular server, hover your cursor over the 
blue drop-down arrow for that server and choose Ping.

Step 3 From the Call Station ID Type drop-down box, choose IP Address, System MAC Address, or AP MAC 
Address to specify whether the IP address, system MAC address, or AP MAC address of the originator 
will be sent to the RADIUS server in the Access-Request message.

Step 4 To enable RADIUS-to-controller key transport using AES key wrap protection, check the Use AES Key 
Wrap check box. The default value is unchecked. This feature is required for FIPS customers. 

Step 5 Click Apply to commit your changes.

Step 6 Perform one of the following:

 • To edit an existing RADIUS server, click the server index number for that server. The RADIUS 
Authentication (or Accounting) Servers > Edit page appears.

 • To add a RADIUS server, click New. The RADIUS Authentication (or Accounting) Servers > New 
page appears (see Figure 5-3).
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Figure 5-3 RADIUS Authentication Servers > New Page

Step 7 If you are adding a new server, choose a number from the Server Index (Priority) drop-down box to 
specify the priority order of this server in relation to any other configured RADIUS servers providing 
the same service. You can configure up to 17 servers. If the controller cannot reach the first server, it 
tries the second one in the list, then the third one if necessary, and so on.

Step 8 If you are adding a new server, enter the IP address of the RADIUS server in the Server IP Address field.

Step 9 From the Shared Secret Format drop-down box, choose ASCII or Hex to specify the format of the shared 
secret key to be used between the controller and the RADIUS server. The default value is ASCII.

Step 10 In the Shared Secret and Confirm Shared Secret fields, enter the shared secret key to be used for 
authentication between the controller and the server.

Note The shared secret key must be the same on both the server and the controller.

Step 11 If you are configuring a new RADIUS authentication server and want to enable AES key wrap, which 
makes the shared secret between the controller and the RADIUS server more secure, follow these steps. 
AES key wrap is designed for Federal Information Processing Standards (FIPS) customers and requires 
a key-wrap compliant RADIUS authentication server.

a. Check the Key Wrap check box.Choose ASCII or Hex from the Key Wrap Format drop-down box 
to specify the format of the AES key wrap keys: Key Encryption Key (KEK) and Message 
Authentication Code Key (MACK).

b. In the Key Encryption Key (KEK) field, enter the 16-byte KEK.

c. In the Message Authentication Code Key (MACK) field, enter the 20-byte KEK.

Step 12 If you are adding a new server, enter the RADIUS server’s UDP port number for the interface protocols 
in the Port Number field. The valid range is 1 to 65535, and the default value is 1812 for authentication 
and 1813 for accounting.
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c. From the IKE Phase 1 drop-down box, choose one of the following options to specify the Internet 
Key Exchange (IKE) protocol: Aggressive or Main. The default value is Aggressive.

IKE Phase 1 is used to negotiate how IKE should be protected. Aggressive mode passes more 
information in fewer packets with the benefit of slightly faster connection establishment at the cost 
of transmitting the identities of the security gateways in the clear.

d. In the Lifetime field, enter a value (in seconds) to specify the timeout interval for the session. The 
valid range is 1800 to 57600 seconds, and the default value is 1800 seconds.

e. From the IKE Diffie Hellman Group drop-down box, choose one of the following options to specify 
the IKE Diffie Hellman group: Group 1 (768 bits), Group 2 (1024 bits), or Group 5 (1536 bits). 
The default value is Group 1 (768 bits).

Diffie-Hellman techniques are used by two devices to generate a symmetric key through which they 
can publicly exchange values and generate the same symmetric key. Although all three groups 
provide security from conventional attacks, Group 5 is considered more secure because of its larger 
key size. However, computations involving Group 1 and Group 2 based keys might occur slightly 
faster because of their smaller prime number size.

Step 20 Click Apply to commit your changes.

Step 21 Click Save Configuration to save your changes.

Step 22 Repeat the previous steps if you want to configure any additional services on the same server or any 
additional RADIUS servers.

Step 23 To specify the RADIUS server fallback behavior, follow these steps:

a. Click Security > AAA > RADIUS > Fallback to open the RADIUS > Fallback Parameters page 
(see Figure 5-4).

Figure 5-4 RADIUS > Fallback Parameters Page

b. From the Fallback Mode drop-down box, choose one of the following options:

• Off—Disables RADIUS server fallback. This is the default value.

• Passive—Causes the controller to revert to a server with a lower priority from the available 
backup servers without using extraneous probe messages. The controller simply ignores all 
inactive servers for a time period and retries later when a RADIUS message needs to be sent.

• Active—Causes the controller to revert to a server with a lower priority from the available 
backup servers by using RADIUS probe messages to proactively determine whether a server 
that has been marked inactive is back online. The controller simply ignores all inactive servers 
for all active RADIUS requests. Once the primary server receives a response from the recovered 
ACS server, the active fallback RADIUS server no longer sends probe messages to the server 
requesting the active probe authentication.

c. If you enabled Active fallback mode in Step b, enter the name to be sent in the inactive server probes. 
in the Username field. You can enter up to 16 alphanumeric characters. The default value is 
“cisco-probe.”
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• config radius acct ipsec authentication {hmac-md5 | hmac-sha1} index—Configures the 
authentication protocol to be used for IP security.

• config radius acct ipsec encryption {3des | aes | des | none} index—Configures the IP security 
encryption mechanism.

• config radius acct ipsec ike dh-group {group-1 | group-2 | group-5} index—Configures the IKE 
Diffie Hellman group.

• config radius acct ipsec ike lifetime interval index—Configures the timeout interval for the 
session.

• config radius acct ipsec ike phase1{aggressive | main} index—Configures the Internet Key 
Exchange (IKE) protocol.

• config radius acct {enable | disable} index—Enables or disables a RADIUS accounting server.

• config radius acct delete index—Deletes a previously added RADIUS accounting server.

Step 4 To configure the RADIUS server fallback behavior, enter this command:

config radius fallback-test mode {off | passive | active} where

• Off disables RADIUS server fallback.

• Passive causes the controller to revert to a server with a lower priority from the available backup 
servers without using extraneous probe messages. The controller simply ignores all inactive servers 
for a time period and retries later when a RADIUS message needs to be sent.

• Active causes the controller to revert to a server with a lower priority from the available backup 
servers by using RADIUS probe messages to proactively determine whether a server that has been 
marked inactive is back online. The controller simply ignores all inactive servers for all active 
RADIUS requests. Once the primary server receives a response from the recovered ACS server, the 
active fallback RADIUS server no longer sends probe messages to the server requesting the active 
probe authentication.

Step 5 If you enabled Active mode in Step 4, enter these commands to configure additional fallback parameters:

• config radius fallback-test username username—Specifies the name to be sent in the inactive 
server probes. You can enter up to 16 alphanumeric characters for the username parameter.

• config radius fallback-test interval interval—Specifies the probe interval value (in seconds).

Step 6 To save your changes, enter this command:

save config

Step 7 To configure the order of authentication when multiple databases are configured, enter this command: 

config aaa auth mgmt AAA_server_type AAA_server_type

where AAA_server_type is local, radius, or tacacs.

To see the current management authentication server order, enter this command:

show aaa auth

Information similar to the following appears:

Management authentication server order:
   1......................................... local
   2...................................... radius

Step 8 Use these commands to see RADIUS statistics:

• show radius summary—Shows a summary of RADIUS servers and statistics.

• show radius auth statistics—Shows the RADIUS authentication server statistics.
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Note The LDAP backend database supports these local EAP methods: EAP-TLS, EAP-FAST/GTC, and 
PEAPv1/GTC. LEAP, EAP-FAST/MSCHAPv2, and PEAPv0/MSCHAPv2 are also supported but only 
if the LDAP server is set up to return a clear-text password. For example, Microsoft Active Directory is 
not supported because it does not return a clear-text password. If the LDAP server cannot be configured 
to return a clear-text password, LEAP, EAP-FAST/MSCHAPv2, and PEAPv0/MSCHAPv2 are not 
supported.

Note If any RADIUS servers are configured on the controller, the controller tries to authenticate the wireless 
clients using the RADIUS servers first. Local EAP is attempted only if no RADIUS servers are found, 
either because the RADIUS servers timed out or no RADIUS servers were configured. If four RADIUS 
servers are configured, the controller attempts to authenticate the client with the first RADIUS server, 
then the second RADIUS server, and then local EAP. If the client attempts to then reauthenticate 
manually, the controller tries the third RADIUS server, then the fourth RADIUS server, and then local 
EAP. If you never want the controller to try to authenticate clients using an external RADIUS server, 
enter these CLI commands in this order:
config wlan disable wlan_id
config wlan radius_server auth disable wlan_id
config wlan enable wlan_id

Figure 5-21 provides an example of a remote office using local EAP.

Figure 5-21 Local EAP Example
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You can configure local EAP through either the GUI or the CLI.

Using the GUI to Configure Local EAP
Follow these steps to configure local EAP using the controller GUI.

Step 1 EAP-TLS, PEAPv0/MSCHAPv2, and PEAPv1/GTC use certificates for authentication, and EAP-FAST 
uses either certificates or PACs. The controller is shipped with Cisco-installed device and Certificate 
Authority (CA) certificates. However, if you wish to use your own vendor-specific certificates, they must 
be imported on the controller. If you are configuring local EAP to use one of these EAP types, make sure 
that the appropriate certificates and PACs (if you will use manual PAC provisioning) have been imported 
on the controller. Refer to Chapter 8 for instructions on importing certificates and PACs.

Step 2 If you want the controller to retrieve user credentials from the local user database, make sure that you 
have properly configured the local network users on the controller. See the “Configuring Local Network 
Users” section on page 5-29 for instructions.

Step 3 If you want the controller to retrieve user credentials from an LDAP backend database, make sure that 
you have properly configured an LDAP server on the controller. See the “Configuring LDAP” section on 
page 5-33 for instructions.

Step 4 Follow these steps to specify the order in which user credentials are retrieved from the backend database 
servers:

a. Click Security > Local EAP > Authentication Priority to open the Priority Order > Local-Auth 
page (see Figure 5-22).

Figure 5-22 Priority Order > Local-Auth Page

b. Determine the priority order in which user credentials are to be retrieved from the local and/or LDAP 
databases. For example, you may want the LDAP database to be given priority over the local user 
database, or you may not want the LDAP database to be considered at all.

c. When you have decided on a priority order, highlight the desired database. Then use the left and 
right arrows and the Up and Down buttons to move the desired database to the top of the right User 
Credentials box.

Note If both LDAP and LOCAL appear in the right User Credentials box with LDAP on the top 
and LOCAL on the bottom, local EAP attempts to authenticate clients using the LDAP 
backend database and fails over to the local user database if the LDAP servers are not 
reachable. If the user is not found, the authentication attempt is rejected. If LOCAL is on the 
top, local EAP attempts to authenticate using only the local user database. It does not fail 
over to the LDAP backend database.

d. Click Apply to commit your changes.
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Note If you want to delete a WLAN, hover your cursor over the blue drop-down arrow for that WLAN 
and choose Remove.

Step 2 To create a new WLAN, click New. The WLANs > New page appears (see Figure 6-2).

Figure 6-2 WLANs > New Page

Step 3 From the Type drop-down box, choose WLAN to create a WLAN.

Note If you want to create a guest LAN for wired guest users, choose Guest LAN and follow the 
instructions in the “Configuring Wired Guest Access” section on page 9-23.

Step 4 In the Profile Name field, enter up to 32 alphanumeric characters for the profile name to be assigned to 
this WLAN. The profile name must be unique.

Step 5 In the WLAN SSID field, enter up to 32 alphanumeric characters for the SSID to be assigned to this 
WLAN.

Step 6 Click Apply to commit your changes. The WLANs > Edit page appears (see Figure 6-3).

Note You can also access the WLANs > Edit page from the WLANs page by clicking the name of the 
WLAN that you want to edit.

Figure 6-3 WLANs > Edit Page
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Step 7 Use the parameters on the General, Security, QoS, and Advanced tabs to configure this WLAN. Refer to 
the sections in the rest of this chapter for instructions on configuring specific features for WLANs.

Step 8 On the General tab, check the Status check box to enable this WLAN. Be sure to leave it unchecked until 
you have finished making configuration changes to the WLAN.

Step 9 Click Apply to commit your changes.

Step 10 Click Save Configuration to save your changes.

Using the CLI to Create WLANs

Use these commands to create WLANs using the CLI.

1. To view the list of existing WLANs and to see whether they are enabled or disabled, enter this 
command:

show wlan summary

2. To create a new WLAN, enter this command:

config wlan create wlan_id profile_name ssid

Note If you do not specify an ssid, the profile_name parameter is used for both the profile name 
and the SSID.

Note When WLAN 1 is created in the configuration wizard, it is created in enabled mode. Disable 
it until you have finished configuring it. When you create a new WLAN using the config 
wlan create command, it is created in disabled mod. Leave it disabled until you have 
finished configuring it.

Note If you want to create a guest LAN for wired guest users, follow the instructions in the 
“Configuring Wired Guest Access” section on page 9-23.

3. To disable a WLAN (for example, before making any modifications to a WLAN), enter this 
command:

config wlan disable wlan_id 

Note If the management and AP-manager interfaces are mapped to the same port and are members 
of the same VLAN, you must disable the WLAN before making a port-mapping change to 
either interface. If the management and AP-manager interfaces are assigned to different 
VLANs, you do not need to disable the WLAN.

4. To enable a WLAN (for example, after you have finished making configuration changes to the 
WLAN), enter this command:

config wlan enable wlan_id

5. To delete a WLAN, enter this command:

config wlan delete wlan_id 
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Configuring DHCP
WLANs can be configured to use the same or different Dynamic Host Configuration Protocol (DHCP) 
servers or no DHCP server. Two types of DHCP servers are available: internal and external.

Internal DHCP Server

The controllers contain an internal DHCP server. This server is typically used in branch offices that do 
not already have a DHCP server. The wireless network generally contains 10 access points or fewer, with 
the access points on the same IP subnet as the controller. The internal server provides DHCP addresses 
to wireless clients, direct-connect access points, appliance-mode access points on the management 
interface, and DHCP requests that are relayed from access points. Only lightweight access points are 
supported. When you want to use the internal DHCP server, you must set the management interface IP 
address of the controller as the DHCP server IP address.

DHCP option 43 is not supported on the internal server. Therefore, the access point must use an 
alternative method to locate the management interface IP address of the controller, such as local subnet 
broadcast, DNS, priming, or over-the-air discovery.

Note Refer to Chapter 7 or the Controller Deployment Guide at this URL for more information on how access 
points find controllers: 
http://www.cisco.com/en/US/products/ps6366/prod_technical_reference_list.html

External DHCP Servers

The operating system is designed to appear as a DHCP Relay to the network and as a DHCP server to 
clients with industry-standard external DHCP servers that support DHCP Relay. This means that each 
controller appears as a DHCP Relay agent to the DHCP server. This also means that the controller 
appears as a DHCP server at the virtual IP Address to wireless clients. 

Because the controller captures the client IP address obtained from a DHCP server, it maintains the same 
IP address for that client during intra-controller, inter-controller, and inter-subnet client roaming.

DHCP Assignment

You can configure DHCP on a per-interface or per-WLAN basis. The preferred method is to use the 
primary DHCP server address assigned to a particular interface.

Per-Interface Assignment

You can assign DHCP servers for individual interfaces. The management interface, AP-manager 
interface, and dynamic interfaces can be configured for a primary and secondary DHCP server, and the 
service-port interface can be configured to enable or disable DHCP servers.

Note Refer to Chapter 3 for information on configuring the controller’s interfaces.
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