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Troubleshooting

This chapter provides troubleshooting procedures for basic problems with the bridge. For the most 
up-to-date, detailed troubleshooting information, refer to the Cisco TAC website at 
http://www.cisco.com/tac. Select Wireless LAN under Top Issues.

Sections in this chapter include:

• Checking the Top Panel Indicators

• Checking Basic Settings

• Resetting to the Default Configuration
4-1
ies Bridge Hardware Installation Guide



 

Chapter 4      Troubleshooting
Checking the Top Panel Indicators
Checking the Top Panel Indicators
If your bridge is not communicating, check the three indicators on the top panel. You can use them to 
quickly assess the unit’s status. Figure 4-1 shows the indicators, and Table 4-1 lists the meanings of the 
indicator signals.

Figure 4-1 Indicator Lights on the Bridge

The indicator lights have the following meanings:

• The Ethernet indicator signals traffic on the wired LAN, or Ethernet infrastructure. This indicator 
blinks green when a packet is received or transmitted over the Ethernet infrastructure.

• The status indicator signals operational status. Blinking green indicates that the bridge is operating 
normally but is not associated with any wireless devices. Steady green indicates that the bridge is 
associated with a wireless client.

For repeater bridges, blinking 1/2 on, 1/2 off indicates the repeater is not associated with the root 
bridge; blinking 7/8 on, 1/8 off indicates that the repeater is associated with the root bridge but no 
client devices are associated with the repeater; steady green indicates that the repeater is associated 
with the root bridge and client devices are associated with the repeater.

• The radio indicator blinks green to indicate radio traffic activity. The light is normally off, but it 
blinks green whenever a packet is received or transmitted over the bridge’s radio.
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Table 4-1 Top Panel Indicator Signals

Message Type
Radio 
Indicator

Status
Indicator

Ethernet
Indicator Meaning

Association status Steady 
green

At least one wireless client device is 
associated with the unit.

Blinking 
green

Not associated with a wireless device. 
Check the device SSID and WEP 
encryption key settings. Verify that all 
wireless devices have identical settings.
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Checking Basic Settings
Mismatched basic settings are the most common causes of connectivity problems with wireless clients 
and bridge-to-bridge or bridge-to-access point connections. If the bridge does not communicate with 
wireless devices, check the following settings.

SSID
Wireless devices attempting to associate with the bridge must use the same SSID as the bridge. The 
default SSID is tsunami.

WEP Keys
The WEP key you use to transmit data must be set up exactly the same on your bridge and any wireless 
devices with which it associates. For example, if you set WEP Key 3 on your wireless LAN adapter to 
0987654321 and select it as the transmit key, you must also set WEP Key 3 on the bridge to exactly the 
same value. 

Refer to the “Security Setup” section in Chapter 3 of the Cisco Aironet 350 Series Bridge Software 
Configuration Guide for instructions on setting the bridge’s WEP keys.

Operational Blinking 
green

Steady 
green

Transmitting/receiving packets over radio.

Steady 
green

Blinking 
green

Transmitting/receiving packets over 
Ethernet.

Blinking 
amber

Steady 
green

Maximum retries or buffer-full condition 
occurred on the radio because it is unable to 
transmit all the data packets. The bridge 
might be overloaded, or radio reception 
might be poor. Contact technical support 
for assistance if necessary.

Error/warning Steady 
green

Blinking 
amber

Transmit/receive errors. Contact technical 
support for assistance if necessary.

Blinking 
amber

General warning.

Failure Steady 
red

Steady 
red

Steady red Firmware failure; disconnect power from 
the unit and reapply power. If the failure 
persists, contact technical support for 
assistance.

Firmware upgrade Steady 
red

Unit is loading new firmware.

Table 4-1 Top Panel Indicator Signals (continued)

Message Type
Radio 
Indicator

Status
Indicator

Ethernet
Indicator Meaning
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Encryption Enabled/Disabled
Verify that the wireless devices are using the same encryption setting as the bridge. When encryption is 
enabled, the bridge uses 40-bit or 128-bit encryption. If enabled, the wireless device must support the 
same setting. If the wireless device does not support 40-bit or 128-bit encryption, you must disable 
encryption.

Device Out of Range
The bridge supports a limited communication distance with wireless clients. When a wireless client 
exceeds this distance, it cannot communicate reliably with the bridge. Indoors, this range is typically 150 
feet at 11 Mbps or 350 feet at 1 Mbps when using an omnidirectional 2.2dBi antenna. However, internal 
building structures might interfere with radio communication, dramatically reducing communication 
distances.

If basic radio parameters in the bridge and the wireless client are set correctly, communication problems 
might be related to structural interference or distance from the bridge. To isolate these problems, move 
the wireless client close to the bridge (able to see the bridge antenna), and attempt to associate with the 
bridge. 

Note If the bridge is using a high-gain omnidirectional or directional antenna, the antenna radiation pattern 
may prevent communications with close devices or devices on the edge of the radiation pattern. 
Typically, high-gain antennas compress the radiation pattern in some directions to increase the gain in 
other directions.
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Resetting to the Default Configuration
If you forget the password that allows you to configure the bridge you might need to completely reset 
the configuration. Follow these steps to delete the current configuration and return all settings to the 
factory defaults.

Note The following steps reset all configuration settings to factory defaults, including passwords, WEP keys, 
the IP address, and the SSID. If you do not need to reset the entire configuration, use the Configuration 
Reset buttons on the System Configuration Setup page in the web-browser interface. Consult the Cisco 
Aironet 350 Series Bridge Software Configuration Guide for more information on the reset buttons in the 
web-browser interface.

Step 1 Use a straight-through cable with 9-pin male to 9-pin female connectors to connect the COM 1 or COM 
2 port on your computer to the RS-232 port on the bridge.

Step 2 Open a terminal-emulation program on your computer.

Note These instructions describe HyperTeminal; other programs are similar.

Step 3 In the Connection Description window, enter a name and select an icon for the connection and click 
OK. 

Step 4 In the Connect To window, select the port to which the cable is connected and click OK. 

Step 5 In the Port Settings window, enter the following settings: 

• 9600 baud, 

• 8 data bits, 

• No parity, 

• 1 stop bit, and 

• Xon/Xoff flow control

Step 6 Click OK, and press Enter.

Step 7 When the Summary Status screen appears, reboot the bridge by unplugging the power connector and 
then plugging it back in.

Step 8 When the bridge reboots and the Summary Status screen reappears, type :resetall, and press Enter.

Step 9 Type yes, and press Enter to confirm the command.

Note The resetall command is valid for only 2 minutes immediately after the bridge reboots. If you do not 
enter and confirm the resetall command during that 2 minutes, reboot the bridge again.

Step 10 After the bridge reboots and the Express Setup screen appears, reconfigure the bridge by using the 
terminal emulator or an Internet browser.
4-5
Cisco Aironet 350 Series Bridge Hardware Installation Guide

OL-1412-01



 

Chapter 4      Troubleshooting
Resetting to the Default Configuration
4-6
Cisco Aironet 350 Series Bridge Hardware Installation Guide

OL-1412-01


	Troubleshooting
	Checking the Top Panel Indicators
	Checking Basic Settings
	SSID
	WEP Keys
	Encryption Enabled/Disabled
	Device Out of Range

	Resetting to the Default Configuration



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


