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About this Guide

This document pertains to the features and functionality that run on and/or that are related to the Cisco® ASR 5000
Chassis, formerly the Starent Networks ST40.
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® Conventions Used

Conventions Used

The following tables describe the conventions used throughout this documentation.

Icon Notice Type Description

Information Note Provides information about important features or instructions.

Caution Alerts you of potential damage to a program, device, or system.

Warning Alerts you of potential personal injury or fatality. May also alert you of potential
electrical hazards.

dl all

Electro-Static Discharge Alerts you to take proper grounding precautions before handling a product.
(ESD)
Typeface Conventions Description
Text represented as a SCr een This typeface represents displays that appear on your terminal screen, for example:
di spl ay Logi n:
Text represented as commands This typeface represents commands that you enter, for example:

show ip access-list
This document always gives the full form of a command in lowercase letters. Commands
are not case sensitive.

Text represented as a command This typeface represents a variable that is part of a command, for example:
variable show card slot_number

slot_number is a variable representing the desired chassis slot number.
Text represented as menu or sub- This typeface represents menus and sub-menus that you access within a software
menu names application, for example:

Click the File menu, then click New

m Cisco ASR 5000 Series Mobile Service Edge Gateway - 3G Administration Guide
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Contacting Customer Support L

Command Syntax
Conventions

Description

{ keyword or

Required keywords and variables are surrounded by grouped brackets.

variable} Required keywords and variables are those components that are required to be entered as part of the
command syntax.

[ keyword or Optional keywords or variables, or those that a user may or may not choose to use, are surrounded by square

variable] brackets.

With some commands there may be a group of variables from which the user chooses one. These are called
alternative variables and are documented by separating each variable with a vertical bar (also known as a
pipe filter).

Pipe filters can be used in conjunction with required or optional keywords or variables. For example:

{ nonce | timestamp }

OR

[ count number_of packets |size number_of bytes]

Contacting Customer Support

Use the information in this section to contact customer support.

For New Customers: Refer to the support area of http://www.cisco.com for up-to-date product documentation or to
submit a service request. A valid username and password is required to this site. Please contact your local sales or
service representative for additional information.

For Existing Customers with support contracts through Starent Networks: Refer to the support area of
https://support.starentnetworks.com/ for up-to-date product documentation or to submit a service request. A valid
username and password is required to this site. Please contact your local sales or service representative for additional

information.

blmportant: For warranty and repair information, please be sure to include the Return Material Authorization
(RMA) tracking number on the outside of the package.
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Chapter 1
Mobile Service Edge Gateway-3G Overview

This chapter provides an overview of the Cisco Mobile Service Edge Gateway-3G (MSEG-3G) service.
This chapter covers the following topics:

e Product Overview

e Network Deployment and Supported Interfaces

e Architecture

e How it Works
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W product Overview

Product Overview

blmportant: In this release, the Cisco MSEG-3G solution is only available for Universal Mobile
Telecommunications System (UMTS) wireless data networks.

The Cisco MSEG-3G solution provides GTP Proxy functionality with the option to offload Internet-based traffic, and
provides the ability to police inbound roamer user traffic. This enables mobile network operators lower the cost of
mobile data traffic, maintain quality service experience, and offer new applications.

The MSEG-3G provides service intelligence at the edge of the network to direct Internet-bound traffic at the edge of the
network while retaining the control plane in the network core, enabling mobile operators to:

e Route low-value Internet-bound traffic straight to the Internet.

e Route high-priority or low-latency traffic without going deep into the packet core.

o Keep local traffic localized.

e Provide intelligent roaming options and secure connections to Mobile Virtual Network Operators (MVNOs).

e (Create an architecture to enable new services and business models.

License Information

The MSEG-3G is a licensed product. To enable and configure MSEG-3G functionality, one of the following licenses
must be obtained and installed on the chassis:

e Cisco PID [ ASR5K-00-MSEG310 ] MSEG 3G 10k Sessions
e Cisco PID [ ASR5K-00-MSEG301 ] MSEG 3G 1k Sessions

For information on obtaining and installing licenses, refer to the Managing License Keys section of the Software
Management Operations chapter in the System Administration Guide.

m Cisco ASR 5000 Series Mobile Service Edge Gateway - 3G Administration Guide
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Network Deployment and Supported Interfaces L

Network Deployment and Supported Interfaces

This section provides an overview of the network deployment and interfaces supported by MSEG-3G.

The following illustration depicts MSEG-3G deployment in a mobile operator’s network.

Figure 1. MSEG-3G Network Deployment

Inbound Roamer!
Home Mobile
Packet Core

Inbound Roamers g
Home Mobile m
+ Packet Core

Mobile Packet Core

In the network the MSEG-3G is physically located on the Gn interface between the SGSN and the GGSN.

blmportant: All Iu for the same service area must be served by the same MSEG-3G.

Supported Interfaces

This section provides an overview of the interfaces supported by the MSEG-3G.

Ga Interface

When CDR generation is enabled, the MSEG-3G uses the Ga interface to communicate with the Charging Gateway
(CG). The CG is responsible for sending GGSN Charging Data Records (G-CDRs) received from the GGSN , for each
PDP context, to the billing system.

The MSEG-3G communicates with the CGs on the PLMN using GTP Prime (GTPP).

blmportant: When MSEG-3G CDR generation is enabled, in addition to the charging records generated by the
GGSN, an additional charging record is generated. Operators must be aware of the issue of reconciliation of charging
records that are generated by the MSEG-3G instead of/in addition to the GGSN.

blmportant: CDR generation at the MSEG-3G can be optionally enabled or disabled in the MSEG-3G Service
configuration.
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W Network Deployment and Supported Interfaces

Gi Interface

The Gi interface plays the same role as on the GGSN, which is to serve as an exit/entry point to the public network. The
primary difference is that if the anchor-proxy mode has not been enabled, and Network Address Translation (NAT) in-
line service configuration is available, the IP packets exiting/entering the MSEG-3G on this interface will contain a
locally-allocated NAT IP address instead of the GGSN-allocated subscriber IP address as the source/destination.

Gn/Gp Interface

The MSEG-3G supports the Gn interface control and data planes between the SGSN and the GGSN. All PDP
establishments pass through the MSEG-3G so that a decision on whether the PDPs are of interest for offloading, either
immediately or on meeting the offloading criteria later, can be made.

The initial criterion for offloading is the APN. That is, the MSEG-3G will track only those PDPs that either require
offloading or may require offloading later. This initial eligibility decision is made on the basis of the APN/IMSI/IMEI.
For Create PDP Context that meet the offloading criteria, the MSEG-3G will substitute the SGSN’s IP address and
TEID with a local IP address and TEID, before forwarding to the GGSN. On receiving the corresponding Create PDP
Context Response, the MSEG-3G will swap the GGSN’s IP address and TEID with a local IP address and TEID before
forwarding to the SGSN. Thus, for these PDPs, the MSEG-3G will look like the SGSN to the GGSN and, the GGSN to
the SGSN. All subsequent control and data plane events will now flow through the MSEG-3G, which will handle them
in accordance with the call flows detailed later in this chapter.

The MSEG-3G also uses the Gn interface to selectively send downlink packets, for off-loaded PDPs, to the SGSN in
order to either execute paging or to prevent inactivity timers from firing.

Features and Functionality

This section describes the MSEG-3G’s base features.

Traffic Offload

The MSEG-3G depends on the SGSN to provide information on subscriber GTP endpoint identifiers (IP address/TEID)
and mobility events. The MSEG-3G is not required to sniff the [uPS interface for control-plane events. For traffic to be
offloaded, the NAT in-line service configuration must be available on the chassis. If not available the traffic is proxied
to the GGSN.

blmportant: In this mode of operation, the APN resolution at the SGSN should point to an MSEG-3G.

m Cisco ASR 5000 Series Mobile Service Edge Gateway - 3G Administration Guide
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GTP Proxy Mode

Paging

Echo Pr

The GTP Proxy primary functionality is to provide the ability to apply policy enforcement to MVNO end-subscribers.
This enables to offer a wider feature set to MVNO operators and to offer better conditions to MVNO by doing traffic
enforcement on the GTP Proxy.

In the absence of NAT in-line service configuration, for all offloaded calls, by default the MSEG-3G behaves as a
proxy.

The GTP Proxy functionality provides a point-of-intercept for operators to provide additional functionality on the data
plane for MVNO and roaming scenarios, such as:

o Enforce local policies

e Provide analytics

e Provide local intercept

e Local charging

o Value added differentiated services

In this default proxy mode, all user packets are forwarded to/from over GTPU tunnels between the GGSN and the
MSEG-3G for offloaded calls. This default data-plane proxy functionality for offloaded calls can be over-ridden by
local configuration or policy application to provide data offload services using the NAT in-line service.

As data should not be sent directly to the RNC by the MSEG-3G when there is no established RAB for a PDP, the
MSEG-3G needs to track the availability of a data connection to the RNC for the PDP.

When an RAB is not available and downlink data is incident at the MSEG, the data needs to be routed through the
SGSN until the RAB has been established, after paging the UE if necessary.

This is taken care of by the SGSN by switching between single-tunnel and two-tunnel modes, depending on whether the
PDP is active or has been preserved. MSEG-3G will simply forward any downlink data to the specified endpoint.

ocessing/Path Failure

The MSEG-3G supports selective enabling of the echo procedure towards each SGSN/GGSN/RNC it is connected to.

On an echo failure towards any of the peer nodes, the MSEG-3G will initiate PDP release procedures for all related
PDPs. For example, if a GGSN has failed to respond to an echo on a given path, the MSEG-3G will request the release
of all the PDPs corresponding to the path from the corresponding SGSNs.

Restart Counter Handling

If the restart counter value for an SGSN changes, the MSEG-3G will request deactivation of all PDP contexts, currently
established via that SGSN, to the corresponding GGSNs.

If the restart counter value for a GGSN changes, the MSEG-3G will request deactivation of all PDP contexts, currently
anchored at that GGSN, to the corresponding SGSNs.

blmportant: In the current release, the MSEG-3G cannot cause the SGSN to request the corresponding UEs to
activate after deactivation. It is possible to define a proprietary mechanism to do this, however it will require
corresponding changes at the SGSN.
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W Network Deployment and Supported Interfaces

Session Recovery

The Session Recovery feature provides seamless failover and reconstruction of subscriber session information in the
event of a hardware or software fault within the system preventing a fully connected user session from being
disconnected.

Session recovery is performed by mirroring key software processes (for example, Session Manager and AAA Manager)
within the system. These mirrored processes remain in an idle state (in standby-mode), wherein they perform no
processing, until they may be needed in the case of a software failure (for example, a Session Manager task aborts). The
system spawns new instances of “standby mode” session and AAA Managers for each active Control Processor (CP)
being used.

Additionally, other key system-level software tasks, such as VPN Manager, are performed on a physically separate
packet processing card to ensure that a double software fault (for example, Session Manager and VPN Manager fails at
same time on same card) cannot occur. The packet processing card used to host the VPN Manager process is in active
mode and is reserved by the operating system for this sole use when session recovery is enabled.

For more information on Session Recovery, refer to the Session Recovery chapter in the System Administration Guide.
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Architecture

MSEG

This section presents an overview of the MSEG-3G’s architecture.

On the ASR 5000 chassis, the MSEG Manager and Session Manager subsystems are the key.

Manager

The MSEG Manager’s (MSEGMgr) primary role is that of the Demux Manager for the MSEG-3G service, and is
resident on the demux card, when available. There is a single MSEGMgr for the entire chassis, which handles all the
MSEG-3G services configured in the chassis, irrespective of the context.

The MSEGMgr is the first point of entry for new PDP contexts. If the PDP matches one of the top-level off-loading
criteria (APN/IMSI/IMEI), the MSEGMgr will load balance new PDP requests to a SessMgr. The MSEGMgr also
handles all nodal GTPC messages for all the MSEG-3G services that are servicing UMTS networks. The MSEGMgr
will install GTPC flows corresponding to the GTPC addresses specified for each of these services for the TEID-C value
of 0. All GTPC/GTPU messages that cannot be matched to a session in the SessMgr will be directed to the MSEGMgr.
That is, the MSEGMgr will be the default handler for such messages.

All flows installed by the MSEGMgr will need to be from the range specified for the MSEGMgr in the NPU subsystem.

Session Manager

The Session Managers (SessMgrs) handle all the subscriber sessions that meet the top-level MSEG-3G criterion. Calls
will be load-balanced to the SessMgrs by the MSEGMgr using the standard add-session messaging functionality.

Each primary PDP context is considered to be a separate call, even if from the same subscriber. A callline will be
allocated per primary PDP. A primary and the associated secondary's will be anchored by the same callline.

The credit allocation for a callline for the MSEG-3G service will be identical to that of the GGSN with NAT enabled.
NAT of subscriber data sessions will be carried out at the SessMgrs.

The MSEG-3G uses a common GTP service flow (per service-ip-address per SessMgr) for all subscribers connecting
via a given MSEG-3G service instance. Downlink data packets received from the GGSN will be forwarded to the RNC
serving the subscriber. If the default GTP Proxy mode is overridden by configuration, the downlink data packets
received on the public network will first pass through the NAT in-line service module before being sent to the MSEG-
3G module. Uplink data packets will be either forwarded out to the public network via the NAT module, or sent to the
GGSN if the packet does not match the NAT rules or if NAT configuration is not available.

Charging

The charging subsystem is responsible for collecting the charging information such as usage of radio and core network
resources, the duration of time, uplink and downlink transfer rates and transferring the generated CDRs in ASN.1 format
to the desired billing system. Based on the information provided, the billing system generates billing for the mobile
subscriber according to predefined policies.
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How it Works

This section describes how the MSEG-3G works.

When a new Create PDP Context Request reaches the MSEGMgr, it applies the “MSEG Ceriteria” configured for that
service. If there is no criteria configured, the MSEGMgr will default to forwarding the Create PDP Context Request to
the appropriate GGSN, after resolving the APN.

An “MSEG Criteria” configuration consists of the filters to match, that is a ruleset, their relative priorities, and the
action to be taken on a match. The MSEG-3G can be configured to offload, terminate on a local GGSN, or forward the
call without offloading at the MSEG-3G. This is decided at the MSEGMgr based on the first-level filters. Calls are
anchored at the SessMgrs only if the MSEG-3G decided to offload the calls. Note that offloading a call does not
necessarily mean all the data will also be offloaded. At this stage only the control plane offloading decision is made.
The data plane maybe offloaded or not depending on the application of the second-level filters, which will include end-
user application specific DPI and policy-based decisions.
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PDP Context Activation

The following figure and steps explain the call flow for a successful PDP Context Activation.

Figure 2.

MSEG-3G PDP Context Activation Call Flow

How it Works ®
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Table 1. MSEG-3G PDP Context Activation Call Flow Descriptions
Step | Description
1 The UE generates an Activate PDP Context Request.
In the default mode, neither is this message available nor is it of interest to the MSEG-3G.
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Step | Description

2 SGSNI resolves the APN to MSEG1 and sends the Create PDP Context Request with its TEIDs (C & U) and IP addresses
(C & U) to be used by the GGSN as the destination identifiers in all subsequent messages for this PDP.

3 MSEG1 breaks open the Create PDP Context Request to obtain the APN, the ULI and, RAT IEs. It uses the APN to resolve
the real target GGSN(s). Further local processing, at MSEGI, is not proceeded with if:
1. Ifthe message is not a GTPv1 message, it is forwarded as is to the resolved GGSN.

2. The initial offload criteria—APN/IMSI/IMEI—are not met, MSEG1 forwards the Create PDP Context Request as
is to the resolved GGSN.

3. The ULI or the RAT IE is not included in the Create PDP Context Request and GTP Proxy mode has not been
enabled for the APN and IMSI, MSEG! forwards the Create PDP Context Request as is to the resolved GGSN.

4. The RAT IE does not indicate UMTS access and GTP Proxy mode has not been enabled for the APN and IMSI,
MSEG1 forwards the Create PDP Context Request as is to the resolved GGSN.

5. The service-area-id in the ULI does not correspond to one of the RNCs that MSEG! is intercepting, MSEG looks
up the correct MSEG-3G — MSEG2— and forwards to that MSEG-3G for further processing.

If an initial offload criteria is met, MSEG1 formulates a Create PDP Context Request with its TEIDs (C & U), IP addresses
(C & U) and, recovery IE (if necessary), and sends the request to the resolved GGSN.

4 The Create PDP Context Response received by MSEGI is first processed to check the status of the request.
If the status indicates failure, MSEG/ sends back a corresponding failure to the SGSN and subsequently releases any
resources allocated for the Create PDP Context Request.

5 If the Create PDP Context Response indicates success, MSEGI returns a success to the SGSN with the GGSN’s addresses
and TEIDs replaced with the MSEG’s addresses and TEIDs.

6 On a successful Create PDP Context setup, the SGSN secks an RAB assignment for the PDP context. The RAB assignment
is of no interest to the MSEG-3G.

7 After allocation of radio resources, the RNC sends out successful RAB assignment response.

8 By default, direct-tunnel is enabled at the SGSN. This will cause the SGSN to send an Update PDP Context Request to the
GGSN (MSEG1). This request will be terminated at MSEG! and is not forwarded to the GGSN. MSEG! will note the GTP-
U IP address and TEID being used for the data-session. For the proxy-anchored calls, this Update PDP Context is optional.

9 MSEG1 responds to the Update PDP Context Request with a success cause.

10 The SGSN sends a PDP Context Activation Accept to the UE.
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PDP Context Deactivation

This section presents call flows for the following scenarios:
e GGSN-initiated PDP Context Deactivation
e UESGSN-initiated PDP Context Deactivation

GGSN-initiated PDP Context Deactivation

The following figure and steps explain the call flow for a GGSN-initiated PDP Context Deactivation.

Figure 3. MSEG-3G GGSN-initiated PDP Context Deactivation Call Flow

SGSN MSEG GGSN

1. Delete PDP Context Request
-

2. Delete PDP Context Request
-

3. Delete PDP Context Response
L

4. Delete PDP Context Response
L

Table 2. MSEG-3G GGSN-initiated PDP Context Deactivation Call Flow Descriptions

Step

Description

1

The GGSN sends a Deactivate PDP Context Request to the SGSN, that is to the MSEG’s IP address/TEID.

2 The MSEG-3G forwards the request to the SGSN after switching the MSEG’s TEID and destination IP address/UDP port
in the GTP header to the values provided by the SGSN during Create PDP Context setup.

3 The SGSN deletes the PDP context and sends the Deactivate PDP Context Response to the MSEG.

4 The MSEG-3G forwards the Deactivate PDP Context Response to the GGSN with the SGSN-side TEID and GTP-C

endpoint as the target destination identifiers, and releases the session/resources corresponding to the PDP context.
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UE/SGSN-initiated PDP Context Deactivation

The following figure and steps explain the call flow for a UE/SGSN-initiated PDP context deactivation. Note that from
the MSEG’s perspective, deactivation whether initiated by the SGSN or the UE, is processed identically. Hence, the
following call flow displays only the messages that will be visible on the Gn interface.

Figure 4. MSEG-3G UE/SGSN-initiated PDP Context Deactivation Call Flow

SGSN MSEG GGSN

1. Delete PDP Context Request
L

2. Delete PDP Context Request

Lo

3. Delete PDP Context Response
-

4. Delete PDP Context Response
g

Table 3. MSEG-3G UE/SGSN-initiated PDP Context Deactivation Call Flow Descriptions

Step

Description

1

The SGSN sends a Deactivate PDP Context Request to the GGSN, that is to the MSEG’s GTP-C endpoint IP address/TEID
for the PDP.

2 The MSEG-3G forwards the request to the GGSN after switching the MSEG’s TEID and destination IP address/UDP port
in the GTP header to the values assigned by the GGSN during Create PDP Context setup.

3 The GGSN deletes the PDP context and sends the Deactivate PDP Context Response to the MSEG.

4 The MSEG-3G forwards the Deactivate PDP Context Response to the SGSN with the SGSN-side TEID and GTP-C

endpoint as the target destination identifiers, and releases the session/resources corresponding to the PDP context.
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Update PDP Context

This section presents call flows for the following scenarios:
e GGSN-initiated Update PDP Context
e SGSNe-initiated Update PDP Context

GGSN-initiated Update PDP Context

The GGSN can initiate Update PDP Context Requests either on a change of QoS or to assign an IP address for the
subscriber (DHCP/MIP).

The following figure and steps explain the call flow for a GGSN-initiated Update PDP Context.

Figure 5. MSEG-3G GGSN-initiated Update PDP Context Call Flow

SGSN MSEG GGSN

1. Update PDP Context Request
-

2. Update PDP Context Request
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3. Update PDP Context Response
L

4. Update PDP Context Response

Lo

The MSEG-3G will process the Update PDP Context Request as has been specified for SGSNs.

Table 4. MSEG-3G GGSN-initiated Update PDP Context Call Flow Descriptions

Step | Description

1 The GGSN sends an Update PDP Context Request to the SGSN, that is to the MSEG’s IP address/TEID for the PDP
context.
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Step | Description

2 The MSEG-3G processes the Update PDP Context Request to remove/replace the following IEs, before forwarding to the
SGSN:

e Recovery IE will be removed, but can also be replaced by the MSEG’s value as necessary.
¢ QoS modified by the MSEG’s policies, if necessary.

e DTI Flags will be removed, if present. As the MSEG-3G is hiding the establishment of DT from the GGSN, this
should not occur.

3 The SGSN sends an Update PDP Context Response to the MSEG-3G after processing the request.

4 The MSEG-3G processes the Update PDP Context Response for QoS and any other changes. The MSEG-3G forms and
forwards a response to the GGSN with the following contents replaced/filtered out:
e Recovery IE

e  Tunnel endpoint identified data IE is replaced to reflect the MSEG-3G allocated value to the GGSN.
e DT FlagsIE

SGSN-initiated Update PDP Context

The SGSN can initiate Update PDP Context requests for the following reasons that are of significance to the MSEG:
e On Inter-SGSN RAU
e On Inter-RAT change
e On Direct-Tunnel change
o All other reasons including QoS change

The following figure and steps explain the call flow for an SGSN-initiated PDP update.

Figure 6. MSEG-3G SGSN-initiated Update PDP Context Call Flow
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The MSEG-3G processes the Update PDP Context Request as specified for GGSNs. In addition, the actions taken by
the MSEG-3G for specific conditions are described in the following table.

Table 5. MSEG-3G SGSN-initiated Update PDP Context Call Flow Descriptions

Step | Description

1 The SGSN sends an Update PDP Context Request to the GGSN, that is to the MSEG’s IP address/TEID for the PDP
context.

1. From the SGSN control plane address and/or the service-area-id in the ULL, if included, the MSEG-3G gleans
whether this will result in an inter-SGSN move or not. If an inter-MSEG move is called for, the MSEG looks up
the new MSEG corresponding to the new RNC (service area ID/RNC IP address) and the call flow proceeds as
outlined later in the inter-MSEG Relocation section.

2. If a direct-tunnel related change has occurred, the MSEG will proceed to Step 4.
3. On any other condition, the MSEG will forward the request to the GGSN as outlined in Step 2.

2 The MSEG-3G processes the Update PDP Context Request as specified for GGSNS. If the processing is successful, the
MSEG-3G forwards the request to the GGSN with the following elements filtered out/modified:
e Recovery IE will be removed, but can also be replaced by the MSEG’s value as necessary.

e TEIDs (C & U) replaced with the MSEG-allocated values.
o  SGSN IP addresses/alternative addresses (C & U) replaced with the MSEG’s.
¢ QoS modified by the MSEG’s policies, if necessary.

e DTI Flags will be removed, if present. The MSEG-3G can skip to Step 4 if the Update PDP Context Request was
solely DT related.

3 The GGSN sends an Update PDP Context Response to the MSEG-3G after processing the request.

4 The MSEG-3G processes the Update PDP Context Response for QoS and any other changes. The MSEG-3G forms and
forwards a response to the SGSN with the following contents replaced/filtered out:
e Recovery IE

e  GGSN address/alternative address for control and user plane. The MSEG-3G will update the corresponding fields
in its records with the values now specified, if any. The MSEG’s TEIDs for the PDP context. If the MSEG-3G has
itself changed, as maybe the case for an inter-RNC move, the MSEG-3G will replace the GGSN
address/alternative address and TEID’s with its own. Else, this IE will be filtered out.

e DT Flags IE
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Configuration Overview

MSEG-3G configuration consists of both service instance specific and chassis global configuration. All configuration is
expected to be administratively coordinated across the MSEGs deployed in an operator’s domain.

blmportant: For MSEG-3G configuration procedures, refer to the Mobile Service Edge Gateway-3G
Configuration chapter in the Mobile Service Edge Gateway-3G Administration Guide.

MSEG-3G Service Configuration

The MSEG-3G service for UMTS must have access to, at a minimum, the following configuration:
e GTPC address with an optional port configuration
e GTPU addresses with an optional port configuration
e RNC configuration
e APNs
e [MSI Ranges
e [MEI Ranges
e MSEG-3G Identifier
The GTPC/GTPU configuration is service instance specific.

The MSEGs, APNs, IMSI Range, IMEI Range configurations are global so as to be accessible by all MSEG-3G service
instances. These global configurations will be associated as required with the individual MSEG-3G service instances
from within the service configuration. Various other offload criterion such as QoS are also configured globally.
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Mobile Service Edge Gateway-3G Configuration

This chapter describes how to configure the Mobile Service Edge Gateway-3G (MSEG-3G) functionality.
The following topics are covered in this chapter:

e Prerequisites and Initial Configuration

o Configuring MSEG-3G Service

o Gathering MSEG-3G Statistics
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Prerequisites and Initial Configuration
To configure MSEG-3G:

Step 1 Ensure that the core network service GGSN is configured as described in the Cisco ASR 5000 Series Gateway GPRS
Support Node Administration Guide.

Step 2 Ensure that the core network services SGSN is configured as described in the Cisco ASR 5000 Series Serving GPRS
Support Node Administration Guide.

Step 3 Ensure that the Active Charging Service is configured.

For more information refer to the Cisco ASR 5000 Series Enhanced Charging Services Administration Guide.

Step 4 Ensure that the Network Address Translation (NAT) in-line service is configured.

For more information refer to the Cisco ASR 5000 Series Network Address Translation Administration Guide.

Step 5 Install the MSEG-3G license as described in the Installing the MSEG-3G License section.

Installing the MSEG-3G License

To enable and configure MSEG-3G functionality, one of the following licenses must be obtained and installed on the
chassis:

e Cisco PID [ ASR5K-00-MSEG310 | MSEG 3G 10k Sessions
e Cisco PID [ ASR5K-00-MSEG301 ] MSEG 3G 1k Sessions

For information on obtaining and installing licenses, refer to the Managing License Keys section of the Software
Management Operations chapter in the System Administration Guide.
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Configuring MSEG-3G Service

To configure MSEG-3G service:
Step 1 Create/configure the MSEG service as described in the Creating and Configuring the MSEG-3G Service section.
Step 2 Create/configure MSEG global parameters as described in the Configuring MSEG Global Parameters section.

Step 3 Save your configuration as described in the Verifying and Saving Your Configuration chapter.

blmportant: Commands used in the configuration examples in this section provide base functionality to
the extent that the most common or likely commands and/or keyword options are presented. In many cases,
other optional commands and/or keyword options are available. Refer to the Command Line Interface
Reference for complete information regarding all commands.

Creating and Configuring the MSEG-3G Service

To create and configure the MSEG-3G service, use the following configuration:
configure
context <context_name>
mseg-service <mseg_service_name>

mseg-id <mseg_id>
mseg-criteria <mseg_criteria_name>
path-failure detection-policy gtp { echo | non-echo + }
gtpc echo-interval<echo_interval>
gtpc max-retransmissions <max_retransmissions>
gtpc retransmission-timeout <retransmission_timeout>
gtpu echo-interval <echo_interval>
gtpu max-retransmissions <max_retransmissions>
gtpu retransmission-timeout <retransmission_timeout>
bind gtpc-address <ipv4/ipv6_address> [ udp-port <port_number> ]
bind gtpu-address <ipv4/ipv6_address>
associate accounting-policy <accounting_policy_name>

end
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Configuring MSEG Global Parameters

This section describes how to configure the following MSEG global parameters:
e Creating and Configuring MSEG APN Profiles
e Creating and Configuring MSEG Associated Services Profiles
e Creating and Configuring MSEG Criteria
e Creating and Configuring MSEG IMEI Profiles
e Creating and Configuring MSEG IMSI Profiles
e Creating and Configuring MSEG Peer Profiles
e Creating and Configuring MSEG RNC Profiles
e Creating and Configuring MSEG Rulesets

Creating and Configuring MSEG APN Profiles
To create / configure an MSEG APN profile, use the following configuration:
configure
mobi le-services-edge-gateway
apn-profile <apn_profile_name>
apn <apn_name>

end

Creating and Configuring MSEG Associated Services Profiles
To create / configure an MSEG associated services profile, use the following configuration:
configure
mobi le-services-edge-gateway
associated-services-profile <asc_services_profile_name>
active-charging-rulebase <acs rulebase_name>
fw-nat-policy <fw_nat_policy_nhame>
ip access-group <access_group_name> in
ip access-group <access_group_name> out
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ip context-name <context_name>
end

Notes:
o For information on how to create and configure an active charging service rulebase, refer to the Cisco ASR 5000
Series Enhanced Charging Services Administration Guide.

e For information on how to create and configure a Firewall-and-NAT policy, refer to the Cisco ASR 5000 Series
Network Address Translation Administration Guide.

e For information on how to create and configure IP access groups or Access Control Lists (ACL), refer to the
Cisco ASR 5000 Series System Administration Guide.

Creating and Configuring MSEG Criteria

To create / configure an MSEG criteria, use the following configuration:

configure
mobi le-services-edge-gateway
mseg-criteria <mseg_criteria_name>

filter priority <priority> ruleset <ruleset_name> action { forward |
local-terminate | offload associated-services-profile
<asc_services_profile_name> }

end

Creating and Configuring MSEG IMEI Profiles

To create / configure an MSEG IMEI profile, use the following configuration:

configure
mobile-services-edge-gateway
imei-profile <imei_profile_name>

imei-range start <imei_prefix_range_start> end <imei_prefix_range_end>
[ sv <imei_sw_version> ]

end
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Creating and Configuring MSEG IMSI Profiles
To create / configure an MSEG IMSI profile, use the following configuration:
configure
mobi le-services-edge-gateway
imsi-profile <imsi_profile_name>

imsi-range mcc <mobile_country_code> mnc <mobile_network code> msin
start <msin_start> end <msin_end>

end

Creating and Configuring MSEG Peer Profiles
To create / configure an MSEG peer profile, use the following configuration:
configure
mobi le-services-edge-gateway
peer-mseg-profile <peer_mseg_profile_name>

mseg-gtpc <ipv4/ipv6_address> [ udp-port <port_number> ]
mseg-gtpu <ipv4/ipv6_address>
mseg-id <mseg_id>

end

Creating and Configuring MSEG RNC Profiles
To create / configure an MSEG RNC profile, use the following configuration:
configure
mobi le-services-edge-gateway
rnc-profile <rnc_profile_name>
associate mseg-profile <mseg profile_name>

location mcc <mobile_country code> mnc <mobile_network_ code> lac
<location_area code> sac <service_area_code>

rnc-gtpu <ipv4/ipv6_address> [ udp-port <port_number> ]
rnc-id <rnc_id>
end
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Creating and Configuring MSEG Rulesets

To create / configure an MSEG ruleset, use the following configuration:

configure

mobi le-services-edge-gateway
mseg-ruleset <mseg ruleset_name>

access-type umts

apn { if-match-profile <apn_profile_name> | if-no-match-profile
<apn_profile_name> }

imei { if-match-profile <imei_profile_name> |

if-no-match-profile
<imei_profile_name> }

imsi { if-match-profile <imsi_profile_name> |

if-no-match-profile
<imsi_profile_name> }

end

Creating and Configuring Active-Charging Service Rulebases

For information on how to create and configure an active-charging service rulebase, refer to the Cisco ASR 5000 Series
Enhanced Charging Services Administration Guide.

Creating and Configuring Firewall-and-NAT Policies

For information on how to create and configure a Firewall-and-NAT policy, refer to the Cisco ASR 5000 Series Network
Address Translation Administration Guide.
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Gathering MSEG-3G Statistics

The following table lists the commands that can be used to gather MSEG-related statistics.

In the following table, the first column lists what statistics to gather and the second column lists the command to use.

Table 6. Gathering MSEG Statistics and Information

Statistics/information to view

Command to use:

To view MSEG configuration
information.

show mseg-config all [ | { grep <grep_options> | more } ]

To view MSEG service specific
configuration information.

show mseg-service { all | name <mseg_service name> } [ | {
grep <grep_options> | more } ]

To view GTPC statistics for the
specified MSEG service.

show gtpc statistics mseg-service <mseg_service name>[ [
verbose ] formatl ] [ | { grep <grep_options> | more } ]

To view GTPU statistics for
specified MSEG service.

show gtpu statistics mseg-service <mseg_service name>[ | {
grep <grep_options> | more } ]

To view MSEG-specific
subscriber information.

show subscribers mseg-only <filter_keywords>[ | { grep
<grep_options> | more } ]

To view MSEG service specific
subscriber information.

show subscribers mseg-service <mseg_service_name>
<Filter_keywords>[ | { grep <grep_options> | more } ]

To view summary information for
MSEQG subscribers.

show subscribers summary mseg-service
<mseg_service_nhame><Filter_keywords> [ | { grep <grep_options>

| more } 1]
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Chapter 3
Verifying and Saving Your Configuration

This chapter describes how to save your system configuration.
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Verifying the Configuration

You can use a number of commands to verify the configuration of your feature, service, or system. Many are
hierarchical in their implementation and some are specific to portions of, or specific lines in, the configuration file.

Feature Configuration

In many configurations, you have to set and verify specific features. An example includes IP address pool configuration.
Using this example, enter the following commands to verify proper feature configuration:

Enter the following command to display the IP address pool configuration:
show ip pool

The output from this command should look similar to the sample shown below. In this example, all IP pools were
configured in the isp/ context.

context : ispl:
+o oo Type: (P) - Public (R) - Private

| (S) - Static (E) - Resource

| +----State: (G - Cood (D) - Pending Delete (R)-Resizing
I
|| ++--Priority: 0..10 (Hi ghest (0) .. Lowest (10))
T
[]]]+-Busyout: (B) - Busyout configured
[11] 111l vvvvv Pool Name Start Address Mask/End Address Used Avai
P&00 i psec 12.12.12.0 255.255.255.0 0 254 PX00
pool 1 10.10.0.0 255.255.0.0 0 65534 SE00

vpnpool 192.168.1.250 192.168.1.254 0 5 Total Pool Count: 5

blmportant: To configure features on the system, use the show commands specifically for these features. Refer to
the Cisco Systems ASR 5000 Command Line Interface Reference for more information.
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e Configuration

Verify that your service was created and configured properly by entering the following command:

show <service_type><service_hame>

The output is a concise listing of the service parameter settings similar to the sample displayed below.

In this example, a P-GW service called pgw is configured.
Service nane : pgwl

Service-1d : 1

Context : testl

Status : STARTED

Restart Counter : 8

EGTP Service : egtpl

LMA Service : Not defined

Session-Del ete-Delay Tinmer : Enabl ed
Session-Del ete-Delay tinmeout : 10000(nsecs)
PLMN ID List : MCC: 100, MNC: 99

Newcal I Policy : None

Context Configuration

Verify that your context was created and configured properly by entering the following command:

show context name <name>

The output shows the active context. Its ID is similar to the sample displayed below. In this example, a context named

testl is configured.

Cont ext Nane Context | D State

testl 2 Acti ve
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System Configuration

Verify that your entire configuration file was created and configured properly by entering the following command:
show configuration

This command displays the entire configuration including the context and service configurations defined above.

Finding Configuration Errors

Identify errors in your configuration file by entering the following command:
show configuration errors

This command displays errors it finds within the configuration. For example, if you have created a service named
“servicel”, but entered it as “srv1” in another part of the configuration, the system displays this error.

Y ou must refine this command to specify particular sections of the configuration. Add the section keyword and
choose a section from the help menu:

show configuration errors section ggsn-service

or

show configuration errors section aaa-config

If the configuration contains no errors, an output similar to the following is displayed:

HHHHHHH A AR R R R R R R R R R R R R R R R R R R R R
Di spl ayi ng 4d obal

AAA- configuration errors

HERHHHHH TR H T H R H T H R H R H R H R

Total O error(s) in this section
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Saving the Configuration

Save system configuration information to a file locally or to a remote node on the network.

& Caution: Prior to loading 12.2, we recommend that copies of the original configuration file be made and stored
(with unique release-identifying titles) both in the Flash and off the chassis. Configuration files created and saved in
release 12.2 cannot be shared across multiple chassis due to a change in the encryption algorithm for passwords and
secrets. These 12.2 changes modify encrypted data in the configuration file so that it cannot be recognized by previous
software builds. If it is necessary to revert to a previous build, the chassis must be booted with the copy of the original
configuration file. If this copy is not available, then the chassis will need to be loaded as if it is a new chassis.

Files saved locally can be stored in the CompactFlash or a PCMCIA memory card on the SMC. Files that are saved to a
remote network node can be transmitted through FTP or TFTP.
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Saving the Configuration on the Chassis

These instructions assume that you are at the root prompt for the Exec mode:

[ 1 ocal ] host_name#

To save your current configuration, enter the following command:

save configuration url [-redundant] [-noconfirm] [showsecrets] [verbose]

Table 7. Command Syntax for Saving the Configuration

Keyword/Variable

Description

url

Specifies the path and name to which the configuration file is to be stored. ur I may refer to a local or a
remote file. ur | must be entered using one of the following formats:
e { /flash | /pcmcial | /pcmcia2 } [ /dir ] /file_name

o Tile:/{ /flash | /pcmcial | /pcmcia2 } [ /dir ] /file_name
o tftp://{ipaddress|host name[ :port#]}[/directory]/file_name

o fTtp://[username| :pwd ] @] { ipaddress|host_name } [ cport# ][ /directory ]
/Tile_name

o stTtp://[username[:pwd] @] { ipaddress|host name } [ :port# ][ /directory ]
/Tile_name

/Tlash corresponds to the CompactFlash on the SMC.

/pcmcial corresponds to PCMCIA slot 1.

/pcmcia2 corresponds to PCMCIA slot 2.

ipaddress is the IP address of the network server.

host_name is the network server’s hostname.

port# is the network server’s logical port number. Defaults are:
o tftp: 69 - data

e ftp: 20 - data, 21 - control
o sftp: 115 - data

Note: host_name can only be used if the networkconFig parameter is configured for DHCP and the
DHCEP server returns a valid nameserv er.dx

username is the username required to gain access to the server if necessary.

password is the password for the specified username if required.

/directory specifies the directory where the file is located if one exists.

/Ti1le_name specifies the name of the configuration file to be saved.

Note: Configuration files should be named with a .cfg extension.

-redundant

Optional: This keyword directs the system to save the CLI configuration file to the local device, defined by the
url variable, and then automatically copy that same file to the like device on the Standby SMC, if available.
Note: This keyword will only work for like local devices that are located on both the active and standby
SMC:s. For example, if you save the file to the /pcmcial device on the active SMC, that same type of device (a
PC-Card in Slot 1 of the standby SMC) must be available. Otherwise, a failure message is displayed.

Note: When saving the file to an external network (non-local) device, the system disregards this keyword.
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Keyword/Variable | Description

-noconfirm Optional: Indicates that no confirmation is to be given prior to saving the configuration information to the
specified filename (if one was specified) or to the currently active configuration file (if none was specified).

showsecrets Optional: This keyword saves the CLI configuration file with all passwords in plain text, rather than their
default encrypted format.
verbose Optional: Specifies to display every parameter that is being saved to the new configuration file.

blmportant: The -redundant keyword is only applicable when saving a configuration file to local devices.
This command does not synchronize the local file system. If you have added, modified, or deleted other files or
directories to or from a local device for the active SMC, you must synchronize the local file system on both SMCs.

To save a configuration file called system.cfg to a directory that was previously created called cfgfiles on the
CompactFlash in the SMC, enter the following command:

save configuration /flash/cfgfiles/systemcfg
To save a configuration file called simple_ip.cfg to a directory called host_name_configs, using an FTP server with an
IP address of 192.168.34.156, on which you have an account with a username of administrator and a password of

secure, use the following command:

save configuration
ftp://adm nistrator:secure@92. 168. 34. 156/ host _nane_confi gs/
sinple_ip.cfg

To save a configuration file called init_config.cfg to the root directory of a TFTP server with a hostname of
config_server, enter the following command:

save configuration tftp://config_server/init _config.cfg
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Appendix A
Mobile Service Edge Gateway-3G Sample Configuration

The following is a sample configuration for basic MSEG-3G functionality.
configure
logging filter runtine facility all |evel debug critical-info
license key "\
VER=1| C1M=SanDi skSDCFJ- 4096| C1S=016822F1707V1720| DA =1281687396| DOE=12\
=Y| SI G=MCOCFFHZI ogEkf vv2j XHvV+3c/ 81QUaEAhUAPTSFwxi Qbr Kmvg2KHIugx 1p1j Xo"
gt pp single-source private-extensions
system host name chassi s12
aut oconfirm
card 1
node active
exit
card 2
node active
exit
card 3
node active
exit
require session recovery
requi re active-charging
cont ext | ocal
subscri ber default
exit
aaa group default
exit
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gt pp group default
exit
exit
snnp engi ne-id | ocal 800007e580bad6c7403bf 7e746
task facility ipsecngr max-crypto-nmaps-each-ipsecngr 7400
task facility sessngr nax 10
task facility ipsecngr ikevl nax 6
task facility ipsecngr ikev2 max 6
cont ext nseg
interface Dns
ip address 1.1.1.1 255.255.255.0
exit
interface Ga
ip address 2.2.2.2 255.255.255.0
exit
i nterface ggsn
ip address 3.3.3.3 255.255.255.0
exit
i nterface nsegl
ip address 4.4.4.4 255.255. 255.0
ip address 5.5.5.5 255. 255. 255. 255 secondary
i p address 6.6.6.6 255.255. 255. 255 secondary
ip address 7.7.7.7 255.255. 255. 255 secondary
exit
i nterface real ggsn
i p address 8.8.8.8 255.255.255.0
exit
subscri ber default
exit
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aaa group default

exit

gt pp group default

po

gt pp chargi ng-agent address 2.2.2.2
gt pp storage-server local aaangr-wait-tine 1
gtpp attribute diagnostics

gtpp attribute | ocal-record-sequence-nunber
gtpp dictionary custonbg

gtpp server 9.9.9.9 priority 1 max 1
exit

i cy accounting policyl

accounti ng-1evel subscri ber

cc profile O interval 60

cc profile 1 buckets 1

cc profile 1 interval 61

cc profile 2 interval 62

cc profile 3 buckets 1

cc profile 3 interval 63

cc profile 4 interval 64

cc profile 5 buckets 1

cc profile 5 interval 65

cc profile 6 buckets 1

cc profile 6 interval 66

cc profile 7 buckets 1

cc profile 7 interval 67

cc profile 8 buckets 1

cc profile 8 interval 68

cc profile 8 volune total 100000

cc profile 9 interval 69

Saving the Configuration on the Chassis L
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cc profile
cc profile
cc profile
cc profile
cc profile
cc profile

exit

gt pu-service ggsnl_gtpu

10

11

12

13

14

15

nt er val
nt erval
nt erval
nt er val
nt erval

nt er val

70

71

72

73

74

75

bind i pv4-address 7.7.7.7

exit

ggsn-service ggsnl

no echo-interval

no gtpc ran-procedure-ready-del ay
pl m unl i sted-sgsn hone

associ ate gt pu-service ggsnl_gtpu

bi nd address 6.6.6.6

exit

neeg- servi ce nsegl

nseg-id 1

neeg-criteria criterial
path-failure detection-policy gtp echo

gt pc max-retransm ssions 4

no gtpc echo-interval

gt pc retransm ssion-ti neout 5

gt pu max-retransmi ssions 4

no gtpu echo-interval

gtpu retransni ssion-tineout 5

bi nd gt pc-address 10.10. 10. 10

bi nd gt pu-address 5.5.5.5
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associ ate accounting-policy policyl
exit
ip route 11.11.11.11 255.255.255.0 12.12.12.12 ggsn
i p domai n-1 ookup
i p nane-servers 13.13.13.13
udr - modul e acti ve-char gi ng-service
file name udr-nseg rotation time 60 headers udr-seg- num
exit
edr - modul e acti ve-chargi ng-service
file name edr-nseg rotation tinme 60 headers edr-format-nane
exit
dns-client dnsclientl
bind address 1.1.1.1
cache ttl positive 100
cache ttl negative 100
exit
ip ignmp profile default
exit
exit
context isp
ip access-list css-1
redirect css service servicel ip any any
exit
i p pool natpooll 100.100.100.0 255.255.255.0 nat-one-to-one

i p pool natpool2 101.101.0.0 255.255.0.0 napt-users-per-ip-address 2 port-
chunk-si ze 32256

i p pool natpool 3 102.102.0.0 255.255.0.0 napt-users-per-ip-address 2 on-
demand port-chunk-size 32256

i p pool ppO 10.0.0.1 255.255.0.0 static

i p pool ppl 11.1.2.1 255.255.255.0 static
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i p pool pp2 12.0.0.1 255.255.255.252 public O

ip pool pp3 1.1.1.1 255.255.255.0 static
interface G
i p address 192.168.40.1 255. 255.255.0
exit
subscri ber default
exit
aaa group default
exit
gt pp group default
exit
ip ignp profile default
exit

exit

active-chargi ng service servicel

idle-tinmout tcp 300

i dl e-tinmeout udp 300

idle-tinmeout icnp 300

rul edef ch_ip
ip any-match = TRUE
exit

access-rul edef fw.ip
ip any-match = TRUE
exit

edr-format edrl

attribute sn-end-tinme format MM DD/ YYYY-HH MM SS priority 1

attribute sn-start-tinme format MM DD/ YYYY-HH: MM SS priority 2

attribute sn-correlation-id priority 4

rul e-variable ip subscriber-ip-address priority 5
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udr - f or nat

Saving the Configuration on the Chassis L

rul e-variable ip server-ip-address priority 6

attribute
attribute
attribute
attribute
attribute

attri bute

sn-subscri ber-port priority 7
sn-server-port priority 8

sn-vol unme-ant ip bytes uplink priority 9
sn-vol une-am ip bytes downlink priority 10
sn-volune-am ip pkts uplink priority 11

sn-vol unme-ant ip pkts downlink priority 12

rul e-variabl e tcp payload-length priority 13

rul e-variable ip protocol priority 14

attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute

exit

attri bute

sn-direction priority 17

sn-group-id priority 20

sn-sequence-no priority 21

sn-cl osure-reason priority 22

sn-app-protocol priority 25

sn-acct-session-id priority 26

sn-charge-volune ip bytes downlink priority 27
sn-charge-volune ip bytes uplink priority 28
sn-flowid priority 30

sn-flowstart-tinme fornat MM DDY YY-HH. MM SS priority 31
sn-format-nane priority 32

sn-parent-protocol priority 37

sn-rul ebase priority 38

sn-vol ume- dropped-am ip pkts uplink priority 46
sn-vol urme- dropped-ant i p pkts downlink priority 47
transaction-uplink-bytes priority 48

transacti on-downl i nk-bytes priority 49

udr 1

sn-end-tinme format MM DDY YYYY-HH: MM SS priority 1
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attribute sn-start-tinme format MM DD/ YYYY-HH MM SS priority 2
attribute sn-format-nane priority 3
attribute sn-correlation-id priority 4
rul e-vari abl e bearer 3gpp2 rel ease-indicator priority 6
attribute radius-nas-ip-address priority 7
attribute sn-start-tine format YYYY/ MM DD-HH. MM SS priority 8
event -l abel eventl priority 10
attribute sn-content-id priority 11
attribute sn-content-vol bytes downlink priority 12
attribute sn-content-vol pkts downlink priority 13
attribute sn-content-vol bytes uplink priority 14
attribute sn-content-vol pkts uplink priority 15
attribute radius-user-name priority 16
attribute sn-group-id priority 20
attri bute sn-sequence-no priority 21
attribute sn-closure-reason priority 22
exit
char gi ng-acti on edr-egcdr

content-id 1

billing-action create-edrs charging-edr edrl
billing-action egcdr
exi t

rul ebase rul ebasel
billing-records udr udr-format udrl
billing-records egcdr
action priority 1 ruledef ch_ip charging-action edr-egcdr
fw and-nat default-policy fwl
exit
fw and-nat policy fwl
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access-rule priority 1 access-rul edef fw.ip pernit nat-real mnatpooll
firewall policy ipv4d-only
exit
exit
nobi | e- servi ces- edge- gat eway
apn-profile apnl
apn testapnl
exit
apn-profile apn2
apn testapn2
exit
imsi-profile imsi-1
i msi -range ncc 262 mmc 090 nmsin start 426000100 end 426000200
exit
imei-profile inmeil
i mei -range start 12345678912300 end 12345678912500 sv 12
exit
associ at ed-servi ces-profile profilel
i p context-name isp
ip access-group css-1 in
i p access-group css-1 out
active-chargi ng-rul ebase rul ebasel
exit
nseg-rul eset rulel
apn if-match-profile apnl
exit
nmseg-rul eset rul e2
imsi if-match-profile insi-1
exi t
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nmseg-rul eset rul e3
imei if-match-profile ineil
exit

nmseg-rul eset rul e4d
apn if-match-profile apn2
exit

nmseg-criteria criterial

filter priority 1 ruleset rulel action
profile profilel

filter priority 2 ruleset rule2 action
profile profilel

filter priority 3 ruleset rule3 action
profile profilel

filter priority 4 ruleset rule3 action
exi t
exit

port ethernet 18/1
no shut down
bind interface nsegl nseg
exit

port ethernet 18/2
no shut down
bind interface G isp
exit

port ethernet 18/3
no shut down
bind interface Dns nseg
exit

port ethernet 18/4

no shut down
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bind i nterface ggsn nseg
exit
port ethernet 18/5
no shut down
bind interface Ga nseg
exit
port ethernet 18/6
no shut down
exit
port ethernet 18/7
no shut down
exit

end

Saving the Configuration on the Chassis L

Cisco ASR 5000 Series Mobile Service Edge Gateway - 3G Administration Guide gy

0L-25592-01



	Front Cover
	Contents
	About this Guide
	Conventions Used
	Contacting Customer Support

	Mobile Service Edge Gateway-3G Overview
	Product Overview
	License Information

	Network Deployment and Supported Interfaces
	Supported Interfaces
	Ga Interface
	Gi Interface
	Gn/Gp Interface

	Features and Functionality
	Traffic Offload
	GTP Proxy Mode
	Paging
	Echo Processing/Path Failure
	Restart Counter Handling
	Session Recovery


	Architecture
	MSEG Manager
	Session Manager
	Charging

	How it Works
	PDP Context Activation
	PDP Context Deactivation
	GGSN-initiated PDP Context Deactivation
	UE/SGSN-initiated PDP Context Deactivation

	Update PDP Context
	GGSN-initiated Update PDP Context
	SGSN-initiated Update PDP Context


	Configuration Overview
	MSEG-3G Service Configuration


	Mobile Service Edge Gateway-3G Configuration
	Prerequisites and Initial Configuration
	Installing the MSEG-3G License

	Configuring MSEG-3G Service
	Creating and Configuring the MSEG-3G Service
	Configuring MSEG Global Parameters
	Creating and Configuring MSEG APN Profiles
	Creating and Configuring MSEG Associated Services Profiles
	Creating and Configuring MSEG Criteria
	Creating and Configuring MSEG IMEI Profiles
	Creating and Configuring MSEG IMSI Profiles
	Creating and Configuring MSEG Peer Profiles
	Creating and Configuring MSEG RNC Profiles
	Creating and Configuring MSEG Rulesets

	Creating and Configuring Active-Charging Service Rulebases
	Creating and Configuring Firewall-and-NAT Policies

	Gathering MSEG-3G Statistics

	Verifying and Saving Your Configuration
	Verifying the Configuration
	Feature Configuration
	Service Configuration
	Context Configuration
	System Configuration
	Finding Configuration Errors

	Saving the Configuration
	Saving the Configuration on the Chassis

	Mobile Service Edge Gateway-3G Sample Configuration

