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Overview
What’s New In This Version

This version of Quality Management (QM) Administrator includes these new 
features:

■ Recording supported for Cisco Mobile Agents (audio and video), thin 
client agents using Citrix or Windows Terminal Services (audio only), and 
agents who use phones without PCs (audio only)

■ Voice and screen recordings can now be exported in standard movie file 
format (WMV)

■ Evaluation approval on the form level for specified roles

■ Session timeouts for QM Desktop, QM Administrator, and reports

■ Archiving at the team level

■ APIs for the following:

— Export a recording based on its ID or metadata

— Search for a recording

— Edit metadata associated with a recording

— Delete a recording

— Pause voice and screen recording

— Client-side recording controls
7
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Quality Management API

The Quality Management (QM) API provides a means for users to create an external 
application that enables agents to perform the following tasks:

■ Tag calls for retention

■ Delete recordings

■ Attach user-defined metadata to calls

■ Export a recording based on its ID or metadata

■ Search for a recording

■ Edit metadata associated with a recording

■ Pause voice and screen recording

The QM Recording Client enables the API by accepting formatted requests passed via 
sockets to an IP address and port.

The QM API can be integrated with the Cisco Agent Desktop (CAD) interprocess 
communication (IPC) action. IPC actions pass information in the form of user 
datagram protocol (UDP) messages from the agent desktop to a third-party 
application (in this case, the QM API) using IPC methods.

See "Configuring User-Defined Metadata" on page 90 for information on configuring 
metadata for use with the QM API. See the Quality Management API Programmers 
Guide for information on using the QM API.
8 September 2008



Logging In to QM Administrator
Logging In to QM Administrator

To log in to QM Administrator:

1. Choose Start > All Programs > Cisco > WFO > Quality Management 
Administrator.

QM Administrator starts and the Login dialog box appears (Figure 1).

2. Complete the dialog box as follows, and then click OK or press Enter.

■ Enter Administrator in the User name field. This is the default setting and 
cannot be changed. This field is not case sensitive.

■ Enter the password set up during system installation in the Password 
field. This field is case sensitive.

NOTE:  Only one user can log in to QM Administrator at a time. If 
another user is logged in, you will not be able to log in. 

3. QM Administrator will validate your login against the user and password set 
up during system installation, and then log you in.

Figure 1. Login dialog box
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Changing Your Password

Passwords should remain confidential. If the QM Administrator password becomes 
known, follow these steps to change it. 

To change the QM Administrator password:

1. From the menu bar, choose Settings > Change Administrator Password.

The Change QM Administrator Password dialog box is displayed (Figure 2).

2. Enter your old password, a new password, and the new password again to 
confirm it. 

The password must be between 1 and 32 alphanumeric characters long. It is 
case sensitive.

3. Click OK.

Figure 2. Change QM Administrator Password dialog box
10 September 2008
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Synchronizing Databases

Teams, agents, and supervisors are set up in Cisco Unified Contact Center Express 
(Unified CCX). This information must be made available to QM, so the Unified CCX and 
QM databases are synchronized automatically at 10-minute intervals.

You can manually synchronize the databases if necessary. 

To manually synchronize the databases:

1. On the menu bar, choose File > Synchronize Databases.

The synchronization process starts. While the process is running, the menu 
option changes from Synchronize Databases to Synchronize Databases 
(Running) and is disabled (Figure 3).

2. When the process is complete, the menu option changes back to Synchronize 
Databases and is enabled.

Figure 3. The Synchronization Databases option while sync is in progress
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Logging Out of QM Administrator

There are two ways of logging out of QM Administrator:

■ Logging out and leaving QM Administrator running

■ Logging out and closing QM Administrator

To log out and leave QM Administrator running:

1. From the menu bar, choose File > Log Off.

The logout confirmation dialog box appears (Figure 4).

2. Click OK.

To log out and close QM Administrator:

■ From the menu bar, choose File > Exit, or click the Close button in the upper 
right corner of the window.

Figure 4. Logout confirmation dialog box
12 September 2008



Automated Updates
Automated Updates

Quality Management can be configured to enable automated updates. This means 
that whenever a newer version of QM is installed on the servers, all instances of the 
client applications (QM Administrator, QM Desktop, and QM Desktop Recording) will 
also be updated. 

With automated updates enabled, every time you start QM Administrator it checks to 
see if there is an updated version available. If there is, it automatically runs the 
update process. 

NOTE:  If the automated update process is running, do not attempt to 
start any of the QM desktop applications, or another instance of the 
automated update process may start.

When this happens, you will see a dialog box notifying you that your instance of QM 
Administrator will be updated. Click OK and then follow the instructions in the 
installation wizard that follows.

When the update is finished, you will see a final dialog box telling you that your update 
is complete. Click OK, and then restart QM Administrator and log in as usual.

NOTE:  If you cancel an update, the update will fail. However, you will 
still see a message that the upgrade has completed. 
September 2008 13
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The QM Administrator Interface

The QM Administrator interface (Figure 5) has two panes. The left pane is a navigation 
tree. The right pane displays the node you select in the left pane.

Moving Within the Navigation Tree

Use these mouse or keyboard actions to move within the navigation tree.

Mouse

■ Double-click an icon/node name to expand or collapse the tree.

■ Click the plus sign (+) to expand the tree.

■ Click the minus sign (–) to collapse the tree.

Keyboard

■ Press the up and down arrow keys to move from one node to the next.

■ Press the left arrow key to collapse the tree.

■ Press the right arrow key to expand the tree.

Figure 5. QM Administrator interface
14 September 2008
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Sorting Tables

Data that is presented in table form (Figure 6) can be sorted by as many columns as 
there are in the table. The sort can be ascending or descending.

The small triangles at the right of the column header display the direction of the sort, 
ascending or descending. These arrows also change size depending on the column’s 
position in the sort. The triangle in the primary sort column is biggest, the one in the 
secondary sort column is slightly smaller, and so on.

To sort a table by one column:

■ Click on the column header. Click again to reverse the sort order.

To sort a table by multiple columns:

1. Ctrl + Click the primary sort column header.

2. Continue holding down the Ctrl key and then click any other column headers 
you want to sort the table by.

Figure 6. Example of a sortable table
September 2008 15
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Site Configuration
Introduction

Site configuration information is initially entered in the QM Site Configuration 
Setup utility (PostInstall.exe), which runs automatically after services are 
installed. 

After this initial installation, the information can be changed using QM 
Administrator’s Site Configuration node.

The Site Configuration windows are:

■ Cisco Unified CC Database (page 19)

■ Cisco Unified CM (page 21)

■ QM Databases (page 23)

■ QM CTI Service (page 25)

■ Enterprise Settings (page 26)

■ Upload Settings (page 31)

■ Monitoring and Notification (page 33)

■ Inclusion List (page 46)

■ Status (page 49)
17
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Modifying Site Configuration Information

To modify the site configuration information, follow this procedure.

Modifying site configuration information:

1. Expand the Site Configuration node in the navigation tree, and then select the 
window you wish to modify.

The selected window appears in the right pane.

2. Enter the new data in the appropriate fields.

3. Click Save.

Modifications must be saved in order to take effect.
18 September 2008
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Site Configuration Windows

Cisco Unified CC Database

The Cisco Unified CC Database window (Figure 7) is used to configure access to and 
identify the location of the Cisco Unified Contact Center Express database. 

The information in this window can be edited only if you use the QM Configuration 
Setup utility (PostInstall.exe) on the machine that hosts the QM base services. When 
viewed in QM Administrator, it is read-only. 

NOTE:  For more information on the QM Configuration Setup utility, 
see “QM Configuration Setup” in the Quality Management Installation 
Guide.

Figure 7. Cisco Unified CC Database window
September 2008 19
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In order for any changes you make in QM Configuration Setup to take effect, you must 
restart the Sync service.

Table 1. Cisco Unified CC Database fields 

Field Description

Side A IP Address/ 
Host Name

The IP address or host name of the Side A (primary) 
Cisco Unified CC database.

Side B IP Address/ 
Host Name

The IP address or host name of the Side B (secondary) 
redundant Cisco Unified CC database, if one exists.

SQL Instance Name The SQL instance name.

SQL or NT Select the appropriate option to indicate if the database 
login uses SQL or NT authentication. If you select NT 
authentication, you must perform the procedure 
detailed in “Setting Up NT Authentication for the Cisco 
Unified CC Database” in the QM Installation Guide. 
Default = NT.

This option defines the authentication for QM Directory 
Services synchronization to the Unified CCX database. 
The QM Directory Access Synchronization server uses 
this authentication in order to pull ACD data from Unified 
CCX. The auto and manual synchronization processes 
use this account to copy the ACD data from Unified CCX 
to QM’s LDAP database and the QM database.

Login ID Login ID used to access the Cisco Unified CC database. 
This user must have write permission to the database.

Password Password used to access the Cisco Unified CC database.

TCP/IP or Named Pipes Enter the type of connection, TCP/IP or Named Pipes. If 
you select Named Pipes, you must perform the 
procedure detailed in “Setting Up Named Pipes for the 
Cisco Unified CC Database” in the QM Installation Guide.

Port If you select TCP/IP as the type of connection, enter the 
port number used to connect to the database. 
Default = 1433.
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Cisco Unified CM

The Cisco Unified CM window (Figure 8) is used to configure the Cisco Unified 
Communications Manager cluster in your system, including information about the 
SOAP AXL user and Unified CM (JTAPI) user used by the QM CTI service to log in to the 
Unified CM.  

The Unified CM cluster has one or more Cisco CTI Managers. The CTI Manager is a 
service that runs on the Unified CM and handles JTAPI events for every Unified CM in 
the cluster. A primary and backup CTI Manager can be specified.

You can choose any Unified CM to be your primary and backup. It is recommended 
that you do not use the Unified CM publisher as the primary CTI Manager. 

Each Unified CM in the cluster must be entered in QM Configuration Setup so that 
QM Recording can find the location of the QM CTI service. QM stores an association 
between the QM CTI service and the Unified CMs in the cluster. If a Unified CM is not 
in the list, QM Recording will not know where to register for events. 

Figure 8. Cisco Unified CM window
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Table 2. Cisco Unified CM step fields 

Field Description

SOAP AXL Access

Username The AXL (Administrative XML Layer) authentication 
username for this cluster. This is configured when the 
Unified CM is set up.

Password The AXL authentication password. This is configured 
when the Unified CM is set up.

JTAPI User

Username The JTAPI user name. This is the application user with 
which all phone devices used for recording are 
associated. The QM CTI service logs into the Unified CM 
with this user. The user name must be between 1 and 
32 alphanumeric characters.

Password The JTAPI user’s password. This must be between 1 and 
32 alphanumeric characters.

Cisco Unified Communications Manager Cluster

Publisher and 
Subscribers Host 
Name/IP Address

The host name or IP address of the publisher and 
subscribers (if any) Cisco Unified CM. You can enter 
1 publisher Unified CM, and up to 8 subscriber Unified 
CMs.

Primary CTI Manager Select this option if the Unified CM is the primary CTI 
Manager. There can be only 1 primary CTI Manager. 
Once entered, a primary CTI Manager can be 
reassigned, but not deleted.

Backup CTI Manager Select this option if the Unified CM is the backup CTI 
Manager. There can be 1 or no backup CTI Manager.

None Select this option if there is no backup CTI Manager. 
Default setting = selected.
22 September 2008



Site Configuration Windows
 QM Databases

The QM Databases window (Figure 9) is used to configure the defined SQL database 
in which QM information is stored.  

In order for any changes you make to take effect, you must restart the DbProxy 
service.

Figure 9. QM Databases window

Table 3. QM Database fields 

Field Description

Host Name/IP Address The host name or IP address of the QM SQL database 
server.

SQL Instance Name The instance name of the QM SQL database server. 
Leave blank if you want to use the default instance.
September 2008 23
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Max Connections Sets the total number of SQL Server connections that 
are allocated to QM.

• If the SQL Server is co-resident with the QM services 
(the CPU-based license model), select the Unlimited 
check box. This allows as many connections as 
needed in the connection pools for DB Proxy and 
reporting.

• If the SQL Server is offboard (the Client Access 
License-based model), or if you want to limit the 
number of connections QM can use with a 
CPU-based license model, enter the number of 
connections desired. The range of connections is 
from 5 to 1000, with a default of Unlimited. Of the 
connections specified, ~75% are allocated to DB 
Proxy, ~25% for reporting, and 1 is unallocated for 
administrative purposes.

Unlimited Used in conjunction with Max Connections. See that 
description for more information.

Username The name used by the QM DBProxy service to access the 
QM database (see “Prerequisites” in the QM Installation 
Guide for more information).

Password The password used to access the QM database (see 
“Prerequisites” in the QM Installation Guide for more 
information).

Table 3. QM Database fields (cont’d)

Field Description
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QM CTI Service

The QM CTI Service window (Figure 10) is used to configure the location of the QM CTI 
service.  

Figure 10. QM CTI Service window

Table 4. QM CTI Service fields

Field Description

Cluster (Read only) The IP address of the Cisco Unified 
Communications Manager cluster to which the CTI 
service will connect for call events.

Host Name/IP Address The host name or IP address of the QM CTI service.
September 2008 25
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Enterprise Settings

The Enterprise Settings window (Figure 11) enables you to:

■ Enable automated software updates for client computers

■ Configure Active Directory domains (in an Active Directory system only)

■ Configure session timeouts for QM Desktop and QM Administrator

■ Enable/disable non-English locales (in a system with non-English versions of 
QM installed)

■ View license information  

NOTE:  The Active Directory section appears in the Enterprise Settings 
window only if your system is configured to use Microsoft Active 
Directory. The Locale section appears only if your system has 
non-English versions of QM installed.

Figure 11. Enterprise Settings window
26 September 2008
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Software Updates

If you enable automated updates for all QM clients, every time a client application is 
started, it checks the QM servers to determine if a newer version is available. If there 
is a newer version, it is automatically installed on the client desktop.

NOTE:  If you apply a service release (SR) update to the system, it is 
recommended that you disable the automated update feature first. 
After the SR update is installed, manually test an updated instance of 
QM Recording, QM Desktop, and QM Administrator to verify they work. 
When you are satisfied they work, you can re-enable the automated 
update feature.

Session Timeout Options

You can configure QM Administrator and/or QM Desktop to do one of the following:

■ Close all open popup windows and log out the user after a specified number 
of minutes of inactivity (session timeout)

■ Allow a user to remain logged in indefinitely (default setting)

To configure the session timeout period for QM Desktop and QM Administrator, enter 
the desired number of minutes of inactivity before timeout occurs (from 1 to 1440 
minutes) in the minutes field.

NOTE:  QM Reports uses the same timeout period you configure for 
QM Desktop.

Licenses

The License section displays the number of licensed users and the bundle you have 
purchased.

Your license can be updated through Unified CCX Licensing.

Active Directory

The Active Directory section appears only if your system uses Active Directory. Use it to 
configure Active Directory domains. 

■ The QM server must be on a domain you configure or on a trusted domain

■ There must be at least one domain configured

■ Each domain must have at least one user path configured

The connection information you enter in the Domain Information dialog box is checked 
using the entered credentials, and the user paths are validated when you click OK in 
the Domain Information dialog box.
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To add an Active Directory domain:

1. Click Add. The Domain Information window appears (Figure 12).

Figure 12. Domain Information window
28 September 2008
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2. Complete the dialog box as follows, and then click OK. The connection 
information is checked using the credentials you enter, and the user paths are 
validated when you click OK. 

Table 5. Domain Information dialog box fields 

Field Description

Active Directory Connection

Base DN The location in the directory server tree under which all 
active directory users are located. This field is autofilled 
with a sample format with variable names that you 
replace with the domain information. Maximum number 
of characters allowed = 1000. If your hostname has 
more than 3 parts, add additional DC=domain 
statements to the beginning of the Base DN field.

Domain Name Defaults to the first part of the string entered in the Base 
DN field. In most cases this is the domain name, but in 
some cases the default must be edited.

Host Name/IP Address The host name or IP address of the Active Directory 
server.

Port The port used to access the Active Directory server. The 
field is autofilled with the default port 389.

Active Directory User Credential with Read Access

Display Name The name (not the login name, but the display name as 
configured in Active Directory) of a user with read access 
to the Active Directory database. Maximum number of 
characters allowed = 1000.

User Password The user’s password.

User Search Base The node in the LDAP directory under which the user 
resides. Maximum characters allowed = 1000.
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To edit or remove an Active Directory domain:

1. Select the Active directory domain you want to edit or delete from the list in 
the Path pane.

2. Do one of the following:

■ To edit the selected domain, click Edit, make the desired changes, and 
then click OK.

■ To delete the selected domain, click Remove.

Locale

If non-English versions of QM are installed in your system, use the Locale section to 
enable the language used in your contact center.

To enable a locale:

■ Select the desired language from the Locale drop-down box. You can enable 
only one locale per system.

User Records (OUs) One or more paths to user records (OUs). Click Add to 
add at least one path, or Remove to remove an existing 
path. Maximum characters allowed = 1000.

LDAP paths must be specified from the most specific to 
the least specific (from left to right in the path 
statement). For example, if the AD tree is:

ou=US
ou=Minnesota

ou=Minneapolis
ou=Users

Then the user record is written as follows:

ou=Users,ou=Minneapolis,ou=Minnesota,ou=US

Table 5. Domain Information dialog box fields (cont’d)

Field Description
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Upload Settings

The Upload Settings window (Figure 13) is used to schedule uploading of peak and 
off-peak recordings from the agent desktops to the audio and screen servers, as well 
as recording metadata to the QM database.

NOTE:  Recordings for deactivated agents cannot be uploaded. When 
an agent is deleted from the ACD, it is recommended that you ensure 
there are no recordings for that agent still on the agent PC in either 
the Daily or Staging folders. After all recordings for that agent have 
been uploaded, it is safe to delete the agent from the ACD.

Figure 13. Upload Settings window
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In order for any changes you make (except Database Cleanup Time) to take effect, you 
must restart the Upload Controller service.

Table 6. Upload Settings fields  

Field Description

Peak Hours Begin The time, in 24-hour format, when peak hours in the 
contact center begin. Must be between 00:00 and 
23:59 in 1-minute increments. Default = 09:00.

Peak Hours End The time, in 24-hour format, when peak hours in the 
contact center end. Must be between 00:00 and 23:59 
in 1-minute increments. Default = 17:00.

Max Peak Hour Uploads The maximum number of recordings that can be 
simultaneously uploaded during peak hours. Must be a 
value from 1 to 100. This limit is set to conserve 
bandwidth on the network. As one upload is completed, 
another takes its place, but there can be no more than 
the configured number uploading at any one time. 
Default = 5.

Max Off Hour Uploads The maximum number of recordings that can be 
simultaneously uploaded during off hours (the hours not 
specified as peak hours as defined by the Peak Hours 
Begin and Peak Hours End fields). Must be a value from 
1 to 200. This limit is set to conserve bandwidth on the 
network. As one upload is completed, another takes its 
place, but there can be no more than the configured 
number uploading at any one time. Default = 100.

Database Cleanup Time The time when the DBCleanup utility runs. This utility 
deletes expired recordings from the database. Must be 
between 00:00 and 23:59 in 1-minute increments. 
Default = 00:05.

Screen Server 
IP Address

(Read-only) The IP address of the machine that hosts the 
Screen services and video recordings, and the path 
where video recordings are stored.

Voice Server IP Address (Read-only) The IP address of the machine that hosts the 
Voice services and audio recordings, and the path where 
audio recordings are stored.
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Monitoring and Notification

The Monitoring and Notifications window (Figure 14) is used to enable the monitoring 
and notification feature, and to configure the following:

■ Method used to notify administrators/supervisors of a system problem

■ Email address of the person(s) receiving notification, if email is set up to be 
the means of notification

■ If and how often a renotification of the problem should be sent out

■ Types of problems that will trigger notification

Changes made in this window take effect at the next polling diagnostic. If the 
Monitoring and Notification service is not enabled, it updates its configuration every 
10 minutes. 

If you enable the Monitoring and Notification service after the service has started, it 
performs its first diagnostic within 10 minutes.

Figure 14. Monitoring and Notifications window
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Table 7. Monitoring and Notification window fields 

Field Description

Use 
Monitoring/Notification 
Service

Enable this check box to use the Monitoring and 
Notification (Mana) Service. If enabled, at least one 
notification method (event viewer, SNMP, or email) must 
be enabled as well. 

Properties

Polling Period Sets the interval at which the Mana service checks for 
the selected notification triggers. Default = 10 min. 
Minimum = 0 min., Maximum = 1440 min. (1 day). The 
timer starts when the last polling task is complete.

NOTE: When you change the polling period, it takes one 
polling cycle before the new polling period goes into 
effect.

Notification

Use Event Viewer 
Notification

Enable this check box to use the Event Viewer for 
displaying notification messages.

Use SNMP 
Notification

Enable this check box to use SNMP for sending out 
notification messages.

SNMP Configuration Click this button to configure the SNMP connection 
(enabled only on the Base Services server).

Use Email 
Notification

Enable this check box to use email for sending out 
notification messages.

SMTP Configuration Click this button to configure the SMTP email connection 
(enabled only on the Base Services server). See 
"Configuring Email Addresses for Notification" on 
page 36 for more information.

Email Addresses The list of email addresses to which notification is sent. 
Maximum = 5 email addresses. 

Add Click this button to add an email address.

Remove Click this button to remove the selected email address.

Edit Click this button to edit the selected email address.

Renotification Period

Never Choose this option if you do not want to be renotified of 
a problem after the initial notification.
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Configuring SNMP for Notification

you can use SNMP notification if the Microsoft Simple Network Management Protocol 
(SNMP) service is installed on the QM Base services server. 

NOTE:  You will not be able to configure SNMP unless the SNMP 
service is installed on the QM Base services server. You will not be 
able to select SNMP notification on a non-Base services server unless 
SNMP is configured on the QM Base services server.

If you select the Use SNMP Notification check box, INFO and higher error messages 
are sent from the QM services server to specified IP addresses. Use the Configure 
SNMP buttton to manage the list of destination IP addresses.

The SNMP service can be installed using the Add/Remove Windows Components 
button in the Add or Remove Programs utility in Control Panel. Select Management 
and Monitoring Tools from the list of available components, and then choose Simple 
Network Management Protocol.

SNMP allows you to monitor and manage a network from a single workstation or 
several workstations, called SNMP managers. SNMP is actually a family of 
specifications that provide a means for collecting network management data from the 
devices residing in a network. It also provides a method for those devices to report any 
problems they are experiencing to the management station.

For more information on using this tool, see Microsoft SNMP documentation.

Every N Polling 
Periods

Choose this option and enter how frequently you want 
renotification to occur after the initial notification.

Every Polling Period Choose this option if you want renotification to occur 
every polling period after the initial notification.

Available Problems The list of problems that can trigger notification if 
enabled by using the arrow keys to move them to the 
Enabled Problems pane. By default only one problem, 
QM3002, is not enabled and in this list.

Enabled Problems The list of enabled problems. By default, all problems 
except for QM3002 are enabled. If QM3002 is enabled, 
a Setup button appears in the Setup column. Click this 
button to configure the Call Detail Record (CDR) task. 
See "Configuring Notification Triggers" on page 39 for 
more information.

Table 7. Monitoring and Notification window fields (cont’d)

Field Description
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To configure the SNMP settings:

1. Click SNMP Configuration The SNMP Configuration dialog box appears.  

2. Do one of the following:

■ Click Add to add a new trap destination.

■ Select a listed trap destination and then click Edit to change the 
IP address.

■ Select a listed trap destination and then click Remove to delete the 
IP address.

3. When you have finished, click OK to save your changes.

4. Restart the SNMP service to enable your changes.

Configuring Email Addresses for Notification

Notifications can be sent to either the Event Viewer or in emails to specified 
recipients. To use email notification, enable the Use Email Notification check box and 
then configure up to 5 email addresses. 

Notification emails will be sent from the sender email address configured in the SMTP 
Configuration dialog box. If you are using email notification, you must configure SMTP. 
This can be done only from the Base Services server.

Figure 15. SNMP Configuration dialog box
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To configure the SMTP settings for email:

1. On the Base Services server, start QM Administrator or QM Configuration 
Setup (PostInstall.exe). 

2. Navigate to the Monitoring and Notification window.

3. Click SMTP Configuration. The SMTP Configuration dialog box appears 
(Figure 16).  

4. Complete the fields as follows, and then click OK.

Figure 16. SMTP Configuration dialog box

Table 8. SMTP dialog box fields 

Field Description

Host Name/IP Address Choose Host Name or IP Address, and then 
enter the host name or IP address of the SMTP 
server.

Port The port used by the MANA service to 
communicate with the SMTP server.
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To add a notification email address:

1. in the Monitoring and Notification window’s Notification section, click Add. 
The Add Email Address dialog box appears (Figure 17). 

2. Type the email address to which you want notifications sent, and then 
click OK. The email address is added to the list. 

Use Authentication Enable this check box if authentication is 
needed to access the SMTP server.

User The user name needed to access the SMTP 
server.

Password The password needed to access the SMTP 
server.

From Address The email address from which all notification 
emails will come.

Emergency Address The email address to which notification is sent if 
LDAP is down when the MANA service attempts 
to get its initial configuration. The notification 
email addresses configured in the Monitoring 
and Notification window are stored in LDAP, and 
thus will not be functional in the event that 
LDAP is unavailable when the MANA service first 
starts.

If the MANA service has already obtained a valid 
configuration from LDAP, and then LDAP goes 
down while the MANA service is running, the 
MANA service will use the valid configuration it 
already has. As a result, the notification that 
LDAP is down will go to the configured email 
address, not to the emergency address.

Figure 17. Add Email Address dialog box

Table 8. SMTP dialog box fields (cont’d)

Field Description
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To edit or remove a notification email address:

1. In the list of email addresses, select the email address you want to edit or 
remove.

2. Do one of the following:

■ To edit the address, click Edit, make the necessary changes in the Edit 
Email Address dialog box, and then click OK.

■ To remove the address from the list, click Remove.

Configuring Notification Triggers

Currently, only one notification trigger requires configuration: Problem ID QM3002. 
This trigger compares data in the Cisco Unified Communications Manager’s (Unified 
CM) Call Detail Record database (for Unified CM version 4.0) or CAR Report (for 
Unified CM versions 5.0 and 6.0) with the QM database. Specifically, it compares the 
call records in the Unified CM with the call records in QM. If there is a discrepancy, 
notification is sent.

By default, Problem ID QM3002 is disabled. The notification trigger does not have to 
be configured unless you enable that problem ID in the list of notification triggers.

Prerequisites to configuring the CDR task notification trigger are:

■ CDR is correctly configured in the Unified CM Administration web application. 

— Unified CM 4.0: See Service > Service Parameters. By default, the CDR 
database is not set up for SQL authentication. SQL authentication must 
be set up and a read-only user configured for QM.

— Unified 5.0 and 6.0: See Serviceability > Tools. In these versions, there is 
no CDR database. Instead, the CAR reports (CDR export) are used. Set up 
CAR so that it updates its information as frequently as possible, at a 
minimum, at less than 30-minute intervals. Create a CAR user and enter 
that user in the QM CDR Configuration dialog.

■ Archiving in QM is enabled.

To configure the CDR task notification trigger:

1. Click Notification Trigger Configuration. The Configuration dialog box appears 
(Figure 18).

2. Complete the fields as follows, and then click OK.

Table 9. Notification Trigger Configuration fields 

Field Description

CDR Configuration
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Add, Remove, Edit 
buttons

Use these buttons to add, edit, and remove 
information about the Cisco Unified CM from 
which the Call Detail Record or CAR report 
information will be obtained.

Ignored Extensions

Add, Remove, Edit 
buttons

Use these buttons to add, edit, or remove 
extensions that are to be excluded from 
notification triggered by Problem ID QM3004. 
The extensions can be exact strings, or use the 
wild cards * and ?. Extensions in this list will still 
be recorded.

Properties

Miss Threshold The percentage of calls for each agent that 
must be missed before notification is sent. 
Default = 100%. Percentage is calculated by:

missed /(found + missed)

Both the Miss Threshold and the Minimum 
Misses threshold must be met before 
notification is sent.

Minimum Misses The lowest number of calls that must be missed 
before notification is sent. Default = 2. 

Both the Miss Threshold and the Minimum 
Misses threshold must be met before 
notification is sent.

Notify on users 
configured in QM

Enable this check box to trigger notification on 
all users who are configured and licensed in 
QM. Default = Enabled.

Notify on users who 
are logged in

Enable this check box to trigger notification on 
only those QM users who are currently logged 
in. Default = Enabled.

Table 9. Notification Trigger Configuration fields (cont’d)

Field Description
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Display Type Select the format in which you want to display 
the report. Default = Summary Only.

• Summary Only

• Detail (Tab Delimited)

• Detail (Plain Text)

See "CDR Information Formats" on page 44 for 
more information.

Figure 18. Configuration dialog box

Table 9. Notification Trigger Configuration fields (cont’d)

Field Description
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To add Call Detail Record connection information:

1. In the CDR Configuration section, click Add. The CDR Information dialog box 
appears (Figure 19).

2. Complete the fields as follows, and then click OK.

The CDR connection information you entered appears in the list.

Figure 19. CDR Information dialog box

Table 10. CDR Configuration dialog box fields.

Field Description

Unified CM Version Select the version of the Cisco Unified CM you 
are using.

Host Name/IP Address Choose host name or IP address, and then 
enter the information for the Unified CM.

Instance Name The instance name of the Unified CM database. 
Usually the default instance of the CDR 
database is used, so this field can be blank.

Username The name of the user with rights to access the 
Unified CM database.

Password The password of the user with rights to access 
the Unified CM database.
42 September 2008



Site Configuration Windows
To edit or remove Call Detail Record connection information:

1. In the list of CDR connections, select the connection you want to edit or 
remove.

2. Do one of the following:

■ To edit the connection, click Edit, make the necessary changes in the CDR 
Configuration dialog box, and then click OK.

■ To remove the connection from the list, click Remove.

Examples of Notification Problem Configuration

The following illustrate what happens when Notification Problem Configuration is set 
up as described.

Setup 1: Miss Threshold: 50%; Minimum Misses: 5; Notify on users configured 
in QM: Enabled; Notify on users logged in: Enabled.

Agents: Agent A has 8 matched calls and 2 missed calls. Agent A is properly 
configured and was logged in for the whole time.

Agent B has 6 matched calls, but 2 were made before he was logged 
in. Agent B is configured properly.

Agent C has 2 matched calls and 8 missed calls. Agent C is properly 
configured and was logged in the whole time.

Effect: Agent A: The missed percentage is 2/(8 + 2) = 20%. No notification 
would be made because neither the Miss Threshold or the Minimum 
Misses threshold were met.

Agent B: No notification would be made because the Minimum 
Misses (5) was not met. 

Agent C: The missed percentage is 8/(2 + 8) = 80%. Notification is 
made because the Miss Threshold and the Minimum Misses 
threshold were met.

Setup 2: Miss Threshold: 100%; Minimum Misses: 1; Notify on users 
configured in QM: Enabled; Notify on users logged in: Disabled.

Agent: Agent A is configured in QM but does not have the QM Recording 
client installed, or the phone is not daisy-chained properly. 

Effect: Notification will be made on Agent A’s extension, with the agent listed 
as ‘Unknown” because there is no cross-reference between the agent 
and extension until the QM Recording client is configured.
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NOTE:  Matching the CDR or CAR Report with QM is not 100% 
accurate. CDR data can be out of sync with QM, or certain call 
scenarios might yield false positives. It should not be used for 
compliance.

NOTE:  Agent team association and whether a team is an archive 
team are determined for the time the CDR task is run, not for the time 
of the call in question. This could result in either false positives or 
false negatives if a team's archiving status changes, or if an agent's 
team membership changes during the period the CDR task is 
examining.

When a notification is received, look at the DNs/Agents that show missed calls. A 
large number of agents with missed calls might indicate a QM service failure. The 
possible services with issues are:

■ QM CTI service

■ QM Upload Controller

■ QM DBProxy service (on the QM Database server)

A 100% miss percentage for a single agent might indicate a failure in the QM 
Recording client. If notifications are occurring frequently with less than 100% missed 
for a small number of agents, the thresholds might need to be adjusted to minimize 
unnecessary notifications. Even a high threshold (100%) will notify on moderate and 
major outages.

CDR Information Formats

You can specify in which format you want to display the CDR information in the 
Notiifcation Trigger Configuration dialog box (see "Configuring Notification Triggers" on 
page 39). Examples of the available formats are listed here.

NOTE:  In these reports, call durations are expressed in milliseconds.

Summary Only

Status Report
Start Time: 01/11/2008 15:25:53
End Time:   01/11/2008 16:25:53

Extensions with Missed Calls: 
Ext   Agent Found Missed % Missed
1545  JonesM 0 8 100%
2201  SmithB 0 15 100%
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Detailed (Tab Delimited)

Status Report
Start Time: 01/11/2008 15:23:41
End Time:   01/11/2008 16:23:41

Extensions with Missed Calls: 
Ext Agent Found Missed % Missed 
1545 JonesM 0 8 100%
2201 SmithB 0 16 100%

Missed Calls (all times in GMT):
CallID Agent Ext ANI DNIS StartTime Duration
16778554 JonesM 1545 2671 1545 01/11/2008 03:29:36 13000
16778560 JonesM 1545 2671 1545 01/11/2008 03:29:52 14000
16778561 JonesM 1545 2671 1545 01/11/2008 03:30:09 7000
16778562 JonesM 1545 2671 1545 01/11/2008 03:30:20 8000
16778594 JonesM 1545 2671 1545 01/11/2008 03:36:01 12000
16778596 JonesM 1545 2671 1545 01/11/2008 03:36:18 11000

Detail (Plain Text)

Status Report
Start Time: 01/11/2008 15:24:57
End Time:   01/11/2008 16:24:57

Extensions with Missed Calls: 
Ext Agent Found Missed % Missed
1545 JonesM 0 8 100%
2201 SmithB 0 16 100%

Missed Calls (all times in GMT):
Call ID = 16778554
Agent = JonesM
Ext     = 1545
ANI     = 2671
DNIS    = 1545
Start   = 01/11/2008 03:29:36
End     = 01/11/2008 03:29:49
Duration= 13 sec

Call ID = 16778560
Agent = JonesM
Ext     = 1545
ANI     = 2671
DNIS    = 1545
Start   = 01/11/2008 03:29:52
End     = 01/11/2008 03:30:06
Duration= 14 sec
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Inclusion List

The Inclusion List window (Figure 20) is used to configure a list of extensions to record 
for each Unified CM cluster. Only extensions in this list will be recorded. 

By default, the inclusion list displays an asterisk (*) with both Inbound and Outbound 
check boxes selected, meaning that all incoming and outgoing calls on all extensions 
in that Unified CM cluster will be recorded. 

As soon as specific extensions are configured, recording is limited to those extensions 
only. You can use the wild cards “?” and “*” to configure ranges of extensions.

■ “*” in a string can represent any quantity of any character, as long as the 
other characters in the string match.

Figure 20. Inclusion List window
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■ “?” in a string can be replaced by any character, but the length of the string 
must be exactly as represented.

Extensions can be further filtered by selecting the Inbound and/or Outbound check 
boxes to limit recordings to calls going in a specific direction. At least one of these 
check boxes must be selected for each extension you enter. Any changes you make to 
the inclusion lists take effect at the next recording client login.

To add an extension to the inclusion list:

1. On the appropriate Unified CM cluster tab of the Inclusion List window, click 
Add.

The Add Extension dialog box appears (Figure 21). 

2. Enter an extension number, and then click OK. 

You can enter the exact extension number or use the * or ? wild card plus 
numbers to configure a range of extensions. For example:

Excluding Extensions

If you have a limited number of extensions you want to exclude from being recorded, 
you can configure the inclusion list to ignore only those extensions and record all 
others. 

For example, if you want to record all extensions except for extensions 3411, 3412, 
and 3413, configure your inclusion list so that there is an asterisk in the Extensions To 

Figure 21. Add Extension dialog box

Enter This: To Record:

6124 Extension 6124

61* Any extensions that start with 61 and are of any length 
(for example, 6124, 61555, 613)

61?? Any extensions that start with 61 and are 4 digits long 
(for example, 6124, 6125, 6126)
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Be Recorded pane, and extensions 3411, 3412, and 3413 listed in the Extension To 
Be Excluded From Recording pane.

Extensions listed in the Extensions To Be Excluded From Recording pane always take 
precedence over extensions listed in the Extensions To Be Recorded pane. You cannot 
list the same extension (specifically or through the use of wild cards) in both panes. 
For example, 12* cannot be listed in both panes.
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Status

The Status window (Figure 22) reports the version of the installed QM components.

In a multi-server environment, this window also reports if a component has not yet 
been installed or if it needs to be upgraded.

Figure 22. Status window
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Record Server Configuration
Introduction

The Record Server Configuration node is used to configure the mapping between 
agent gateways and QM Monitor service servers. This enables server-based 
recording for the following types of agents:

■ Agents using Cisco Mobile Agent (audio and video recording)

■ Agents using Citrix or Microsoft Terminal Services thin clients (audio 
recording only)

■ Agents using just a phone, and no PC (audio recording only)

The extensions you configure for server-based recording are recorded in a similar 
way to those that use the QM Desktop Recording client (endpoint recording). Note 
that server-based recording is not restricted to the time a user is logged in. As long 
as the agent’s phone device is configured for server-based recording, the agent 
can be recorded. 

Server-based recording has the following limitations: 

a. if agents use the same extension (for example, two agents on different 
shifts use the same phone) all calls are attributed to the agent who is 
associated with that phone extension.

b. Server-based recording does not support extension mobility.
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Mobile Agent Monitor

The Mobile Agent Monitor window (Figure 23) is used to configure the mapping 
between agent gateways and QM Monitor service servers. It is used only if your system 
includes agents who use Cisco Mobile Agent. If your system does not include this type 
of agent, this window can be left blank.

The window displays two columns, one containing the agent gateway IP address and 
the other a drop-down list of available QM Monitor servers.  

To add an agent gateway/Monitor server relationship:

1. In the Mobile Agent Monitor window, click Add. A row is added to the table.

2. In the Agent Gateway IP Address column, enter the IP address of an agent 
gateway.

3. In the Monitor Server column, select the appropriate Monitor server from the 
drop-down list.

4. Click Save.

Figure 23. Mobile Agent Monitor window
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To delete an agent gateway/Monitor server relationship:

1. In the Mobile Agent Monitor window, select the agent gateway/Monitor server 
pair you want to delete. You can select more than one row at a time.

2. Click Remove. The selected row is deleted from the table.

3. Click Save.
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VoIP Devices

The VoIP Devices window (Figure 24) enables you to enable devices in Unified CM 
clusters for server-based recording, and to view those already enabled.  

NOTE:  Extension Mobility is not supported.

The first time this window is accessed, it is empty. You must search the devices 
configured in Unified CM for the ones you want to enable for server-based recording, 
and then associate an agent, a QM Monitor service server, and a QM Network 
Recording service server with those devices.

You can associate the QM Monitor and QM Network Recording service servers with 
multiple devices at one time. You must associate agents with each device one at a 
time.

NOTE:  You can use the search criteria fields at the top of the window 
to locate enabled devices. These search criteria fields do not locate 

Figure 24. VoIP Devices window
54 September 2008



VoIP Devices
devices that have not yet been enabled. To do that, use the Enable 
Devices for Recording button.

There are two synchronization issues with the devices listed in this window: 
synchronizing agents and synchronizing devices. 

■ An agent configured for a device could be deactivated, lose the agent or 
knowledge worker role, or become unlicensed. In these cases, the agent will 
no longer be recorded, and their association with their device is removed. 
Every time the VoIP Devices window is displayed and the data loaded, the 
agents are automatically synchronized. You are presented with a list of the 
invalid agents that will be removed from their associated devices.

■ A device could be removed from the Unified CM cluster in which it is 
configured. You click the Synchronize Devices with Clusters button to view a 
list of any devices that are configured for server-based recording but that are 
no longer configured in a cluster. You will be given the option to remove the 
devices from the VoIP Devices list.

The general procedure for configuring devices for VoIP Monitoring is as follows:

1. Find the devices to be configured.

2. Associate an agent with the device.

3. Associate a QM Monitoring service server with the device.

4. Associate a QM Network Recording service with the device.

To find the devices you want to configure:

1. On the VoIP Devices window, click Enable Devices for Recording. The Search 
for Devices window appears.

2. Use search criteria fields to locate the devices. You can search by a 
combination of:

■ Device type (Phone, Remote Agent Port, or All Types)

■ Cluster IP address

■ Device name or extension

You can use wild cards * and ? in the Matches field, as well as specific 
strings. 

By default, the search criteria are set up to return every device in a selected 
cluster when you click Find.

3. In the list of search results, select the Enabled check box next to the desired 
devices, and then click OK. 

NOTE:  You can select multiple rows and click Check Selected or 
Uncheck Selected to enable or clear multiple devices.
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NOTE:  If a device has 2 extensions associated with it, it will have 
2 entries in the search results table. If you select the Enabled 
check box for one extension, the other extension will also be 
selected.

To associate an agent with a device:

1. In the VoIP Devices window, click the device’s Agent field to display a 
drop-down list of agents.

NOTE:  You can type text in the drop-down field to filter the list of 
agents to show only agents whose first name, last name, or Windows 
login begins with the entered text.

2. Select the appropriate agent from the list. If that agent is already associated 
with a device, you are asked if you want to switch the association to the 
current device. 

■ If you select Yes, the agent will be associated with this device and 
removed from the other device.

■ If you select No, no association is made and you can select another agent 
to associate with this device.

3. Click Save.

To associate a Monitor Server and Recording Server with a device:

1. In the VoIP Devices window, click the device’s Monitor Server field to display a 
drop-down list of servers. Select the appropriate QM Monitor service server 
from the list.

NOTE:  You cannot associate a Monitor Server with a Remote 
Agent Port (CTI port) device because the QM Monitor service 
server must be found at run-time.

2. Click the device’s Recording Server field to select the appropriate QM 
Network Recording service server from the drop-down list.

3. Click Save.

To associate multiple devices with a Monitor Server or Recording Server:

1. Select the devices you want to associate with the same Monitor Server or 
Recording Server. 

■ Use Shift + Click to select contiguous rows in the list of devices

■ Use Ctrl + Click to select non-contiguous rows in the list of devices
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2. Click Configure Monitor Server or Configure Recording Server, select the 
appropriate server from the drop-down list, and then click OK. The selected 
devices are now associated with that server.

3. Click Save.

To remove a device from server-based monitoring:

1. In the VoIP Devices window, select the device you want to delete.

2. Click Remove from Configuration.

3. Click Save.
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Personnel
Introduction

The Personnel node is used to:

■ Create groups

■ Create knowledge worker teams

■ Assign teams to groups

■ Assign groups to managers and managers to groups

■ Link AD users to ACD users (in Active Directory systems)

■ Configure ACD users (in non-Active Directory systems)

■ Create QM users

■ Assign manager, evaluator, and archive user roles to ACD users

■ Assign knowledge worker, supervisor, manager, evaluator, and archive 
user roles to QM users
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User Roles and Privileges

The following is a description of the privileges assigned to each user role.

Agents and Knowledge Workers

Agents and knowledge workers have the following privileges:

■ View dashboard with their quality scores and aggregations of their team and 
group levels

■ Export recordings within their scope, if enabled

■ Review evaluation results on their own scored contacts

■ Enter comments on their own evaluations after the evaluation has been 
scored

■ View their own historical reports

Supervisors

Supervisors have the following privileges:

■ View dashboard with their team’s and group’s quality scores and details of 
individual agents within their team

■ Review evaluation results on all of their team’s scored contacts

■ Enter comments on their team’s evaluations

■ Export recordings within their scope, if enabled

■ Approve evaluations, if required

■ Designate contacts to be retained as Training or HR contacts

■ View agent and team-level historical reports

■ Evaluate contacts for their team, if enabled to do so

■ Access archive recordings for their team

Managers

Managers have the following privileges:

■ View dashboard with their group’s quality scores and details of inficifual 
teams within their group

■ Review evaluation results on all of their group’s scored contacts

■ Enter comments on their group’s evaluations

■ Approve evaluations, if required
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■ Export recordings within their scope, if enabled

■ Designate contacts to be retained as Training or HR contacts

■ View agent, team, group, and enterprise-level historical reports

■ Evaluate contacts for their group, if enabled to do so

■ Access archive recordings for their group

Archive Users

Archive users have the following privileges:

■ Search, review, and export archive recordings for hte enterprise

Evaluators

Evaluators have the following privileges:

■ Select, review, and evaluate quality recordings

■ Review and add comments to recordings

■ Approve evaluations, if required

■ Export recordings within their scope, if enabled

■ Update previously-scored evaluations
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User Administration

The User Administration window displays one of two versions, depending on whether 
or not your system is configured to interface with Microsoft Active Directory.

Active Directory Systems

In an Active Directory system, there are three types of users:

■ AD User. A user set up in Microsoft Active Directory. All users in QM must be in 
Active Directory. All users in Active Directory must have a first and last name 
in order to be configured in QM.

■ ACD User. A user set up as an agent and/or supervisor and assigned to a 
team in Unified CCX. Manager, evaluator, and archive user roles can be 
assigned to ACD users in QM.

■ QM User. A non-ACD user set up in QM.

NOTE:  Whenever you make changes to users in Unified CCX—assign 
them new roles or teams, for example—those changes do not go into 
effect for the users until the Unified CCX and QM databases are 
synchronized. You can wait for the automatic synchronization to take 
place or manually synchronize the databases. See "Synchronizing 
Databases" on page 11 for more information.
62 September 2008



User Administration
The User Administration window (Figure 25) has tabs that sort users into categories 
according to their roles and status within QM.

The tabs are described in Table 11.

Figure 25. User Administration window (AD system)

Table 11. User Administration tabs 

Tab Description

Linked Users AD users who are linked to an ACD or QM user.

Managers ACD and QM users assigned the manager role in QM.

Evaluators ACD and QM users assigned the evaluator role in QM.

Archive Users ACD and QM users assigned the archive user role in QM.

Supervisors ACD users assigned the supervisor role in Unified CCX, 
and QM users assigned the supervisor role in QM.

Agents ACD users assigned the agent role in Unified CCX.

Knowledge Worker QM users assigned the knowledge worker role in QM.

Unlinked ACD Users ACD users who have not been linked to an AD user.

Unassigned Users QM users who have been created but have not yet been 
assigned the manager, evaluator, knowledge worker, 
supervisor, or archive user roles.
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Each tab displays information about the users that fall into its category, as shown in 
Table 12. 

When you select a user listed in any of the tabs, that user’s properties are displayed in 
the lower section of the window.

Linking ACD Users to AD Users

An ACD user must be linked to an AD user within QM in order to be part of the QM 
system in some role. An ACD user is assigned the agent role and/or supervisor role in 
Unified CCX.

You can also assign manager, evaluator, and archive user roles to an ACD user in QM.

NOTE:  Unified CCX users might not appear in QM until the Unified 
CCX and QM databases are synchronized. This process runs 
automatically at 10-minute intervals. The databases can be manually 
synchronized if necessary (see "Synchronizing Databases" on 
page 11).

Bulk Linking

When initially setting up QM, you might want to perform a mass linking of ACD to AD 
users. 

Table 12. User Administration tab columns 

Column Description

Status Licensed or Unlicensed. A user must be licensed in order 
to be able to log into QM Desktop and to be recorded.

Last Name The user’s last name, as set up in AD.

First Name The user’s first name, as set up in AD.

User ID The user ID assigned to the user. If the user is an ACD 
user, the format is <Unified CCX ID>.<CRSresourceID>. 
If the user is a QM user, it is a number assigned by the 
QM system.

Assigned Team The team to which an agent is assigned.

Assigned Group The group to which an agent is assigned.

Windows Login The user’s Windows user name.

Domain The domain to which the AD user is assigned.
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To perform bulk linking:

1. In the User Administration window, click Link AD to ACD Users.

The Link AD to ACD Users dialog box appears. AD users whose first and last 
names match ACD users exactly (ignoring case) are listed (Figure 26).

2. Click Select All to select all entries in the list. If some of the entries should not 
be linked, you can go through the list and individually clear those check boxes. 

3. Click OK. 

The AD users and ACD users whose names match exactly are now linked.

Individual Linking

To link an ACD user to an AD user:

1. On the Unlinked ACD Users tab, select the user you want to link to an AD user.

2. Click Link/Edit Selected User.

Figure 26. Bulk linking AD to ACD users
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The Link Selected User dialog box appears (Figure 27). QM automatically 
searches on the first two letters of the selected user’s first and last name and 
an asterisk wild card to generate a list of possible matches in AD. You can 
further narrow the search by specifying the domain and user path, Windows 
login name, or increasing the number of characters in the first or last name 
fields, and then clicking Find.

3. Select the AD user name you want to link your ACD user with from the search 
results, and then click OK.

4. Click Save. The ACD user is now linked to an AD user. 

To assign manager, evaluator, and archive user roles to an ACD user:

1. Select the ACD user from one of the tabs in the User Administration window.

The user’s properties appear in the User Properties section of the window.

2. Select the desired role check box in the Roles section.

Figure 27. Link Selected User dialog box
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If you assigned the Manager role, you can now assign a group to the manager 
by clicking Add under the Manager’s Groups pane and selecting the 
appropriate group. 

3. Click Save.

Switching AD–ACD Links

Once linked to an AD user, an ACD user cannot be unlinked. You can switch a link from 
one AD user to another AD user by following the procedure for linking an ACD user to 
an AD user and selecting a new AD user to link to. 

If that AD user is already linked to an ACD user, the links will be switched. For example, 
if:

ACD User 1 is linked to AD User 1 
ACD User 2 is linked to AD User 2

and you want to link ACD User 1 to AD User 2, you can do so. The end result is that the 
links will be switched:

ACD User 1 is linked to AD User 2 
ACD User 2 is linked to AD User 1

There are other linking/unlinking situations that can exist. When you attempt to link or 
unlink various combinations of ACD, AD, and QM users, popup messages appear 
telling you what you must do to accomplish the task, or if it is allowed in QM.

Deleting an ACD User

You cannot delete an ACD user. However, you can unlicense an ACD user, which 
means that the user will not be able to log in to QM Desktop and will not be recorded. 

For information on unlicensing an ACD user, see "Licensing Users" on page 73.

Creating a QM User

QM users are users that exist only in QM and AD, and not in Unified CCX. Like ACD 
users, they must be linked to an AD user in order to be part of the QM system.

A QM user cannot be assigned the agent role, since that is done only in Unified CCX, 
and QM users do not exist in Unified CCX. QM users can be assigned the knowledge 
worker, supervisor, manager, evaluator, and archive user roles.

To create a QM user:

1. In the User Administration window, click Create Users. 

The Link New Users dialog box appears (Figure 28)
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2. Click Find to display a list of all AD users, or enter search criteria to narrow 
your search results. You can select multiple entries in the list displayed to 
create more than one QM user at one time.

3. Select the AD user name from the search results you want to link to your new 
QM user, and then click OK.

The information from the AD user record appears in the User Properties 
section of the window. 

4. Click Save.

The QM user has been created and is linked to an AD user.

To assign supervisor, knowledge worker, manager, evaluator, and archive user roles to a 
QM user:

1. Select the QM user from the Unassigned Users tab.

The user’s properties appear in the User Properties section of the window.

2. Select the desired role check box in the Roles section.

If you assigned the Knowledge Worker role, you can now assign the 
knowledge worker to a team using the enabled Assigned Team field. Select 
the appropriate team from the drop-down list. The team can consist only of 
knowledge workers.

Figure 28. Link New Users dialog box
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If you assigned the Manager role, you can now assign a group to the manager. 
Click Add under the Manager’s Groups pane and select the appropriate group. 

If you assigned the Supervisor role, you can now assign a team to the 
supervisor. Click Add under the Supervisor’s ACD Teams and/or Supervisor’s 
QM Teams panes and select the appropriate team(s).

3. Click Save.

To delete a QM user:

1. Select the QM user you want to delete on one of the tabs in the User 
Administration window.

2. Disable all roles the QM user is assigned, remove any team and group 
associations, and then click Save.

3. Click Delete User. You are asked to confirm that you want to delete the 
selected QM user. 

4. Click Yes. The QM user is deleted. 

Non-Active Directory Systems

In a non-Active Directory system, there are two types of users:

■ ACD User. A user set up as an agent and/or supervisor and assigned to a 
team in Unified CCX. Manager, evaluator, and archive user roles can be 
assigned to ACD users in QM.

■ QM User. A non-agent user set up in QM.

NOTE:  Whenever you make changes to users—assign them new roles 
or teams, for example—those changes do not go into effect for the 
users until the Unified CCX and QM databases are synced. You can 
wait for the automatic sync to go through, or manually sync the 
databases. See "Synchronizing Databases" on page 11 for more 
information.

The User Administration window (Figure 29) has tabs that sort users into categories 
according to their roles and status within QM. The tabs are described in Table 13.

Table 13. User Administration tabs 

Tab Description

Configured Users All ACD and QM users who have been set up in QM

Managers ACD and QM users assigned the manager roll in QM

Evaluators ACD and QM users assigned the evaluator role in QM
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Each tab displays information about the users that fall into its category, as shown in 
Table 14. 

Archive Users ACD and QM users assigned the archive user role in QM

Supervisors ACD users assigned the supervisor role in Unified CCX, 
or QM users assigned the supervisor role in QM.

Agents ACD users assigned the agent role in Unified CCX

Knowledge Worker QM users assigned the knowledge worker role in QM.

Not Configured Users ACD users who have not yet been set up in QM

Unassigned Users QM users who have been created but not yet assigned a 
role in QM

Figure 29. User Administration window (non-AD systems)

Table 14. User Administration tab columns 

Column Description

Status Licensed or Unlicensed. A user must be licensed in order 
to be able to log into QM Desktop and to be recorded

Last Name The user’s last name as set up in ACD or QM

Table 13. User Administration tabs (cont’d)

Tab Description
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When you select a user listed in any of the tabs, that user’s properties are displayed in 
the lower section of the window. 

Configuring an ACD User

An ACD user must be configured within QM in order to be part of the QM system in 
some role. An ACD user is always assigned the agent role in Unified CCX, and might 
also be designated as a supervisor in Unified CCE. Team assignments are also done 
only in Unified CCX.

The minimum you must do to configure an ACD user in QM is enter the user’s 
Windows login name and QM login password. 

NOTE:  ACD users may not appear in QM until the Unified CCX and QM 
databases are synchronized. This process runs automatically at 
10 minute intervals. The databases can be manually synchronized if 
needed (see "Synchronizing Databases" on page 11).

To configure an ACD user:

1. On the Not Configured Users tab, locate and select the user you want to 
configure.

2. In the Properties section, enter the user’s Windows Login Name and QM Login 
Password. 

NOTE:  The Windows login name must be unique, but users can have 
the same first and last names. It must be between 1 and 64 
characters long, cannot consist entirely of spaces, and cannot include 
these characters: / \ [ ] : ; " | = , + * ? < > ( )

First Name The user’s first name as set up in ACD or QM

User ID The user ID assigned to the user. If the user is an ACD 
user, the format is <Unified CCX ID>.<CRSresourceID>. 
If the user is a QM user, it is a number assigned by the 
QM system

Assigned Team The team to which the user is assigned.

Assigned Group The group to which the user is assigned.

Windows Login The user’s Windows user name

Table 14. User Administration tab columns (cont’d)

Column Description
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3. If necessary, assign the user the Evaluator, Archive User, and/or Manager role 
by selecting the check boxes next to those roles.

If you assigned the Manager role, you can now assign a group to the manager 
by clicking Add under the Manager’s Groups pane and selecting the 
appropriate group. 

4. Click Save.

The ACD user is now moved from the Not Configured User tab and is listed 
under the tab for each role you assigned to the user. For instance, if the ACD 
user was assigned the role of evaluator, he or she is listed under both the 
Agents tab and the Evaluators tab.

NOTE:  Because ACD users are always agents and/or supervisors, 
they are never listed on the Unassigned Users tab. They are listed on 
the Agents and/or Supervisors tabs. QM users are never agents, and 
so can be listed on the Unassigned Users tab.

Unconfiguring or Deleting an ACD User

Once configured in QM, an ACD user cannot be unconfigured or deleted. However, you 
can unlicense an ACD user, which means that the user will not be able to log in to QM 
Desktop and will not be recorded. 

For information on unlicensing an ACD user, see "Licensing Users" on page 73.

Creating a QM User

A QM user is a user created in QM that does not exist in Unified CCX. A QM user can be 
an evaluator, manager, supervisor, knowledge worker, and/or archive user, but not an 
agent.

To create a QM user:

1. Click Create User.

The User Properties section becomes enabled.

2. Complete the First Name, Last Name, Windows Login Name, and QM Login 
Password fields. You can assign a role to the new user at this time, or do it 
later. 

NOTE:  The Windows login name must be unique, but users can have 
the same first and last names.

3. Click Save.
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The new QM user is assigned a QM User ID and is now listed on the tab for 
each role you assigned the user, or on the Unassigned Users tab if you have 
not assigned any roles. 

Assigning Roles to a QM User

You can assign the Supervisor, Knowledge Worker, Evaluator, Archive User, and 
Manager roles to a QM user from any tab on which that user is listed. 

To assign supervisor, knowledge worker, manager, evaluator, and archive user roles to a 
QM user:

1. Select the QM user from any tab on which the user is listed.

The user’s properties appear in the User Properties section of the window.

2. Select the desired role check box in the Roles section.

If you assigned the Knowledge Worker role, you can now assign the 
knowledge worker to a team using the enabled Assigned Team field. Select 
the appropriate team from the drop-down list. The team can consist only of 
knowledge workers.

If you assigned the Manager role, you can now assign a group to the manager 
by clicking Add under the Manager’s Groups pane and selecting the 
appropriate group. 

If you assigned the Supervisor role, you can now assign the supervisor using 
the enabled Assigned Team field. Select the appropriate team from the 
drop-down list. The selected team can be either an ACD or non-ACD team.

NOTE:  You must first assign the QM user the knowledge worker 
role before you can assign that user the Supervisor role.

3. Click Save.

Licensing Users

Users must be licensed in order to log into QM Desktop and to be recorded. A user’s 
license status is displayed in the User Administration window.

The total number of licensed users is displayed on the User Administration interface 
to the right of the License Users button. The number displayed updates as soon as 
you license/unlicense users.

Users’ license status can be changed only after they have been linked to an AD user 
(in AD systems) or configured (in non-AD systems).

The number of licenses you have is configured when your system is installed. More 
information about managing your licenses can be found in "Licenses" on page 27.
September 2008 73



Quality Management Administrator User Guide
To change a user’s license status:

1. Click the License Users button.

The License/Unlicense Users dialog box appears (Figure 30). It displays a list 
of all linked users.

2. Select or clear the License check box next to the linked user(s) whose license 
status you want to change, and then click OK. 

You can select or clear multiple check boxes by holding the Shift key while 
selecting contiguous users, or by holding Ctrl while selecting non-contiguous 
users, and then clicking either the Check Selected or Uncheck Selected 
buttons.

The users whose status is now Licensed can now log into QM Desktop and be 
recorded.

Figure 30. License/Unlicense Users dialog box
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Team Administration

The Team Administration window (Figure 31) enables you to:

■ View the agents and supervisors belonging to a selected team

■ Assign QM supervisors to a team of ACD agents

■ Create, rename, and remove QM teams

■ Assign to QM users, ACD supervisors, and QM supervisors to QM teams

Agents and ACD supervisors are assigned to teams in Unified CCX, and therefore 
cannot be changed from within QM. You can assign QM supervisors to an ACD team.

QM users cannot be assigned to the same team as ACD users. They must belong to a 
team made up only of QM users, However, a QM team can have ACD supervisors as 
well as QM supervisors.

You cannot create, rename or remove an ACD team. Those teams are created in 
Unified CCX.

Figure 31. Team Administration window
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To assign a QM supervisor to a team:

1. Under the Assigned QM Supervisors pane, click Add.

The Select QM Supervisors dialog box appears.

2. Select the supervisor you want to assign to the team, and then click OK.

To remove a QM supervisor from a team:

■ Select the QM supervisor you want to remove from the team from the 
Assigned QM Supervisors pane, and then click Remove.

To create a QM team:

1. Click New next to the Team field.

The Create New Team dialog box appears.

2. Type the name of the new QM team, and then click OK.

3. Add knowledge workers, ACD supervisors, and QM supervisors to the new 
team by clicking Add underneath each pane, selecting the desired names 
from the list, and then clicking OK. 

4. When the new QM team is complete, click Save.

To rename or delete a QM team:

1. Select the team from the Team field, and then do one of the following.

■ To rename the team, click Rename, type the new name in the Rename 
Team dialog box, and then click OK.

■ To delete the team, click Delete. You will be asked to confirm the deletion. 
Any knowledge workers assigned to that team will no longer be recorded 
when the team is deleted.
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Group Administration

Groups are made up of teams and have managers assigned to them. Using QM 
Administrator, you can:

■ Create, rename, and delete a group

■ Add and remove teams from a group

■ Add and remove managers from a group

Adding a New Group

You can add as many groups as desired to QM. 

NOTE:  Each group’s name must unique.

To create a new group:

1. In the navigation tree, select Personnel > Group Administration. 

The Group Administration window appears (Figure 32).

Figure 32. Group Administration window
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2. Click New.

The Create New Group dialog box appears.

3. Enter the name of the new group, and then click OK.

The new group is added to the Group drop-down list.

Assigning Teams and Managers to a Group

Once a group is set up you can assign teams and managers to it. A team must be 
assigned to a group in order for the team’s agents to be recorded as part of a 
workflow.

To assign teams to a group:

1. Select the group from the Group drop-down list. 

The Group Administration window displays any teams already assigned to the 
group. If there are no teams assigned to the group, the Assigned Teams pane 
is empty. 

2. Click Add under the Assigned Teams pane.

The Select Teams dialog box appears (Figure 33).

3. Select the team or teams you want to assign to the group from the list of 
available teams. Use Shift + Click to select adjacent teams and Ctrl + Click to 
select non-adjacent teams. 

Figure 33. Select Team dialog box
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NOTE:  A team can belong to only one group. If you assign a team 
to a group and it already belongs to another group and is not 
associated with any workflows, QM will ask you to confirm moving 
the team from one group to another group.

4. Click OK. 

The teams you selected are now listed in the Assigned Teams pane.

5. Click Save.

To add managers to a group:

1. Select the group from the Group drop-down list. 

The Group Administration window displays any managers already assigned to 
the group. If there are no managers assigned to the group, the Assigned 
Managers pane is empty. 

2. Click Add under the Assigned Managers pane.

The Select Managers dialog box appears (Figure 34).

3. Select the manager or managers you want to assign to the group from the list 
of available managers. Use Shift + Click to select adjacent managers and 
Ctrl + Click to select non-adjacent managers. 

A manager can be assigned to more than one group, and a group can have 
multiple managers.

4. Click OK. 

The managers you selected are now listed in the Assigned Managers pane.

5. Click Save. 

Figure 34. Select Managers dialog box
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Removing Teams and Managers From a Group

To remove a team from a group:

1. In the Group Administration window, select the group the team belongs to 
from the Group drop-down list.

2. In the Assigned Teams pane, select the teams you want to remove from the 
group, and then click Remove.

3. Click Save.

The teams are removed from the group and are available to be reassigned to 
another group.

To remove a manager from a group:

1. In the Group Administration window, select the group the manager is 
assigned to from the Group drop-down list.

2. In the Assigned Managers pane, select the managers you want to remove 
from the group, and then click Remove.

3. Click Save.

The managers are removed from the group.

Renaming a Group

To rename a group:

1. In the Group Administration window, select the group you wish to rename 
from the Group drop-down list, and then click Rename.

The Rename Group dialog box appears.

2. Enter the new name for the group, and then click OK.

The group’s new name is shown in the Group drop-down list.

Deleting a Group

You cannot delete a group if any teams in that group are assigned to a workflow. 
Those teams must be removed from the workflow before the group can be deleted.

To delete a group:

1. In the Groups Administration window, select the group you wish to delete from 
the Group drop-down list, and then click Delete.

2. You are asked to confirm if you wish to delete that group. Click Yes to delete 
the group.
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Any teams that were assigned to that group appear in the Select teams dialog 
box (see Figure 33 on page 78) with no group affiliation, and the group is 
deleted from the Group drop-down list.
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Recordings
Introduction

The Recordings node enables you to:

■ Configure recording retention periods

■ Configure archiving at the team level

■ Configure and manage user-defined metadata

■ Enable/disable recording export at the role level

■ Create workflows

About Recordings

There are two types of recordings: those made for quality management purposes, 
and those made for archiving purposes. Quality management recordings can 
include screen recordings. Archive recordings are voice only.

When archiving for a team is enabled, all inbound and outbound calls made by 
that team are recorded and kept for a period set by the QM administrator. 

Quality management recordings use workflows to determine which recordings of 
inbound and/or outbound calls (“calls of interest”) to save for evaluation. Some 
examples of why you would record calls of interest are:

■ Tracking the performance of specific agents

■ Helping train new agents

■ Monitoring calls during a sale period

■ Monitoring calls during specific times of day

■ Monitoring calls from specific customers or phone numbers

A recording must be at least 5 seconds long to be displayed in QM. A recording of 
less than 5 seconds is not considered a valid recording.
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The time associated with a contact is the time the contact occurred at the agent’s 
location, expressed in 24-hour HH:MM:SS format. For example, if the agent is located 
in Chicago, the time associated with any recorded contacts made by that agent is 
Chicago local time. 

The contact also displays the abbreviation for the local time zone. If the time zone 
associated with the contact is unknown to QM, then the time is displayed in 
Greenwich Mean Time (GMT).

About User-Defined Metadata

Administrators can add up to 10 use-defined metadata fields. The metadata can be 
captured from Cisco Unified CCX, Cisco Agent Desktop (CAD), and other applications 
using a third-party API to pass the data to QM. The CAD IPC Action can also be used to 
pass data to QM. See the Cisco Desktop Administrator User Guide for more 
information.
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Configuring Recording Retention Periods

The length of time that quality management recordings and archive recordings are 
retained is configured under the Recordings node.

Every day at the time set in the Database Cleanup Time field in the Upload Settings 
window (see "Upload Settings" on page 31), the database cleanup utility deletes 
recordings whose retention period has expired.

NOTE:  It is important to remember that reducing a retention period 
after it has been set initially can result in the deletion of recordings, 
and that increasing a retention period will result in a larger use of 
storage space. Changing these values should be considered carefully.

Quality Management Recordings

To configure quality management recording retention periods:

1. In the navigation tree, select the Recordings > Quality Management node. The 
Quality Management Recordings Administration window appears (Figure 35).

Figure 35. Quality Management Recordings Administration window
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2. Set the length of time you want the various types of recordings to be retained:

■ Scored—recordings that have been evaluated and scored

■ Unscored—recordings that have yet to be evaluated, are in progress, or 
are awaiting approval

■ HR—recordings that have been evaluated and tagged with the HR tag

■ Training—recordings that have been evaluated and tagged with the 
Training tag

■ Agent Tagged—recordings that have been tagged by an agent for 
retention

If you want Training or Agent Tagged recordings to be retained indefinitely, 
select the Unlimited check box.

3. Click Save.
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Archive Recordings

To configure archive recording retention periods:

1. In the navigation tree, select the Recordings > Archive node. The Archive 
Recordings Administration window appears (Figure 36).

2. Use the arrow buttons to move teams to the Non-Archive Teams or Archive 
Teams panes as desired. By default all teams are in the Non-Archive Teams 
pane.

3. In the Archive Upload Time field, set the time when recordings are uploaded 
from client computers to the archive location. 

NOTE:  If a team has a quality management recording workflow set up 
in addition to site archiving, the End of Day time that is configured on 
the Workflow Administration window (Figure 41 on page 96) will be 
used instead of the time set in the Archive Upload Time field, and all 

Figure 36. Archive Recordings Administration window
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recordings, including those recorded for archiving, will be uploaded at 
that time.

4. Enter the number of months the recordings are to be archived. The minimum 
number of months recordings can be archived is 12 (1 year). 

If you want the archived recordings to be retained indefinitely, select the 
Unlimited check box.

5. Click Save.
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Enabling Recording Export

Contact recordings are stored in a format that is not playable by non-QM playback 
software. However, recordings can be exported in the following formats, which are 
playable in other playback software (such as Windows Media Player):

■ WAV format (uncompressed audio)

■ WMA (compressed audio)

■ WMV (compressed audio/video)

By default, the export feature is disabled.

To enable recording exports:

1. In the navigation tree, select the Recordings > Export node. The Export 
Recordings Administration window appears (Figure 37).  

2. Select the check boxes next to the roles you want to be able to export 
recordings. If you select the Enable Export of Recordings check box, all roles 
are selected. If you clear the Enable Export of Recordings check box, all roles 
are cleared.

3. Click Save.

Figure 37. Export Recordings Administration window
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Configuring User-Defined Metadata

User-defined metadata is configured and managed under the Recordings node. 

To add a user-defined metadata field:

1. In the navigation tree, select the Recordings > Metadata node. The 
User-Defined Metadata window appears (Figure 38). 

NOTE:  Metadata is tagged as read-only if it is obtained from 
Interaction Analytics. This metadata cannot be edited, it can only be 
viewed.

Figure 38. User-Defined Metadata window
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2. Click Add. The Add/Edit Metadata Information dialog box appears (Figure 39).

3. Complete the fields as follows:

Figure 39. Add/Edit Metadata Information dialog box

Field Description

Display Name The metadata field name that is seen in search 
results tables and contact information. Maximum 
is 64 characters, not restricted to any type of 
character.

Key Name A unique identifier for the metadata field, used by 
APIs. Maximum is 39 characters. The following 
characters are not allowed:

• space

• & (ampersand)

• = (equal sign)

Type Select the type of information the field holds: 
Text, Date, or Number.

Encrypted Select this check box if you want the metadata to 
be encrypted when stored.

Allow Export Select this check box if you want to be able to 
export the metadata via API or desktop. By 
default this check box is selected. Metadata that 
is encrypted cannot be exported.
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4. Click OK to create the metadata field.

To edit a metadata field:

1. In the User-Defined Metadata window, select the metadata field you want to 
edit, and then click Edit. The Add/Edit Metadata Information dialog box 
appears (Figure 39). Note that in Edit mode, the Key Name and Encrypted 
fields are disabled and cannot be edited.

2. Make the desired changes to the editable Display Name and Type fields, and 
then click OK. Your changes appear in the list of metadata fields.

To remove a metadata field:

1. In the User-Defined Metadata window, select the metadata field you want to 
remove, and then click Remove.

The message, “This will immediately delete all metadata records 
corresponding to the metadata field <field name>. Continue?” appears. 

2. Click Yes to confirm you want to delete the metadata field, or No to cancel the 
deletion. If you clicked Yes, the field is removed. If you clicked No, the action 
is canceled.
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Creating a Workflow

Before you create a workflow:

■ Set up users and groups

■ Assign teams to a group. Unassigned teams cannot be added to a workflow

■ Create an active evaluation form

When setting up a new workflow, the general procedure is as follows:

1. Name the new workflow and add teams to it

2. Configure the end of day and the number of recordings per day per agent

3. Configure one or more classifiers to set which evaluation form is used and 
which calls are recorded based on call direction, calling or called numbers, 
and other filters

4. Configure rules for the Ringing, Answered, and Dropped events for each 
classifier (only if Classifier With Rules is selected)

NOTE:  Unless an agent is part of a workflow, no recordings made of 
that agent will appear in the QM Desktop Recording tab. If archiving is 
enabled, they will appear in the Archives tab. 

How Multiple Classifiers in a Workflow are Executed

You can set up multiple classifiers for a workflow. They are executed in the order they 
are listed (from top to bottom) in the workflow navigation tree. This enables you to 
create classifiers that are subsets of more general classifiers.

To change the order of classifiers in the navigation tree, select the classifier and use 
the Up and Down arrow buttons to move it up or down in the navigation tree.

Example

Classifier 1:

■ Called number = 20??

■ Inbound

■ Rule 1: record new employee J. Smith

■ Rule 2: record random calls for Team A

Classifier 2:

■ Calling number = * (all)

■ Outbound
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■ Rule 1: record longest call of the day (50%) and shortest call of the day (50%) 
for Team B

In this example, a call must meet the called number criteria and then the call direction 
criteria of Classifier 1 in order to go on to evaluate the rules. If the call does not meet 
the called number criteria, the workflow moves on to Classifier 2.

If, however, the call meets the called number criteria and the call direction criteria of 
Classifier 1, the workflow then goes on to evaluate the rules in top-down order. If none 
of the rules are met, the call will not be marked for Quality Management (although it 
might be uploaded for archiving if archiving is enabled).

Once a contact matches a classifier (and does or does not match any of those 
classifier’s rules), it will not move on to another classifier.

Figure 40. Classifier execution order
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Creating a New Workflow

To name the new workflow, configure it, and add teams:

1. In the navigation tree, select Recordings > Quality Management > Workflows. 

The Workflow Administration window appears (Figure 41).

2. Next to the Workflows pane, click New.

The Workflow Name dialog box appears.

3. Enter a name for the new workflow, and then click OK.

The workflow is now listed in the Workflows pane. 

4. Select the workflow, and complete the rest of the window.

a. In the Settings section, select the number of recordings per day per agent 
that will be made under this workflow. The maximum number is 5.

b. Enter when the end of the work day is, in 24-hour format. The end of day 
is when the uploading process begins. Recording still continues, but 
those recordings are uploaded after the next end of day.

c. Assign teams to the workflow. A team can belong to only one workflow at 
a time. If a team you want to assign to this workflow is already assigned to 
another workflow, it is automatically reassigned to this workflow. A 
warning message is displayed telling you that the team is being 
reassigned from another workflow.

NOTE:  A team must be assigned to a group in order to be 
assigned to a workflow. If a team is not assigned to a group, it 
does not appear in the Workflow Administration window.
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5. When you are done configuring the workflow in this window, click Save.

Setting Up Classifiers

Classifiers are filters that determine which calls are recorded. 

To set up classifiers:

1. Under the Workflow node, select the workflow you just created.

Figure 41. Workflow Administration window
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The <workflow name> Workflow Classifier Configuration window appears 
(Figure 42).

2. In the Classifiers section, click New to create a new classifier.

The Classifier Name dialog box appears.

3. Enter a name for your new classifier, and then click OK.

The new classifier is now listed in the workflow navigation tree.

4. Select the new classifier in the workflow navigation tree.

5. In the Classifier Settings section, complete all fields as follows:

Figure 42. Workflow Classifier Configuration window

Field/Option Description

Evaluation Form Select the form you want to use to evaluate the 
recorded calls.

100% QM Logging Select this option if you want to configure a 
classifier that does not use rules, but rather 
records all calls defined by the classifier. 
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6. Click Save to save the classifier settings.

NOTE:  If you did not select 100% QM Logging, you must now 
configure at least one rule. See "Setting Up Rules" on page 99 for 
more information.

Configuring Actions

Under each event in the workflow navigation tree is an Action node. The action nodes 
control whether or not a voice recording and/or video recording starts. By default, the 
action settings are enabled.

All voice and screen recording is stopped immediately at logout, shutdown, or 
configured end of day.

Inbound and/or 
Outbound

Select which calls to be recorded—inbound, 
outbound, or both. You must select at least one call 
direction.

Numbers Select the type of number you want to use to filter 
the calls to be recorded, Called Number or Calling 
Number. The Called Number is either the route 
point number if the call was routed, or the agent 
extension if it was direct dial. The Calling Number is 
the original number from which the caller is dialing.

Note: If you change your selection here from Calling 
Number to Called Number or vice versa after 
entering phone numbers in the Called/Calling 
Numbers field, all entered numbers will be lost. You 
will have to define them again. 

Called/Calling Numbers Click Add to specify the phone numbers you want to 
filter for in the Numbers field. You can enter:

• Specific numbers (for example, 6125551212)

• Number ranges using wild cards (for example, 
612*, where the * wild card stands for any 
number of digits, or 612555????, where the ? 
wild card stands for 1 digit)

• The * wild card to record all calls

The numbers you enter cannot contain dashes or 
parentheses, and must be between 1 and 16 
characters long. 

Field/Option Description
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To configure actions for the Ringing, Answered, and Dropped events:

1. Under Ringing Event, select the Start Screen Recording check box if you want 
the video recording to start when the phone rings (not available in the Basic 
feature level).

2. Under Answered Event, select the Start Voice Recording check box if you want 
the audio recording to start when the phone is answered.

3. Under Dropped Event, select the Stop Voice Recording and/or Stop Screen 
Recording check boxes if you want the audio and/or video recording to stop 
when the call is dropped (Stop Screen Recording not available in the Basic 
feature level). 

If you want screen recording to continue during after-call work, enter the 
amount of time (in seconds) the recording period should go after the call is 
dropped in the Extend Screen Recording field. Note that if another call starts 
before the configured time period is over, the recording is automatically 
stopped so that recording the new call can start.

4. Click Save to save the action settings.

Setting Up Rules

You must set up at least one rule if you have configured the classifier without 100% 
QM Logging. Rules do not apply to classifiers that are configured with 100% QM 
Logging. 

To set up rules to apply to the classifier’s Ringing event:

1. In the workflow navigation tree, under the classifier, select the Ringing event.

The Rule window appears.

2. Click New to add a new rule.

The Rule Name dialog box appears.

3. Enter a name for the new rule, and then click OK.

The new rule is now added to the workflow navigation tree underneath the 
Ringing event.

NOTE:  As with classifiers, multiple rules may be set up and 
ordered from most to least specific.

4. In the workflow navigation tree, select the rule.

The Rule setup window appears.
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5. On the What tab (Figure 43), select the calls that will be recorded. 

There are three categories of calls:

■ Calls of Interest. Select this category when you want to record a type of 
call. They are:

— First Call of Day

— Last Call of Day

— Longest Call of Day

— Shortest Call of Day

— Random Call (random calls during a specified time period)

Enter a minimum call duration and percentage of total calls recorded for 
the specific type of call you want to record. The shortest minimum 
duration allowed is 5 seconds. For Random calls you must also set up 
one or two periods with a start and stop time. To enter or modify the 
minimum call duration, double-click the Minimum Duration field, or click 
the field and press F2, and then enter the desired call duration. To modify 
the percentage field, click the field and select the desired percentage 
from the drop-down list.

Figure 43. Rule Setup window—What tab
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■ New Employee. Select this category if you want to record all of a new 
agent’s calls. Enter a minimum call duration. The percentage of calls 
recorded and uploaded is automatically set to 100%. You must also 
select the specific employee on the Who tab and a date range on the 
When tab (up to a maximum of 10 days).

■ Performance. Select this category if you want to monitor an agent’s 
performance. Enter a minimum call duration. The percentage of calls is 
recorded and uploaded is automatically set to 100%. You must also 
select the specific employee on the Who tab and a date range on the 
When tab (up to a maximum of 10 days).

The values that appear in the Calls of Interest table’s Percentages field 
depends on the number of total recordings per day per agent you configure in 
the Workflow Administration window. For example, if you set the number at 5 
recordings, the values that appear in the Percentages drop-down list are 0, 
20, 40, 60, 80, and 100. If you set the number at 3, the values that appear 
are 0, 33, 67, and 100.

The sum of the percentages you select in the Calls of Interest table does not 
have to equal 100%. If the sum is 80%, then four-fifths of the recordings are 
saved for this rule.

6. On the Who tab (Figure 44), from the Select Who drop-down list, select either 
Agent or Team.

Figure 44. Rule Setup window—Who tab
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7. In the Available Agents/Available Teams pane, select the agent or team you 
want the workflow to apply to, and use the arrow buttons to move those 
agents or teams to the Assigned pane.

You can only select one agent if you selected New Employee or Performance 
on the What tab.

8. On the When tab (Figure 45), select when the workflow will run from the When 
drop-down list:

■ Set of Dates—select specific dates. 

NOTE:  The Set of Dates setting is required for Performance and 
New Employee recordings, with a maximum of 10 days. 

■ Weekly—select the days of the week

■ Date Range—select a start and stop date

9. When you are finished configuring the workflow rules, click Save.

Figure 45. Rule Setup window—When tab
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Modifying or Deleting a Workflow

Modifying or deleting a workflow goes into effect after the agents affected by the 
workflow log out and log back in to their Windows session. 

If the agents do not log out of their Windows session, they continue to be recorded 
according to the workflow as it was before it was modified or deleted.

To modify a workflow:

1. Select the Workflows node in the navigation tree.

The Workflow Administration window is displayed.

2. Select the workflow from the Workflows pane to modify the assigned teams or 
the workflow settings. 

Select the workflow under the Workflow node in the navigation tree to modify 
the workflow’s classifiers, rules, and actions.

3. When you are finished making changes, click Save.

To delete a workflow:

1. Select the workflow in the navigation tree.

2. Click Delete.

3. Click Yes to confirm the deletion.

The workflow is deleted.
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Evaluation Forms
Introduction

The Evaluation Forms section enables you to:

■ Create and maintain evaluation forms

■ Configure who can evaluate contacts that use a specific form

■ Configure who can approve evaluations that use a specific form

New forms are created based on one of four read-only templates that come with 
QM Administrator. 
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Form Status

A form’s status determines if it is available for use and if it can be modified. There are 
three statuses.

The normal lifecycle of an evaluation form is as follows:

Editable > Active > Inactive > Deleted

Once you have changed a status to the next in line, you cannot go back to the 
previous status. Also, you cannot skip a status (go from Editable to Inactive). 

To change a form’s status:

1. In the navigation tree, select Recordings > Evaluation Forms > Forms. 

The Evaluation Form Administration page appears.

2. Select the form whose status you wish to change from the list of forms at the 
top of the page.

3. On the Properties tab, in the Status section, select the desired status (in 
accordance with the normal form lifecycle), and then click Save.

Table 15. Form statuses

Status Description

Editable The form can be modified, renamed, and deleted. It is 
not yet available for evaluators to use.

Active The form is released to be used by evaluators. Only the 
Header information of the form can be modified. The 
form cannot be deleted.

Inactive The form is removed from use by evaluators. It will be 
deleted automatically as soon as all evaluations based 
on it are removed from the database. 
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Creating an Evaluation Form

New evaluation forms are created based on one of the four templates that come with 
QM Administrator. Templates cannot be modified.

Creating an evaluation form involves the following steps:

■ Creating a new form

■ Configuring the form properties

■ Configuring the form header information

■ Configuring the form’s sections

■ Adding questions to each section

Table 16. Evaluation form templates

Template Name Description

Blank Template 0–5 Configured for questions that are scored on a scale of 
0 to 5. The template has no pre-existing sections or 
questions.

Blank Template Yes-No Configured for questions that are answered with Yes or 
No. The template has no pre-existing sections or 
questions.

Template 0–5 Configured for questions that are scored on a scale of 
0 to 5. The template comes with pre-existing sections 
and questions.

Template Yes-No Configured for questions that are answered with Yes or 
No. The template comes with pre-existing sections and 
questions.
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Creating a New Evaluation Form

To create a new evaluation form:

1. In the navigation tree, select Recordings > Quality Management > Evaluation 
Forms > Forms. The Evaluation Form Administration window appears 
(Figure 46). 

2. Click New. The Evaluation Form Name dialog box appears (Figure 47).

Figure 46. Evaluation Form Administration window

Figure 47. Evaluation Form Name dialog box
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3. Enter a unique name for the new evaluation form and then click OK. The 
Evaluation Form Templates dialog box appears (Figure 48). 

4. Choose a template from the drop-down list, and then click OK. The new 
evaluation form is added to the list of forms at the top of the Evaluation Form 
Administration window. 

You can now configure the newly-created evaluation form by completing the 
information on each tab on the lower part of the window.

Properties Tab

To configure the form’s properties:

1. Select the form in the list of forms at the top of the Evaluation Form 
Administration window. The form’s properties are displayed in the tabbed 
section at the bottom of the window (Figure 49).  

Figure 48. Evaluation Form Templates dialog box

Figure 49. Properties tab
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2. Select the Properties tab, and complete the fields as desired, or keep the 
default values.

Table 17. Properties Tab fields 

Field Description

Evaluation and Approval Settings

All Managers 
Evaluate

Select this check box if you want all managers to be able 
to evaluate contacts that use this evaluation form and 
that are made by agents in their group.

All Supervisor 
Evaluate

Select this check box if you want all supervisors to be 
able to evaluate contacts that use this evaluation form 
and that are made by agents in their team.

Evaluation Approval 
Needed

Select this check box if you want to require evaluation 
approval for contacts that use this evaluation form. You 
can enable evaluation approval for some or all of the 
roles listed. Managers, supervisors, and evaluators will 
be able to approve evaluations for agents in their teams 
or groups.

Description Descriptive name for the form. Default is the name of 
the template used to create the form.

Original Author The name of the person who originally created the form. 
Default is Administrator.

Last Author The name of the person who last updated the form. 
Default is Administrator.

Needs Improvement 
Percentage

The evaluation score range that indicates the agent’s 
performance needs improvement. Default is 0–74%. If 
you change the value, all other score ranges change 
accordingly.

Meets Expected 
Percentage

The evaluation score range that indicates the agent’s 
performance meets expectations. Default is 75–89%. If 
you change the value, all other score ranges change 
accordingly.

Exceeds Expected 
Percentage

The evaluation score range that indicates the agent’s 
performance exceeds expectations. Default is 
90–100%. This field is not editable. The value in it 
depends on the values set in the lower two score range 
fields.
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3. When done, click Save.

Header Tab

The header tab controls what contact information is displayed in the Evaluation View 
in QM Desktop and whether or not section comments are enabled for evaluations that 
use this form. This information can be edited no matter what the form’s status is.

To configure the form header:

1. With the form selected in the form list, choose the Header tab (Figure 50).

2. Select/deselect the information you want to appear, and then click Save.

Sections Tab

If you used the 0–5 Template or the Yes-No Template to create your new form, you 
already have sections set up. You can use these default sections as they are, or 
customize them to suit your needs by renaming them or deleting them.

If you used the Blank 0–5 Template or the Blank Yes-No Template, you will have to 
create sections.

Status The default status is Editable. Do not change the status 
of the form to Active until you have completed setting it 
up. See "Form Status" on page 106 for more information 
on statuses.

Table 17. Properties Tab fields (cont’d)

Field Description

Figure 50. Header tab
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There can be a maximum of 10 sections in a form. The score weight percentages 
assigned to the sections must add up to 100 percent.

To add a new section:

1. With the form selected in the form list, select the Sections tab (Figure 51).

2. Click New. The Section Name dialog box appears.

3. Enter a name for the new section, and then click OK.

The new section is added to the list of sections. Sections are automatically 
numbered from 1 to 10. 

4. Select the new section in the section list, and enter a score weight percentage 
for it in the Score Weight Percentage field. The total of all score weight 
percentages for the section must add up to 100 percent.

5. When you are finished adding new sections, click Save. 

To rename a section:

■ Select the section, click Rename, enter the new name in the Section Name 
dialog box, and then click OK.

To delete a section:

■ Select the section, click Delete, and then confirm that you wish to delete the 
selected section.

NOTE:  After deleting a section, the score weight percentages of the 
remaining sections will have to be changed so that they once again 
add up to 100 percent.

Figure 51. Sections tab
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Questions Tab

If you used the 0–5 Template or the Yes-No Template to create your new form, you 
already have questions set up. You can use these default questions as they are, or 
customize them to suit your needs by adding, editing, or deleting questions.

If you used the Blank 0–5 Template or the Blank Yes-No Template, you will have to 
create questions.

There can be a maximum of 10 questions in each form section.

To add a question:

1. With the form selected in the form list, select the Questions tab (Figure 52).

2. Select the Section tab to which you want to add questions, and then click 
New.

The New Question dialog box appears.

3. Type the new question, and then click OK. 

The new question is added to the list of questions. Questions are 
automatically numbered from 1 to 10. 

4. Select the KPI Question check box next to any question you want to designate 
as a Key Performance Indicator question. (See "Key Performance Indicator 
(KPI) Questions" for more information.)

5. When you are done adding questions, click Save.

To delete a question:

1. Select the question you want to delete, and then click Delete.

2. Click Save.

Figure 52. Questions tab
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Key Performance Indicator (KPI) Questions

A key performance indicator (KPI) question is one that is so important that, if it is 
scored as a zero (for questions scored on a scale of 0–5) or No (for questions scored 
as Yes/No) the entire evaluation is automatically given a zero score. An example of a 
KPI question is “Did the agent refrain from using foul language?”

You can designate as many questions as you want as KPI questions, and anywhere 
questions appear in QM (for example, when reviewing an evaluation or viewing 
reports), KPI questions are identified as such.

Even though a KPI question forces an evaluation to an automatic zero score, the 
scores of all questions and sections are still available for viewing, and must be 
completed as normal. 
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Backup and Restore
Introduction

There are two situations in which QM data is backed up and restored. 

■ Upgrading your system from earlier versions of QM to QM 2.6

■ Making a disaster recovery backup of version 2.6

Upgrades

When upgrading from version 2.3 or version 2.4 to version 2.6, the installation 
process automatically backs up your data and restores it to the newly-installed 
version 2.6. It is not necessary to manually backup and restore the data.

Disaster Recovery

You can back up and restore QM version 2.6 data using the BARS (backup and 
restore) command line utility that is installed with QM Administrator. 

There are three QM databases, SQMDB, SQMReportDB, and hibernate. 
SQMReportDB and hibernate do not store historical data. Rather, they store 
configuration information needed to ensure that reports work correctly. They are 
created whenever the QM services are installed. Therefore the SQMReportDB and 
hibernate do not need to be backed up. If they are ever deleted, they can be 
reinstalled by running the QM Configuration Setup tool, “Create Database 
Catalogs” (see “QM Configuration Setup Tools” in the Cisco Quality Management 
Installation Guide).

In the rest of this chapter, a reference to the QM database means the SQMDB 
database and not the SQMReportDB or hibernate database.

BARS backs up and restores the LDAP and QM databases. 

■ The LDAP database is backed up to your local computer.
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■ The QM database is backed up to a folder on the computer that hosts 
Microsoft SQL Server. 

NOTE:  After you back up LDAP and QM, it is advisable to copy the 
backup files to another location for safekeeping.

BARS and Cisco Security Agent

If Cisco Security Agent (CSA) is present on a QM server, it can interfere with BARS and 
prevent a successful backup and restore. For this reason, it is necessary to stop CSA 
whenever you backup and restore data, and restart it when you are finished.

Command Line Syntax

The BARS utility uses the following syntax:

bars.exe [-BL|-RL|-BD|-RD|-d=<file path>]

The options are case sensitive. They are defined as follows:

By default, the BARS utility is installed in the following location on the computers that 
host QM Administrator, the QM Database Service, and the LDAP Service:

C:\Program Files\Calabrio\WFO_QM\bin\bars.exe

Backing Up the LDAP and QM Databases

To back up the LDAP and QM databases:

1. On the computer that hosts the QM services, open a command window.

Option Description

–BL Back up the LDAP database

–BD Back up the QM database

–RL Restore the LDAP database

–RD Restore the QM database

–d=<path> Path of the location where backup files are stored, if it is not the 
default location. This location must already exist—BARS will not 
create the folder location during the backup process. This command 
is required when backing up an external database location.
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2. Navigate to the folder where the BARS utility is located and type:

bars.exe -BL -BD

3. Press Enter.

The utility creates the following backup files:

■ A QM backup file named SQMdbbackup.dat located in the C:\Program 
Files\Common Files\SQM\backup\SQMdb folder on the computer that 
hosts the QM Database Services. 

■ A number of LDAP backup files located in the C:\Program Files\ 
Common Files\SQM\backup\ldap folder on your local computer. The files 
are in XML format.

NOTE:  It is recommended that you copy the backup files to a secure 
location for safekeeping.

Restoring the LDAP and QM Databases

It may become necessary to restore your QM system from the backup files due to 
database corruption or some other problem. 

To restore the LDAP and QM databases:

1. Ensure that QM Administrator is closed.

2. Stop the following QM services:   

■ Quality Management DB Cleaner Service   

■ Quality Management DB Proxy Service

■ Quality Management Mana Service 

■ Quality Management Sync Service 

■ Quality Management Upload Controller Service

■ Quality Management Network Recording Service

■ Quality Management Monitor Service

■ Tomcat on the Voice, Screen, and Base servers

3. On the computer that hosts QM Administrator, open a command window.

4. Navigate to the folder where the BARS utility is located and type:

bars.exe -RL -RD –d=<path>

NOTE:  Use the –d=<path> option only if you moved the backup 
files to a location other than the default location (C:\Program 
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Files\Common Files\SQM\backup\). If the files are in the default 
backup location, you do not need to include this option.

5. Press Enter.

The LDAP and QM databases are restored.

6. Restart the QM services you stopped in Step 2.
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