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Preface

Purpose

Audience

This document explains how to adminstrate and provision the Unified
Contact Center Management Portal platform.

This document is intended for all users of the Unified Contact Center
Management Portal, from higlavel administrators to team supervisors.

The reader needs no technical understanding beyond a basic knowledge of
how to use computers.

Organization

Chapter 1, dUnified Contact Center

Provides information on the components that make up the Unified
Contact Center Management Portal and the configuration that needs to
be done for each.

Chapter 2, AnWeb Servero

Explains how to geup the essential users and equipment within the
Web Server so that tenant users can use it to view reports and perform
administrative tasks upon their own resources, such as importing data
from an ICM into a tenant folder.

Chapter 3, ASysetem Provisionin
Introduces system security and system management and explains
where to find further information.

Chapter 4, fABul k Upl oadbo

This chapter details the process required to bulk upload dimension
data into the Unified Contact Center Management Portal, thdatap
used to do so and details on how to understand any upload failure.

Chapter 5, AAudit Trail so

Describes the audit histories of individual items and the audit report
used to measure actions taken upon entities in the Unified Contact
Center ManagemenbRal.

Chapter 6, "System Architecture"

Describes how the system operates, including system architecture,
possible resource states and the effects events have on these states.

Chapter 7, "System Operations”

Describes best practices within the Unified Coh@enter
Management Portal system, and the management of the Database
Servers.

Chapter 8, fAProvisioning Component
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Explains how to use the Provisioning component monitoring web site
for the Unified Contact Center Management Portal Provisioning
component. This allows support agents to monitor busy times,
capacity statistics, event logs and so on, and provides access to audit
reporting for the Unified Contact Center Management Portal.

Chapter 9, ASNMP Configurationbo

Explains how to set up SNMPaps for the Unified Contact Center
Management Portal Provisioning component, and describes the traps
that it raises.

Obtaining Documentation, Obtaining Support, and
Security Guidelines

For information on obtaining documentation, obtaining support, pryidi

documentation feedback, security guidelines, and also recommended

aliases and gener al Cisco document s, S
Cisco Product Documentation, which also lists all new and revised Cisco

technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
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1 UNIFIED CONTACT
CENTER MANAGEMENT
PORTAL OVERVIEW

Operational Overview

The Unified Contact Center Management Portal is a sfigerver
components that simplify the operations and procedures for performing
basic administrative functions such as managing agents and equipment,
and provide a common, wdiased user interface within the entire Cisco
IPCC Hostednd Enterpris&ditions product set.

The Unified Contact Center Management Partadsists ofour
components:

A TheDatabaseserver component, which utilizes an application called
thelmporter to import enterprise data from different data souncts
a Microsoft SQL Server 200Banagement information database. The

database consists of separate database elements that sit on top of SQL

Server and which provide data to different reporting elements:

0 TheRDBMS Database(known as thé&atamar) holds the
importedenterprise data

0 TheReporting Services Databasamports and processes data
from the datamart so that SQL Server Reporting Sercaes
use it to populate reports

A TheApplication server component manages security and failover. It
manages security by ensuring that users canwely specific folders
and folder content as defined by their security login credentials. It

verifies that a user is valid and then loads the system configuration that

applies to that user. It also manages failpselif one database server
fails, the appication can automatically retrieve the required dateavia
alternative database server

A TheWeb server component provides a user interface to the platform
that allows users to interact with report data, as well asipeirig
administrative functions

A TheData Import server component is an Extract, Transform and
Load (ETL) server for data warehouses. The Data Import component
imports the data used to build reports. It is designed to handle high
volume dataficty such as call detail records as well as tlada is
rarely changeddimensionssuch as agentperipherals and skill
groups

If these components are installed on more than one machine, the Data

ImportandDatabase components are normally installed on the Database

Server. The Application and Web cooments are usually installed on the
Web Application Server

Administration Guide for Contact Center Management Portal Release 7.5(1)



2 WEB SERVER

The Unified Contact Center Management Portal web component is a

browserbased management application designed for use by contact

center/system administrators, business users and mgrend he host

administrator does not administrate the web component server ort@ day

day basis, but must set up a tenant administrator user to do so, and a tenant
folder in which to put all the tenant 0:

Further information on the web seniervailable from th&ser Manaul
for Unified Contact Center Management PorRdlease B(1).

Import a Tenant from the ICM

All tenant data in the Unified Contact Center Management Portal platform

is derived from imported customer definition data on thd.I&ll changes

to the customer (tenant)dateep er f or med using Ciscobs C
Manager.

How does it work?

The Unified Contact Center Management Portal maintains a complete data
model of the contact center equipment to which it is connected and
periodically synchronized. In addition to configuration information, for
example agents or skiffroups, the Unified Contact Center Management
Portal can optionally record the events logged by the equipment, such as
call records for management information aegorting purposes. The

Unified Contact Center Management Portal data model and
synchronization activity allows for items to be provisioned either through
the Unified Contact Center Management Portal's Web interface or from

the standard equipment specifiger interfaces.

Portal Users

In regards to the Web component server there are typically a small number
of different user types:

A Thehost administrator is responsible for the whole platform and
therefore has a view acrodbkthe equipment and resources

A Thetenant administrator is responsible for the slice of the system
assigned to theehant by the host administrator

A Thetenant userhas access only to the resources and tools assigned by
the tenant administrator. Several sii@isses of tenant user may be
created by the tenant administrator using user groups and roles to
achieve their business requirements, for example one type of user may
beable to add information notices

On a new system the host and tenant administrators perform their
respective tasks befthe tenant user is given access to the system. These
tasks are detailed below.

Administration Guide for Contact Center Management Portal Release 7.5(1) 9



Host Administrator First Steps
The Host administrator is responsible for:
A Creating a tenant

A Ensuring that the tenant equipment (peripherals) are cortectited
in the terant folder

A Creating an aministrator user for each tenant

A Adding them to the administrators grofap the tenanand assigning
any specific roles

Note To map a prefix to a tenant for the importing of ICM data, the user must
havehost administrator privileges.

Configuring Imported Resource Data

After the initial data import, resources imported from CallManagers
associated with specific tenants will be stored in those tenant folders
Where multiple tenants share a CallManager, resources will be put in the
Unallocated folder and the administrator must place these in the
appropriate folder Resources associated with more than one tersarh

as phone types and button templasksuldbe placed ira subfolder othe
Shared foldethat should be set toe readble only by users from those
tenants.More information on how to manage security in the Management
Portal can be found in théser Manual for Cisco Unified Contact Center
Management PortaRelease B(1).

Caution: Resources magot be movecdut of tenantolders

Prefixescan beused to search through iteinsthe Unallocated foldeand
identify the specific items to be moved into a selected tenant folder.

Note
A You can onlymap a prefix to a tenant folder

A Any single item moved to a folder is excluded frima prefix
management import job to prevent it from beintpaatically moved
by the system

To view the prefixes in the systethatapply to tenant folder data:
1. Click Tools. TheTools page is displayed
2. Click System Manager TheSystem Manageipage is diglayed

3. From theFilter drop down list selectenant. The page refreshes
and the tenant folders in tkgstem are displayed as a list

4. Click the properties icon displayed next to the prefix name. To the
right of the screen thdpdate the details for the seleted tenant
folder section is displayed

5. Click theView Prefixes...link. The prefixes associated with the
selectedenant are displayed as a list

To createa prefix (add a prefix to a system folder), click Greate
Prefix button. TheCreate a Prefixpageis displayed. Perform the
following:

Administration Guide for Contact Center Management Portal Release 7.5(1)



1. InthePrefix field enter the prefix

2. From theType drop down list, select the system resource type to
which the prefix is to be applied

3. InthePriority field enter a uigue numerical value (09999)
4. Click OK

To edit a prefix, click the properties icon displayed next to the prefix
name. To the right of the screen thpdate the details for the selected
tenant sectionis displayed.

1. You may only modify the name entered in Brefix field
2. Click OK
Note Once a prefix hasden created, its type cannot be changed.

To assigna priority to a prefix, use the up or down buttons displayed next
to the prefix name. The higher the prefix is in the list, the more relevant
and useful it is to your data.

To deletea prefix, select theenant folder in the tree whose associated
prefixes you wish to view. The prefixes associated with the selected folder
are listed.

Click the red cross displayed next to the prefix you want to delete.

Single Sign-On
By default, it is necessary for usersagih to the Portal every time they
connect. The Portal can, however, be configured to use SinglOgign
(SS0), which allows users to connect without logging in by linking their
Portal user accounts with their Windows user accounts.
Note Users cannot logivia SSO over a proxy connection.

Caution Setting upSSOwill delete any existing Portal user accounts which are
not in domain login format. You will need to set up new Portal user
accounts for all existing users

Administrator Account Setup

Warning It is vital that a new administrator account be set up correctly as the
existing administrator account will be deleted when SSO is configured

1. LogintothePortabs 6éadmi ni stratord

2. IntheUser Manager, create a user account to be the new
administrator accountThe login name should be of the form
<DOMAIN>\<your domain login>, for example
CCMPDOM\jsmith. The password should conform to the
password security specified in System Settings, but will never be
used

Click on the new user and open tBeoups tab
Click Add to Group

Check the checkbox of tledministrators group
6. Close and save

Administration Guide for Contact Center Management Portal Release 7.5(1) 11
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You may now proceed to configure SSOtlee Management Portal

Configuring Management Portal Authentication

1. From the location where you installdte Management Portéhis
will normally be C\Program File§Management Portglnavigate
to theApplication Server folder

2. Open the XML file
Exony.Reporting.Application.Server.exe.config
Note Some text editors, such as Wordpad, will not save an XML file correctly,
which will cause prblems withthe Management PortaAlways back up
the config file before making changes.

3. Locate the section:

<Exony.Reporting.Application.Security.Security>
<setting name="Authentication" serializeAs="String">
<value>Portal</value><! -- SSO|Portal - ->
<[setting>
</Exony.Reporting.Application.Security.Security>

and change Portal to SSO

<Exony.Reporting.Application.Security.Security>
<setting name="Authentication" serializeAs="String">
<value> SSGx/value><! -- SSO|Portal -- >
</setting>
</Exony.Reporting.Application.Security.Security>

4, Save and close

5. Runservices.ms@nd restart th¥lanagement Portal
Application Server service

6. Openinternet Information Services (1IS) Manager and select
Web Sites > Default Web Site

7. Rightclick onPortal andselectProperties
8. On theDirectory Security tab:
A Ed i tAushentication and access control

A Ensure that onlyntegrated Windows authenticationis
checked. Uncheck any other options, particul&rigble
anonymous accesgormally found at the top of the
window), and clickOK

9. On theCustom Errors tab:
A Select each 401 errorinturn andclEeld i t é
A Ensure théviessage typeis File

A Ensure thé-ile: is set to théPortalredirect401.htm file
which is by default found &:\Program Files
\Management Portak\Web\redir ect401.htm

10. Click OK to close théedit Custom Error Properties window.
Leave IS open, as you will need to restart it when you have
finished configuring SSO

12 Administration Guide for Contact Center Management Portal Release 7.5(1)



11. From the location where you installdte Management Portéhis
will normally beC:\Program FilesManagement Portal)), right
click on theWeb folder and clickProperties

12. On theSecurity tab, clickAdvancedand ensure that thadlow
inheritable permissions from the parent to propogate to this
object and all child objects option is checked

13. Give ReadandRead & Executeproperties on the Web directory
to all domain users who should have accesseédManagement
Portal

Note It may be advisable to creatdartalUsers group that futuf@ortalusers
can be added to to avoid the necessity of performing #yisrepeatedly

14. Click OK to close théAdvanced Security SettingandWeb
Properties windows

15. Double click on théVeb folder and open thereb.configfile
16. Locate the section:

<setting name="AuthenticationProvider" serializeAs="String">
<value>Portal</va lue><! -- SingleSignOn|Portal - >

and change Portal to SingleSignOn:

<setting name="AuthenticationProvider" serializeAs="String">

<value> SingleSignOn </value><! -- SingleSignOn|Portal - >
17. In IIS, rightclick on the current machine and selait Tasks >
Restart 11Se

You will now be able to accesise Management Portilbm your domain
account without logging in.

Managing Users with Single Sign-On
Once SSO has been set up Palltalusers must be givenRortallogin in
the form <DOMAIN3<Windows domain Igin>. This means that
previouslyexistingPortaluser accounts must be recreated in the new
format before any users can login.

Each time a new user is givefPartalaccount, that user must either be
givenReadandRead & Executeproperties on the Web dictory as
described above, or added to a user group that has those permissions.

Each new user will also need to atid Portato their list of trusted sites
in Internet Explorer.

Creating a Tenant Administrator

1. Click on theToolslink at the top right othe web page to display the
Tools page

2. Click on Security Manager, and theSecurity Manager page is
displayed

3. Click on theUserstab to the top left to access theer Browserpage.
4. Select the tenant folder and clislew

Administration Guide for Contact Center Management Portal Release 7.5(1) 13
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5. Fill in the following fields:

A In theUser Namefield enter the name as it will appéarthe
system for the new user

In thePasswordfield ente the password for the new user

In theConfirm Passwordfield re-enter the selected password
In theFirst Name andLast Namefields enter the userdetails
In theEmail field enter tle email address of the new user

A In theDescription field enter ag explanatory text, if required

6. Select theAdvanced Modecheckbox and any of the following
checkboxes if applicable:

A TheEnabled checkbox to ensure that theer is live in the
system. If unchecked the new user is savaldrsystem but
cannot access it

A TheUser must change password at next Logocheckbox to
prompt the new user to change thaisgword after their first
login

A ThePassword Never Expirecheclox to assign the passwio
to the new user indefinitely

A TheUser cannot change passwordheckbox to prevent the
new user from betpable to change their password

Note Only the User Name, Pasamd and Confirm Password fieldse required.
7. Click OK. You arereturned to th&Jser Browserpage

LB > > >

Assigning Administrator Privileges

Now you must give the tenant administrator the permissions necessary to
manage the system. This is done by assigning the new user to the
administratiorgroup that was automatically cted when you created the
tenant.

1. Click on the properties icon for the administrator user to display the
Edit User page

2. Click on theGroups tab to show the available groups
Note All users created are automatically assigned to themxenant Users.

3. Sekct the grouptenant>Ad mi ni strator s. The
automatically updated so that they can manage users, folders,
information notices and folder aarity within the tenant folder

Using the Agent Password Reset Utility

Cisco Unified Communidaéons Management Portal 73j(provides a
Change Your Agent Passwautllity from which agents can change their
own passwords.

This page is reached by navigating to the URLp://<Portal Web
Server>/Portal/agent_managpassword.aspxYou do not need to have a
Portal user account to use the Change Your Agent Password page.

Administration Guide for Contact Center Management Portal Release 7.5(1)
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To change a password:

1. Enterthe Agent UsernamgThis is the login name that you use to
log into the peripheral

2. Entertheagents currerpassword.

3. Enter your new passwofdr the agentand confirm.

Note Password changes are subject to a small time delay whilst the
they are committed to the Cisco Intelligent Communications
Manager.

Password Complexity Rules

Passwords for agents must confomirie password complexity rules
defined in the Cisco Unifie@ommunicationd/lanagement Portal.

The following settings may be configured:
A Password Format
A Minimum Password Length
A MaximumPassword Length

For more information about changing the password éexity rules in
Cisco UnifiedCommunicationdlanagement Portgbleasereferto the
section on Security Settings located in the User Manual.

Administration Guide for Contact Center Management Portal Release 7.5(1) 15



3 SYSTEM PROVISIONING

All system and security management for the Management Portal is
performed through the web erface. For further information on how to
use the web interfac@lease see the accompanywger Manual Most
system and security management after the initial Setogrformed by
individual tenant administratars

Security Management

Security Managemeran be thought of as thegeess of determing
which usersan perform which actions in which folderghis involves
creating and managing the following entities:

A Folders The security system used by the Management Pottakisd
on a hierarchical foler structure where child folders may inherit
permissions from their parent. This means that the folder hierarchy
should ideally be designed with security requirements in mind

A Users and GroupsUsers can be assigned to groups of users with the
same securitpermissions. A number of predefined groups with
commonly required permissions are provided

A Roles and TasksThe actions that can be performed within a folder.
Each task is an individual kind of action, such as browsing resources
or managing informationatices. These tasks are collected together
into roles. For example, you could create an Auditor role that included
the ability to manage audit reports, browse audit reports, and browse
resources, and then assign individual users the ability to perfatm th
role within certain folders

Note For each role a user or group is assigned, they must also be assigned an
equival ent gl obal rol e. Removi ng
to perform the corresponding ngfobal roles anywhere within the
system, meaning it is possible to remove permissions in a single click
where necessary. The default groups have the correct global permissions
preassigned.

Security is explained in more detail in tBecurity Managemeghapter of
the User Manual

System Management

The System Manager tool allows the usecrEate and manage resources
and resource folders within a hierarchical folder structlsers with

sufficient security privileges can access and manage the entire contents of
the system via thBystem Mangerinterface.Thislets you remotely

configure and administéey aspects of your IPCC system.

Administration Guide for Contact Center Management Portal Release 7.5(1)



4 BULK UPLOAD

The bulk upload tool is used to import hundredesegburcdtems into the
Unifed Contact Center Management Portal Platfatiis. usedto generte
dimensios such as an Agent or a Skiiroup by filling indimension
attributes using the standard CSV format.

All CSV filesrequireheaders whicklictatewhere each value go€ko
facilitate this the Unifed Contact Center Managemret Portal uses
temphtes Templates are a CSV file with all the headers set up. There is a
Template for every dimension tyger examplepne for Agents, one for
Skill-Groups and so forth.

Note Templates do not inform yahe value typallowed in the fieldfor
example numeric values.

Member Attributes

Member attributes such as Peripheral Member or Desk Setting Member
can always be removed from the CSV file completely, this means the
relationship will never be set in any row in the CSV file. Alternatively you
canleave tlis field blank, so there will be no relationship for thatticular
row.

Editing CSV files

You can use Notepad, or any other feased editor to edit CSV files.
Excel also offers support for CSV files so you can edit these in a familiar
environment whilsmaintaining the integrity of the CSV format.

NoteThere are a few known issues with Excel and the CSV format. If you find
the CSV is corrupt after editing it in Excelit the file in a standard text
editor such as Notepad and check the file for missomymas.

Template Guide

This section runs through every Template and describes the columns
included in the Template.

For further information about the Data Type column in the tables below
see théData Typeson page 23

Global Template Columns
These columns are common to every template file.

TheRequired? column in the tables below tells you if you can remove the
column should you not wish to set a value. An asterisk indicates that this
columncannot support a field that is empty.

The Description column tells you if you may leave the field blank.
Anything with No in this column must appear in every CSV file otherwise
the upload will fail.
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COLUMN
NAME

DATA -
TYPE

REQUIRED?

DESCRIPTION

Path

Path

No

Describes where in the Tree
the dimension will be createq
If you wish to supply the pat}
in the bulk upload screen, yg
must remove this column

Note If you leave the column
present and do not set
value, it will attempt to
upload into the Root
diredory, which is valid
for items such as
folders, bumnotfor
resource sut as Agent
or Skill Group.
Removing the column
completely allows you
to control the path via
the bulk upload control
screen.

Name

SNC

Yes*

The name of the dimension i
the Portal. Tls must be

uni que and wo
provisioned.

Description

Yes

Describes the dimension
beingcreaed. Ths never gets
provisioned.

Enterprise
Name

SNC

Yes*

The namdor the dimension
being created. This does get
provisioned an@dannotbe
omitted.If you leaveit blank
an Enterprise nanis
generatedor you.

Effective
From

Date

No*

The date from which the
dimension is active from,
default is today.

Effective To

Date

No*

The date from which the
dimension isnactivedefault
is today.
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Agent Template

COLUMN DATA- REQUIRED? | DESCRIPTION

NAME TYPE

Peripheral | Enterprise| Yes* The Peripheral to assign th

Member Name Agent to.

Desk Setting| Enterprise| No* The Desktop this Agent wil

Member Name use.

Agent Team | Enterprise| No* The team thisgent belongs

Member Name to. The team must be on th
same Peripheral otherwise
provisioning will fail. This
column may also be subjed
to capacity limitations. &
exanple, there may only be
SO0 many agents allowed in
team and that team has
already reached its capc

Portal Login | - No This column is a placeholds
for a future feature and
cannot be used yet. It is
recommended that you
remove it before uploading

First Name | SNC Yes* The first name of the agent

Last Name | SNC Yes* The last name of the agent

Login Name | SNC Yes* The peripheral login name
for the agent.

Pass Phrase| Password| Yes The peripheral login
password for the agent.

Supervisor | Boolean | No Indicates whether the agen
i's a supervi
create a Portal user, as thig
is a future featurehowever
it enables you to bind this
agent to a domain login
name.

Peripheral | Numeric | Yes* The service number as

Number known at the peripheral,
note that you cannot leave
this field empty.

Agent State | Y/N No Indicates whether the

Trace

software collect agent state
trace data for the agent.
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Domain NETBIO | No-if Agent | The login name for the
Login Name | S Login |isnota domain user the agent is
Name supervisor bound to. This is only
relevant if the Supervisor
field is set to TRUE.
Example:
DOMAIN\USERNAME
Domain NETBIO | No-if Agent | The username of the doma|
User Name | S is not a user. So for theogin-name
Username| supervisor DOMAIN\USERNAME,
the Username is simply
USERNAME.
Folders Template
COLUMN DATA- | REQUIRED? | DESCRIPTION
NAME TYPE
Security Css No Allows you to set security
Styled on the folder you upload.
List To see an example, see
Incorrect Data type
Example on page 23
Agent Desktop Template
COLUMN DATA - REQUIRED? | DESCRIPTION
NAME TYPE
Wrap up Numeric | Yes * Indicates whether the age
Incoming is allowed or required to
Mode enter wrapup data after an
inbound call.
0= Required
1 = Optional
2= Not allowed
Wrap up Numeric | Yes* Indicates whether the age
Outgoing is allowed or required to
Mode enter wap-up data after an
outbound call.
0= Required
1 = Optional
2= Not allowed
Wrap-up Numeric | Yes* The amount of time in
Time seconds (47200) allocated
to an agent to wrap up the
call
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Remote Agent Numeric | Yes * Even though this field is

Type mandatory, iis not actually
used until version 7.2 of
ICM, see the ICM
documentation for more
details.

Agent Team Template

COLUMN DATA - REQUIRED? | DESCRIPTION

NAME TYPE

Peripheral Enterprise | Yes * Same as Agent Periphera

Member Name Member.

Dialed Enterprise | No The dialed number to use

Number Name for this Agent team.

Member

Enterprise Skill Group Template

This does not contain any dimension specific columns.

Skill Group Template

COLUMN DATA - REQUIRED? | DESCRIPTION

NAME TYPE

Peripheral Enterprise | Yes * Same as Agent Peripherg

Member Name Member.

Peripheral Numeric | Yes * Same as Agent Periphera

Number Number.

Peripheral SNC No * The name of the Peripher

Name as it is known on the site.

Available Numeric No The value for this Skill

Hold-Off Group insteadf using the

Delay one associated with this
peripheral.

IPTA Y/N No Indicates whether the ICM
picks the agent.

Service Level | Numeric No The service level

Threshold threshold, in seconds, for
the service level. If this
field is negative, the valug
of the Servie Level
Threshold field in the
Peripheral table is used.
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Service Level | Numeric No For NorIPCC Enterprise,
Type indicates how the ICM
software calculates the
service level for the
service. See the ICM
documentation to
determine value meaning

Valid Values are 0, 1, 2 or
3.

Default Entry | Numeric No Normal entries are 0
(zero). Any records with g
value greater than 0 are
considered a default skill
group for configuration
purposes. Records having
a value of 1 are used by
OPC as the default target
skill group.

Extension Numeric Yes * The extension number for
the service (used by
Lucent DEFINITY ECS).

User Variable Template
This does not contain any dimension specific columns.

Using the Bulk Upload Tool

To use the bulk upload tool, perform the following:eé@pheSystem
Managementpage, select the required tenant, clickipioad and then

select the item types you want to bulk upload from the drop down list. The
Bulk Upload Control page is displayed.

Note This path will only be used if you have removed Ba¢h column in the
CSV file. This is not relevant for folders as the path option is not available.

Firstly select a template for your chosen dimension. The template link is
present in the horizontal toolbar near the top of the page. Once selected, a
downloa box is presented allowing you to save this CSV file onto your
machine.

Once saved you can open it in the editor you require and begin to enter
your data or paste it from another source.

Return to théBulk Upload Control page and make sure the path is se
correctly. Browse to the CSV file you have just entered the data into. Click
Upload.

A progress bar at the bottom of the screen displays the upload progress.
Note Do NOT upload more than 500 items per CSV file.
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If something goes wrong, pause the uplead check why an item failed.
For further information about how an upload can fail, please see the
Reasons for Uploadrailure on page 24

If the upload tool encounters a problem that affects all rows andstot ju
the current one, an alert box appears
description and will return you back to tBelk Upload Control page.

Once every row has been processed a summary dialog appears to inform
you of how many rows failed and how many pas§tdase note this

dialog does not give you the result of provisioning these items; only the
result of uploading the items into the Unifed Contact CenterManagement
Portal system.

Data Types
The following data types are used:

A SNCmeans Standard Naming Contien and is the sae as the Ul
allows in the namefields on the provisioning pages. That is,
alphanumeric characters, no exclamatiwark or hyphens, and so on

A BOOLEAN means one of the following values:

A TRUE
A FALSE
A Empty field. Leaving these fields emypdefaults the field to
FALSE
A YIN is similar to Boolean however it can only contain the values Y or
N
A Date format is the universal date format <YeasMonth><Day> for
example 200®8-30
A Any Data Type marked with a hyphei fneans that there are no

constaints on whayou can put in the field (except for the constraints
imposed by the native CSV format)
Incorrect Data Type example

It is vital to nake surdhatthe values you placin the émplate are of a
valid datatype.In the example below, an alphaloatiata type has been
used instead of a numeric one for a single field.

Name,Description,PortalLogin,FirstName,LastName,LoginName,Peripheral
Number,BadAgent,imported agent,bada,bada,bada,bada, p

Note Some required columns have been omitted for the sakmplicty.
This produces the following error:

System.invalidCastException: The Peripheral Number is not numeric

Agent Security Field Example

Dosstyled Syntax Example:

<USERORGROUPNAME>:<ROLENAME>;<USERORGROUPNAME>:<ROLENAME>[:<MULTIPLE
ROLENAMES>]
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This isan example of what can be put into S8ecurity field in the agent
CSV file.

/I #1 a single user with a single role

Administrator:Tenant User

/I #2 a single user with more than one role

Administrator:Tenant User:Tenant Supervisor

/I #3 multiple users

Admin istrator:Tenant User:Tenant Supervisor;Userl:Tenant User

Users are separated by semicolons, and the user and roles are separated by
colons. This is very similar to the CSS syntax with the exception that a

user or group can have multiple roles rather thaalue.

Reasons for Upload Failure
The table below details the causes as to why an upload can falil.

EXCEPTION TYPE REASON

No Capacity Left The capacity limit has been reached

Enterprise Name Already Exist{ The enterprise name already exists.

Login Name Already Exists The peripheral login name already
exists.

SQL Exception The SQL error during upload, usuall
due to bad data.

Argument Exception An attribute contains a bad value. It

usually an exception because you
have an empty string in theath
column when attempting to upload
items which cannot live in theoot

folder.

Security Exception You do not have security permissior
to upload to here.

Format Exception Invalid data in a column.

No Identity Available Identity not available.
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5 AUDIT TRAILS

The Unified Contact Center Management Portal enables provisioning users
to view the audit histories of individual items. Users with sufficient
privileges can run an audit report on the Unified Contact Center
Management Portal platform itself.

Theseaudit trails display events that relate to operations that have been
performed within the platform, such as move agent, delete skill group and
so forth.

Audit Histories

Each individual resource has its own audit history, showing all the events
that have ocurred on that resource. This can be accessed from the History
tab when examining the resource in the System Manager.

The Edit Filter link allows you to choose to view only those events which
were successful, or those events which failed, or to selestetimt took
place between certain dates.

Some events are linksliak on these to open up a table showing detdils
the event.

Finally, by clicking the icon associated with certain events, you can switch
to viewing the other item involved.

Audit Reports

Audit reports are viewed from the Reporting tool.

Setting up Audit Reporting
Audit reports are uploaded as part of the installation and commissioning of
the Management Portal. Before an audit report can be viewed, however, it
is necessary to set up abkt ongarameter set
Parameter Sets

Parameter sets determine what data is displayed. For example, a report
parameter that is a single tenant will produce a report that displays only
data associated with that tenant. Parameter sets should not bedonfus
with report parameters, which are set at the time of viewing the report and
determine which parameter set is used and how the report is laid out.

To create a parameter set:
1. Click Reportsto open the Reporting tool

2. Click theParameter Setsoption. The Peameter Sets page will be
displayed

3. Select a folder. All the parameter sets for the selected folder will
be displayed

4. Click onNewto display the Create a hew parameter set page
5. Select the item type to view from thlem type drop down list
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6. Click Create Paameter Set

7. From theFolderstab, select the folder containing the resources,
and choose whether you will be adding items in subfolders as well

8. From theResourcedab, select the resources. You may choose to
see resources only from the folder you havectetl, or from its
sub folders also

9. Click Add to add the specified resources to the parameter set

10. You may also remove resources from the parameter set by
checking them and clickingemove

11. Select thesave Asoption
12. In theNamefield enter a name for the naeport (parameter set)
13. Click OK

Vewing an Audit Report
More information on viewing reports is available in the User Manual.

There area number ofudit reports available for use within the
Management Portal. These are:

A

Audit Data Report This report showsvery provisioning change that

has occurred within the system during the specified time period. This
includes the name of the resource, the name of the user who made the
edit, and whether the change was successful

Daily Audit Summary This summarizes thehanges made to
resources during the day, showing the percentage and total of
successful and failed changes at different times for individual items

Weekly Audit Summary This summarizes the changes made to
resources during the last week, showing the pesigerdnd total of
successful and failed changes on different days for individual items

Monthly Audit Summary This summarizes the changes made to
resources during the last month, showing the percentage and total of
successful and failed changes on diffeayts for individual items

Monitor Report This shows theurrent state ofthBor t al 0 s
connections, essentially providisgstemmonitoring (see Chapt&r
on pagetl) through the web interface
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6 SYSTEM ARCHITECTURE

The Unified Contact Center Management Portal system architecture is
shown below. The top half of the diagram is a traditional three tier
application. This includes a presentation layer (an ASP.NET web
application), a business logic applicat server and a SQL Server 2000
database. The lower half of the system architecture is a process
orchestratiorand systems integratidayer called théata Import Server

Web Application
I |
|

Application Server
I Monitoring
Commands Service

Portal Database

- HDS/AWDB

Data Import Server

l Microflow

Microsoft Reporting Services

CallManager/ICM

config

System
Pipeline

Web Application

The user interface to the Unified Contact Center Management Roria

a web application that is accessed by a web browser (Microsoft Internet
Explorer). Access to the Unified Contact Center Management Portal
application is gained through a secure login screen. Every user has a
unique user name. This user name iggags privileges by the system
administrator, which define the system functions the user can access and
perform.
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The user interface is tirreone aware and connections to it are secured
through HTTPS. The web application is hosted on the server by Microsoft
Internet Information Services (lIS) and so is suitable for lockdown in
secure environments.

Application Server

The Unified Contact Center Management Polgplication Server
component provides a secure layer in which all business logic is
implemented. Th application server component runs in a separate service
and is always hosted with the web server component. The application
server component also includes caching to improve performance and
audits all actions taken by logged in users.

Reporting Services

The Unified Contact Center Management Paurtdiizes Microsoft

Reporting Servicestechnology for generating reports. Microsoft
Reporting Services is an integral part of SQL Server Enterprise Edition.
The Unified Contact Center Management Pgotalides dlexible

reporting system in which reports are authored in the industry standard
Report Definition Language (RDL).

Data Import Server

TheData Import Server component is an Extract, Transform and Load
application for the Unified Contact Center Manageniontal. The Data
Import Server component imports the data used in the Unified Contact
Center Management Portal. It is designed to handle high volume data
(facts), such as call detail records as well as data which is changed
irregularly (resources), such agents, peripherals and skill groups.

The Data Import Server component is also responsible for monitoring
changes in the Unified Contact Center Management Paygégm and
ensuring that those changes are updated onto the Cisco ICM and
CallManager. The Oa Import Server component orchestrates the
creation, deletion and update of resources to the Cisco ICM and
CallManager.

TheMicroflow Runtime is the heart of the Data Import Server

component. It orchestrates systems without resorting to low level
programming languages. The Microflow Runtime is a general purpose
scripting environment and can be applied to a wide range of problems. The
termmicroflowdescribesany modular, reusable and independent unit of
business logic. An example microflow might updateagent on the Cisco

ICM when changes are made in theified Contact Center Management
Portalweb server component.

Resource States

A resource is any kind of entity on the Cisco ICM or CICM and
CallManager, for example agents, teams, skill groups and phaté¢he
resources in the Unified Contact Center Management Rtitipate in
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astate machine A state machine is a collection of states which a resource
will progress through during its lifetime. It is important to understand the
state machine wheanouble shooting problems in the Unified Contact
Center Management Portal. The states are shown below:

Pending Active
Initial state for all resources created
through the Portal interface

Ready Error
The normal stable state for a resource. Error Signals a problem with

Indicates resource has been full
A
Delete Pending

provisioned on external systems
Delete Confirmed 4

Final state for all resources. Resources Delete Confirmed

deleted from external systems are
retained in the Portal for audit purposes

Pending Active

provisioning a resource. Resources
can be edited while in this state

Delete Pending

Signals the resource is in the process
of deletion from all external systems

State Descriptions

Synchronize

Synchronizeis the initial state for all dimension items created through the
Unified Contact Center Management Portal.

It is also the initial state for any dimension item that is created by the
importer. This ensures that dimension items created on an external system,
such as a CICM, are provisioned on all other systems controlled by the
Unified Contact Center Managemd®rtal such as the CallManager.

Each dimension type (agent, tenant, skill group and so forth) has a separate
idempotentSynchronizemicroflow. (Byidempotentt is meant that no

matter how many times the microflow is launched, conflicts or errors will

not be generated as a result). The role ofSechronizemicroflow is to

bring all externally controlled systems in line with the Unified Contact
Center Management Portddtabase.

When a dimension item is in tl8ynchronizestate, no updates are
acceptedrom importer microflows, with the exception that the item may
be changed to theelete Pendingstate. This business logic ensures that
the Unified Contact Center Management Pattghbase acts as conflict
master.

Ready

Readyis the normal state of a dension item in the Unified Contact
Center Management Portdtabase. It indicates that the dimension item
has been fully provisioned on all the external systems controlled by the
Unified Contact Center Management Portal.

If the user interface edits a dingon item then it is changed to the
Synchronizestate. If an importer microflow updates a dimension item
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Error

(perhaps the agentdés name was changed

changes to th8ynchronizestate.

TheError state signals that an erfioas occurred while provisioning a
dimension item.

There are two methods to resolve the error state of a dimension item. The
first is to delete the dimension item either through the Unified Contact
Center Management Portader interface, or in an extetrsgstem. In both
cases the state of the dimension item is changBeélete Pending Note

that if the dimension item is deleted on an externally controlled system
then it is the importer microflow that changes the dimension item to the
Delete Pendingstat.

The second is to edit the dimension item in the Unified Contact Center
Management Portaiser interface, which changes the state to
Synchronize

Delete Pending

This state signals that the dimension item is to be deleted from all external
systems.

TheDELETED flag andEFFECTIVE_TO fields on the dimension item
row in theTB_DIM_ITEM table must be set in the transition to this state.
User interface operations are not allowed on a dimension item which is
Delete Pending editing in particular. Once it hdmeen changed tDelete
Confirmed then the dimension item can be reactivated.

Each dimension type (agent, tenant, skill group and so forth) has a separate
idempotenDelete Pendingmicroflow. ({ldempotenimeanghat no matter

how many times the microflow launched, conflicts or errors will not be
generated as a result). The role of fldete Pendingmicroflow is to

delete the item from all externally controlled systems. Once all the changes
have been made, the dimension item is changed Ddlste Confimed

state.

The underlying delete business functions in the Unified Contact Center
Management Portal ConAPI (ICM) and CallManager connectors always
check to see if the dimension item is validdrefstarting a delete
operation

Delete Confirmed

A dimensionitem changes to thBelete Confirmedstate once it has been
deleted from all externally controlled systems. Tiatete Pending
microflow runtime ensures all externally controlled systems are updated
before the transition occurs. The microflow must alsaenany
memberships are reset, for example the deletion of an agent may first
require it to be removed from any agent teams.

The only action allowed in theelete Confirmedstate is to reactivate the
dimension item (reactivating dimensions such as agetparticularly
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powerful feature in the user interface) which returns it tdSyrechronize
state ready for provisioning. TREELETED flag andEFFECTIVE_TO
fields on the dimension item row in thi®&_DIM_ITEM tablemust also
be reset as part of the reaeti® transition.

User Interface

The user interface can only edit dimensi@ms which are in thError
andReadystates. Dimension items in t&gnchronizeandDelete
Pendingstates cannot be edited until the system has processed the
dimension item. Therare a number of exceptions to this rule where
effective dates can still be changed in 8ymchronizestate.

TheError state is particularly important as it catches all the dimension
items that could not be provisioned. The normal use dEthar stateis

to hold resources that need to be edited before being provisioned again (by
changing them to thBynchronizestate).

Pending Active
User Interface
Only items in the Error and Ready
states can be edited through the UL i ]
Items in Pending Active cannot be
edited until they have been
processed by the provisioning
system

Delete Pending

Delete Confirmed

Database Codes

The dimension state field in ti@_DIM_ITEM table uses the following
codes:

Code | State Description

R Ready Readyis the normal state of a dimension item if
the Unified Contact Center Management Porta
database. It indicates that the dimension item |
been fully provisioned on all externally controll¢
systems.

S Synchronize| Synchronize is the initial state for all d@msion
items created through Unified Contact Center
Management Portal.

P Delete The Delete Pending state signals the dimensio
Pending item is to be deleted from all externally controll
systems. The EFFECTIVE_TO and DELETED
fields are also set in the TBIM_ITEM table.

D Delete A dimension item transitions to the Delete
Confirmed | Confirmed state once it has been deleted from
externally controlled systems.
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E Error The Error state signals an error occurred
provisioning a dimension item.

Memberships

Memberships in the Unified Contact Center Management Riatabase

also have effective dating and a status. $imechronizemicroflows

ensure that changes to memberships are reflected on any externally

controlled system. The state of a dimension isliows whether it has

been provisioned on all external systems (for example, whether an agent

has been added to an ICM). The state also reflects whether all its

memberships are up to date and fully provisioned. This approach makes it
easyintheuserinteifc e t o show an itembs state.

Example Synchronize Microflow
The following steps illustrate the function oEginchronizemicroflow:

1. A new tenant is created through the Unified Contact Center
Management Portaiser interface. This creates a new row in the
TB_DIM_ITEM table and the derived dimension table (for
tenants this derived table is calleB_DIM_TENANT) .

2. The creation of a tenant also triggers the creation of a range of
additional tenant specific entities in the Unified Contact Center
Management Portalatabase. Examples include a tenant specific
folder, and default tenant user / administrator groups. However,
these additional entities are not central to explanation of this life
cycle.

3. The state of the new tenant3gnchronize

4. The provisioning systemuns periodically. Each dimension type
(agent, tenant, skill group and so forth) has its &ynchronize
microflow. The tenansSynchronizemicroflow is run by the
Unified Contact Center Management PoRaka Import
component and picks up the new tenanbagh a SQL query
against the Unified Contact Center Management Pdatalbase.

5. TheSynchronizemicroflow creates a new customer definition on
the required ICM or CICM instance. The customer definition is
created through the Gateway ConAPI connector.rébelting
CustomerDefinitionID primary keyallocated by ConAPI is
stored in thdB_DIM_ITEM_PKEY table for that ICM/CICM
i nst &hUSEERSRESOURCE identifier.

6. TheSynchronizemicroflow then uses the Unified Contact Center
Management Port&allManager onnector to create a new
Calling Search Space. The microflow also creates a new
dimension in the Unified Contact Center Management Portal
TB_DIM_CALLING_SEARCH_SPACE table. The Calling
Search Spaceds GRDIM ITEM PKEYor ed i n t
tablefor that C4d | Ma n &€IgJSTER RESOURCE identifier.
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7. Route Partitions are then created in the CallManager. The
microflow ensures new dimensions are added to the
TB_DIM_ROUTE_PARTITION table as necessary. The Calling
Search Space and Route Partitions are joined upin t
CallManager and members are created in the Unified Contact
Center Management Portaembership table:
TB_DIM_ROUTE_PARTITION_
CALLING_SEARCH_SPACE_MEMBER

Note The Portalconnectors check to see if a resource already exists on an
externally controlled sstem before attempting to create it. This is
not always possible but generally avoids duplicate resources after
server crashes. If a resource already exists on an externally
controlled system, then the Gateway connector just looks up and
returns the primarkey for that resource.

8. The tenant is now updated by the microflow toReady state

State Machine Scenarios

The following table explores the state machine through some user case
scenarios.

Scenario Expected Result

Dimension item is created and | Dimension item is transitioned to
provisoned (transitioning it to the| the Delete Pendingstate in the
Readystate). It is then deleted Unified Contact Center

from one of the externally Management Portal.

controlled systems.

Dimension item in th®elete Dimension item is left in the
Pendingstate is deleted from a | Delete Pendingstate.
different external system.

Dimension item in th®elete Dimension item is left in the

Pendingstate is reactivated on ar Delete Pendingstate and wi be

externally controlled system. deleted on all externally controlle
systems

Dimension item in th®elete Dimension item is left in the

Confirmed state is reactivated on| Delete Confirmedstate.

an external system. Reactivation is only possible

through the Unified Contact Cent
Management Portalystem.
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34

Scenario

Expected Result

Dimension item fails to provision
correctly; perhaps there is a
network connectivity issue
between the Unified Contact
Center Management Portahd the
CallManager.

Dimension item is transitioned to
theError state. Any systems it
was correctly provisioned on are
reflected in the Unified Contact
Center Management Portal
database. Details of the
provisioning problem are availabl
in the audit tables.

Dimension item fails to provision
correctly and is then deleted in th
Unified Congact Center
Management Portalystem.

Dimension item is transitioned to
the Delete Pendingstate in the
Unified Contact Center
Management Portal.

Dimension item partially fails to
provision correctly and is then
deleted in an externally controlleg
system.

Dimension item is transitioned to
the Delete Pendingstate in the
Unified Contact Center
Management Portal.

Dimension item in th&rror state
is deleted from an externally
controlled system.

Dimension item is transitioned to
theDelete Pendingstate in tle
Unified Contact Center
Management Portal.

The Unified Contact Center
Management Portalerver suffers
a total database crash and has tg
restored from backup.

Support technician uses the
Recovery Console to change the
state of all nordeleted dimensio
items toSynchronize The
synchronization may take some
time to run but ensures all
externally controlled systems are
in line with the Unified Contact
Center Management Portal
database. Any dimension items
reactivated since the backup was
taken have todomanually re
processed.

The Unified Contact Center
Management Portdiict table
importer creates a new dimensiof
item.

Dimension item is created in the
Synchronizestate so that all
externally controlled systems are
brought in line.
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Scenario

Expected Result

Just prior to a seer crash, a
dimension item was created on a
externally controlled system but
was not updated in the Unified
Contact Center Management Por
database.

The next time th&ynchronize
microflow runs, it brings back the
existing primary key for the
dimensionitem on the externally
controlled system and updates its
identity in the Unified Contact
Center Management Portal
database table

TB_DIM_ITEM_PKEY .
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/ SYSTEM OPERATIONS

Service Restart Configuration

It is recommendethat you configte the services for autatic restart on
failure.

Management Portal: Data Import Server Properties (Local Enm... E

Generall LogOn Recovery |Dependencies

Select the computer's rezponze if this service fails,

First failure: IHestart the Service j
Second failure: IHeslarl the Service ﬂ
Subsequent failures: IF!estart the Service j

Reset fail count after: |1| dayz
Restart service after: |1 minutes

- Fur proaram

Brograrm:
I Brawse,.. |

Eommand|line parameters:

™| Append fail count to end of command line [#fail=213%]

Biestart Computen Options... |

0K I Cancel | Apply |

Database Backup and Recovery

The Data Import Server component has a configuration attribute to stop it
processing microflows at a specified time of the day. This allows the Data
Import Server component service to be left runmagn though

microflows are not being processed. The advantage of this approach is that
health monitoring applications will not raise alerts, such as SNMP traps,
because the service is up and running.

Disabling the Data Import Server can be used to stppiitimg when SQL
Server backups are taken. It is not recommended to allow backups at the
same time as data is being imported because the database does not have a
consistent state. Database backups are typically automated and run at a
predefined time of thday.
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@ C:'.program files'exony'datapipeline
File Edit Wew Favorites Tools Help | ;ﬂ'
JEack - &3 - [ F | - Gearch Falders | & @ X i) | -
Address I Ciprogram filestexonyiDataPipeline j a G
Mame = | Sizel Type | Date Madified I Attributes | il
ﬂ ClapProcessoraddin.dil 40 KB Application Extension  12/10/2005 12:29 a
ﬂ ClapProcessorDatabase. dil 44 KB Application Extension  12§10/2005 12:29 A
ﬂ ClapProcessorRuntime. dil 72 KB Application Extension  12/10/2005 12:29 A
ﬂ ClapProcessorSecurity. dil 96 KB Application Extension  12/10/2005 12:29 A
[ clapPracessarservice exe 24 KB  Application 12/10/2005 12;29 A
74 KB  Application 12/10{2005 12:30 I
. d 1KE CONFIG File 12/10/2005 11:51 )
ﬂ Ref 32 KB Application Extension  12/10/2005 12:30 A
[ replicationPublisherSer vice. exe 20KE  Application 1zf10f2005 12:29 A
ﬂ ReplicationRuntime . dil 95 KB  Application Extension  12/10/2005 12:29 A
ERepIicationSubscriberService.exe 20KE  Application 12/10/2005 12:29 a |

The Data Import Server is enabled throughEhabledTime attribute in

the Data Import Server service configuration file
(ProvisioningService.exe.config In the example below, the Data Import
Server processes microflows from 3:00 through t@ 223 hour clock).

This effectively disables the Data Import Server for an hour at 2am. Note
that an import cycle could start just before 2:00 and so may still be running
after 2:00.

<configuration>
<appSettings>
<add key=0Enabl ed3T6 0n2:00 &:a0 Ouce / >
</appSettings>
</configuration>

Changing the Active Importer Server

In a distributed deployment of the Unified Contact Center Management
Portal, only one database server can be the active importer. Changing the
active importer to aalternate side is a manual process. Within this set of
steps, the active side is taken to mean the active importer/pultiefioee

the switch (databask in the diagram below). If you need¢heck which
machine is the current importer/publisher, thediwihg SQL query returns
the current active importer:

SELECT TOP 1 server.SERVER_NAME

FROM TB_CLU_GROUP grp

JOIN TB_CLU_SERVER server

ON server.SERVER_ID = grp.SERVER_ID
WHERE grp.SERVER_ID IS NOT NULL
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Side A Side B

Web Application Server Web Application Server
Database Server Database Server
ICM AW ICM AW

Portal Database Portal Database

AWDB/ AWDB/
HDS HDS

Data Import Server Data Import Server

1. On the active importer open SQL Server Query Aralyand
connect to the Unified Contact Center Management Portal
database. Run the following queayd paste the results into a text
file. You will need these results to complete step five.

SELECT GROUP_ID FROM TB_CLU_GROUP WHERE SERVER_ID IS NOT NULL
Theresults should look something like:

C617D006- 8A1B- 44F2- BB1B- 592BA9FA3958
98DC97B7- E519- 41AF- 893C- 580D94ACEEA4F
17C25CA8- E257- 4929 - ABD8 1AB443534102
F648492C - 9AC1- 4B89- 98AD- 9F5FBF20CC35
D562A378- 8EBE- 4A41- 9A34- EBBOF126CBAS

2. Then run the following SQL query:

UPDATE TB_CLU_GROUP SET SERVER_ID = NULL

3. Before taking the Data Import component server down, wait for
the current import cycle to complete and replication to complete
synchronization. You need to wait until there are no folders in the
\IMPORTER \ToReplicatefolder on the publisher and
\IMPORTER \Replicatedon the subscriber. This indicates that
the importer has finished its current cycle and replicated the facts
on to the other side. Note that this may take a while during busy
periods.

At this stage the currédatabase server is no longer the active
importer. The Data Import Server continues to run after this update
and completes the current import cycle but it will not begin a new
import cycle.

Administration Guide for Contact Center Management Portal Release 7.5(1)



%, Services

File

Ackion  Wiew Help

e« |EERE 2 8 0w

% Services (Local) Mame 7 | Description | Skatus | Skartup Type | lﬂ

Indexing Service Indexes co... Disabled L
%InstallDriver Table Manager Provides s... Manual 8
%Intersite Messaging Enables me... Disabled 8
%IPSEC Services Provides e...  Starked Automnatic L
%Kerheros Key Distribution Center on domain ... Disabled L
%License Logging Monitors a... Disabled T
%Logical Disk Manager Detects an...  Starked Automatic L

Logical Disk Manager Administrative Service Configures...

anagement Portal: Data Import Server Data Impor,.. Started

Manual 8

Auktomatic

% anagement Portal: Provisioning Server Prowisionin...  Started Aukomatic §
%Message Queuing Provides a ... Started Automatic L
%Messenger Transmits ... Disabled 8
%Microsoft Search Creates ful..,  Starked Automatic L
%Microsoft Software Shadow Copy Provider Manages ... Manual L
%MSSQLSERVER Started Autormatic L
%Net Lagon Maintains a... Starked Automatic L
%NetMeeting Remote Desktop Sharing Enables an... Disabled L

Rlakiaimel L i~ Aannac Fimme Marznae A Shavkad Pz sl T
: "ol

Extended p, Standard

Administration

Note that system stabilization cannot occur unless SQL Sandethe
Unified Contact Center Management PoRablication services are
running correctly. During the stabilization the Data Import Server and
Replication services must both be left running on all servers.

4.

Once the system has stabilized, stop the Dafit Server and

the Unified Contact Center Management Portal Replication
services on both sides. OpReplication.xml on the

Publisher/active importer side and comment

<Subscriber
AiPort=075000/ >

Name=0RemoteSubscribero

the following line:

Address=01 NACTI

This file can be found in th€onfig folder in the Data Import
component server installation. Open the same file om#wtive side
and modify the same line to point to the active server (you may need

to uncomment the line).

<SubscriberNa me=0Remot eSubscribero
Port=075000/ >

Address=0ACTI VE_SERYV

5. Again, using SQL Query Analyzer run the following query against
the Unified Contact Center Management Pattghbase (this can

be done on either database server).

SELECT SERVER_ID,SERVER_NAE FROM TB_CLU_SERVER
The results should look something like:

276824ES5 - FABA- 4E4C- A565- 7F190A365EE1 XWEBTEST
43CA649D- F72B- 49E3- B787- AC1966543617 10.10.10.10
3639C7EOQ- E059- 4D04- B1AG 5336840664D2 10.10.10.11

Make a note of th€ ERVER_ID for the server you wh to set as the
active importer. For exampl¥WEBTEST has aSERVER_ID of
276824E5F4BA-4E4GA565-7F190A365EE1Using the
GROUP_ID result set shown earlier and teERVER_ID just

obtained, adapt the following query.
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UPDATE TB_CLU_GROUP
SET SERVER_IEW sACSTANE_| MPORTER_SERVER_I| D>5
WHERE GROUP_ID IN
(6<GROUP_I D_FROM_EARLI ER>5
6<GROUP_TD_FROM_ EARLI ER >
6<GROUP_I D_FROM_ EARLI ER >
_ID_FROM_ EARLIER >
6<GROUP_I D_FROM_ EARLIER >
Example using th&ROUP_ID result set shown earlier:

UPDATE TB_CLU_GROUP
SET SERVER_I D =-F68A740ZCOOBABF1 A108409B37960
WHERE GROUP_ID IN

(6C6 17 DBATB644F2-BB1IB592BA9FA39586,

98 DC9ERI41AF-893C-580D94AC
17C25E2884929-ABD81 AB44353
F 648 49ACTGC4B89-98AD-9 F5FBF20
D5 6 2 ABEBB 4A41-9A34-E8BOF 126

g T
[} N e NeNe

)
Start the Data Import Server service on both sides. Start the
Unified Contact Center Management Portal Replication Subscriber
and Publisher Service on both servers. The system will then start
importing on the other side as noflmassuming that the SQL

Server and Unified Contact Center Management Portal
Replication services have been configured correctly, the imported
data should start being replicated.

>woh

6 EE
6 41
6 cc
6 cB
6.

The SQL Server Replication Monitor Manager can help verify this.
TheReplicated folder on the original server should also show data
arriving from the new active importer.

Side A Side B
Database Server Database Server

Portal Database Portal Database l

A A
h 4 Y
Data Import Server e — Data Import Server l

i
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8 CONNECTION
MONITORING

The status of the connections used by the Management €anthe

monitored using the Management Portal

this by clickingStart > All Programs > Management Portal > Data
Import Server > Configuration Manager. Click theConnection
Manager button and open th&onnectionstab.

From here, you can edit connection details and attempt to repair failing
connections.

Note The monitorautomatically refreshes every few seconds.

Performance Counters

The Management Portal integrates with Windows performance counters
(accessed by running tiperfmoncommand) to provide real time activity
monitoring. Portal appears as uyfive separate objects in perfmon, each
with a number of associated performance counters.

The perfmon graph can combine many different performance counters.
Furthermore, perfmon can be configured to trace specific counters at
scheduled times of the dayh@se performance logs can then be exported
to Excel for further analysis. Perfmon can also connect to remote
computers, if necessary.

For information on how to use and configure perfmon, see the Microsoft
documentation on Performance Logs and Alerts.

You can also monitor performance counters using SysMon (see chapter
10)

CCMP Data Pipeline object

COUNTER MONITORS
Total Cache Reloads Number of times a cache has been
reloaded

Total Database Downloads | Total numbe of database downloads

Total Database Requests Total number of database requests

Total Database Statements | Total number of TSQL statements

Total Database Transactions| Total number of database transactiq

Total Directory Rollbacks Total number of impi directories
rolled back

Total Microflow Validation Total number of microflows that hay

Errors failed validation testing

Total Microflows Run Total number of microflows run

Total Number Imports Total number of imports started
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COUNTER

MONITORS

Total Replication Impds

Total number of directories importe
on the Subscriber

Total Replication Publisher
Requests

Total number of directories sent for
replication

Total Rows Imported

Total number of rows imported

CCMP Application Datasources object

COUNTER MONITORS
<CICM AWDB Current datasource health score
serverxHealth

<OLAP server¥ealth

Current datasource health score

<RDBMS serveriHealth

Current datasource health score

<Reporting Services
serverXHealth

Current datasource health score

CCMP Application Monitoring object

COUNTER

MONITORS

Connection Requests/Secon(

Connection requests processed pef
second

Connection Requests/Total

Total connection requests processe

CCMP Application Server object

COUNTER

MONITORS

Application Requests/Second

Application request processed per
second

Application Requests/Total

Total application requests processe

Available 10 Threads

The difference between the maximy
number of thread pool IO threads a
the number currently active

Available Worker Threads

The difference betvan the maximunm
number of thread pool worker threa
and the number currently active

Max 10 Threads

The number of requests to the threg
pool that can be active at the same
time. All requests above that numb
remain queued until thread pool 10
threads beome active.
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COUNTER MONITORS

Max Worker Threads The number of requests to the thred
pool that can be active at the same
time. All requests above that numb
remain queued until thread pool
worker threads become active.

Min 10 Threads The minimum number of idle
asynchonous IO threads currently
maintained by the thread pool.

Min Worker Threads The minimum number of idle worke
threads currently maintained by the
thread pool.

Total Failed Logons Total number of failed logons

Total Failed Logons/Second | Total number ofailed logons per
second

Total Logon Attempts Total number of logon attempts

Total Logon Attempts/Secong Total number of logon attempts per
second

Total Successful Logons Total number of successful logons

Total Successful Total number oBuccessful logons

Logons/Second per second

Event Log Alarms

The alarm generator monitgosovisioningactivity and writes entries to

the event log. The events include provisioning scripts starting and stopping
and requests failing. Rather than writing an entry eveng @i request

fails, thePortalplugin summarizes every minute. The default reporting
period is one minute; however it can be changed imiheteattribute in
plugins.xml.

An application calleegvntwin.exe,which ships as part of Windows, is
used to conve the alarms into SNMP traps; s€hapterO.
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9 SNMP CONFIGURATION

The Unified Contact Center Management Paréad be configured to
produce Simple Network Management Protocol (SNMP) traps. SNMP
trapping is a means of monitoriagd logging events on the network, such
as faults or errors that impact upmrovisioning SNMP trap

configuration is a three stage process.

Stage 1 - Configure the alarm generator

The alarm generator monitgosovisioningactivity in the Unified Contact
Center Management Porthd writes events to the event log, including
scripts starting, scriptstopping and requests failing.

Stage 2 - Add alarms to the Windows event log
To view an example of an alarm:

1. Click Start > Administrative Tools> Event Viewer. TheEvent
Viewer dialog window is displayed

2. Double click on an alarm in thright-hand pane

3. TheEvent Propertiesdialog window is displayed in whicheralarm
properties are detailed

To add alarms to the Windows event log:

1. Navigate to the Windows foldéewntwin.exe application and run it.
This enables events in the Event Log to be translated out as SNMP
traps.

Note If evntwin.execannot be found, you may not have 8imple Network

Management ProtocolwWindowscomponent installedClick Start >

Add or Remove Programs > AddRemove Windows Componentand

look at the details for Management and Monitoring Tools to see if this

component is installed. If it is not, check the box to install it and Gigk

2. The events are displayed down the right hand sidecShe required
events and add them to the top panel list.

3. If you need to configure trap throttling, cli€ettingson the main
window. In theSettingsdialog window, select thapply Throttle
radio button in th&rap Throttle panel.

4. Click OK.

Stage 3 - Setup the Windows SNMP service

1. Click Start > Control Panel > Administrative Tools and then
Services TheServicesdialog window is displayed.

2. Right click SNMP Serviceand selecProperties from the drop down
list. TheSNMP Service Propertieddialog wirdow is displayed. This
allows the trap destination and SNMP community to be configured.

3. In theCommunity Namefield, enter the name of the community.
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4. Click Add. A pop up dialog window is displayed. Enter the IP address
of the Trap destination.

5. Click OK.

Alarms Reference

The following sections describe the SNMP traps raised by the Unified
Contact Center Management Portal.

Alarm Service has Started

Meaning

This message simply indicates that from this point onwardBah@lwill
log events to the applicati log.

Occurrence

Either thedata importservice has just been started or the alarms plugin has
just been added. The alarms plugin is the subsystem responsible for raising
alarms and it can be loaded dynamically. This event is rare because the
service isnot regularly restarted and there is no reason to reload the alarm
service.

Alarm Service has Stopped

Meaning

This message simply indicates that from this point onwardBahtalwill
no longer log events to the application log.

Occurrence

Either thedata importservice has just been stopped or the alarms plugin

has just been unloaded. The alarms plugin is the subsystem responsible for
raising alarmsand it can be loaded dynamically. This event is rare

because the service is not regularly restartedlare is no reason to

reload the alarm service.

Customer Script is Online
Customer script %1 is online.

Meaning

%1 is replaced by the script name. This event indicates that the specified
script has just been brought online.

Occurrence

This alarm is raisedshen a customer configuration script is added or a
script is restarted after being taken offline for any reason.

Comment

This is an important alarm to monitor because in most situations it
indicates either a recovery from an earlier problem or an attdmpte
recovery. For example, if connectivity is lost to a customer system, then a
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script may be configured to stop so that a failover script can be used. After
a specified period of time, the script is restarted in order to reconnect to the
customer system.

Use

The actual script affected is referenced within the event text. Therefore, to
use this alarm effectively, the actual text must be scanned in order to
discover the script name.

Customer Script is Offline
Customer script %1 is offline.

Meaning

%1 is replaed by the script name. This event indicates that the specified
script has just been taken offline.

Occurrence

This alarm is raised when a script is removed or a script is stopped for any
reason.

Comment

This is an important alarm to monitor because irstnsiuations it

indicates a problem processing transactions. For example, if connectivity
is lost to a customer system, then a script may be configured to stop so that
a failover script can be used. After a specified period of time, the script is
restared in order to attempt to reconnect to the system.

Use

The actual script affected is referenced within the event text. Therefore, to
use this alarm effectively, the actual text must be scanned in order to
discover the script name.

Failed Transactions
Provisioningfailed %1 transactions for %2 in the last %3 minute(s).

Meaning

%1 is the number of failed transactions; %2 is the name of the script that
relates to the failed transactions; %3 is the period of time over which the
failures occurred. It indicatekdt the specified script is having problems
processing transactions.

Occurrence

The specified script has failed a number of transactions for some reason.

Comment

This alarm is likely to be raised shortly before the script is taken offline.
The tolerance o script to errors determines the number of these
messages to be received before a script is taken offline.
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Use

The actual script affected and number of errors is referenced within the
event text. Therefore, to use this alarm effectively, the actuainiest be
scanned in order to discover this information.

Timed Out Transactions
Provisioningtimed out %1 transactions for %2 in the last %3 minute(s).

Meaning

%1 is the number of timedut transactions; %2 is the name of the script
with the timedout tranactions; %3 is the period of time over which the

timeouts occurred. It indicates that the specified script is not receiving
responses in a reasonable period of time.

Occurrence

The specified script has not received replies from the connected system in
a reasonable period of time (defined in the script). It will occur in any
situation when no response is received from the customer data system in a
timely manner, or an incorrectly formatted reply is received.

Comment

This alarm is likely to be raised shorbigfore the script is taken offline.
The tolerance of a script to errors determines the number of these
messages before a script is taken offline.

Use

The actual script affected and number of errors is referenced within the
event text. Therefore, to usagkalarm effectively, the actual text must be
scanned in order to discover this information.

Rejected Transactions
Provisioningrejected %1 transactions for %2 in the last %3 minute(s).

Meaning

%1 is the number of timedut transactions; %2 is the nametlod script
with the timedout transactions; %3 is the period of time over which the
timeouts occurred. It indicates that there was not a script available to
process the transaction when it arrived atRbeal

Occurrence

A transaction was received foman-existent script (unlikely). A
transaction was received and the associated script and failover scripts were
all offline.

Comment

This alarm is only likely to be raised during periods where the customer
system is completely unavailable to fhertal That is to say, both normal
and failover scripts have failed and been taken offline and have not yet
restarted.
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Use

Information regarding the actual script affected and so forth is referenced
within the event text. Therefore, to use this alarm effectivalyactual
text must be scanned in order to discover this information.

Trap Guidelines

The most important alarms are those that check the state of scripts
stopping and starting. Different customer systems have different levels of
reliability and thereforethe associated scripts are given different levels of
error tolerance. Where errors are rare, the tolerance is low eexigtent

and the script is stopped as soon as an error is detected.

In this case it is important to detect the script offline eventhé case

where the backend system is prone to errors/timeouts then the error
tolerance is quite high. It is not that important to pick up the timeout/error
events as these are expected, so it is only when the script is offline that
truly requires monitang.

MESSAGE IMPORTANCE

Alarm service has started Low - Rarely occurs. Does
not indicate a problem.

Alarm service has stopped Low -See above.

Customer script %1 is online High - Indicates that the

Provisioning Componeris
trying to recover from a
prodem.

Customer script %1 is offline High - indicates that the
Provisioning Componeritas
taken action due to too man
transaction errors.

Provisioningfailed %1 transactions fo| Medium- useful for

%2 in the last %3 minute(s) checking situation before
sclipt restarts, if more
information is later required.

Provisioningtimed out %1 Medium- see above.
transactions for %2 in the last %3
minute(s)

Provisioningrejected %1 transaction§y Medium- see above.
for %2 in the last %3 minute(s)
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10 SysMon

The Systen Monitor tool, SysMon, can be used to monitor various aspects
of the system such as CPU usage or the running of specified services, and
alert the system administrator when certain thresholds for performance are
passed.

Installing SysMon

SysMon is installd from the Management Portal installation CD. You
will need to install it on every server you wish to monitor.

SysMon can be run either from a console such as DOS, in which case it
will output to the console, or by doubleclicking tBgsMon.exéfile, in

which case it will run as a service and output to the debugger. You may
need to start the Management Portal System Monitor service in this case.

The Configuration File

The configuration file is an XML file that tells SysMon what system
activities to monior, and specifies thresholds and methods for alerting the
system administrator. This file should have the naamgig.xml, and be
stored inC:\Program FilesManagement Porta\SysMon If SysMon

finds no configuration file when it is run, it will supplydafault

configuration file that includes some basic system monitoring but does not
provide email alerts.

Configuration

Alerts

The first things to be specified in the configuration file are the number of
threads to be used by SysMon, the frequency (in secondsjwith it
should check each item to be monitored, and the loggers (such as
Exony.SysMon.Framework.Loggefsacelogger or
Exony.SysMon.Framework.Logge@nnsoleLogger) to be used. The
ConsoleLogger will only be used when SysMon is run from a console.

In the configuration file, a number of alerts are set up. When one of the
items being monitored breaches a set threshold, SysMon enacts the
specified alert.

The alert methods are set up at the beginning of the config file, but the
conditions under wish they will be used are set up separately for each
monitor.

To set up an alert, you must specify the name to be used for the alert
within the configuration file and the type of the alert, as well as any
properties for that alert.

Cluster Connection

The clster connection alert modifies the status of the monitored
connection in the local Portal database. To set up a cluster connection
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alert, specify the alert type to be
Exony.Sysmon.Framework.Alerts.ExonyClusterConnectionAlert A
cluster connection aleréquires the following property:

A ExonyDatabaseThe name of the Portal Database to be updated. If
you accepted the default database name, this will be Portal

Email

To set up an email alert, specify the alert type to be
Exony.SysMon.Framework.Alerts.EmailAlert. An email alert requires
the following properties:

A ToAddressesThe list of email addresses that messages should be sent
to. Addresses should be separated by semicolons (;)

SMTPServer The SMTP server to be used
FromAddress The email addresstobeshow i n t he 6f r omo

> > >

ReplyTo SysMon cannot accept incoming email, so the ReplyTo
address should be set with this in mind

A Subject The subject of the email. This supports property insertions,
such as the monitor the message concerns

A PriorityHigh The emailmessages sent will be high priority if the
monitor is in the listed states. States should be separated by
semicolons (;). This defaults to Error

A PriorityNormal The email messages sent will be normal priority if
the monitor is in the listed states. Statksuld be separated by
semicolons (;). This defaults to Warning

A Priority Low The email messages sent will be low priority if the
monitor is in the listed states. States should be separated by
semicolons (;). This defaults to Ok

A Body The message text.his supports property insertions, such as the
message specified by the monitor, or {data} to include any extended
details supplied by the monitor. You can change the locale for the
message by adding a colon and a locale following the message
property. Foexample, {Message:ddS} would send the US English
message (if set) for a particular monitor. The locale does not have to
be 1ISO compliant, but must correspond to the locale set for the
message

If necessary, you can set up a different email alert fch &xcale.

Event Log

To set up an event log alert, specify the alert type to be
Exony.SysMon.Framework.Alerts.EventLogAlert There are no
properties to be configured for this type of alert.

File
The rolling file alert writes files to a directory, includimformation on

date/time, the name of the monitor, the result, and the message. Itis
recommended that messages for rolling file alerts not make use of the
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{data} property, as this can cause files to become very large. To setup a
rolling file alert, pecify the alert type to be
Exony.SysMon.Framework.AlertsRollingFileAlert . A rolling file alert
requires the following properties:

A

A

Monitors

Directory The location in which the files will be created

DatePattern How the date/time information is to be rendered & th
file. For example, a DatePattern of yyyyMMdd_hh00 would render
15:32:36 on 21 November 2007 into 20071121_1500

FileExtensionThe extension to be used for the finished file, for
example txt. While a file is being written, its extension will always be
tmp

Interval The number of seconds to pass before creating a new file.
For example, 3600 creates a new file every hour

MaxFileCount The number of files after which the oldest will start
being deleted

MaxDaysToKeep The maximum number of days to keep files for
Files will be deleted once they have exceeded this age

A monitor must be configured for each system item you wish to monitor.
To set up a monitor, you must specify:

A

A

> > > >

> >

>\

nameThe name to be used within the configuration file for the
monitor

type The type of the monitor. The available types are specified under
the individual monitor sections below

mininterval The normal minimum time (in seconds) between
successive checks of the item being monitored

minWarninglnterval The minimum time (in seconds)tieen
successive checks when the item is in Warning state

minErrorinterval The minimum time (in seconds) between
successive checks when the item is in error state

properties The properties that can be set for each type of monitor are
listed in the individal monitor sections below

messagesists the messages that are to be sent to the alerts

severity The state (Ok, Warning or Error) that the specified message is
to be used for

locale Sets the different locale messages to be used within each
Severity. Thisneed not be ISO compliant, but must correspond to the
locale set in the alert by which it will be used

alerts Determines which of the alerts previously set up are to be used,
and under what circumstances

name The name of the alert, as specified when tket alas set up
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thresholdError The number of errors that must occur before the alert
is invoked. 1 will invoke the alert each time an error is received
(unless the number of seconds specified in the IntervalError has not
passed since the last invocatidh)yill never invoke the alert. See

also durationThresholdError

thresholdWarning The number of warnings that must occur before
the alert is invoked. 1 will invoke the alert each time a warning is
received (unless the number of seconds specified in the
IntervalWarning has not passed since the last invocation), O will never
invoke the alert. See also durationThresholdWarning

thresholdOk The number of checks during which the item is in Ok
state that must occur before the alert is invoked. 1 will invokaldre
each time an OK is received (unless the number of seconds specified
in the IntervalOk has not passed since the last invocation), O will never
invoke the alert. See also durationThresholdOk

intervalOk The interval between successive alerts whentédm is in
the OK state

intervalWarning The interval between successive alerts when the
item is in the Warning state

intervalError The interval between successive alerts when the item is
in the Error state

resetWarningsOnOk The number of times an OK stateish have

been received before the number of warnings will be reset. By default,
thisis 1

resetErrorsOnOk The number of times an OK state must have been
received before the number of errors will be reset. By default, this is 1

durationThresholdWarning The duration (in seconds) the monitor
must have been in a Warning state before the alert is invoked. See
also thresholdWarning

durationThresholdError The duration (in seconds) the monitor must
have been in an Error state before the alert is invoked. |See a
thresholdError

durationThresholdOk The duration (in seconds) the monitor must
have been in an OK state before the alert is invoked. See also
thresholdOK

CPU Usage

To set up the CPU usage monitor, specify the monitor type to be
Exony.SysMon.Framework.Monitors.CPUMonitor. A CPU monitor
requires the following properties:

A
A

A

CPU The CPU to monitor. The default is All

Period The number of seconds of data the CPU usage is to be
averaged over. This must be more than 0

WarningThreshold The percentage of CPUage over which a
warning will be issued
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A ErrorThreshold The percentage of CPU usage over which an Error
will be issued. This should be greater than the WarningThreshold

Disk Fragmentation

To set up the disk fragmentation monitor, specify the monitor type t
Exony.SysMon.Framework.Monitors.DiskFragmentationMonitor. A
disk fragmentation monitor requires the following properties:

A Disk The disk to monitor, such as C:

Disk Space

To set up the disk space monitor, specify the monitor type to be
Exony.SysMon.Framework.Monitors.DiskSpaceMonitor. A disk space
monitor requires the following properties:

A Disk The disk to monitor, such as C:

A WarningThreshold The number of MB free under which a warning
will be issued

A ErrorThreshold The number of MB free under which arror will be
issued. This number should be lower than the WarningThreshold

Performance Counters

To set up the performance counter monitor, specify the monitor type to be
Exony.SysMon.Framework.Monitors.PerformanceCounterMonitor.
A performance counter onitor requires the following properties:

A Counter The performance counter to monitor

-

Category The performance object the counter belongs to, such as Data
Gateway

>

Period The number of seconds the measurement is to be averaged
over. This can be set to O fan instantaneous measurement

>

Trigger Whether the alerts will be invoked by valugsove or Below
the thresholds

WarningThreshold The number above or below which (see Trigger)
a warning will be issued

>

-

A ErrorThreshold The number above or below which (seeg@jgr) an
error will be issued

Replication

To set up a monitor for SQL Server replication, specify the monitor type to
be Exony.SysMon.Framework.Monitors.ReplicationMonitor. A
replication monitor requires the following properties:

A Server The name of the SQServer to monitor. This will normally be
localhost

A DistributionDatabase The name of the distribution database to
monitor

A IntegratedSecurity Whether to use Windows authentication (true) or
SQL Server authentication (false)
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A UsernameSQL Server usernameugh as sa)
A PasswordSQL Server password

Services

To set up a monitor for a specific service, specify the monitor type to be
Exony.SysMon.Framework.Monitors.ServiceMonitor. A service
monitor requires the following properties:

A ServiceThe name of the sengdo monitor
A RequiredStateWhether the service should Beinning or Stopped

SQL Connection

To monitor the state of an SQL Server connection, specify the monitor
type to be
Exony.SysMon.Framework.Monitors.SQLConnectionMonitor. An
SQL connection monitor redgyes the following properties:

A ServerThe name of the SQL Server to monitor

A DatabaseThe name of the database to monitor. This will usually be
Portal

A TestTable You may optionally specify a table for the monitor to
attempt to select a row from. If thisw cannot be selected, an error
will be reported

A IntegratedSecurity Whether to use Windows authentication (true) or
SQL Server authentication (false)

A UsernameSQL Server username (such as sa)
A PasswordSQL Server password

SQL Query

To monitor the result o stored query on an SQL server, specify the
monitor type to be
Exony.SysMon.Framework.Monitors.SQLQueryMonitor. An SQL
guery monitor requires the following properties:

A ConnectionString Thestring to use to connect to the SQL server,
such as:

Password= !P asswordl ;User ID=sa;Initial Catalog=Portal;Data
Source= CCMPSERV01

A StoredProcedureThename of the stored query to execute. This
query must output an integer

A Trigger Whether the alerts will be invoked by valudsove or Below
the thresholds

A WarningThreshold The number above or below which (see Trigger)
a warning will be issued

A ErrorThreshold The number above or below which (see Trigger) an
error will be issued
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