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Chapter 1

CVP Port Utilization

Port Utilization Table Column Definitions

The columns in the Port Utilization tables in this document describe the following:

Protocol. A value representing aformal description of rules to follow and messages to be
used by two or more systems to exchanging information. The protocol is also used to
communicate with an application or service listening to or connecting to aremote device.

Port. A numeric identifier the Internet transport protocol usesto distinguish among multiple,
simultaneous connections to a single destination host.

Remote Source Port. An identifie—usually dynamic—for the port the remote application
or service uses to connect to the local destination port.

Destination Port. An identifier for the TCP or UDP port that the local service or application
islistening on, along with the | P address for incoming connection requests when acting as a
server.

Source Port. An identifie—usually dynamic—for the port the local application or service
uses to connect to the remote device’s destination port.

Remote Device Destination Port. The identifier for the TCP or UDP port that the remote
device’s service or application is listening on, along with the 1P address for incoming
connection requests when acting as the server.

Remate Device. The remote application or device making aconnection to the server or service
specified by the protocol.

Cisco Customer Voice Portal Port Utilization

Cisco Customer Voice Portal Port Utilization For Product Revisions; CVP 3.x
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Cisco Customer Voice Portal Port Utilization

Table 1: Cisco Customer Voice Portal Port Utilization

Protocol Remote |Destination |Source Remote Remote Device Notes
Source |Port Port Device
Port Destination
Port
Telnet TCP23 Telnet Client On by default (MCS)
VNCHTTP TCP 580x Remote Control
hel per
VNC Display TCP 690x Virtual Network Computer| Remote Control
Display
Entercept HID TCP5000 |Host Intrusion Detection
Agent Console
LDAP TCP 8404 |DCD Directory on
CallManager
SVCHOST TCP 135 TCP 135 Windows Service
Loader
NETBIOS-SSN TCP 139 TCP139 NETBIOS Session
Service
SMB TCP 445 TCP 445 Microsoft CIFS
TCP TCP 1039 Windows Task Scheduler
1039
RMI TCP 1099 TCP 1099 |RMI service
H.323 RAS TCP 1719 |Gatekeeper RAS CallManager prior to
3.3.(X) and Cisco
Conference
Connection"
H.323 RAS TCP TCP 1719 |Gatekeeper RAS CdlManager 3.3
1024-4999
H.323 H.245 TCP |OS H.323 Gateways
11000-11999
HTTP TCP 8000 VXML session Between
the CVPApplication server
and the CVP Voice
Browser
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Cisco Customer Voice Portal Port Utilization

Protocol Remote |Destination |Source Remote Remote Device Notes
Source |Port Port Device
Port Destination
Port
HTTP TCP 8001 Browser CVP Diagnostics
Apache Java TCP 8007 VXML session Between |Communication
Connector the CVPApplication server| between Tomcat and
Protocol and the CVP Voice Apache
Browser
HTTP TCP 8080 VXML session between VXML over HTTP
gateway Voice Browser
and CVP VoiceXML
Server
HTTP TCP 80 HTTP session between Media and External
gateway Voice Browser  |[VXML file fetching
and Media Server
MRCP TCP 554 MRCP session between | Signaling path.
gateway Voice Browser  |Media path uses
and MRCP server RTP.
LDAP TCP 8404 Local to CVP Call Control
Server; Does not traverse
LAN
RTP UDP UDP16384 - | Voice Media
16384 - 32767
32767
IPCC Enterprise TCP 5000 Between CVP Application | Port number is
VRU CTI Sever and IPCC configurable
(ICM/IVR Enterprise/ICM VRU PG
messageinterface)
CVPAlarm TCP 8163 Between the CVP Proprietary protocol
Forwarder Application server and the |for receiving CVP
CVP Voice Browser Application server
alarms
ICM Standalone TCP 40080 Between the CVP Proprietary protocol
Distributed Application server and the |for sending CVP
Diagnostics CVP Voice Browser alarmsto SDDSN
Service Node
(SDDSN)
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