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This document provides installation instructions and information about Cisco Security Agent for Cisco
Unified Customer Voice Portal (CVP) Software. You are strongly urged to read this document in its
entirety.
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Introduction

The standalone Cisco Security Agent (CSA) provides:
e Intrusion detection and prevention for Unified CVP software

e Defense against previously unknown attacks because it does not require signatures (as antivirus
software does)

¢ Reduced downtime, widespread attack propagation and clean-up costs

The Agent is provided free of charge by Cisco Systems for use with Unified CVP software. The Agent
provides Windows platform security (host intrusion detection and prevention) that is based on a tested
set of security rules (policy). The Agent controls system operations by using a policy that allows or
denies specific system actions before system resources are accessed. A policy controls access to system
resources based on:

e The resources being accessed
e The operation being invoked
e The process invoking the action

This occurs transparently and does not hinder overall system performance.

A

Caution  You should not view Cisco Security Agent for Unified CVP as providing complete security for Unified
CVP servers. Rather, view Cisco Security Agent as an additional line of defense that, when used
correctly with other standard defenses such as virus-scanning software and firewalls, provides enhanced
security. Cisco Security Agent for Unified CVP provides enhanced defense for many different Unified
CVP installations and configurations, and thus cannot act as a host-based firewall.

Other security considerations include keeping the OS updated.

The best starting point for references to security and voice products is
http://www.cisco.com/go/ipcsecurity. A specific document to examine is IP Telephony Security
Operations Guide to Best Practices at
http://www.cisco.com/en/US/netsol/ns340/ns394/ns165/ns391/networking_solutions_design_guidance09186a00801f8e47.html

The policy for the CSA standalone Agent for Unified CVP is created from the default policy modules
that are shipped with Cisco Security Agent 4.5. These default policy modules secure/harden the
Windows operating system and Apache. These default policy modules are altered in order to allow
Unified CVP, including qualified third-party applications, to run smoothly.

Also in the interests of security, do not use network shares.

The standalone Cisco Security Agent for Unified CVP uses a static policy that cannot be changed.
However, see the section Migrating to the Management Center for Cisco Security Agents, page 12, for
additional information.
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Note

Note

Follow the installation instructions in this document to install the standalone Cisco Security Agent on
all Unified CVP software servers, including Call Server, Operations Console, VoiceXML Server, and
Reporting Server.

For servers running Cisco Unified ICME, see Cisco Security Agent Installation/Deployment Guide for
Cisco ICM/IPCC Enterprise & Hosted Editions.

For servers running Cisco Unified CallManager, see Installing Cisco Security Agent for Unified
CallManager.

For servers running Cisco Unified IP IVR, see Installing Cisco Security Agent for Cisco Customer
Response Solutions.

In addition to being specifically tuned for Unified CVP software, Cisco Security Agent for Unified CVP
software provides support for a select number of Cisco-approved third-party applications. These are the
third-party applications included in the Hardware and Software System Specification for Cisco Unified
Customer Voice Portal Software Release 4.0(1). No other third-party applications are officially
supported. Third-party applications that can be installed through the Unified CVP installer (such as
Apache Tomcat) must be so installed, other third-party applications (such as IBM WebSphere and
Microsoft Internet Explorer) must be installed into the default directories presented during their
installation process—otherwise your applications will not work properly. See the discussion in the
section Installation Directories, page 4.

Note that CSA for Unified CVP is not for VoiceXML Studio.

Note that SDDSN software uses the Cisco Security Agent for Cisco Unified ICME. Further note that only
one Cisco Security Agent can run on any box. Therefore, SDDSN can not be co-resident with Unified
CVP software.

The Agent policy is focused on hardening the Windows operating system and Apache. Further, enabling
the Network Shim provides network protocol stack hardening capabilities, such as protection against
TCP SYN flood. (However, disabling the Network Shim does not disable Network Access Control
capabilities.)

Note that Automatic Windows updates are not allowed by the current Cisco Security Agent for Unified
CVP policy. Only Windows update scans can be performed with CSA enabled. CSA must be disabled to
perform Windows updates.

When a newer version of the Agent becomes available, Cisco strongly recommends that you install the
newer version.

If you use a third-party software application that is not Cisco-approved, see the section Migrating to the
Management Center for Cisco Security Agents, page 12, for additional information.

Again, please realize that SDDSN software requires CSA for Unified ICME, not CSA for Unified CVP.

Further, CSA for Unified CVP does not cover third-party Media Servers because of the number of
suppliers that exist and the resulting test effort involved.
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Installation Directories

Cisco Security Agent leverages rules which incorporate path information. Application actions may be
blocked if the application is not installed in the correct directory. For this reason, it is mandatory that
applications be installed through the Unified CVP installer (where this is possible) or, where this is not
possible, be installed to the default directories provided by the application installers.

A

Caution  You must always use the default directories when installing any software on a server, when not using
the Unified CVP installer. You need not choose the default disk drive if an option is available (for
example, C: or D:), but you must use default directories.

System Requirements

e Cisco Unified CVP 4.0(1) (see the Hardware and Software System Specification for Cisco Unified
Customer Voice Portal Software Release 4.0(1) for Unified CVP requirements)

e Disk Space 20 MB

e Typical CPU Load (under normal circumstances): less than 5%

Before You Begin the Installation

Before you install the Cisco Security Agent for Unified CVP software, review the following information:

¢ Confirm that the computer you are using to install Cisco Security Agent has 20 MB of hard disk
space available for the download file and the installed files.

e FEither Unified CVP software must be installed before you install Cisco Security Agent, or you must
make sure that Cisco Security Agent is disabled before you install Unified CVP.

¢ Before each Unified CVP upgrade, you must disable the Cisco Security Agent service. You must
also be sure that the service does not get enabled at any time during the Unified CVP installation.
For information on how to disable the service, see the section Disabling and Reenabling the Cisco
Security Agent Service, page 7.

A

Caution  You must disable the Cisco Security Agent service before performing any software installation. This
means before every operating system, Unified CVP and third-party installation and upgrade, including
maintenance release, service release, Windows updates, and support patch installations and upgrades.

Ensure that the service does not get enabled at any time during the installation or upgrade. Failure to do
so may cause problems with the installation or upgrade, since the Cisco Security Agent may block part
of the installation if not disabled.

After installing or upgrading the software, you must reenable the Cisco Security Agent Service. With the
service disabled, the Agent no longer provides intrusion detection for the server.

Note, however, that virus scan engine and .dat file updates, both manual and automatic, are
supported—though the user may be queried to allow them.
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e Terminal Services software is not supported for installation or upgrade of the Cisco Security Agent
(unless you are logged into session :0 with console access). pcAnywhere and Virtual Network
Computing (VNC) are supported for remotely installing or upgrading the Agent.

e The Agent installation and rebooting—as well as agent service startup—causes a brief spike in CPU
usage and may cause processing interruptions on the server. Rebooting should be done immediately
after installation (you will be prompted), because although the Cisco Security Agent protects the
server as soon as you install the software, it does not provide complete functionality until the server
is rebooted. In particular, the following limitations exist if the system is not rebooted:

— Network Shield rules are not applied

— Network access control rules only apply to new socket connects (though stopping and restarting
network server service will provide full network access control security, even without a system
reboot)

— Data access control rules are not applied (though stopping and restarting the web server service
will apply data access control security, even without a system reboot)

A

Caution To minimize effects on resources, Cisco recommends that you install/reboot at the end of the business
day or during a time when processing is minimal, preferably during a regularly scheduled maintenance
window.

e After the installation, you do not need to perform any Agent configuration tasks. The software
immediately begins to work as designed. Security events may display in the Messages window of
the Agent GUI (double-click the Cisco Security Agent icon—the red flag in the Windows system
tray; then click on Message, on the left, under Status), as well as in Microsoft Event Viewer and/or
in the securitylog.txt file (see Event Messages and Log Files, page 9).

Tip If you encounter problems with installing or uninstalling the Cisco Security Agent, see the sections
Messages, Logs, and Caching, page 9 and Troubleshooting, page 10.

Installing the Cisco Security Agent
A\

Caution  Before you upgrade or reinstall the Agent, you must uninstall the Agent. You cannot install one version
of the Agent on top of a previously installed version. See the sections Uninstalling the Cisco Security
Agent, page 8, and Upgrading the Cisco Security Agent, page 9.

~

Note  An important feature of the Management Center for Cisco Security Agents is that it has a scheduled
update program that automatically updates the Agents that are being managed. This eliminates the need
to manually uninstall, install, and start CSA on each server. See the section Migrating to the Management
Center for Cisco Security Agents, page 12.

Note  To install the Cisco Security Agent you must be a System Administrator.
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Step 1

Step 2
Step 3

Note

Step 4

Step 5
Step 6
Step 7
Step 8
Step 9
Step 10

Review the section Before You Begin the Installation, page 4, which provides information to help ensure
a successful installation. To install the Cisco Security Agent for CVP software, complete the following
steps:

From the server on which you are going to perform the installation, go to
http://www.cisco.com/kobayashi/sw-center/contact_center/csa/

On the page that displays, click on CSA for CVP.

Download the latest version of the Cisco Security Agent file: CiscoCVP-CSA-<version>-K9.exe (for
example, CiscoCVP-CSA-4.5.1.655-2.1.1-W-K9.exe, where 4.5.1.655 indicates the engine version and
2.1.1 indicates the policy version).

You must be allowed access to a cryptographic site before you can download the Cisco Security Agent
file. If you have not yet applied for such access, you will at this point be directed to a web form. Fill out
the form and click Submit. A message appears telling you when you can expect to have download
access. If you have already registered, continue with Step 4.

If—and only if—you intend to install Cisco Security Agent on a Reporting Server, you must also
download the patch CSA45PatchForCVP401Reporting.exe.

Note the location where you saved the downloaded file(s).

Double-click CiscoCVP-CSA-<version>-K9.exe to begin the installation.

When the Welcome window displays, click Next.

To accept the license agreement, click Yes.

Accept the default destination as the location where the software will install; click Next.

Make sure that the Network Shim box is checked (this is the default), then click Next to install the
Network Shim.

Caution

Step 11

Step 12
Step 13
Step 14

A

You must install the Network Shim for the Agent to have full functionality.

The “Preparing to transfer files” status window displays the options that you chose. To accept the current
settings, click Next.

Continue to wait while the installation completes; do not click Cancel.
Click the radio button Yes (the default), then click Finish to reboot the server.

If the server you are installing on is a Reporting Server, double-click on
CSA45PatchForCVP401Reporting.exe and add the patch.

Caution

As mentioned earlier, the Agent protects the server as soon as you install the software, but the Agent

does not provide complete functionality until you reboot the server. Therefore, Cisco recommends that
you reboot immediately after installation. As mentioned above, to minimize affects on resources (such
as processing interruptions), Cisco recommends that you install/reboot at the end of the business day or
during a time when processing is minimal, preferably during a regularly scheduled maintenance window.
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Tip When the installation completes, a red flag (the Cisco Security Agent icon) displays in the Windows
system tray. Double-click on the red flag. If you see Security:Medium in the lower right corner of the
Cisco Security Agent window, this implies that security is enabled.

Step15 Perform this procedure on each Unified CVP software server. [As noted, Cisco Security Agent for
Unified CVP should not be installed on SDDSN, Media Server, and VoiceXML Studio machines.]

Checking the Version on the Server

You can check the engine and policy versions of the Agent you installed. To do so, double-click on the
CSA flag in the system tray. Included in the Status section of the Cisco Security Agent window is the
Product ID, which will look something like: Cisco Unified CVP CSA 4.5.1.655 Policy 2.1.1

In this case, 4.5.1.655 is the engine version and 2.1.1 is the policy version.

If for some reason the CSA flag is not available, it can be retrieved by clicking Cisco Security Agent in
the Start menu.

Disabling and Reenabling the Cisco Security Agent Service

You must disable the CSA service whenever you want to install, upgrade, or uninstall software. This
means before every operating system, Unified CVP and third-party installation and upgrade, including
maintenance release, service release, Windows updates, and support patch installations and upgrades.

Ensure that the service does not get enabled at any time during the installation or upgrade. Failure to do
so may cause problems with the installation or upgrade.

After installing or upgrading the software, you must reenable the Cisco Security Agent Service. With the
service disabled, the Agent no longer provides intrusion detection for the server.

Note  You must have Admin rights in order to successfully disable or reenable the Cisco Security Agent.

Disable

To disable the CSA service, complete the following steps:

Step1  From the Windows Start menu, select Settings > Control Panel > Administrative Tools > Services.
Step2  In the Services window, right-click Cisco Security Agent and choose Properties.

Step 3 In the Properties window, click the General tab.

Stepd  Click Stop.

Step5 At this point you are challenged by CSA. Click the Yes radio button; click Apply; enter the displayed
letters in the Challenge field; click OK.

At this point, CSA is stopped. This is indicated by a white target with a red bull’s-eye being displayed
on top of the red flag that is the CSA icon.

Step6  From the Startup Type drop-down list box, choose Disabled.
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Step 7

A

Click OK.

Caution

Step 8

A

In the Services window, verify that the Startup Type of the CSA service is Disabled.

Close Services.

Caution

Reenable

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

You must reenable the Cisco Security Agent service after installing, upgrading, or uninstalling software.

To reenable the CSA service, complete the following steps:

Choose Start > Settings > Control Panel > Administrative Tools > Services.

In the Services window, right-click Cisco Security Agent and choose Properties.
In the Properties window, click the General tab.

From the Startup Type drop-down list box, choose Automatic.

Click Apply.

Click Start.

After the service has started, click OK.

Close Services.

Uninstalling the Cisco Security Agent

A

Caution

Note

Step 1
Step 2

You cannot install one version of the Agent on top of a previously installed version. You must uninstall
the Agent and then reinstall the software. When you start the uninstaller, a prompt from the Agent asks
whether you want to uninstall the Agent. You have limited time (five minutes) to click Yes to disable the
protection. If you choose No or wait to disable the protection, the security mode automatically enables.

An important feature of the Management Center for Cisco Security Agents is that it has a scheduled
update program that automatically updates the Agents that are being managed. This eliminates the need
to manually uninstall, install, and start CSA on each server. See the section Migrating to the Management
Center for Cisco Security Agents, page 12.

To uninstall the security Agent, complete the following steps:

Choose Start > Programs > Cisco Systems > Uninstall Cisco Security Agent.

Click Yes in response to all questions you are asked. (And remember the five-minute time limit referred
to in the Caution above).
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A

Caution  After you uninstall the software, reboot the server immediately. If you do not reboot the server
immediately, the flag continues to display in the Windows system tray, the Messages window in the
graphical user interface (GUI) displays errors, but the software does not provide protection.

Upgrading the Cisco Security Agent

To upgrade the Cisco Security Agent, perform the following tasks:
1. Uninstall the existing version that is installed on the server.

See the section Uninstalling the Cisco Security Agent, page 8.
2. Install the new version that you plan to run on the server.

See the section Installing the Cisco Security Agent, page 5.

Messages, Logs, and Caching

This section discusses additional features of the Cisco Security Agent.

Event Messages and Log Files

e If the Cisco Security Agent has a message for you, the icon (the red flag in the Windows system
tray) will wave. To read the message, double-click on the icon, then click on Messages (on the left,
under Status).

The messages that are displayed are those generated when an action either is denied or generated a
query. Only the two most recent messages are displayed.

e The log files are located in <InstallDrive>:\Program Files\Cisco\CSAgent\log.

securitylog.txt—this is the main event log; this is where rule violations and other relevant
events are logged

— csalog.txt—this provides Agent startup and shutdown history (it contains events as well; but
securitylog.txt also contains the events, and is easier to read)

— driver_install.log—this provide a record of the driver installation process
— CSAgent-Install.log—this provides a detailed record of the installation process

* You can view securitylog.txt using Notepad. The field names are given in the first line. This can be
done by:

— Double-clicking the Cisco Security Agent icon—the red flag in the Windows system tray.

— Then click on Messages (on the left, under Status).

— Then click View log. (Clicking on Purge log deletes all events stored in securitylog.txt, though
csalog.txt will continue to contain that information.)
You can also:

— Copy securitylog.txt to a machine that has Excel and change the name to securitylog.csv.

— Double-click securitylog.csv and it will open as an Excel spreadsheet.
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You may find it most convenient to see the contents of a spreadsheet cell by clicking on the cell
and looking at the contents in the field above the spreadsheet matrix.

For diagnosing problems, the most important fields are DateTime, Severity, Text, and User. Ignore
the RawEvent field; it contains essentially the same information that is presented in the other fields,
but in a form that is unprocessed, and difficult to read.

The ordering of the severity levels, from least to most severe, is: Information, Notice, Warning,
Error, Alert, Critical, Emergency.

Understanding How the Cache Works

Cisco Security Agent caches your responses to queries. This is a convenience feature, so that you do not
have to respond to a popup each time you do a repetitive action.

When users are queried, the Agent can remember the response permanently or temporarily. This way, if
the same rule is triggered again, the action is allowed, denied, or terminated based on what answer was
given previously with no popup query box appearing again either permanently or for some period of
time.

For example, if a user is queried as to whether an application can talk on the network and the user
responds by selecting the Yes radio button and clicking a Don't ask again checkbox, the Yes response
is remembered permanently and that response appears in the edit field in the User Query Response
window (double-click on the flag icon, then click on User Query Response, on the left, under Status).
But if the user is queried as to whether setup.exe can install software on the system and the user responds
by selecting the Yes radio button, but there is no Don't ask again checkbox or it is there but the user
does not select it, this response is remembered temporarily and it does not appear in the User Query
Response window.

If the user response is only cached temporarily (for approximately an hour), the user can click the Clear
button in User Query Response window to delete all temporarily cached responses. To clear permanent
responses listed in the edit field, the user must select the response in the edit field and press the Delete
key.

Note  Permanent responses are remembered across reboots. Temporarily cached responses are not remembered
across reboots. Also note, a query response is tied to the user who responded. On multi-user machines,
multiple users may be asked the same question.

Troubleshooting

Please consider the following troubleshooting suggestions before contacting the Cisco Technical
Assistance Center (TAC).

Problems with Installing/Uninstalling the Agent

If you encounter problems with installing or uninstalling the Agent, perform the following tasks:
e Verify that you rebooted the server.

e Verify that the Cisco Security Agent service is not disabled and that its Startup Type value is
Automatic.
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e Obtain the installation logs from <InstallDrive>:\Program Files\Cisco\CSAgent\log. Review the
CSAgent-Install.log and driver_install.log files.

e For installations, verify that you installed the Network Shim. The driver_install.log file should state
that csanet installed. If the Network Shim is not installed, uninstall the Agent and then install the
Agent again.

e Verify that you did not use Terminal Services.

Problems with Unified CVP Software or Errors from Cisco Security Agent

Go through the procedure in this section if you encounter problems after installing Cisco Security Agent
for Unified CVP software:

e Are these problems with Unified CVP software that cannot otherwise be explained?

e Are Cisco Security Agent error messages displayed (double-click on the flag icon, then click on
Messages, on the left, under Status)?

e Look in the Cisco Security Agent log file, securitylog.txt, for events indicating that an application
action was blocked by Cisco Security Agent.

If you cannot determine the cause of a Cisco Security Agent log entry or error message, contact Cisco
TAC. However, before doing so, please refer to the section What to Do before Contacting TAC about a
CSA Problem, page 11.

To troubleshoot problems with Unified CVP software or errors from Cisco Security Agent:

Step 1 Disable CSA as described in Disable, page 7.

Step2  Perform the operation that caused the error message.
Step3  Reenable CSA as described in Reenable, page 8.
Stepd  Perform the operation that caused the error message.

Step5  If the operation completes successfully with the Cisco Security Agent turned off and continues to fail
with the Cisco Security Agent enabled, confirm that the software with which you were having the
problem is among the CVP software components or third-party applications included in the Hardware
and Software System Specification for Cisco Unified Customer Voice Portal Software Release 4.0(1).

Step6  If you are unable to resolve the problem, see What to Do before Contacting TAC about a CSA Problem,
page 11.

What to Do before Contacting TAC about a CSA Problem

First go through all the relevant procedures described above to determine if there is really a problem and
if it is in fact a CSA problem.

If you feel that it is a CSA problem, and you want to open a TAC case, follow the procedures below:

Step 1 Run the Cisco Security Agent Diagnostics program:
Start > Programs > Cisco Security Agent > Cisco Security Agent Diagnostics

This causes the agent to gather self-describing diagnostic information on the system and on the agent
itself (for example, information pertaining to any configured system states). Be patient, because it may
take some time to collect this data.
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The diagnostic utility temporarily disables agent security while it executes. If you are queried to disable
agent security, you should respond Yes, to allow the diagnostics program to run. Security is
automatically reenabled when the utility finishes collecting data.

Step2  When the collection is complete, a message appears informing you that a csa-diagnostics.zip file has
been created in the <InstallDrive>\Program Files\Cisco Systems\CSAgent\log directory.

Step3  Determine the version of your CSA engine and of your CSA policy (the method for doing so is described
in Checking the Version on the Server, page 7).

Step4  Contact TAC. Be prepared to provide them with the zipped file mentioned in Step 2 and the information
you collected in Step 3.

Migrating to the Management Center for Cisco Security Agents

An important feature of the Management Center for Cisco Security Agents is that it has a scheduled
update program that automatically updates the Agents that are being managed. This eliminates the need
to manually uninstall, install, and start CSA on each server.

Also, while the security Agent included with Unified CVP software uses a static policy that should not
be changed, it is possible to add, change, or delete the policy if you purchase and install Management
Center for Cisco Security Agents. However, any such changed policy is NOT qualified for use with CVP.

Note If you have used the Management Center for Cisco Security Agents to change the policy associated with
the Cisco Security Agent for Unified CVP software, and you encounter problems with running your
software, before calling your Unified CVP support provider, you must first:

1. Remove any third-party software not supported by Cisco from your Unified CVP servers

2. Revert to the original Cisco Security Agent for Unified CVP policy

If the problem persists, then call your support provider.

Management Center for Cisco Security Agent contains two components:

¢ The Management Center installs on a dedicated server and includes a web server, a configuration
database, and a web-based interface. The Management Center allows you to define rules and policies
and create Agent kits that are then distributed to managed servers. (Multiple policies for different
Cisco products can be managed by a single MC.)

e The Cisco Security Agent (the managed Agent) installs on all Unified CVP software servers and
enforces security policies. The managed Agent registers with the Management Center and can
receive configuration and rule updates. It also sends event reports back to its Management Center.

If you are interested in the Management Center, you should obtain the latest version of the following
Management Center for Cisco Security Agent documents:

e [Installing Management Center for Cisco Security Agents 4.5

e Using Management Center for Cisco Security Agents 4.5

® Release Notes for Management Center for Cisco Security Agents 4.5
You can download these documents at:

http://www.cisco.com/en/US/products/sw/secursw/ps5057/tsd_products_support_series_home.html

r Cisco Security Agent Installation/Deployment Guide for Cisco Unified Customer Voice Portal, Release 4.0(1) February 2007


http://www.cisco.com/en/US/products/sw/secursw/ps5057/tsd_products_support_series_home.html

A

Ensure that the Management Center component is installed on a separate, dedicated server and the
managed Agent is installed on all Unified CVP servers. Make sure that the server that is intended for the
Management Center meets the system requirements that are listed in Installing Management Center for
Cisco Security Agents 4.5.

Caution

Step 1

Step 2

Note

Step 3

Step 4

Do not install the Management Center on servers where you have installed Unified CVP software. If you
attempt to do so, either the installation will fail, or the Management Center will block operation of
Unified CVP components.

Once you have obtained the Management Center for Cisco Security Agent package and documentation,
and followed the instructions in Installing Management Center for Cisco Security Agents 4.5 for
Installing Management Center for Cisco Security Agent, perform the following procedure to import the
Unified CVP policy and install a managed Agent:

Uninstall the Cisco Security Agent, if it exists, by following the instructions in the section Uninstalling
the Cisco Security Agent, page 8.

Download the latest version of the Unified CVP policy XML file (though an XML file, the extension is
.export; for example, CiscoCVP-CSA-4.5.1.655-2.1.1.export). You can obtain the policy from

http://www.cisco.com/kobayashi/sw-center/contact_center/csa/

On accessing this site, see the discussion in the section Installing the Cisco Security Agent, page 5.

Note the location where you saved the downloaded file. Note also that, for identification purposes, all
Unified CVP policies are prepended with the “word” CVP.

L

Tip All policy variables, including Group Name, Policy Name, Rule Module Name, File Sets Name,
Application Class Name, Registry Set Name and so on, literally everything that can have a name
(only Rules do not have names), starts with “CVP”.

So, a File Set with the name “CVP All Files” means All Files on the system.
While a File Set with the name “CVP All CVP Files” means All files related to the Unified CVP
product.

This use of the first word in all these variables is just a way to distinguish Unified CVP variables
in your Management Center from variables associated with other policies; for example, policies
supplied for Cisco Unified ICME or Cisco Unified CallManager.

Follow the instructions in Using Management Center for Cisco Security Agents 4.5 (“Exporting and
Importing Configurations”) for importing the policy that you downloaded in Step 1.

Use the “Quick Start Configuration” section of Installing Management Center for Cisco Security Agents
4.5 to perform the following tasks:

e Configure a group
e Attach the downloaded policy named CiscoCVP-CSA-<version>.export to the group
¢ Generate the Rules

e Build an Agent kit
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Step 5

Distribute and install the new managed Agent that was created in Step 3 by following the instructions in
the “Cisco Security Agent Installation and Overview” section of Installing Management Center for
Cisco Security Agents 4.5.

Obtaining Additional Information about CSA

Step 1
Step 2

Tip

For additional information about the Cisco Security Agent, do the following:

In the Windows system tray, right-click the flag and choose Open Agent Panel.
Click the Help button.

The Cisco Security Agent documentation displays.

To obtain the Cisco Security Agent 4.5 documentation, go to:
http://www.cisco.com/en/US/partner/products/sw/secursw/ps5057/index.html

Obtaining Related Unified CVP Software Documentation

The latest version of the Unified CVP software documentation can be found at this URL:
http://cisco.com/en/US/products/sw/custcosw/ps1006/tsd_products_support_series_home.html

The Hardware and Software System Specification for Cisco Unified Customer Voice Portal Software
Release 4.0(1) can be found at this URL:

http://www.cisco.com/en/US/products/sw/custcosw/ps1006/prod_technical_reference_list.html

Obtaining Documentation

Cisco.com

Cisco documentation and additional literature are available on Cisco.com. This section explains the
product documentation resources that Cisco offers.

You can access the most current Cisco documentation at this URL:
http://www.cisco.com/techsupport

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml
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Product Documentation DVD

The Product Documentation DVD is a library of technical product documentation on a portable medium.
The DVD enables you to access installation, configuration, and command guides for Cisco hardware and
software products. With the DVD, you have access to the HTML documentation and some of the

PDF files found on the Cisco website at this URL:

http://www.cisco.com/univercd/home/home.htm

The Product Documentation DVD is created monthly and is released in the middle of the month. DVDs
are available singly or by subscription. Registered Cisco.com users can order a Product Documentation
DVD (product number DOC-DOCDVD= or DOC-DOCDVD=SUB) from Cisco Marketplace at the
Product Documentation Store at this URL:

http://www.cisco.com/go/marketplace/docstore

Ordering Documentation

You must be a registered Cisco.com user to access Cisco Marketplace. Registered users may order
Cisco documentation at the Product Documentation Store at this URL:

http://www.cisco.com/go/marketplace/docstore
If you do not have a user ID or password, you can register at this URL:

http://tools.cisco.com/RPF/register/register.do

Documentation Feedback

You can provide feedback about Cisco technical documentation on the Cisco Technical Support &
Documentation site area by entering your comments in the feedback form available in every online
document.

Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this URL:
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
From this site, you will find information about how to do the following:

e Report security vulnerabilities in Cisco products

e Obtain assistance with security incidents that involve Cisco products

e Register to receive security information from Cisco

A current list of security advisories, security notices, and security responses for Cisco products is
available at this URL:

http://www.cisco.com/go/psirt

To see security advisories, security notices, and security responses as they are updated in real time, you
can subscribe to the Product Security Incident Response Team Really Simple Syndication (PSIRT RSS)
feed. Information about how to subscribe to the PSIRT RSS feed is found at this URL:

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html
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Reporting Security Problems in Cisco Products

Cisco is committed to delivering secure products. We test our products internally before we release them,
and we strive to correct all vulnerabilities quickly. If you think that you have identified a vulnerability
in a Cisco product, contact PSIRT:

e For emergencies only —security-alert@cisco.com

An emergency is either a condition in which a system is under active attack or a condition for which
a severe and urgent security vulnerability should be reported. All other conditions are considered
nonemergencies.

e For nonemergencies—psirt@cisco.com

In an emergency, you can also reach PSIRT by telephone:
e 1877228-7302
e 1408 525-6532

Tip We encourage you to use Pretty Good Privacy (PGP) or a compatible product (for example, GnuPG) to
encrypt any sensitive information that you send to Cisco. PSIRT can work with information that has been
encrypted with PGP versions 2.x through 9.x.

Never use a revoked encryption key or an expired encryption key. The correct public key to use in your
correspondence with PSIRT is the one linked in the Contact Summary section of the Security
Vulnerability Policy page at this URL:

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

The link on this page has the current PGP key ID in use.
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If you do not have or use PGP, contact PSIRT to find other means of encrypting the data before sending
any sensitive material.

Product Alerts and Field Notices

Modifications to or updates about Cisco products are announced in Cisco Product Alerts and Cisco Field
Notices. You can receive Cisco Product Alerts and Cisco Field Notices by using the Product Alert Tool
on Cisco.com. This tool enables you to create a profile and choose those products for which you want to
receive information.

To access the Product Alert Tool, you must be a registered Cisco.com user. (To register as a Cisco.com
user, go to this URL: http://tools.cisco.com/RPF/register/register.do) Registered users can access the
tool at this URL: http://tools.cisco.com/Support/PAT/do/ViewMyProfiles.do?local=en

Obtaining Technical Assistance

Cisco Technical Support provides 24-hour-a-day award-winning technical assistance. The

Cisco Technical Support & Documentation website on Cisco.com features extensive online support
resources. In addition, if you have a valid Cisco service contract, Cisco Technical Assistance Center
(TAC) engineers provide telephone support. If you do not have a valid Cisco service contract, contact
your reseller.

Cisco Technical Support & Documentation Website

The Cisco Technical Support & Documentation website provides online documents and tools for
troubleshooting and resolving technical issues with Cisco products and technologies. The website is
available 24 hours a day at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support & Documentation website requires a Cisco.com
user ID and password. If you have a valid service contract but do not have a user ID or password, you
can register at this URL:

http://tools.cisco.com/RPF/register/register.do

Note  Use the Cisco Product Identification Tool to locate your product serial number before submitting a
request for service online or by phone. You can access this tool from the Cisco Technical Support &
Documentation website by clicking the Tools & Resources link, clicking the All Tools (A-Z) tab, and
then choosing Cisco Product Identification Tool from the alphabetical list. This tool offers three search
options: by product ID or model name; by tree view; or, for certain products, by copying and pasting
show command output. Search results show an illustration of your product with the serial number label
location highlighted. Locate the serial number label on your product and record the information before
placing a service call.
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Tip Displaying and Searching on Cisco.com

If you suspect that the browser is not refreshing a web page, force the browser to update the web page
by holding down the Ctrl key while pressing F5.

To find technical information, narrow your search to look in technical documentation, not the entire
Cisco.com website. On the Cisco.com home page, click the Advanced Search link under the Search box
and then click the Technical Support & Documentation.radio button.

To provide feedback about the Cisco.com website or a particular technical document, click Contacts &
Feedback at the top of any Cisco.com web page.

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4 service requests. (S3 and
S4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool provides
recommended solutions. If your issue is not resolved using the recommended resources, your service
request is assigned to a Cisco engineer. The TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests, or if you do not have Internet access, contact the Cisco TAC by telephone.
(ST or S2 service requests are those in which your production network is down or severely degraded.)
Cisco engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411
Australia: 1 800 805 227
EMEA: +32 2 704 55 55
USA: 1800 553 2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.

Severity 1 (S1)—An existing network is “down” or there is a critical impact to your business operations.
You and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operations are negatively affected by inadequate performance of Cisco products. You and
Cisco will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of the network is impaired while most business operations
remain functional. You and Cisco will commit resources during normal business hours to restore service
to satisfactory levels.
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Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. There is little or no effect on your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

e The Cisco Product Quick Reference Guide is a handy, compact reference tool that includes brief
product overviews, key features, sample part numbers, and abbreviated technical specifications for
many Cisco products that are sold through channel partners. It is updated twice a year and includes
the latest Cisco channel product offerings. To order and find out more about the Cisco Product Quick
Reference Guide, go to this URL:

http://www.cisco.com/go/guide

e Cisco Marketplace provides a variety of Cisco books, reference guides, documentation, and logo
merchandise. Visit Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

e (Cisco Press publishes a wide range of general networking, training, and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

® Packet magazine is the magazine for Cisco networking professionals. Each quarter, Packet delivers
coverage of the latest industry trends, technology breakthroughs, and Cisco products and solutions,
as well as network deployment and troubleshooting tips, configuration examples, customer case
studies, certification and training information, and links to scores of in-depth online resources. You
can subscribe to Packet magazine at this URL:

http://www.cisco.com/packet

e [Internet Protocol Journal is a quarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

e Networking products offered by Cisco Systems, as well as customer support services, can be
obtained at this URL:

http://www.cisco.com/en/US/products/index.html

e Networking Professionals Connection is an interactive website where networking professionals
share questions, suggestions, and information about networking products and technologies with
Cisco experts and other networking professionals. Join a discussion at this URL:

http://www.cisco.com/discuss/networking

e “What’s New in Cisco Documentation” is an online publication that provides information about the
latest documentation releases for Cisco products. Updated monthly, this online publication is
organized by product category to direct you quickly to the documentation for your products. You
can view the latest release of “What’s New in Cisco Documentation” at this URL:

http://www.cisco.com/univercd/cc/td/doc/abtunicd/136957.htm
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e World-class networking training is available from Cisco. You can view current offerings at
this URL.:

http://www.cisco.com/en/US/learning/index.html

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT
NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT
ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR
THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE
INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU
ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A
COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as
part of UCB’s public domain version of the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE
PROVIDED “AS IS” WITH ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED
OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL
DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR
INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.
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