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The Cisco CRS platform provides a multimedia (voice, data, and web), IP-enabled
customer-care application environment that enhances the efficiency of contact
centers by simplifying business integration, easing agent administration,
increasing agent flexibility, and enhancing network hosting.

Cisco CRS 4.0(2) provides resolutions to important issues.

Cisco CRS 4.0(1) provides a variety of new and enhanced features, including:

Cluster-based architecture

Enhanced installation procedure

Enhanced administration and serviceability

Optional high availability with automatic failover
Increased maximum number of agents to 300
Integration into Cisco Customer Interaction Network
New ACD routing and related features

Support for Cisco IP Phone 7970

Support for Cisco Communicator

Enhancements to the look and feel of the Cisco Agent Desktop and the
Cisco Supervisor Desktop

New and enhanced historical reports

New automatic speech recognition (ASR) and text-to-speech (TTS) model
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Related Documentation

Table 1 provides references to related documentation. In addition, you can obtain
online help from the Cisco CRS Administration web pages, the Cisco CRS Editor,
the Cisco Agent Desktop, the Cisco Supervisor Desktop, the

Cisco Desktop Administrator, and the Cisco CRS Historical Reports client

interface.

Note If a Cisco CRS document is not updated from a previous release of Cisco CRS,
that document remains valid for the current release.

Table 1 Related Documentation

Related Information and Software

Document or URL

Cisco CRS documentation overview

Cisco Customer Response Applications 4.0
Resources Card in your Cisco CRS product package

Cisco CRS documentation

http://www.cisco.com/univercd/cc/td/doc/product/
voice/sw _ap_to/apps_4_0/index.htm

Cisco Customer Response Solutions (CRS)
Software and Hardware Compatibility Guide

http://www.cisco.com/univercd/cc/td/doc/product/
voice/sw_ap_to/crsmatrx.pdf

Cisco voice products documentation

http://www.cisco.com/univercd/cc/td/doc/product/
voice/index.htm

Operating system documentation and Virtual
Network Computing (VNC) documentation

http://www.cisco.com/univercd/cc/td/doc/product/
voice/iptel_os/index.htm

Cisco MCS hardware specifications

http://www.cisco.com/en/US/products/hw/
voiceapp/ps378/products_data_sheets_list.html

Cisco IP Telephony BIOS and Operating System
Roadmap

http://www.cisco.com/univercd/cc/td/doc/product/
voice/c_callmg/index.htm

Cisco CallManager Compatibility Matrix

http://www.cisco.com/univercd/cc/td/doc/product/
voice/c_callmg/index.htm

Cisco CallManager documentation

http://www.cisco.com/univercd/cc/td/doc/product/
voice/c_callmg/index.htm

Backup and restore documentation

http://www.cisco.com/univercd/cc/td/doc/product/
voice/backup/index.htm
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Important Notes

Table 1 Related Documentation (continued)

Related Information and Software Document or URL

Service releases http://www.cisco.com/kobayashi/sw-center/sw-voice
.shtml

Related Cisco IP telephony application http://www.cisco.com/univercd/cc/td/doc/product/

documentation voice/index.htm

Cisco CallManager Extended Services, http://www.cisco.com/univercd/cc/td/doc/product/

including Cisco CallManager Extension voice/serv_fea/ext_serv/ index.htm

Mobility and Cisco CallManager AutoAttendant

Cisco ICM Software and Cisco IPCC http://www.cisco.com/univercd/cc/td/doc/product/

documentation icm/index.htm

Important Notes

This section provides important information that might have been unavailable
upon the initial release of documentation for Cisco CRS 4.0.

e Pre-upgrade utility must be run before upgrading—Before you upgrade
Cisco CRS to release 4.0(1), run the pre-upgrade utility. This utility displays
the amount of data that is stored on the system and whether all of that data
will be converted during the upgrade. If only part of the data will be
converted, you can take appropriate steps before upgrading.

e To run the pre-upgrade utility, follow these steps:

a. On the server on which the Cisco CRS Engine is running, download
CRS4PreUpgradeCheck.zip from this URL:

http://www.cisco.com/en/US/partner/products/sw/custcosw/ps 1846/
prod_how_to_order.html

b. Follow the instructions in the CRS4PreUpgradeCheck-README.pdf
file, which is available at this URL:

http://www.cisco.com/en/US/partner/products/sw/custcosw/ps 1846/
prod_how_to_order.html

e Upgrading Client Applications when Upgrading Cisco CRS—When you
upgrade from Cisco CRS 3.x to Cisco CRS 4.x, you also must upgrade
Cisco Agent Desktop, Cisco Supervisor Desktop, and Cisco CRS Historical
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Reporting applications, if you are using these applications. To do so, you
must have administrator privileges that allow you to install applications and
suspend virus and intrusion detection software on the servers on which these
applications are running. For additional information, refer to Cisco CAD
Installation Guide and to Cisco Customer Response Historical Reports User
Guide.

Third-party software might affect performance and support—Adding
third-party software to a Cisco CRS system may affect how Cisco CRS
functions and may affect Cisco’s support for Cisco CRS. Such third-party
software includes Microsoft critical security updates, anti-virus software, and
other non-required third-party software. For information about Cisco’s policy
regarding third-party software, refer to this URL:

http://www.cisco.com/application/pdf/en/us/guest/products/ps3651/c1037/
ccmigration_09186a0080207fb9.pdf

In addition, make sure to read and accept the license agreement that comes
with a third-party product.

Active Directory integration might affect performance—If you are
integrating Cisco CRS with Active Directory, refer to the caveat CSCsb20774
for details about how you might be affected and for workarounds. To access
this caveat, see the “Using Bug Toolkit” section on page 20.

Deployment on MCS-7835-11, MCS-7845-11, or IBM xSeries-346
server—If you are deploying an MCS-7835-11, MCS-7845-11, or IBM
xSeries-346 server, refer to the field notice Some Cisco Media Convergence
Server (MCS) Encounter Network Interface Card (NIC) Numbering Reversal,
which is available at this URL:

http://www.cisco.com/en/US/products/hw/voiceapp/ps378/
products_field_notice09186a0080415411.shtml

Moving a node to another subnet might affect performance—If you move
Cisco CRS nodes to another subnet, you may experience the following issues:

— You cannot configure resource, skills, and so on

— The MADM error log contains the message [Microsoft] [ODBC SQL
Server Driver] [SQL Server] [OLE/DB provider returned message:
New transaction cannot enlist in the specified transaction

coordinator.]

To work around this situation, check network connectivity, and add names to
the hosts file.

[l Release Notes for Cisco Customer Response Solutions 4.0(2)



http://www.cisco.com/en/US/products/hw/voiceapp/ps378/products_field_notice09186a0080415411.shtml
http://www.cisco.com/application/pdf/en/us/guest/products/ps3651/c1037/ccmigration_09186a0080207fb9.pdf

Important Notes

Password aging restrictions—Password aging is a Microsoft Active
Directory feature that you can enable when Cisco CallManager is integrated
with Active Directory. Do not enable this feature for any of the “system”
Cisco CallManager user accounts, including the JTAPI provider user, the
RMITAPI provider user, or the telecaster user that is associated with the
Cisco Desktop IP Phone Agent service. If you enable this feature but do not
change the password for one of these Cisco CallManager users before the
password expires, the following issues will occur:

— JTAPI provider user—Calls to Cisco CRS route points are not processed

— RMIJTAPI provider user—Agents are not able to login to the
Cisco Agent Desktop or the Cisco IP Phone Agent

— Cisco IP Phone Agent user—Agents will be unable to use the
Cisco IP Phone Agent

Database sizes not expanded in some deployment changes—If your Cisco
CRS deployment includes a server on which the CRS Engine component, the
Database component, and MS SQL 2000 are installed and you change this
deployment to remove the Database component from this server and add an
expansion server with the database component, the database sizes are not
expanded automatically.

Scheduled historical reports might not run when using a proxy
service—If you are using a proxy service in Internet Explorer on the CRS
Historical Reports client system, scheduled historical reports might not run
and you might see this message in the CiscoSch.log file: [CRA_DATABASE]
entry not found in the properties file followed by failed to
validate user OR get MaxConnections of database value. If this
situation occurs but you can run the report directly from the CRS Historical
Reports client system, follow these steps:

a. From Internet Explorer on the Historical Reports client system, choose
Tools > Internet Options.

b. Click Connections.
c. Click LAN Settings.

The Use a Proxy Service check box will be checked if you are using a
proxy server.

d. Click Advanced.
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e. In the Do not use proxy server for addresses beginning with field, enter
the IP address of the Cisco CRS server that the Historical Reports client
system logs in to.

f. Click OK as needed to save your changes.

e “Administrator” is required Windows account username—The only
supported username for the Windows account on a server that is running
Cisco CRS is Administrator. If you use another user name, the
CRSAdminUtil.exe tool might not work properly.

¢ Microsoft DTC requirements—The Microsoft Distribution Transaction
Coordinator (DTC) requires that your system be able to resolve computer
names by NetBIOS or DNS. You can test whether NetBIOS can resolve the
names by using ping and the server name. The client computer must be able
to resolve the name of the server and the server must be able to resolve the
name of the client. If NetBIOS cannot resolve the names, you can add entries
to the LMHOSTS files on the computers.

For additional information, refer to article number 250367 in the Microsoft
online help and support knowledge base.

¢ Cisco CallManager hardening procedure causes Cisco CRS
configuration failure—CRS configuration fails if you perform the Cisco
CallManager operating system hardening procedure using the scripts
provided in the C:\utils\SecurityTemplate folder. This situation occurs
because the scripts disable IIS and Tomcat services on Cisco CallManager
subscribers, which affects the subscribers on which CTIManager is running.
(These subscribers are designated by the IP address input for the JTAPI
provider.)

To workaround this situation, reenable these services on the subscribers.

e Updating JTAPI and RMJTPAI users—To update JTAPI and RMJTAPI
users in Microsoft Active Directory, perform the procedure that is described
in the “Setting the Access Control Lists for Active Directory” section in
Installing the Cisco Customer Directory Configuration Plugin for
Cisco CallManager Release 4.1(3). This document is available at this URL:

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/4_1/
install/plugins/plug4 13.htm#wp54764
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Perform this procedure on all servers that are specified in the Cisco CRS
Administration JTAPI Provider list. In this way, Cisco CRS is able to
communicate with Microsoft Active Directory using the AVVID XML Layer
(AXL) interface.

ASR/TTS provide becomes IN-SERVICE prematurely—If you delete

an ASR/TTS provider and all of its associated servers, and then create a new
ASR/TTS provider, its status might become IN_SERVICE immediately, even
before you create any servers for it. In this situation, click Refresh for that

ASR/TTS provide, or click Refresh All. These actions change the status of
the ASR/TTS provider to OUT_OF_SERVICE.

Upgrade causes some subsystems to become out of service—In a

Cisco CRS deployment that includes a primary and standby Cisco CRS server
(servers on which the Cisco CRS Engine is installed), the Enterprise Data and
the VoIP and subsystems might become out of service on the primary Cisco
CRS server when you perform an upgrade or repair procedure on that sever.

To workaround this issue:

— Before you perform the upgrade or repair procedure on the primary
Cisco CRS server, manually fail over that server. Make sure that both
Cisco CRS servers are running and that the standby server is now the
master Cisco CRS server.

— If you performed the upgrade or repair procedure on the primary
Cisco CRS server without following the preceding step, perform the
reelect master procedure. The subsystems become in service when the
Cisco CRS server fails over to the upgraded or repaired server.

Wait 10 minutes before starting Cisco CRS Engine after server setup
procedure—When you complete the Cisco CRS cluster and server setup
procedures, which you perform after installing Cisco CRS, wait at least 10
minutes before you restart the Cisco CRS Engine for any reason. This way,
Cisco CRS can synchronize information across the cluster.

Agent not deleted automatically when not in LDAP—An agent is no longer
automatically deleted from the Cisco CRS database when Cisco CRS detects
that the agent no longer exists in LDAP. Instead, the Cisco CRS
Administration Resources page includes a new link called Inactive Agents.
When you click this link, Cisco CRS displays a list of agents that do not exist
in LDAP but that do exist in the CRS database. In this case, you can select
certain agents to delete from Cisco CRS by checking the check box next to
each agent, or you can select all agents for deletion by clicking Check All.
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Then click Delete to remove the selected agents from the Cisco CRS
database. Until you follow this procedure, agents that no longer exist in
LDAP continue to appear in the list of agents in Resources page, but they are
unable to log in because the LDAP authentication is not successful. For more
information, refer to Cisco CRS Administration Guide.

~

Note If LDAP errors or errors connecting to the LDAP server occur when you
display the list of inactive agents, this list might not be accurate. When
the errors are resolved, click Inactive Agents again to see an accurate list.

e Browser configuration for restore, patch, or upgrade—A Cisco CRS
restore, patch, or upgrade procedure will fail if the browser that you are using
to access Cisco BARS Administration is not configured properly. For more
information, including specific conditions and workarounds, use Bug Toolkit
to access CSCef91551. (For information about Bug Toolkit, see the “Using
Bug Toolkit” section on page 20.)

e Custom report fails with the “Invalid name” error—Attempting to
generate a scheduled custom report fails with the error “Invalid name” when
the showUserNameOnReport parameter is set to 1 in the Historical Reports
hrcConfig.ini file. To work around this problem, add the label @$UserName
to the .rpt report file that you create with Crystal Reports. To determine where
to place this attribute, look at the definition file for any of the Cisco-provided
historical reports.

¢ Historical Reports Client version must match Cisco CRS version—If you
are using Cisco CRS Historical Reports client software, it must be the same
version as the version of Cisco CRS that you are running.

¢ Disk space requirements for patch—To install a Cisco CRS patch, the D:
drive on the server on which you are installing must have at least as much free
disk space as the size of the patch archive file.

e Configure only one node as BARS data source server—In a Cisco CRS
cluster that includes more than one node, use the BARS Administration
Application to configure only one node as the data source server. Otherwise,
a scheduled backup will perform the same backup multiple times, which will
consume additional disk space and increase the time that a backup takes to
complete.
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e Additional upgrade, restore, and patch steps when BARS is coresident
with Cisco CRS—If you perform an upgrade, restore, or patch procedure
using a BARS server that is installed on the same machine as the CRS server
that is being upgraded, restored, or patched, perform these steps after the
server reboots:

a. Log into Windows as the administrator.
b. Launch and log in to the BARS Administration application.

c. Click Reset Status if you see a page with this prompt: o backup or
restore process 1is in progress, please try again after some
time. If the BARS server was rebooted while it was in the
middles of a backup or restore process click the “Reset Status”

button now.

d. Click OK if you see this prompt: Resetting status while restoring

may cause the system to malfunction.

e. Select Restore, and go through the four steps in the BARS Restore
Wizard.

Choose the same archive file as before as you did earlier int the upgrade,
restore, or patch procedure.

The BARS extracts the archive.
f. When you see the prompt to override or exit, click Override.
Now you can continue with the procedure as documented.

e Ifyouupgrade a collocated server (a server on which Cisco CallManager and
Cisco CRS are installed) from Cisco CR 3.x to Cisco CRS 4.1, you must
perform the following procedure to reset the Windows NT Authentication
mode.

a. On the collocated server, choose Start > Settings > Control Panel >
Administrative Tools > Open Data Sources (ODBC).

b. Inthe ODBC Data Source Administrator window, Click the System DSN
tab.

In the list of System Data Sources, click FCRasSvrDSN.
Click Configure and then click Next.

/e @

e. Click the Windows NT Authentication radio button.
f. Click Next twice, then click Finished.
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g. Click OK.

h. Wait a few minutes for the Cisco Recording and Statistics service to
reconnect to the database, or restart this service manually.

Configuring Internet Explorer for use with BARS—If you use Internet
Explorer to access the BARS when you perform an upgrade, restore, or patch
procedure, review the issues that are described in Table 2 and take the
appropriate actions, if needed. This way, the restore process will not time out
and fail while waiting for you to respond to a pop-up message.

Table 2 Internet Explorer Option Settings

Issue

Corrective Action

Java 2 Runtime
Environment (JRE) not
installed

1. Choose Tools > Internet Options.
Click the Advanced tab.

In the Settings list, scroll to Java (Sun).

s W N

If the Use Java v1.4.2_xx for <applet> check box is not checked, copy
the JRE installer from the following folder on a Cisco CRS server to the
server on which you are running the BARS:

C:\Program Files\wfavvid\ tomcat_appadmin\webapps\appadmin\
installs\j2re-1_4_2_05-windows-i586-p.exe

5. Double-click this file on the computer to which you copied it and follow
the prompts to install the JRE.

Default security setting
modified

1. Choose Tools > Internet Options.
2. Click the Security tab.

3. Ifyou are not using a Custom Level, make sure that the Default Level is
set to Medium-low or to Low.

4. If you are using a Custom Level, click Custom Level and take these
actions:

— Under Java Permissions, click the High Safety, Low Safety, or
Medium Safety radio button. (Do not click the Disable Java radio
button.)

— Under Scripting of Java Applets, click the Enable or Prompt radio
button.
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Table 2 Internet Explorer Option Settings (continued)

Issue

Corrective Action

Default privacy setting
modified

1. Choose Tools > Internet Options.
Click the Privacy tab.

2
3. Make sure that the Default Level is set to Medium or lower.

Configured proxy
server cannot be
reached

Y

Choose Tools > Internet Options.
Click the Connections tab.
Click LAN Settings.

If a proxy server is configured, make sure that this server can reach it.

&« DN

If there is no proxy server, make sure that the Use a proxy server for
your LAN checkbox is unchecked.

Security warning
enabled

1. Choose Tools > Internet Options.
2. Click the Advanced tab.

3. Make sure that the Warn if changing between secure and not secure
mode check box is unchecked.

Cisco CallManager Publisher should be the first entry in the list of LDAP
servers—Before you upgrade from Cisco CRS 3.x to Cisco CRS 4.x, make

sure that the Cisco CallManager Publisher is the first entry in the list of LDAP
servers in the Cisco CRS Administration Directory Configuration page.

ECC variable names should begin with ‘“user”—To ensure that variable
data is handled properly, make sure that every user-defined Expanded Call
Context (ECC) variable name begins with “user”.

Upgrading Cisco CRS Database to MS SQL Server 2000—To upgrade the
Cisco CRS database type from MSDE 2000 to MS SQL Server 2000, refer to
the MS SQL Server 2000 for Cisco CRS Resources Card. User data that is

stored in the Cisco CRS database is preserved when you upgrade the database

type.
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Making configuration changes after failover—If a node goes down in a
high-availability Cisco CRS deployment, you cannot make configuration
changes in Cisco CRS Administration. To work around this issue, take these
actions:

— Make sure the active node is the publisher. If it is not, use Cisco CRS
Administration to make it the publisher for all datastores.

— From the Component Activation page in Cisco CRS Administration,
deactivate the Config Datastore) and the Historical Datastore for the
inactive node.

Configuring Cisco IP Communicator—For information about configuring
Cisco IP Communicator for use with Cisco CRS, refer to the following
documents:

— Cisco IP Communicator Administration Guide (2.0)

http://www.cisco.com/en/US/products/sw/voicesw/ps5475/products
_administration_guide_book(09186a00805f06b5.html

— Install and Configure IP Communicator with CallManager 4.x

http://www.cisco.com/en/US/products/sw/voicesw/ps5475/products
_tech_note09186a008026d36f.shtml

Unsupported and Supported Actions for Cisco
IPCC Express Agents

This section outlines the unsupported and supported actions for agents using the
Cisco Agent Desktop or the Cisco IP Phone Agent Service. Agents can access
similar information in the Cisco Agent Desktop online help.

Unsupported Actions for Cisco IPCC Express Agents

Use of the following softkeys on a Cisco IP Phone is not supported:

Barge
cBarge
DirTrfr
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Unsupported and Supported Actions for Cisco IPCC Express Agents W

¢ GPickup
¢ iDivert

¢ Join

e MeetMe
e Pickup

Supported Configurations for Agent Phones

To determine the phone devices that supported by the Cisco Agent Desktop and
for use by Cisco IP Phone Agents, refer to Cisco Customer Response Solutions
(CRS) Software and Hardware Compatibility Guide, which is available at this
URL:

http://www.cisco.com/univercd/cc/td/doc/product/voice/sw_ap_to/crsmatrx.pdf
The following configurations are supported for agent phones:

e An IPCC Express extension configured on a single device (but not on
multiple devices).

e An IPCC Express extension configured in a single device profile (but not in
multiple device profiles).

e Multiple agents sharing the same IPCC Express extension, which you can set
up as follows:

a. Configure the IPCC Express extension on a single phone (not in a device
profile).

b. Associate that phone with each agent who will use that extension.

c. Select the appropriate directory number (DN) as the IPCC Express
extension for each agent.

In this configuration, only one agent at a time can be logged in.

~

Note  All agents that currently have the IPCC Express extension to be shared
must log out before you can configure additional agents to share that
extension.
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Unsupported Configurations for Agent Phones

The following configurations are not supported for agent phones:

e Two lines on an agent’s phone that have the same extension but exist in
different partitions.

e An IPCC Express extension assigned to multiple devices.

e Configuring the same IPCC Express extension in more than one device
profile, or configuring the same IPCC Express extension in any combination
of device profiles and devices. (Configuring an IPCC Express extension in a
single device profile is supported.)

e In the Cisco CallManager Administration Directory Number Configuration
web page for each IPCC Express line, setting Maximum Number of Calls to
a value other than 2.

e In the Cisco CallManager Administration Directory Number Configuration
web page for each IPCC Express line, setting Busy Trigger to a value other
than 1.

e Configuring a Cisco IP Phone with Secure Real-Time Protocol (SRTP) on.

¢ No Cisco Call Manager device can be forwarded to the IPCC Express
extension of an agent.

e The IPCC Express extension of an agent cannot be configured to forward to
a Cisco CRS route point.

e Use of characters other than the numerals 0-9 in the IPCC Express extension
of an agent.

Unsupported Features in Cisco CallManager

The following Cisco CallManager features are not supported by

Cisco CRS 4.0(2). These features are disabled by default and should not be
enabled for Cisco CRS. For more information about these features, refer to the
Cisco CallManager documentation.

¢ Block External to External Transfer.
¢ Drop Adhoc Conference When Creator Leaves.

e Multilevel precedence and preemption (MLPP).
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Q Signalling (QSIG) Path Replacement (PR).

This feature must be disabled when Cisco CRS is deployed. To disable this
feature, set the Cisco CallManager service parameters Path Replacement
Enabled and Path Replacement on Tromboned Calls to False.

Forced Authorization Code and Client Matter Code.

Because these feature can be enabled per route pattern, they should be turned
off for all route patterns in the Cisco CallManager cluster that Cisco CRS
might use. Enabling these features for route patterns that Cisco CRS does not
use will not affect Cisco CRS.

In addition, do not use Cisco CallManager Administration to add or change
CTI ports or route points that are used by Cisco CRS, and do not configure shared
lines for CTI ports and for CTI route points.

Contact Dispositions in Cisco CRS Real-Time
Reports and Historical Reports

The following notes help clarify information regarding contact dispositions on
various Cisco CRS real-time reports and historical reports.

Many real-time and historical reports show the disposition of a call. The
Contact Service Queue Activity Report (by CSQ or by Interval) shows calls
as Handled, Abandoned, and Dequeued. The Contact Service Queue Activity
Report shows calls as Handled, Abandoned, Dequeued, and Handled by
Other.

A contact that is queued and answered by an agent shows as handled in
real-time and in historical reports.

A contact that is queued but abandoned before it is answered by an agent
shows as handled in the Overall IPCC Express Stats real-time report if a
SetContactInfo step in the workflow marks the call as handled. The call
shows as abandoned otherwise. The CSQ IPCC Express Stats real-time report
shows the call as abandoned in both cases because it does not consider the
SetContactInfo step.

The historical CSQ reports take into account whether a contact is marked as
handled by the SetContactInfo step to determine if a contact is dequeued. The
CSQ IP IPCC Express Stats report does not consider the SetContactInfo step.
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Therefore, if a call is queued, then marked as handled, and then disconnects,
the historical CSQ reports show the call as dequeued on the CSQ Activity
Report (by CSQ or by Interval) or as Handled by Other (handled by workflow
script) on the CSQ Activity Report. The real-time CSQ IPCC Express Stats
report shows it as abandoned.

If the Dequeue step is used, the CSQ historical reports show a contact as
dequeued on the CSQ Activity Report (by CSQ or by Interval) or as Handled
by Other (handled by another CSQ, in this case) on CSQ Activity Report, but
only if the contact is marked as handled. If a call is dequeued (by the Dequeue
step), and then disconnects without being marked handled, the CSQ historical
reports show the contact as abandoned.

If a call is dequeued using the Dequeue step and the caller drops, the

CSQ IPCC Express Stats real-time report shows the call as dequeued. If a call
is dequeued from CSQI1 and is eventually handled by CSQ2, the CSQ IPCC
Express Stats report shows the call as dequeued for CSQ1 and handled for
CSQ2. If a call is queued on multiple CSQs and is eventually handled by
CSQl, the CSQ IPCC Express Stats report shows the call as handled for
CSQ1 and dequeued for all other CSQs.

Adding a 15-Minute Interval Length to a Cisco CRS
Historical Report Filter Parameter

The following Cisco CRS historical reports provide filter parameters that let you
display information for 30-minute intervals or for 60 minute intervals within the
report period.

Contact Service Queue Activity Report (by CSQ)

Contact Service Queue Activity Report (by Interval)

Agent State Summary Report (by Agent)

Agent State Summary Report (by Interval)

Common Skill Contact Service Queue Activity Report (by Interval)
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You can add a filter parameter that lets you display information for 15-minute
intervals during the report period. To do so, follow these steps:

Procedure

Step1  Locate the report definition file for the report that you want to update and make a
backup copy of this file.

Report definition files have descriptive names and are located in the following
folder under the folder in which you installed the Cisco CRS Historical Report
client system. (By default, the client system installs in the Program Files
directory.)

Cisco CRS Historical Reports\ReportTemplates\Language

For example, the report definition file for the U.S. English version of the Contact
Service Queue Activity Report (by Interval) report is named:

ICD_Contact_Service_Queue_Activity_by_Interval_en_us.xml
By default, this file is located in this directory:
C:\Program Files\Cisco CRS Historical Reports\ReportTemplates\EN_us

Step2  Use a Windows text editor to open the report definition file for the report that you
want to update.

Step 3 In the report definition file, locate this line:

<ListOption OptionSelected="True" OptionValue="0">Entire report range</ListOption>

Step4  Insert this line immediately after the line that you located:

<ListOption OptionSelected="False" OptionValue="15">Fifteen (15) minutes</ListOption>

Now there is a series of lines in the file that looks like this:

<ListOption OptionSelected="True" OptionValue="0">Entire report range</ListOption>
<ListOption OptionSelected="False" OptionValue="15">Fifteen (15) minutes</ListOption>
<ListOption OptionSelected="False" OptionValue="30">Thirty (30) minutes</ListOption>
<ListOption OptionSelected="False" OptionValue="60">Sixty (60) minutes</ListOption>
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Step 5

Caveats

Save your changes and exit the text editor.

A new option for the Interval Length filter parameter is available for the report
that you updated. The new option lets you designate a 15-minute interval for the
report.

This section includes the following topics:
e Using Bug Toolkit, page 20
e Saving Bug Toolkit Queries, page 22
e Open Caveats, page 26
e Closed Caveats, page 30

Using Bug Toolkit

Step 1

If you are a registered Cisco.com user, you can find the latest information about
resolved, open, and closed caveats for Cisco CRS by using Bug Toolkit, an online
tool that allows you to query caveats according to your own needs. By using Bug
Toolkit, you can find caveats of any severity for any release. Bug Toolkit may also
provide a more current listing than this document provides.

To access Bug Toolkit, you need:
e Internet connection
e Web browser
e (Cisco.com user ID and password

To use Bug Toolkit, follow these steps:

Procedure

Go to this URL to access the Bug Toolkit:
http://www.cisco.com/cgi-bin/Support/Bugtool/launch_bugtool.pl
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Step 2
Step 3
Step 4

Step 5

Step 6

Caveats W

Log on with your Cisco.com user ID and password.
Click the Launch Bug Toolkit hyperlink.

If you are looking for information about a specific caveat, enter the ID number in
the Enter known bug ID: field.

To view all caveats for Cisco CRS, go to the Search for bugs in other Cisco
software and hardware products section, and enter Cisco Customer Response
Solution Software in the Product Name field. Alternatively, you can scroll
through the product name list and click Cisco Customer Response Solution
Software.

Click Next. The Cisco Customer Response Solution Software search window
appears.

Choose the filters to query for caveats. You can choose any or all of the available
options:

a. Choose the Cisco Customer Response Solution Software version:
¢ Choose the major version for the major releases.

A major release may contains significant new features, enhancements,
architectural changes, and defect fixes.

e Choose the revision for more specific information. For example,
choosing major version 4.0 and revision version 2 queries for release
4.0(2) caveats.

A revision release primarily contains defect fixes to address specific
problems, but it may also include new features and enhancements.

b. Choose the Features or Components to query.

Make your selection from the Available list and click Add to place your
selection in the Limit search to list.

To query for all Cisco CRS caveats for a specified release, choose All
Features in the left window pane.

~

Note  The default value specifies “All Features” and includes all of the items in
the left window pane.

c. Enter keywords to search for a caveat title and description, if desired.
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~

Note  To make queries less specific, use the All wildcard for the major
version/revision, features/components, and keyword options.

d. Choose the Set Advanced Options, including the following items:
e Bug Severity level
e Bug Status Group
e Release Note Enclosure.

e. Click Next.

Bug Toolkit returns the list of caveats on the basis of your query.

¢ You can modify your results by submitting another query and using different
criteria.

e You can save your query for future use. See the “Saving Bug Toolkit Queries”
section on page 22.

L

Tip For detailed online help with Bug Toolkit, click Help on any Bug Toolkit window.

Saving Bug Toolkit Queries

Bug Toolkit allows you to create and then save your queries to monitor a specific
defect or network situation. You can edit a saved search at any time to change the
alert conditions, the defects being watched, or the network profile.

Follow this procedure to save your Bug Toolkit queries.

Procedure

Step 1 Perform your search for caveats, as described in the “Using Bug Toolkit” section
on page 20.

Step 2 In the search result window, click the This Search Criteria button at the bottom
of the window.
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Step 3
Step 4

Step 5

Step 6

Caveats W

A new window displays.
In the Name of saved search field, enter a name for the saved search.
Under My Bug Groups, use one of the following options to save your defects in a
bug group:
e Click the Existing group radio button and choose an existing group name
from the drop-down list box.

e Click the Create new group named: radio button and enter a group name to
create a new group for this saved search.

)

Note  This bug group contains the bugs that are identified by using the search
criteria that you have saved. Each time that a new bug meets the search
criteria, the system adds it to the group that you chose.

Bug Toolkit saves your bugs and searches, and makes them available through the
My Stuff window. (The My Stuff window allows you to view, create, and/or
modify existing bug groups or saved searches. Choose the My Stuff link to see a
list of all your bug groups.)

Under Email Update Options, you can choose to set optional e-mail notification
preferences if you want to receive automatic updates of a bug status change.
Bug Toolkit provides the following options:

e Do NOT send me any email updates—If you choose this default setting,
Bug Toolkit does not send e-mail notifications.

¢ Send my updates to:—Click the radio button to choose this option to send
e-mail notifications to the user ID that you enter in this field. Additional
notification options include

e Updates as they occur—Bug Toolkit provides updates that are based on
status change.

¢  Weekly summaries—Bug Toolkit provides weekly summary updates.

e Apply these email update options to all of my saved searches—Check this
check box to use these e-mail update options for all of your saved searches.

To save your changes, click Save.
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A window displays the bug group(s) that you have saved. From this window, you
can click a bug group name to see the bugs and the saved searches. You can also
edit the search criteria.

Resolved Caveats

Table 3 lists Severity 1, 2, and 3 defects that are resolved in this release of
Cisco CRS.

For more information about an individual defect, you can access the online record
for the defect by clicking the Identifier or going to the URL shown. You must be
a registered Cisco.com user to access this online information.

Because defect status continually changes, be aware that Table 3 reflects a
snapshot of the defects that were resolved at the time this report was compiled.
For an updated view of resolved defects, access Bug Toolkit as described in the
“Using Bug Toolkit” section on page 20.

Table 3 Resolved Caveats

Identifier Headline and Bug Toolkit Link

CSCsa93645 Cisco CRS and PG SNMP infrastructure not compatible
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa93645

CSCsb18712 BARS part of patch process does not support continuing
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb18712

CSCsb32608 Preupgrade tool shows OMB of recordings
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb32608

CSCsb50990 Active Directory malfunction causes IPCC Express Agents to lose skills
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb50990

CSCsb69904 CRS upgrade to 4.0(1) fails due to presence of pickup groups in

Cisco CallManager
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb69904
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Table 3 Resolved Caveats (continued)

Identifier Headline and Bug Toolkit Link
CSCsb70531 CRS install of 4.0(1) fails on co-located server if Cisco CallManager SQL
Server 2000 SP4 present
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb69623
CSCsb71617 CTI ports not associated with JTAPIUSER after upgrade from Cisco CRS 3.x to
4.0
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb71617
CSCsb75022 Upgrade to Cisco CRS 4.0(1) on a standalone server with and expansion server
hangs after one failure
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb75022
CSCsb77443 DBArchiveComponent throws NPE when the progress is queried by ArchiveMgr
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb77443
CSCsb79823 Cisco CRS 4.0(1)SR1 restore hangs on multi-node cluster if all nodes not
running
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb79823
CSCsb84178 Creating a new contact service queue deletes an existing contact service queue
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb84178
CSCsb85688 Node Manager alarm messages are filtered out in the CRS SNMP trap agent
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb85688
CSCsb86371 Issue with changing the LDAP profile before upgrade to Cisco CRS 4.0
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb86371
CSCsb91114 Upgrade of standalone Cisco CRS fails when using a new profile name
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb91114
CSCsb95426 Install of 4.0(1)SR1 on a coresident system left engine in partial service
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb95426
CSCsc05978 APPLICATION_TASKID_BLOCK is not preserved for interim build upgrade

http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsc05978
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Open Caveats

Table 4 lists Severity 1, 2, and 3 defects that are open in this release of Cisco CRS.

For more information about an individual defect, you can access the online record
for the defect by clicking the Identifier or going to the URL shown. You must be
a registered Cisco.com user to access this online information.

Because defect status continually changes, be aware that Table 4 reflects a
snapshot of the defects that were open at the time this report was compiled. For
an updated view of open defects, access Bug Toolkit as described in the “Using
Bug Toolkit” section on page 20.

Table 4 Open Caveats

Identifier Headline and Bug Toolkit Link
CSCsa55135 CRS (IPCC Express) sends deleted records when configuration is requested
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa55135
CSCsa64560 XML document via HTTP cant have leading blank space
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa64560
CSCsa78184 ScanSoft SpeechWorks MediaServer (SWMS) does not support
Hiranaga/Katakana grammar
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa78184
CSCsa84653 ScanSoft Japanese locale (ja_JP) automated attendant fails
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa84653
CSCsa85500 VNC support for Cisco CRS
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa85500
CSCsa88262 Cisco IP Phone Agent cannot display multibyte character strings
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa88262
CSCsa89118 ArchiveManager has to notify any listener when recovery is complete
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa89118
CSCsa89242 CSRRaw2Wav Utility to convert recorded files not working

http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa89242
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Table 4 Open Caveats (continued)

Identifier Headline and Bug Toolkit Link
CSCsa89300 SQL pane of DB Write step gets garbled for most queries
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa89300
CSCsa89305 Help page not available
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa89305
CSCsa89308 Incorrect Help page displayed
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa89308
CSCsa89347 Selection of A: gives improper error message if diskette is not in drive
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa89347
CSCsa89890 Continuous invocations of SQL Utility wizard for system having 18 GB hard
disk
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa89890
CSCsa89896 Upgrade from Cisco CRS 3.x to 4.x fail with Insufficient Disk Space Error
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa89896
CSCsa90335 CDS marked invalid after upgrade/repair
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa90335
CSCsa91866 Help page glossary gives File not Found error
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa91866
CSCsa92350 CRS 4.0 SQLUtility install conflicts with server setup
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa92350
CSCsa92684 CRS SDK Component Developer Guide PDF format not available
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa92684
CSCsa93396 LDAPs in cluster are out of sync after repair operation
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa93396
CSCsa93537 Unable to change Type from Randomization in Create Container Prompt step
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa93537
CSCsa93577 Duplicate Weight field in Add Prompt for Create Container prompt

http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa93577
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Table 4 Open Caveats (continued)

Identifier Headline and Bug Toolkit Link
CSCsa98554 Update tool fails to extract if the archive path contains spaces
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa98554
CSCsa%98918 Need to set default MIVR trace file number according to hard disk size
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa98918
CSCsb00041 Doc: Add more details to SetCalllnfo step in Editor Step Reference Guide
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb0004 1
CSCsb00537 HR: Agent State Detail report does not show logout state in specific scenario
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb00537
CSCsb00645 Call history does not show agent name if agent ID is long
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb00645
CSCsb01248 Real-time Report shows different calls presented/handled when agent logged off
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb01248
CSCsb02758 Upgrade from Cisco CRS 3.1(3) SQL2k to 4.0 (0.974) does not delete MSSQL
folder
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb02758
CSCsb02825 Reporting issue if supervised transferred call to queue is redirected
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb02825
CSCsb04652 GetXMLDocument step does not accept number type value for result data
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb04652
CSCsb05880 Additional documentation changes for SR1 online help
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb05880
CSCsb08113 Missing TransferEnd cause potential deadlock, Application susbsystem goes to
partial service
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb08113
CSCsb09183 SQLUtility failure prevents user from running install

http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb09183
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Table 4 Open Caveats (continued)

Identifier Headline and Bug Toolkit Link
CSCsb09647 Cannot set tracing options for Database steps
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb09647
CSCsb10553 Remove components during install causes missing Jar file
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb10553
CSCsb11820 Pre-upgrade tool can give false warning about loss of recording files
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb11820
CSCsb11863 Agent Datastore stays invalid after interim build upgrade is complete
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb11863
CSCsb11917 Agent changes to Work state while talking to caller
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb11917
CSCsb12608 RmCm stuck in Initializing while loading agents due to LDAP issues
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb12608
CSCsb12883 Cisco CRS Node Manager should not be disabled if component is installed but
not activated
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb12883
CSCsb13408 When patch/upgrade/restore is suspended, Administration page shows Action
Canceled
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb13408
CSCsb14436 German historical reports: Error occurs when user attempts to save file
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb14436
CSCsb15054 Missing column heading on Agent Login Logout Report
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb 15054
CSCsb15298 IP phone agent cannot log in if agent ID greater than 11 characters
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb15298
CSCsb18997 Recording does not recover after interruption in RTP stream

http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb18997

Release Notes for Cisco Customer Response Solutions 4.0(2) g


http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb09647
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb09647
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb11820
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb11820
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb10553
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb10553
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb12608
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb12608
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb11917
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb23149
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb11863
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb11863
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb12883
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb12883
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb18997
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb18997
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb15298
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb15298
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb15054
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb23149
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb14436
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb14436
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb13408
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb13408

Ml Caveats

Table 4 Open Caveats (continued)

Identifier Headline and Bug Toolkit Link

CSCsb20022 Play back of recorded file has glitch/blip
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb20022

CSCsb20774 Cannot create JTAPI users in Active Directory if Cisco CallManager Directory
Administrator cannot write to user OU

http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb20774

CSCsb20774 Cannot create JTAPI users in Active Directory if Active Directory Administrator
cannot write to user OU

http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb20774

CSCsb21653 Cisco Service Utility needs to connect the user ID and pwd from GUI and synch
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb21653

CSCsb23149 LDAP Monitor service did not restart slapd service after 1 failed attempt
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb23149

CSCsb28414 Cisco Agent Desktop does not display custom layout under specific conditions
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb28414

CSCsb28663 Agent logged in even when the agent requests to cancel log in
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsb28414

CSCsd23280 application.MIVR.properties is not created in LDAP clusters profile

http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsd23280

Closed Caveats

Table 5 lists Severity 1, 2, and 3 defects that are closed in this release of
Cisco CRS.

For more information about an individual defect, you can access the online record
for the defect by clicking the Identifier or going to the URL shown. You must be
a registered Cisco.com user to access this online information.
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Caveats W

Because defect status continually changes, be aware that Table 5 reflects a
snapshot of the defects that were closed at the time this report was compiled. For
an updated view of closed defects, access Bug Toolkit as described in the “Using
Bug Toolkit” section on page 20.

Table 5 Closed Caveats

Identifier Headline and Bug Toolkit Link
CSCed81680 Cisco Agent Desktop GUI disappears and reappears when receiving call
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCed81680
CSCed90600 Agents can login even if device is out of service
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCed90600
CSCed95966 Installation of Cisco Agent Desktop failed if 1st partition of hard disk is not C
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCed95966
CSCee05028 Enterprise Data shows an agent twice in call history if agent logs out and in on
call
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCee05028
CSCee20166 Editor crashes when the new window count reaches near 600
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCee20166
CSCee41439 noinput event not thrown while recording in IR1015
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCee4 1439
CSCee54745 If disable the monitoring component, monitoring is still possible
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCee54745
CSCef25200 Cisco Agent Desktop transfer keypad disappeared on a Cisco CRS failover
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCef25200
CSCef67362 Applet page closed due to automation error in BARS DCOM layer
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCef67362
CSCef91551 Applet error during restore
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCef91551
CSCegl11060 No warning msg when agent is associated with 26 CSQs

http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCeg11060
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Table 5 Closed Caveats (continued)

Identifier Headline and Bug Toolkit Link

CSCeg29273 Detailed Call, CSQ, Agent report on coresident system slows down CPU
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCeg29273

CSCeg36638 Cluster time synch fails if time difference is greater than 1,000 seconds
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCeg36638

CSCsa61442 CRS Engine pauses during higher load and high I/O
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa61442

CSCsa64564 Cisco Agent Desktop Reporting screen
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa64564

CSCsa69623 Call getting stuck on the Cisco Agent Desktop screen
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa69623

CSCsa88395 Enterprise and VoIP subsystems out of service after upgrading one node, do a
reelect master

http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsa88395

Documentation Updates

The following sections provide documentation changes that were unavailable
when the Cisco CRS 4.0(2) documentation was released:

¢ Documentation Updates for Cisco CRS Administration Guide, page 33

¢ Documentation Updates for Cisco CRS Historical Reports User Guide,
page 36

e Documentation Updates for Cisco Customer Response Solutions Historical
Reporting Administrator and Developer Guide, page 37

e Documentation Updates for Cisco CRS Scripting and Development Series,
page 38

e Documentation Updates for Cisco CRS Scripting and Development Series:
Volume 1, Getting Started with Scripts, page 39
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e Documentation Updates for Cisco CRS Scripting and Development Series:
Volume 2, Editor Step Reference, page 39

e Documentation Updates for Cisco CRS Installation Guide, page 39

Documentation Updates for Cisco CRS Administration Guide

This section includes these updates to Cisco CRS Administration Guide:
e Updates to the “Provisioning Telephony and Media” Section, page 33
e Updates to the “Managing Cisco CRS System” Chapter, page 34
e Updates to the “The Tools Menu” Chapter, page 35

Updates to the “Provisioning Telephony and Media” Section

The following information should be included as the first sub-section in the
“Configuring JTAPI Call Control Groups” section:

Directory Number Allocation Guidelines

The directory number (DN) is a unique, dialable phone number that you assign to
a device such as a phone, a CTI port or a CTI route point. You can configure and
modify DNs assigned to specific phones (or devices). The DN value can include
numeric characters and special characters (#) and (*). See “Directory Number” in
the table on page 3-12, page 4-9 for further details about the DN field.

In Cisco CRS, the CTI port group creation uses a DN assignment logic that begins
with the configured starting DN trying to create as many CTI ports as specified in
the CTI port group configuration. It first checks with Cisco CallManager to verify
if this DN is already taken or assigned to an existing device (such as a phone, CTI
port). If it not taken, this DN is used to create the first CTI port. The DN
assignment logic then moves on to creating the next CTI port (in that group). If
the DN is already taken by another existing device, this DN is skipped. The DN
assignment logic then moves to the next DN and performs the same verification
process again until it finds an available DN. When it finds the available DN, it
creates the CTI port with that DN. This process continues until all CTI ports in
that group are successfully created.
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To avoid excessive DN conflicts with any existing devices, and to prevent the
system from taking a long time to locate DNs for the CTI ports during operations
such as adding and updating a CTI port group:

¢ Avoid using a normal DN from the dial plan by using a starting DN with # or
* as a prefix or suffix. For example ##2000%** will create ##2000** and
##2001** when it should create two CTI ports. If you follow this guideline,
verify that no other translation patterns or Cisco CallManager configurations
conflict with these DNs.

¢ Do not place # and * between digits (for example, #20*00). This
configuration will not work.

A

Caution Do not modify the CRS-related CTI ports from the Cisco CallManager
Administration web page. Always use the CRS Administration web page to make
CRS-related CTI port changes.

e Exercise caution when selecting the starting DN. Make sure to reserve a DN
range, if possible, to ensure that the CTI ports have contiguous DNGs.

Updates to the “Managing Cisco CRS System” Chapter

The following update applies to the procedure in the “Migrating to a Different
LDAP Directory” section in the “Managing Cisco CRS LDAP Server Information
Chapter”:

e Insert this new step immediately after Step 3:

Run the plug-in for the required directory in the Cisco CallManager
Administration web page.

See the Installing the Cisco Customer Directory Configuration Plug-in for
Cisco CallManager Release 4.1(3) procedure at the following website:

http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_installation
_guide09186a00803f5c06.html.

This website describes the Cisco CallManager migration process for DCD,
AD, and ND.

e Remove Step 12.
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Updates to the “The Tools Menu” Chapter

Step 1

Step 2

Step 3
Step 4
Step 5

Step 6

Step 7

Step 8

The following procedure replaces the wallboard set up procedure that is described
in the “The Real-time Snapshot Config Menu Option” section in the “The Tools
Menu” chapter:

Procedure

On the wallboard client desktop, use the standard Windows Computer
Management feature to create a new Windows NT account or a new local user,
called CiscoWbUsr.

Make a note of the password for the new CiscoWbUsr account.

On the Cisco CRS server, change the password for the CiscoWbUsr account to be
the same as the password on the wallboard client desktop.

From the wallboard client desktop, log in as CiscoWbUsr.
Install the wallboard software on the wallboard client desktop.

Create a system DSN on your Windows 2000 Professional or Windows 2000
server by choosing Start> Programs > Administrative Tools > Data Sources
(ODBC).

The OBDC Data Source Administrator window opens.
Click the System DSN tab and click Add.
The Create New Data Source window opens.

In the Create New Data Source window, choose a SQL Server driver and click
Finish.

The first Create a New Data Source to SQL Server window opens.

In the first Create a New Data Source to SQL Server window, perform the
following tasks:

a. In the Name field, specify a name for this DSN (for example, Wallboard.)
b. In the Description field, enter a descriptive name.

c. In the Which SQL Server field, enter the CRS server IP address or system
name followed by \CRSSQL

For example, MyCRS\CRSSQL.
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Step9  Click Finish.
The second Create a New Data Source to SQL Server window opens.

Step10 In the second Create a New Data Source to SQL Server window, click the
Windows NT server authentication radio button.

Step 11 Click Next.
The third Create a New Data Source to SQL Server window opens.

Step12  In the third Create a New Data Source to SQL Server window, change the default
database to db_cra and click Next.

The fourth Create a New Data Source to SQL Server window opens.

Step13 In the fourth Create a New Data Source to SQL Server window, click Finish.
The ODBC Microsoft SQL Server window opens.

Step14 In the ODBC Microsoft SQL Server window, click Test Data Source.
If the phrase Test completed successfully is returned, click OK.

If the test is unsuccessful, return to the configuration sequence and fix any errors.

Documentation Updates for Cisco CRS Historical Reports User
Guide

The following changes apply to Cisco CRS Historical Reports User Guide:

e The following change applies to the “The hrcConfig.ini Configuration File”
section:

To change the defaultExportPath parameter in the hrcConfig.ini configuration
file for the Cisco CRS Historical Reports Client, follow these guidelines:

— Make sure that the new directory exists on the shared drive.
— Enclose the new path in quotation marks. For example:

defaultExportPath="\\209.165.200.225\F$S\CRS_REPORTS"
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e In the “Installing, Reinstalling, or Upgrading the Cisco CRS Historical
Reports Client” section, the last sentence in this paragraph:

To help keep the Cisco CRS server running most efficiently, do not install
the Cisco CRS Historical Reports client on that server. You can install the
client software on as many client computers as licensed.

Should instead say:

You can install the client software on as many client computers as you
have HR session licenses configured in the Cisco CRS Administration
System Parameters page.

Documentation Updates for Cisco Customer Response Solutions
Historical Reporting Administrator and Developer Guide

This section includes these updates to Cisco Customer Response Solutions
Historical Reporting Administrator and Developer Guide:

e Updates to “Historical Reports Query Designs” Chapter, page 37

e Updates to “Creating Custom Historical Reports for Cisco Customer
Response Solutions” Chapter, page 38

e Updates “Frequently Asked Questions” Chapter, page 38

Updates to “Historical Reports Query Designs™ Chapter
The description of the Total Incoming Calls field in the “Traffic Analysis Report”
section in the “Historical Reports Query Designs” chapter should say:

For each day, count the number of CCD records with a unique sessionID with the
contactType field set to any value.
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Updates to “Creating Custom Historical Reports for Cisco Customer Response
Solutions™ Chapter

The following changes apply to the “Creating a Report” section in the “Creating
Custom Historical Reports for Cisco Customer Response Solutions” chapter:

e Before you use Crystal Reports as described in the “Creating a Report”
section, log in on the computer on which you will run Crystal Reports as the
Windows Administrator using the same Windows Administrator login name
and password as you use to log in to the Cisco CRS Server.

e In Step 6, do not enter a user name and password as instructed in substeps b
and c. Instead, check the Integrated Security check box.

e After you create the report, copy the report stored procedure to the server or
servers on which the Cisco CRS Database component is installed.

Updates “Frequently Asked Questions™ Chapter
The following change applies to the “Frequently Asked Questions” chapter in
Cisco CRS Historical Reports User Guide:

In the following scenarios, more than one record can have the same Node ID,
Session ID, and Sequence No:

— A call is conferenced to a CTI route point

— A call goes RNA (ring no answer) to an agent.

Documentation Updates for Cisco CRS Scripting and
Development Series

The following information applies to Cisco CRS Scripting and Development
Series documents:

About Expressions and Java Licensing

In CRS 4.x, Java expressions are validated against installed licenses to make sure
that they do not violate license agreements. This validation is performed by the
CRS Engine whenever a script is loaded or whenever a prompt template or
grammar template is accessed and evaluated.
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In IP IVR, IP Queue Manager, IPCC Express Enhanced, and IPCC Express
Premium, you can enter both simple and complex expressions.

However, in IPCC Express Standard, you can enter only simple expressions unless
you also have a Java license. You automatically have a Java license with the other
four CRS products.

An example of a TTS feature is a TTS prompt complex literal. A Java feature is a
complex expression block, a Java-like statement, method, constructor invocation
expression, or a field access expression.

Any license violation will be recorded in the logs and prevent the scripts from
being loaded in memory.

Documentation Updates for Cisco CRS Scripting and
Development Series: Volume 1, Getting Started with Scripts

Cisco CRS Scripting and Development Series: Volume 1, Getting Started with
Scripts describes the “com.cisco.dtmf.termlength” property. However, Cisco CRS
does not support this property.

Documentation Updates for Cisco CRS Scripting and
Development Series: Volume 2, Editor Step Reference

The following update applies to the description of the Create URL Document Step
in Cisco CRS Scripting and Development Series: Volume 2, Editor Step
Reference:

The description of the Timeout property in Table 11-3 states that this property
indicates the amount of time in seconds that the system waits before time out.
Instead, this description should state that this property indicates the amount of
time in milliseconds.

Documentation Updates for Cisco CRS Installation Guide

The following updates apply to the “Upgrading Cisco CRS” chapters in
Cisco CRS Installation Guide:
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“Upgrading Cisco CRS 3.x to Cisco CRS 4.0(2)" Chapter

e If you are upgrading to Cisco CRS 4.0 from Cisco CRS 3.0 and
Cisco CallManager 3.2, upgrade Cisco CallManager to release 3.3 before you
start the Cisco CRS 4.0 upgrade procedure. This instruction applies whether
Cisco CRS and Cisco CallManager are located on the same server or on
separate servers.

e Add this step to the “Before You Begin” section, immediately after the step
that says “Upgrade Cisco CallManager, if Cisco CRS components and
Cisco CallManager reside on separate servers’:

If you are upgrading from Cisco CRS 3.x and you are using Microsoft Active
Directory, create the new CRS 4.0 JTAPI and RMJTAPI users in Microsoft
Active Directory, and configure CTI application use in Cisco CallManager
Administration.

e Make this update in the “Removing Nuance ASR and TTS” section:

In Step 2, remove WFNuance Speech Server first, instead of last as shown in
the Installation Guide.

Both “Upgrading” Chapters

e The extraction of the TAR files can take up to 30 minutes. If the BARS
Current Status page does not automatically switch to the BARS CRS Upgrade
Wizard page after the extraction completes and the message “Opening session
for restore on xx.xXx.xx.xx” appears, you should manually change the focus to
the BARS CRS Upgrade Wizard page soon after this message appears.
Otherwise, the BARS may time out and the restore process will stop if
Internet Explorer displays any pop-up windows that require a response. In
addition, if any Internet Explorer pop-up windows appear, you must respond
to them in a timely manner.

Obtaining Documentation

Cisco documentation and additional literature are available on Cisco.com. Cisco
also provides several ways to obtain technical assistance and other technical
resources. These sections explain how to obtain technical information from Cisco
Systems.
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Obtaining Documentation

You can access the most current Cisco documentation at this URL:
http://www.cisco.com/techsupport

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml

Product Documentation DVD

Cisco documentation and additional literature are available in the Product
Documentation DVD package, which may have shipped with your product. The
Product Documentation DVD is updated regularly and may be more current than
printed documentation.

The Product Documentation DVD is a comprehensive library of technical product
documentation on portable media. The DVD enables you to access multiple
versions of hardware and software installation, configuration, and command
guides for Cisco products and to view technical documentation in HTML. With
the DVD, you have access to the same documentation that is found on the Cisco
website without being connected to the Internet. Certain products also have .pdf
versions of the documentation available.

The Product Documentation DVD is available as a single unit or as a subscription.
Registered Cisco.com users (Cisco direct customers) can order a Product
Documentation DVD (product number DOC-DOCDVD=) from Cisco
Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Ordering Documentation

Beginning June 30, 2005, registered Cisco.com users may order Cisco
documentation at the Product Documentation Store in the Cisco Marketplace at
this URL:

http://www.cisco.com/go/marketplace/
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Nonregistered Cisco.com users can order technical documentation from 8:00 a.m.
to 5:00 p.m. (0800 to 1700) PDT by calling 1 866 463-3487 in the United States
and Canada, or elsewhere by calling 011 408 519-5055. You can also order
documentation by e-mail at tech-doc-store-mkpl @external.cisco.com or by fax at
1 408 519-5001 in the United States and Canada, or elsewhere at 011 408
519-5001.

Documentation Feedback

You can rate and provide feedback about Cisco technical documents by
completing the online feedback form that appears with the technical documents
on Cisco.com.

You can send comments about Cisco documentation to bug-doc@cisco.com.

You can submit comments by using the response card (if present) behind the front
cover of your document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this URL:

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.
html

From this site, you can perform these tasks:
e Report security vulnerabilities in Cisco products.
e Obtain assistance with security incidents that involve Cisco products.

e Register to receive security information from Cisco.
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Cisco Product Security Overview

A current list of security advisories and notices for Cisco products is available at
this URL:

http://www.cisco.com/go/psirt

If you prefer to see advisories and notices as they are updated in real time, you
can access a Product Security Incident Response Team Really Simple Syndication
(PSIRT RSS) feed from this URL:

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

Reporting Security Problems in Cisco Products

Cisco is committed to delivering secure products. We test our products internally
before we release them, and we strive to correct all vulnerabilities quickly. If you
think that you might have identified a vulnerability in a Cisco product, contact
PSIRT:

¢ Emergencies—security-alert@cisco.com

An emergency is either a condition in which a system is under active attack
or a condition for which a severe and urgent security vulnerability should be
reported. All other conditions are considered nonemergencies.

¢ Nonemergencies—psirt@cisco.com

In an emergency, you can also reach PSIRT by telephone:
e 1877 228-7302
e 1408 525-6532
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e

Tip We encourage you to use Pretty Good Privacy (PGP) or a compatible product to
encrypt any sensitive information that you send to Cisco. PSIRT can work from
encrypted information that is compatible with PGP versions 2.x through 8.x.

Never use a revoked or an expired encryption key. The correct public key to use
in your correspondence with PSIRT is the one linked in the Contact Summary

section of the Security Vulnerability Policy page at this URL:

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.
html

The link on this page has the current PGP key ID in use.

Obtaining Technical Assistance

Cisco Technical Support provides 24-hour-a-day award-winning technical
assistance. The Cisco Technical Support & Documentation website on Cisco.com
features extensive online support resources. In addition, if you have a valid Cisco
service contract, Cisco Technical Assistance Center (TAC) engineers provide
telephone support. If you do not have a valid Cisco service contract, contact your
reseller.

Cisco Technical Support & Documentation Website

The Cisco Technical Support & Documentation website provides online
documents and tools for troubleshooting and resolving technical issues with Cisco
products and technologies. The website is available 24 hours a day, at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support & Documentation website
requires a Cisco.com user ID and password. If you have a valid service contract
but do not have a user ID or password, you can register at this URL:

http://tools.cisco.com/RPF/register/register.do
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Obtaining Technical Assistance

Note  Use the Cisco Product Identification (CPI) tool to locate your product serial
number before submitting a web or phone request for service. You can access the
CPI tool from the Cisco Technical Support & Documentation website by clicking
the Tools & Resources link under Documentation & Tools. Choose Cisco
Product Identification Tool from the Alphabetical Index drop-down list, or click
the Cisco Product Identification Tool link under Alerts & RMAs. The CPI tool
offers three search options: by product ID or model name; by tree view; or for
certain products, by copying and pasting show command output. Search results
show an illustration of your product with the serial number label location
highlighted. Locate the serial number label on your product and record the
information before placing a service call.

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4
service requests. (S3 and S4 service requests are those in which your network is
minimally impaired or for which you require product information.) After you
describe your situation, the TAC Service Request Tool provides recommended
solutions. If your issue is not resolved using the recommended resources, your
service request is assigned to a Cisco engineer. The TAC Service Request Tool is
located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests or if you do not have Internet access, contact the
Cisco TAC by telephone. (S1 or S2 service requests are those in which your
production network is down or severely degraded.) Cisco engineers are assigned
immediately to S1 and S2 service requests to help keep your business operations
running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1800 553-2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts
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Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has
established severity definitions.

Severity 1 (S1)—Your network is “down,” or there is a critical impact to your
business operations. You and Cisco will commit all necessary resources around
the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or
significant aspects of your business operation are negatively affected by
inadequate performance of Cisco products. You and Cisco will commit full-time
resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of your network is impaired, but most
business operations remain functional. You and Cisco will commit resources
during normal business hours to restore service to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product
capabilities, installation, or configuration. There is little or no effect on your
business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is
available from various online and printed sources.

e (Cisco Marketplace provides a variety of Cisco books, reference guides,
documentation, and logo merchandise. Visit Cisco Marketplace, the company
store, at this URL:

http://www.cisco.com/go/marketplace/

e Cisco Press publishes a wide range of general networking, training and
certification titles. Both new and experienced users will benefit from these
publications. For current Cisco Press titles and other information, go to Cisco
Press at this URL:

http://www.ciscopress.com

e Packet magazine is the Cisco Systems technical user magazine for
maximizing Internet and networking investments. Each quarter, Packet
delivers coverage of the latest industry trends, technology breakthroughs, and
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Obtaining Additional Publications and Information

Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies,
certification and training information, and links to scores of in-depth online
resources. You can access Packet magazine at this URL:

http://www.cisco.com/packet

iQ Magazine is the quarterly publication from Cisco Systems designed to
help growing companies learn how they can use technology to increase
revenue, streamline their business, and expand services. The publication
identifies the challenges facing these companies and the technologies to help
solve them, using real-world case studies and business strategies to help
readers make sound technology investment decisions. You can access iQ
Magazine at this URL:

http://www.cisco.com/go/igmagazine
or view the digital edition at this URL:
http://ciscoiq.texterity.com/ciscoiq/sample/

Internet Protocol Journal is a quarterly journal published by Cisco Systems
for engineering professionals involved in designing, developing, and
operating public and private internets and intranets. You can access the
Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

Networking products offered by Cisco Systems, as well as customer support
services, can be obtained at this URL:

http://www.cisco.com/en/US/products/index.html

Networking Professionals Connection is an interactive website for
networking professionals to share questions, suggestions, and information
about networking products and technologies with Cisco experts and other
networking professionals. Join a discussion at this URL:

http://www.cisco.com/discuss/networking

World-class networking training is available from Cisco. You can view
current offerings at this URL:

http://www.cisco.com/en/US/learning/index.html
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CCSP, CCVP, the Cisco Square Bridge logo, Follow Me Browsing, and StackWise are trademarks of Cisco Systems,
Inc.; Changing the Way We Work, Live, Play, and Learn, and iQuick Study are service marks of Cisco Systems, Inc.;
and Access Registrar, Aironet, BPX, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, Cisco, the Cisco
Certified Internetwork Expert logo, Cisco IOS, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco
Systems logo, Cisco Unity, Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, FormShare,
GigaDrive, GigaStack, HomeLink, Internet Quotient, IOS, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness
Scorecard, LightStream, Linksys, MeetingPlace, MGX, the Networkers logo, Networking Academy, Network
Registrar, Packet, PIX, Post-Routing, Pre-Routing, ProConnect, RateMUX, ScriptShare, SlideCast, SMARTnet, The
Fastest Way to Increase Your Internet Quotient, and TransPath are registered trademarks of Cisco Systems, Inc.
and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of
the word partner does not imply a partnership relationship between Cisco and any other company. (0601R)
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