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PREFACE

Purpose

This document explains how to use the Unified Contact Center
Management Portal to view and alter your system.

Audience

This document is intended for all users of the Management Portal, from
high-level administrators to team supervisors. The reader needs no
technical understanding beyond a basic knowledge of how to use
computers.

Organization
Chapter 1, "Welcome"

Provides basic information on the Portal environment, and how to use the
context-sensitive online help.

Chapter 2, “Basic Mode”

Provides all the information needed by the vast majority of users in order to
manage agent teams and agent skill groups.

Chapter 3, "Settings"

Describes how a user can change their settings, or the settings of others, such
as email address, timezone, or security privileges.

Chapter 4, "Information Notices"

Explains how to view and edit information notices.
Chapter 5, "Reports"

Describes how to set up and view audit reports.
Chapter 6, "System Management"

Describes the folder structure of the Management Portal, and explains how to
set up and maintain agents, contacts, equipment and other resources using the
Portal.

Chapter 7, "Security Management"

Explains how to set up security settings for individual users by means of roles
and tasks, and how users with the same permissions can be added to groups to
simplify management.

Obtaining Documentation, Obtaining Support, and
Security Guidelines

For information on obtaining documentation, obtaining support, providing
documentation feedback, security guidelines, and also recommended
aliases and general Cisco documents, see the monthly What’s New in
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Cisco Product Documentation, which also lists all new and revised Cisco
technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

viii User Manual for Cisco Unified Contact Center Management Portal Release 7.2(3)



1. WELCOME

About the Web Administration Portal

Overview

The Portal is a browser-based management application designed for use by
contact center/system administrators, business users and supervisors. It is a
dense, multi-tenanted provisioning, reporting and connectivity platform
that overlays the contact center equipment. The contact center equipment
is viewed as consisting of configuration items, generally known as
resources, such as agents or skill groups, and events logged when the
resources are used by the equipment, such as call record statistics.

The Portal partitions the resources in the equipment using a familiar folder
paradigm and these folders are then secured using a sophisticated security
structure that allows administrators to specify which users can perform
which actions within the specified folder(s). The Portal supplies a number
of tools that operate on the configuration and statistics data. The tools are
all inherently multi-tenanted and those supported currently are:

=  The Information Notices tool that implements the "Message of the
Day" functionality

= The Security Management tool that implements the user and group
task/role based security strategies

= The System Management tool that implements the resource
partitioning strategies and provisioning operations

= The Reports tool that implements web based reporting

The Portal's focus on supplying dense, multi-tenancy functionality plays to
the business plans of hosts and large enterprises as it allows the distributed
or disparate contact center equipment to be partitioned or segmented to
satisfy the following business goals:

= The Portal abstracts and virtualizes the underlying contact center
equipment, thereby allowing centralized deployment and decentralized
control which in turn gives economies of scale whilst supporting
multi-level user command and control

= The Portal allows the powerful and flexible native IPCC provisioning
operations to be abstracted into simple, high level tasks that enable
business users to rapidly add and maintain contact center services
across the virtualized enterprise (or portion thereof)

= A Portal user will only see the resources in the platform that he/she is
entitled to see, thereby giving true multi-tenancy

= A Portal user may only manipulate those resources visible to them by
using the Portal tools and features he/she has been authorized to use,
thereby giving role-based task control
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How does it work?

The Portal maintains a complete data model of the contact center
equipment to which it is connected which is periodically synchronized
with the equipment. In addition to the configuration information such as
agent and skill-groups, the Portal can optionally record the events logged
by the equipment, such as call records for management information and
reporting purposes. The Portal data model and synchronization activity
allows for items to be provisioned either through the Portal's Web
interfaces or from the standard equipment specific user interfaces.

Getting Started

Overview

A useful view of the Web Portal is to consider that there are typically a
small number of different classes of user:

= The host administrator who is responsible for the whole platform and
therefore has a view across all the equipment, tenants and their
resources.

= The tenant administrator who is responsible for the slice of the
system assigned to that tenant by the host administrator.

= The tenant user who has access just to the resources and tools
assigned by the tenant administrator. Several sub-classes of tenant user
may be created by the tenant administrator using user groups and roles
to achieve their business requirements, for example one class of users
may be able to add information notices.

On a new system the host and tenant administrators perform their
respective tasks before the tenant user is given access to the system. These
tasks are detailed below.

Host Administrator First Steps
The Host administrator is responsible for:

=  Ensuring that the tenant equipment (peripherals) are correctly located
in the tenant or Shared folders

= (Creating an administrator user for each tenant.

= Adding them to the tenant administrators group and assigning any
specific roles

Tenant Administrator First Steps
The tenant administrator is responsible for:

= Creating a resource folder structure that maps onto the tenant's
business

= Moving the tenant's resources into the relevant subfolders

=  (Creating security groups which provide the required role based access
to the subfolders
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Creating the required number of users and assigning them to the
security group(s) relevant to the role of the user

Tenant User First Steps

The tenant user (usually called just the user) created by the tenant
administrator may now login to the system. Select the appropriate tool
from your home page:

To view or manage information notices select the Information
Management tool

To manage users/security groups select the Security Management tool
To manage resources (dimensions) select the System Management tool

To view or manage reports select the Reporting tool

Open the Online Help

For

security purposes the online help is only available after the user is

logged in. To open the online help, click the Help link in the top right
corner of the screen. It provides:

Instructions for using, provisioning and managing the system
Descriptions of the reports which you use

A comprehensive glossary

Logical indexing to help you quickly find the topics you need

Search facilities

This help dialog consists of a main panel in which the topic text is
displayed.

To the left of the main panel are four tabs. Click on the tab header to
display the tab contents. The tabs are as follows:

Contents displays the topic list as a table of contents, to help you
locate the topic you require

Index lists the keywords which you can use to find related topics

Search enables you to search through all the topics for a particular
word or phrase. Enter the text in the field provided and click Go. A list
of all the topics in which the text occurs are then listed. Similarly you
may also use the search field displayed in the top right of the dialog
window

Glossary comprehensively covers and explains the terms and entities
comprising the Management Portal

Log in and log out

Logging in

To login to the system:
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1. Open your web browser and enter the URL address of the web
server in the browser's address field. This will be in the format:

https://<Portal server>/portal

For example, one possible web server address might be:
https://webserverl/portal

2. The security access banner is displayed to inform the user that
access to the platform is restricted to authorized users

Note This banner can be changed by the administrator for the whole
platform to meet the needs of the specific deployment (for further
information see the Change Your System Settings topic). Press the
agree button

3. The Login page is displayed. Enter your User Name and
Password details in the fields then click Login. If the login is
successful then the user's home page will be displayed

Note Before the first time the system is used, the User Name for the host
administrator is automatically set to administrator, with a blank password.
A new password should be set immediately.

Note If you do not perform any action on the system for a time, the system will
automatically log you out.

Alternative Login

If the web page is already open, click Logout to log out the previous user
and display the normal login window

First time users

= The first time you access the Web Tool you may be prompted to
accept a security certificate. Accept this security certificate then
proceed

= After you have first logged in, you may have to change your password
immediately. If prompted to change your password you must do so
immediately, otherwise further access will be denied. For further
information see the Change Password topic

Note

= The password field is case sensitive. That is, capital and lower case
letters are regarded as different, so if your password was 'password1'
and you entered 'PASSWORDI1' your login would fail. If you have
difficulty logging in, make sure that you have not accidentally pressed
the caps lock key

Note Your password should never be anything as easy to guess as this
example. For tips on how to create a secure password that you can
remember, see the Change Your Password section.

= By default, the maximum number of attempts you have to log into the
system correctly is three. If, after three attempts, you still have not
logged in correctly, your user account will be locked out. If this is the
case, contact the administrator responsible for re-enabling it
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= The system will automatically log out a user when the web browser
window is closed

Logging out

Once your user session is finished, close your browser session to ensure
that no other user can interfere with your account.

To logout of the tool, click the Logout button located on the top right side
of your browser window. Alternatively, close the web browser window to
log out automatically.

Home Page

Your Home Page

Once you have logged in you will be presented with your personalized
home page which is the launch pad for accessing the rest of the system.

For a basic mode user, the main central panel displays your most
frequently used reports, which are organized into related report groups.
For further information, see the basic mode options section below.

For an advanced mode user the main central panel will display the system
management functions which you can access. For further information, see
the advanced mode options section below.

The Toolbar at the top right of the screen displays further functions,
which may vary depending upon the system functions you are using and
the permissions granted to you.

The very top of the page displays a list of the pages you have navigated
through to access your current page. This is called the breadcrumb trail.
Each page in the trail is displayed as a link to help you quickly return to
previous pages.

To the right of the breadcrumb trail, you will find the following options:
= Home Click to return to your homepage

= Help Click to display this online help. It contains everything you need
to understand and use the system features, reports and report analysis.
See the Online Help topic

= Settings Click to select the settings you need to change. See the
Manage Settings topic

= Logout Click to end your session. See the Logging in and logging out
topic

If any of these terms are unfamiliar to you, please look them up in the
Glossary.

User Categories
Portal users are divided into two different categories:

= Basic users need to view reports and define their own user settings,
but do not require system management functions
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= Advanced users may navigate the folder tree. Advanced users
manage the system and the resources it contains, system reports and
analyses, as well as defining the users who can access the system and
their user rights

Basic mode options

On logging in, if you are a basic user of the Management Portal (or if you
are an advanced user using basic mode) you will see a flat list of the
reports you have access to. You can always return to this list of reports
(this is the homepage for basic mode) by clicking on Home at the top right
of the screen.

In the bar above the list of reports are a number of menu options:
= Delete Report - deletes selected report

=  Run Report - runs selected report

= Agents - allows you to manage your agent teams

= Skill groups - allows you to manage your skill groups
For further information please see:

= How to change your password

= How to manage settings

=  How to change your timezone settings

= How to use the online help

= How to login and logout

Advanced mode options

Advanced users require more complex reporting functionality as well as
access to system management functions. To access these functions, you
must be in advanced mode.

To switch between basic mode and advanced mode, click on Settings >
User Settings. Check the Advanced Mode checkbox in the middle of the
user settings in order to view the functions you have access to. This is the
Tools page.

You will see some or all of the following display:
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Unified Contact Center Back Home Tools Help
Management Portal Settings Logout

<information notices>

Information Notices

:

Audit Reports

I &=

Security Manager

&
5]
ﬁ System Manager

You can set a commonly-used tool to be your homepage using the Settings
page.
Which of the following tools you can use depends on your security

permissions, as determined by the global and non-global roles that have
been assigned to you.

Note If you think you should have access to some of these tools but cannot see
them in the Tools page, contact your system administrator.

= The Audit Reports section enables you to view and manage audit
reports, which provide information about the changes made to the
system

= The Security Manager section enables you to create and manage
users and groups, their roles, which define the tasks they may perform
and manage security; the customer data and system functions they may
access

= The System Manager section enables you to provision and manage
the entire system, the reports and the resources they report on
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