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PREFACE 

Purpose 

This document explains how to adminstrate and provision the 

Unified Contact Center Management Portal platform.  

Audience 

This document is intended for all users of the Unified Contact Center 

Management Portal, from high-level administrators to team supervisors. 

The reader needs no technical understanding beyond a basic knowledge of 

how to use computers. 

Organization 

Chapter 1, "Initial Checks" 

Lists the initial checks to be made if experiencing problems with the 

Unified Contact Center Management Portal. 

Chapter 2, “Operational Overview” 

Describes how the system operates, including system architecture, 

possible resource states and the effects events have on these states. 

Chapter 3, "System Operations" 

Describes best practices within the Unified Contact Center 

Management Portal system and the actions to take in the event of 

problems with the server components. 

Chapter 4, "Management Portal" 

Describes how to troubleshoot problems that may arise when using the 

Unified Contact Center Management Portal to manage resources and 

security. A list of user-friendly error codes is included.   
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Obtaining Documentation, Obtaining Support, and 
Security Guidelines 

 
For information on obtaining documentation, obtaining support, providing 

documentation feedback, security guidelines, and also recommended 

aliases and general Cisco documents, see the monthly What’s New in 

Cisco Product Documentation, which also lists all new and revised Cisco 

technical documentation, at: 

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html  
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1. INITIAL CHECKS 
Check that you have performed the following for all Unified Contact 

Center Management Portal servers in the deployment: 

� Installed Windows Operating Systems and relevant service packs. 

� Installed the pre-requisite applications required per component. 

� Setup network connectivity. 

� Installed the Unified Contact Center Management Portal software. 

� Setup and run services. 

� Installed virus checkers. 

� Installed other third party software. 

� Applied Windows hot fixes. 

If there is a user related problem, check that you have performed the 

following for the client machine: 

� Installed Windows Operating Systems and relevant service packs. 

� Installed the correct client browser version. 

� Applied the correct Internet Explorer security settings. 

� Setup the connection to the HTTP/HTTPS server.  

� Installed virus checkers. 

� Installed other third party software. 

� Applied Windows hot fixes. 

The guide starts with a system overview to set a context for the 

troubleshooting cases. 
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2. OPERATIONAL OVERVIEW 
The Unified Contact Center Management Portal system architecture is 

shown below. The top half of the diagram is a traditional three tier 

application. This includes a presentation layer (an ASP.NET web 

application), a business logic application server and a SQL Server 2000 

database. The lower half of the system architecture is a process 

orchestration layer called the Data Import Server and a systems integration 

layer called the Provisioning Component. 

 

 

Web Application 

The user interface to the Unified Contact Center Management Portal is via 

a web application that is accessed by a web browser (Microsoft Internet 

Explorer). Access to the Unified Contact Center Management Portal 

application is gained through a secure login screen. Every user has a 

unique user name. This user name is assigned privileges by the system 
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administrator, which define the system functions the user can access and 

perform. 

The user interface is time-zone aware and connections to it are secured 

through HTTPS. The web application is hosted on the server by Microsoft 

Internet Information Services (IIS) and so is suitable for lockdown in 

secure environments. 

Application Server 

The Unified Contact Center Management Portal Application Server 

component provides a secure layer in which all business logic is 

implemented. The application server component runs in a separate service 

and is always hosted with the web server component. The application 

server component also includes caching to improve performance and 

audits all actions taken by logged in users. 

Reporting Services 

The Unified Contact Center Management Portal utilizes Microsoft 

Reporting Services technology for generating reports. Microsoft 

Reporting Services is an integral part of SQL Server Enterprise Edition. 

The Unified Contact Center Management Portal provides a flexible 

reporting system in which reports are authored in the industry standard 

Report Definition Language (RDL). 

Data Import Server 

The Data Import Server component is an Extract, Transform and Load 

application for the Unified Contact Center Management Portal. The Data 

Import Server component imports the data used in the Unified Contact 

Center Management Portal. It is designed to handle high volume data 

(facts), such as call detail records as well as data which is changed 

irregularly (resources), such as agents, peripherals and skill groups. 

The Data Import Server component is also responsible for monitoring 

changes in the Unified Contact Center Management Portal system and 

ensuring that those changes are updated onto the Cisco ICM and 

CallManager. The Data Import Server component orchestrates the 

creation, deletion and update of resources to the Cisco ICM and 

CallManager. 

The Microflow Runtime is the heart of the Data Import Server 

component. It orchestrates systems without resorting to low level 

programming languages. The Microflow Runtime is a general purpose 

scripting environment and can be applied to a wide range of problems. The 

term microflow describes any modular, reusable and independent unit of 

business logic. An example microflow might update an agent on the Cisco 

ICM when changes are made in the Unified Contact Center Management 

Portal web server component. 
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The Management Portal Provisioning Server 

The Unified Contact Center Management Portal Provisioning Server 

component provides the connections to remote systems such as the Cisco 

ICM and CallManager. Using the Provisioning Server component to 

access remote systems provides a tried and tested way to manage, monitor 

and secure system connections. The Unified Contact Center Management 

Portal Provisioning Server component provides many advanced features 

including connection management, fault tolerance and automatic failover 

between connected systems.  

Resource States 

A resource is any kind of entity on the Cisco ICM or CICM and 

CallManager, for example agents, teams, skill groups and phones. All the 

resources in the Unified Contact Center Management Portal participate in 

a state machine.  A state machine is a collection of states which a resource 

will progress through during its lifetime. It is important to understand the 

state machine when trouble shooting problems in the Unified Contact 

Center Management Portal. The states are shown below: 

 

State Descriptions 

Synchronize 

Synchronize is the initial state for all dimension items created through the 

Unified Contact Center Management Portal. 

It is also the initial state for any dimension item that is created by the 

importer. This ensures that dimension items created on an external system, 

such as a CICM, are provisioned on all other systems controlled by the 

Unified Contact Center Management Portal, such as the CallManager.  

Each dimension type (agent, tenant, skill group and so forth) has a separate 

idempotent Synchronize microflow. (By idempotent it is meant that no 

matter how many times the microflow is launched, conflicts or errors will 
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not be generated as a result). The role of the Synchronize microflow is to 

bring all externally controlled systems in line with the Unified Contact 

Center Management Portal database.  

When a dimension item is in the Synchronize state, no updates are 

accepted from importer microflows, with the exception that the item may 

be changed to the Delete Pending state. This business logic ensures that 

the Unified Contact Center Management Portal database acts as conflict 

master. 

Ready 

Ready is the normal state of a dimension item in the Unified Contact 

Center Management Portal database. It indicates that the dimension item 

has been fully provisioned on all the external systems controlled by the 

Unified Contact Center Management Portal. 

If the user interface edits a dimension item then it is changed to the 

Synchronize state. If an importer microflow updates a dimension item 

(perhaps the agent’s name was changed on the source system) then it also 

changes to the Synchronize state. 

Error 

The Error state signals that an error has occurred while provisioning a 

dimension item.  

There are two methods to resolve the error state of a dimension item. The 

first is to delete the dimension item either through the Unified Contact 

Center Management Portal user interface, or in an external system. In both 

cases the state of the dimension item is changed to Delete Pending. Note 

that if the dimension item is deleted on an externally controlled system 

then it is the importer microflow that changes the dimension item to the 

Delete Pending state. 

The second is to edit the dimension item in the Unified Contact Center 

Management Portal user interface, which changes the state to 

Synchronize.  

Delete Pending 

This state signals that the dimension item is to be deleted from all external 

systems.  

The DELETED flag and EFFECTIVE_TO fields on the dimension item 

row in the TB_DIM_ITEM table must be set in the transition to this state. 

User interface operations are not allowed on a dimension item which is 

Delete Pending – editing in particular. Once it has been changed to Delete 

Confirmed then the dimension item can be reactivated. 

Each dimension type (agent, tenant, skill group and so forth) has a separate 

idempotent Delete Pending microflow. (By idempotent it is meant that no 

matter how many times the microflow is launched, conflicts or errors will 

not be generated as a result). The role of the Delete Pending microflow is 

to delete the item from all externally controlled systems. Once all the 
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changes have been made, the dimension item is changed to the Delete 

Confirmed state. 

The underlying delete business functions in the Unified Contact Center 

Management Portal Provisioning component ConAPI (ICM) and 

CallManager connectors always check to see if the dimension item is valid 

before starting a delete operation (this ensures the Delete Pending 

microflow is idempotent. By idempotent it is meant that no matter how 

many times the microflow is launched, conflicts or errors will not be 

generated as a result). 

Delete Confirmed 

A dimension item changes to the Delete Confirmed state once it has been 

deleted from all externally controlled systems. The Delete Pending 

microflow runtime ensures all externally controlled systems are updated 

before the transition occurs. The microflow must also ensure any 

memberships are reset, for example the deletion of an agent may first 

require it to be removed from any agent teams. 

The only action allowed in the Delete Confirmed state is to reactivate the 

dimension item (reactivating dimensions such as agents is a particularly 

powerful feature in the user interface) which returns it to the Synchronize 

state ready for provisioning. The DELETED flag and EFFECTIVE_TO 

fields on the dimension item row in the TB_DIM_ITEM table must also 

be reset as part of the reactivate transition. 

 User Interface 

The user interface can only edit dimension items which are in the Error 

and Ready states. Dimension items in the Synchronize and Delete 

Pending states cannot be edited until the provisioning system has 

processed the dimension item. There are a number of exceptions to this 

rule where effective dates can still be changed in the Synchronize state.  

The Error state is particularly important as it catches all the dimension 

items that could not be provisioned. The normal use of the Error state is 

to hold resources that need to be edited before being provisioned again (by 

changing them to the Synchronize state). 






































































