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Preface

Purpose

Audience

This document explains how to adminstrate and provision the Unified
Contact Center Management Portal platform.

This document is intended for all users of the Unified Contact Center
Management Portal, from high-level administrators to team supervisors.
The reader needs no technical understanding beyond a basic knowledge of
how to use computers.

Organization

Chapter 1, “Unified Contact Center Management Portal Overview”

Provides information on the components that make up the Unified
Contact Center Management Portal and the configuration that needs to
be done for each.

Chapter 2, “Web Server”

Explains how to set up the essential users and equipment within the
Web Server so that tenant users can use it to view reports and perform
administrative tasks upon their own resources, such as importing data
from an ICM into a tenant folder.

Chapter 3, “System Provisioning”

Introduces system security and system management and explains
where to find further information.

Chapter 4, “Provisioning Component Monitoring”

Explains how to use the Provisioning component monitoring web site
for the Unified Contact Center Management Portal Provisioning
component. This allows support agents to monitor busy times,
capacity statistics, event logs and so on, and provides access to audit
reporting for the Unified Contact Center Management Portal.

Chapter 5, “SNMP Configuration”

Explains how to set up SNMP traps for the Unified Contact Center
Management Portal Provisioning component, and describes the traps
that it raises.

Chapter 6, “SysMon”

Describes how to install and configure the system health monitoring
tool.

Chapter 7, “Audit Trails”

Describes the audit histories of individual items and the audit report
used to measure actions taken upon entities in the Unified Contact
Center Management Portal.
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Chapter 8, “Bulk Upload”

This chapter details the process required to bulk upload dimension
data into the Unified Contact Center Management Portal, the
templates used to do so and details on how to understand any upload
failure.

Obtaining Documentation, Obtaining Support, and
Security Guidelines

For information on obtaining documentation, obtaining support, providing
documentation feedback, security guidelines, and also recommended
aliases and general Cisco documents, see the monthly What’s New in
Cisco Product Documentation, which also lists all new and revised Cisco
technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
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UNIFIED CONTACT
CENTER MANAGEMENT
PORTAL OVERVIEW

Operational Overview

The Unified Contact Center Management Portal is a suite of server
components that simplify the operations and procedures for performing
basic administrative functions such as managing agents and equipment,
and provide a common, web-based user interface within the entire Cisco
IPCC Hosted and Enterprise Editions product set.

The Unified Contact Center Management Portal consists of six
components:

The Database server component, which utilizes an application called
the Importer to import enterprise data from different data sources into
a Microsoft SQL Server 2000 Enterprise Edition management
information database. The database consists of separate database
elements that sit on top of SQL Server and which provide data to
different reporting elements:

o The RDBMS Database (known as the Datamart) holds the
imported enterprise data

o The Reporting Services Database imports and processes data
from the datamart so that SQL Server Reporting Services can
use it to populate reports

The Reporting Extensions server component holds the report
templates used to run audit reports and retrieves the data from the
reporting services database to populate reports with

The Application server component manages security and failover. It
manages security by ensuring that users can only view specific folders
and folder content as defined by their security login credentials. It
verifies that a user is valid and then loads the system configuration that
applies to that user. It also manages failover so if one database server
fails, the application can automatically retrieve the required data via an
alternative database server

The Web server component provides a user interface to the platform
that allows users to interact with report data, as well as performing
administrative functions

The Provisioning server component and its various connectors enable
it to communicate with network equipment to assist in the making of
intelligent call routing decisions. It communicates with back office
databases and systems to extract information for routing and reporting
purposes
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= The Data Import server component is an Extract, Transform and
Load (ETL) server for data warehouses. The Data Import component
imports the data used to build reports. It is designed to handle high
volume data (facts) such as call detail records as well as data that is
rarely changed (dimensions) such as agents, peripherals and skill
groups

If these components are installed on more than one machine, the Data

Import, Database and Provisioning components are normally installed on

the Database Server. The Reporting Extensions, Application and Web

components are usually installed on the Web Application Server.
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2 WEB SERVER

The Unified Contact Center Management Portal web component is a
browser-based management application designed for use by contact
center/system administrators, business users and supervisors. The host
administrator does not administrate the web component server on a day-to-
day basis, but must set up a tenant administrator user to do so, and a tenant
folder in which to put all the tenant’s resources.

Further information on the web server is available from the User Manaul
for Unified Contact Center Management Portal Release 7.2.

Import a Tenant from the ICM

All tenant data in the Unified Contact Center Management Portal platform
is derived from imported customer definition data on the ICM. All changes
to the customer (tenant) data are performed using Cisco’s Configuration
Manager.

How does it work?

The Unified Contact Center Management Portal maintains a complete data
model of the contact center equipment to which it is connected and
periodically synchronized. In addition to configuration information, for
example agents or skill-groups, the Unified Contact Center Management
Portal can optionally record the events logged by the equipment, such as
call records for management information and reporting purposes. The
Unified Contact Center Management Portal data model and
synchronization activity allows for items to be provisioned either through
the Unified Contact Center Management Portal's Web interface or from
the standard equipment specific user interfaces.

Portal Users

In regards to the Web component server there are typically a small number
of different user types:

* The host administrator is responsible for the whole platform and
therefore has a view across all the equipment and resources

* The tenant administrator is responsible for the slice of the system
assigned to the tenant by the host administrator

= The tenant user has access only to the resources and tools assigned by
the tenant administrator. Several sub-classes of tenant user may be
created by the tenant administrator using user groups and roles to
achieve their business requirements, for example one type of user may
be able to add information notices

On a new system the host and tenant administrators perform their
respective tasks before the tenant user is given access to the system. These
tasks are detailed below.
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Host Administrator First Steps

Note

The Host administrator is responsible for:
= (Creating a tenant

* Ensuring that the tenant equipment (peripherals) are correctly located
in the tenant folder

= Creating an administrator user for each tenant

» Adding them to the administrators group for the tenant and assigning
any specific roles

To map a prefix to a tenant for the importing of ICM data, the user must
have host administrator privileges.

Configuring Imported Resource Data

After the initial data import, resources imported from CallManagers
associated with specific tenants will be stored in those tenant folders.
Where multiple tenants share a CallManager, resources will be put in the
Unallocated folder and the administrator must place these in the
appropriate folder. Resources associated with more than one tenant, such
as phone types and button templates, should be placed in a subfolder of the
Shared folder that should be set to be readable only by users from those
tenants. More information on how to manage security in the Management
Portal can be found in the User Manual for Cisco Unified Contact Center
Management Portal Release 7.2.

Caution: Resources may not be moved out of tenant folders

Note

Prefixes can be used to search through items in the Unallocated folder and
identify the specific items to be moved into a selected tenant folder.

* You can only map a prefix to a tenant folder

*  Any single item moved to a folder is excluded from the prefix
management import job to prevent it from being automatically moved
by the system

To view the prefixes in the system that apply to tenant folder data:
1. Click Tools. The Tools page is displayed
2. Click System Manager. The System Manager page is displayed

3. From the Filter drop down list select Tenant. The page refreshes and
the tenant folders in the system are displayed as a list

4. Click the properties icon displayed next to the prefix name. To the right
of the screen the Update the details for the selected tenant folder
section is displayed

5. Click the View Prefixes... link. The prefixes associated with the
selected tenant are displayed as a list

To create a prefix (add a prefix to a system folder), click the Create
Prefix button. The Create a Prefix page is displayed. Perform the
following:
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1. Inthe Prefix field enter the prefix

2. From the Type drop down list, select the system resource type to which
the prefix is to be applied

3. In the Priority field enter a unique numerical value (0 - 9999)
4. Click OK

To edit a prefix, click the properties icon displayed next to the prefix
name. To the right of the screen the Update the details for the selected
tenant section is displayed.

1. You may only modify the name entered in the Prefix field
2. Click OK

Note Once a prefix has been created, its type cannot be changed.

To assign a priority to a prefix, use the up or down buttons displayed next
to the prefix name. The higher the prefix is in the list, the more relevant
and useful it is to your data.

To delete a prefix, select the tenant folder in the tree whose associated
prefixes you wish to view. The prefixes associated with the selected folder

are listed.

Click the red cross displayed next to the prefix you want to delete.

Creating a Tenant Administrator

1. Click on the Tools link at the top right of the web page to display the
Tools page

2. Click on Security Manager, and the Security Manager page is
displayed

3. Click on the Users tab to the top left to access the User Browser page.
4. Select the tenant folder and click New
5. Fill in the following fields:

In the User Name ficld enter the name as it will appear in the
system for the new user

In the Password ficld enter the password for the new user

In the Confirm Password field re-enter the selected password
In the First Name and Last Name ficlds enter the user's details
In the Email field enter the email address of the new user

In the Description field enter any explanatory text, if required

6. Select the Advanced Mode checkbox and any of the following
checkboxes if applicable:

The Enabled checkbox to ensure that the user is live in the
system. If unchecked the new user is saved in the system but
cannot access it

Administration Guide for Contact Center Management Portal Release 7.2(3)



12

» The User must change password at next Logon checkbox to
prompt the new user to change their password after their first
login

= The Password Never Expires checkbox to assign the password
to the new user indefinitely

* The User cannot change password checkbox to prevent the
new user from being able to change their password

Note Only the User Name, Password and Confirm Password fields are required.

7. Click OK. You are returned to the User Browser page

Assigning Administrator Privileges

Now you must give the tenant administrator the permissions necessary to
manage the system. This is done by assigning the new user to the
administration group that was automatically created when you created the
tenant.

1. Click on the properties icon for the administrator user to display the
Edit User page

2. Click on the Groups tab to show the available groups
Note All users created are automatically assigned to the group <tenant> Users.

3. Select the group <tenant> Administrators. The user’s permissions are
automatically updated so that they can manage users, folders,
information notices and folder security within the tenant folder
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3 SYSTEM PROVISIONING

All system and security management for the Management Portal is
performed through the web interface. For further information on how to
use the web interface, please see the accompanying User Manual. Most
system and security management after the initial setup is performed by
individual tenant administrators.

Security Management

Security Management can be thought of as the process of determining
which users can perform which actions in which folders. This involves
creating and managing the following entities:

= Folders The security system used by the Management Portal is folder
based. This means that the folder hierarchy should ideally be designed
with security requirements in mind

= Users and Groups Users can be assigned to groups of users with the
same security permissions. A number of predefined groups with
commonly required permissions are provided. For example, all users
within a tenant are automatically assigned to a tenant users group that
gives them read-only permissions on resources within that tenant

= Roles and Tasks The actions that can be performed within a folder.
Each task is an individual kind of action, such as browsing resources
or managing information notices. These tasks are collected together
into roles. For example, you could create an Auditor role that included
the ability to manage audit reports, browse audit reports, and browse
resources, and then assign individual users the ability to perform that
role within certain folders

Note For each role a user or group is assigned, they must also be assigned an
equivalent global role. Removing a global role removes that user’s ability
to perform the corresponding non-global roles anywhere within the
system, meaning it is possible to remove permissions in a single click
rather than removing permissions from folders individually.

Security is explained in more detail in the Security Management chapter of
the User Manual.

Reverting to a Previous Security Version

The 7.2(3) version of the Management Portal uses a slightly different
security model to previous versions. Although the new model is
backward-compatible, you can set up your system to use the old model, as
follows:

1. From the location where you installed the Management Portal, open
the Web folder

2. Open the web.config file
3. Set the EnableEnhancedSecurity property to False:

<add key="EnableEnhancedSecurity" value="False"/>
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System Management

The System Manager tool allows the user to create and manage resources
and resource folders within a hierarchical folder structure. Users with
sufficient security privileges can access and manage the entire contents of
the system via the System Manager interface. This lets you remotely
configure and administer key aspects of your IPCC system.
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4 PROVISIONING
COMPONENT MONITORING

Note In some circumstances the Provisioning server component is referred to as
the Gateway.

The Provisioning server component has monitoring tools to track real time
and historical customer activity. One such tool is the Web monitoring site.

It is the most popular method for tracking customer activity as it can be
casily accessed from the support Agents’ desktop.

To access the Web monitoring site, open Internet Explorer on the machine

that is hosting the Provisioning component and enter the following
address: http://localhost/monitor.

Once the web site is displayed, a user can start or stop a web monitoring
script activity on a given processor, by clicking the Start or Stop
hyperlinks in the Action column.

Customer information is displayed in the following columns:

COLUMN DESCRIPTION

Processor Displays the computers configured to be monitored.

State The color displayed indicates whether the script being
monitored is Active (green), going online or being
taken offline (amber) or Inactive (red).

Transactions | Total number of requests for this script.

Errors Total number of errors for this script.

Filtered Number of errors filtered out of the script.

Outstanding | Number of requests being processed at that time.

Restart The total amount of time required to restart the system.

Oneshot Displays whether the oneshot function is enabled or
not.

Enabled The total time since the script has been active.

Period

Note The web page automatically refreshes every few seconds.
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Performance Counters

The Unified Contact Center Management Provisioning component
integrates with Windows performance counters (accessed by running the
perfmon command) to provide real time activity monitoring. Perfmon can
also connect to remote computers, if necessary.

The Unified Contact Center Management Provisioning component appears
as a separate Data Gateway object in perfmon. The performance counters

available for the Data Gateway object are:

COUNTER MONITORS

Call Error Rate | Number of errors (excluding timeouts) per second.
Call Reject Requests rejected per second (a request is rejected
Rate when there is no script available to process it).

Call Request Requests processed per second (a request is counted
Rate as processed once its reply is sent).

Call Timeout
Rate

Requests timed out because no response was received
by the customer data system.

Outstanding The number of requests currently being processed (in
Calls progress) by the Provisioning component.

Total Call Total number of errors accumulated since the

Errors Provisioning component service started.

Total Call Total number of requests processed since the
Requests Provisioning component service started.

Total Call Total number of requests timed out since the
Timeouts Provisioning component service started.

Total Calls Total number of requests rejected since the

Rejected Provisioning component service started.

Total Processor
Starts

Total number of customer scripts that have been
started since the Provisioning component service
started.

Total Processor
Stops

Total number of customer scripts that have been
stopped since the Provisioning component service
started.

The perfmon graph can combine many different performance counters.
Furthermore, perfmon can be configured to trace specific counters at
scheduled times of the day. These performance logs can then be exported
to Excel for further analysis.

For information on how to use and configure perfmon, see the Microsoft
documentation on Performance Logs and Alerts.
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Event Log Alarms

The alarm generator monitors activity in the Provisioning component and
writes entries to the event log. The events include provisioning scripts
starting and stopping and requests failing. Rather than writing an entry
every time a request fails, the Provisioning component plugin summarizes
every minute. The default reporting period is one minute; however it can
be changed in the minute attribute in plugins.xml.

An application called evntwin.exe, which ships as part of Windows, is
used to convert the alarms into SNMP traps; see chapter 5.
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5 SNMP CONFIGURATION

The Unified Contact Center Management Portal Provisioning component
can be configured to produce Simple Network Management Protocol
(SNMP) traps. SNMP trapping is a means of monitoring and logging
events on the network, such as faults or errors that impact upon the Unified
Contact Center Management Portal Provisioning component. SNMP trap
configuration is a three stage process.

Stage 1 - Configure the Provisioning component alarm
generator

The alarm generator monitors activity in the Unified Contact Center
Management Portal Provisioning component and writes events to the event
log, including scripts starting, scripts stopping and requests failing.

Stage 2 - Add alarms to the Windows event log
To view an example of an alarm:

1. Click Start > Administrative Tools > Event Viewer. The Event
Viewer dialog window is displayed

2. Double click on an alarm in the right-hand pane

3. The Event Properties dialog window is displayed in which the alarm
properties are detailed

To add alarms to the Windows event log:

1. Navigate to the Windows folder /evntwin.exe application and run it.
This enables events in the Event Log to be translated out as SNMP
traps.

Note If evntwin.exe cannot be found, you may not have the Simple Network
Management Protocol Windows component installed. Click Start >
Add or Remove Programs > Add/Remove Windows Components and
look at the details for Management and Monitoring Tools to see if this
component is installed. If it is not, check the box to install it and click OK

2. The events are displayed down the right hand side. Select the required
events and add them to the top panel list.

3. If you need to configure trap throttling, click Settings on the main
window. In the Settings dialog window, select the Apply Throttle
radio button in the Trap Throttle panel.

4. Click OK.

Stage 3 - Setup the Windows SNMP service

1. Click Start > Control Panel > Administrative Tools and then
Services. The Services dialog window is displayed.

2. Right click SNMP Service and select Properties from the drop down
list. The SNMP Service Properties dialog window is displayed. This
allows the trap destination and SNMP community to be configured.
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3. In the Community Name field, enter the name of the community.

4. Click Add. A pop up dialog window is displayed. Enter the IP address
of the Trap destination.

5. Click OK.

Provisioning Component Alarms Reference

The following sections describe the SNMP traps raised by the Unified
Contact Center Management Portal Provisioning component.

Provisioning Component Alarm Service has Started

Meaning

This message simply indicates that from this point onwards the
Provisioning component will log events to the application log.
Occurrence

Either the provisioning component service has just been started or the
alarms plugin has just been added. The alarms plugin is the subsystem in
the Provisioning component service that is responsible for raising alarms
and it can be loaded dynamically. This event is rare because the
provisioning component service is not regularly restarted and there is no
reason to reload the alarm service.

Provisioning Component Alarm Service has Stopped

Meaning

This message simply indicates that from this point onwards the
Provisioning component will no longer log events to the application log.
Occurrence

Either the Provisioning component service has just been stopped or the
alarms plugin has just been unloaded. The alarms plugin is the subsystem
in the Provisioning component service which is responsible for raising
alarms and it can be loaded dynamically. This event is rare because the
Provisioning component service is not regularly restarted and there is no
reason to reload the alarm service.

Provisioning Component Customer Script is Online
Provisioning Component customer script %1 is online.

Meaning

%1 is replaced by the script name. This event indicates that the specified
script has just been brought online.

Occurrence

This alarm is raised when a customer configuration script is added or a
script is restarted after being taken offline for any reason.
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Comment

This is an important alarm to monitor because in most situations it
indicates either a recovery from an earlier problem or an attempted
recovery. For example, if connectivity is lost to a customer system, then a
script may be configured to stop so that a failover script can be used. After
a specified period of time, the script is restarted in order to reconnect to the
customer system.

Use

The actual script affected is referenced within the event text. Therefore, to
use this alarm effectively, the actual text must be scanned in order to
discover the script name.

Provisioning Component Customer Script is Offline

Provisioning Component customer script %1 is offline.

Meaning

%1 is replaced by the script name. This event indicates that the specified
script has just been taken offline.

Occurrence

This alarm is raised when a script is removed or a script is stopped for any
reason.

Comment

This is an important alarm to monitor because in most situations it
indicates a problem processing transactions. For example, if connectivity
is lost to a customer system, then a script may be configured to stop so that
a failover script can be used. After a specified period of time, the script is
restarted in order to attempt to reconnect to the system.

Use

The actual script affected is referenced within the event text. Therefore, to
use this alarm effectively, the actual text must be scanned in order to
discover the script name.

Provisioning Component Failed Transactions
Provisioning Component failed %1 transactions for %2 in the last %3
minute(s).
Meaning

%1 is the number of failed transactions; %2 is the name of the script that
relates to the failed transactions; %3 is the period of time over which the
failures occurred. It indicates that the specified script is having problems
processing transactions.

Occurrence
The specified script has failed a number of transactions for some reason.
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