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PREFACE

Purpose

This document explains how to use the Unified Contact Center
Management Portal to view and alter your system.

Audience

This document is intended for all users of the Management Portal, from
high-level administrators to team supervisors. The reader needs no
technical understanding beyond a basic knowledge of how to use
computers.

Organization
Chapter 1, "Welcome"

Provides basic information on the Portal environment, and how to use the
context-sensitive online help.

Chapter 2, “Basic Mode”

Provides all the information needed by the vast majority of users in order to
manage agent teams and agent skillgroups.

Chapter 3, "Settings"

Describes how a user can change their settings, or the settings of others, such
as email address, timezone, or security privileges.

Chapter 4, "Information Notices"

Explains how to view and edit information notices.
Chapter 5, "Reports"

Describes how to set up and view audit reports.
Chapter 6, "System Management"

Describes the folder structure of the Management Portal, and explains how to
set up and maintain agents, contacts, equipment and other resources using the
Portal.

Chapter 7, "Security Management"

Explains how to set up security settings for individual users by means of roles
and tasks, and how users with the same permissions can be added to groups to
simplify management.

Obtaining Documentation

Cisco documentation and additional literature are available on Cisco.com.
Cisco also provides several ways to obtain technical assistance and other
technical resources. These sections explain how to obtain technical
information from Cisco Systems.
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Cisco.com
You can access the most current Cisco documentation at this URL:
http://www.cisco.com/techsupport
You can access the Cisco website at this URL:
http://www.cisco.com
You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml

Product Documentation DVD

Cisco documentation and additional literature are available in the Product
Documentation DVD package, which may have shipped with your
product. The Product Documentation DVD is updated regularly and may
be more current than printed documentation.

The Product Documentation DVD is a comprehensive library of technical
product documentation on portable media. The DVD enables you to access
multiple versions of hardware and software installation, configuration, and
command guides for Cisco products and to view technical documentation
in HTML. With the DVD, you have access to the same documentation that
is found on the Cisco website without being connected to the Internet.
Certain products also have .pdf versions of the documentation available.

The Product Documentation DVD is available as a single unit or as a
subscription. Registered Cisco.com users (Cisco direct customers) can
order a Product Documentation DVD (product number DOC-DOCDVD=)
from Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Ordering Documentation

Beginning June 30, 2005, registered Cisco.com users may order Cisco
documentation at the Product Documentation Store in the Cisco
Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Nonregistered Cisco.com users can order technical documentation from
8:00 a.m. to 5:00 p.m. (0800 to 1700) PDT by calling 1 866 463-3487 in
the United States and Canada, or elsewhere by calling 011 408 519-5055.
You can also order documentation by e-mail at tech-doc-store-
mkpl@external.cisco.com or by fax at 1 408 519-5001 in the United States
and Canada, or elsewhere at 011 408 519-5001.

Documentation Feedback

You can rate and provide feedback about Cisco technical documents by
completing the online feedback form that appears with the technical
documents on Cisco.com.

You can send comments about Cisco documentation to bug-
doc@cisco.com.
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You can submit comments by using the response card (if present) behind
the front cover of your document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this
URL:

http://www.cisco.com/en/US/products/products_security vulnerability pol
icy.html

From this site, you can perform these tasks:

= Report security vulnerabilities in Cisco products.

= Obtain assistance with security incidents that involve Cisco products.
= Register to receive security information from Cisco.

A current list of security advisories and notices for Cisco products is
available at this URL:

http://www.cisco.com/go/psirt

If you prefer to see advisories and notices as they are updated in real time,
you can access a Product Security Incident Response Team Really Simple
Syndication (PSIRT RSS) feed from this URL:

http://www.cisco.com/en/US/products/products_psirt rss_feed.html

Reporting Security Problems in Cisco Products

Cisco is committed to delivering secure products. We test our products
internally before we release them, and we strive to correct all
vulnerabilities quickly. If you think that you might have identified a
vulnerability in a Cisco product, contact PSIRT:

=  Emergencies — security-alert@cisco.com

An emergency is either a condition in which a system is under active
attack or a condition for which a severe and urgent security
vulnerability should be reported. All other conditions are considered
nonemergencies.

= Nonemergencies — psirt@cisco.com
In an emergency, you can also reach PSIRT by telephone:
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= 1877228-7302
= 1408 525-6532

We encourage you to use Pretty Good Privacy (PGP) or a compatible
product to encrypt any sensitive information that you send to Cisco. PSIRT
can work from encrypted information that is compatible with PGP versions
2.x through 8.x.

Never use a revoked or an expired encryption key. The correct public key
to use in your correspondence with PSIRT is the one linked in the Contact
Summary section of the Security Vulnerability Policy page at this URL:
http://www.cisco.com/en/US/products/products_security vulnerability pol
icy.html

The link on this page has the current PGP key ID in use.

Obtaining Technical Assistance

Cisco Technical Support provides 24-hour-a-day award-winning technical
assistance. The Cisco Technical Support & Documentation website on
Cisco.com features extensive online support resources. In addition, if you
have a valid Cisco service contract, Cisco Technical Assistance Center
(TAC) engineers provide telephone support. If you do not have a valid
Cisco service contract, contact your reseller.

Cisco Technical Support & Documentation Website

The Cisco Technical Support & Documentation website provides online
documents and tools for troubleshooting and resolving technical issues
with Cisco products and technologies. The website is available 24 hours a
day, at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support & Documentation
website requires a Cisco.com user ID and password. If you have a valid
service contract but do not have a user ID or password, you can register at
this URL:

http://tools.cisco.com/RPF/register/register.do

Use the Cisco Product Identification (CPI) tool to locate your product
serial number before submitting a web or phone request for service. You
can access the CPI tool from the Cisco Technical Support &
Documentation website by clicking the Tools & Resources link under
Documentation & Tools. Choose Cisco Product Identification Tool from
the Alphabetical Index drop-down list, or click the Cisco Product
Identification Tool link under Alerts & RMAs. The CPI tool offers three
search options: by product ID or model name; by tree view; or for certain
products, by copying and pasting show command output. Search results
show an illustration of your product with the serial number label location
highlighted. Locate the serial number label on your product and record the
information before placing a service call.
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Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3
and S4 service requests. (S3 and S4 service requests are those in which
your network is minimally impaired or for which you require product
information.) After you describe your situation, the TAC Service Request
Tool provides recommended solutions. If your issue is not resolved using
the recommended resources, your service request is assigned to a Cisco
engineer. The TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests or if you do not have Internet access, contact
the Cisco TAC by telephone. (S1 or S2 service requests are those in which
your production network is down or severely degraded.) Cisco engineers
are assigned immediately to S1 and S2 service requests to help keep your
business operations running smoothly.

To open a service request by telephone, use one of the following numbers:
Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)

EMEA: +32 2 704 55 55

USA: 1 800 553-2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco
has established severity definitions.

Severity 1 (S1)—Your network is “down,” or there is a critical impact to
your business operations. You and Cisco will commit all necessary
resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or
significant aspects of your business operation are negatively affected by
inadequate performance of Cisco products. You and Cisco will commit
full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of your network is impaired,
but most business operations remain functional. You and Cisco will
commit resources during normal business hours to restore service to
satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product
capabilities, installation, or configuration. There is little or no effect on
your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is
available from various online and printed sources.
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= Cisco Marketplace provides a variety of Cisco books, reference
guides, documentation, and logo merchandise. Visit Cisco
Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

= (Cisco Press publishes a wide range of general networking, training and
certification titles. Both new and experienced users will benefit from
these publications. For current Cisco Press titles and other information,
go to Cisco Press at this URL:

http://www.ciscopress.com

= Packet magazine is the Cisco Systems technical user magazine for
maximizing Internet and networking investments. Each quarter, Packet
delivers coverage of the latest industry trends, technology
breakthroughs, and Cisco products and solutions, as well as network
deployment and troubleshooting tips, configuration examples,
customer case studies, certification and training information, and links
to scores of in-depth online resources. You can access Packet
magazine at this URL:

http://www.cisco.com/packet

® iQ Magazine is the quarterly publication from Cisco Systems designed
to help growing companies learn how they can use technology to
increase revenue, streamline their business, and expand services. The
publication identifies the challenges facing these companies and the
technologies to help solve them, using real-world case studies and
business strategies to help readers make sound technology investment
decisions. You can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine
or view the digital edition at this URL:
http://ciscoiq.texterity.com/ciscoig/sample/

= Internet Protocol Journal is a quarterly journal published by Cisco
Systems for engineering professionals involved in designing,
developing, and operating public and private internets and intranets.
You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

= Networking products offered by Cisco Systems, as well as customer
support services, can be obtained at this URL:

http://www.cisco.com/en/US/products/index.html

= Networking Professionals Connection is an interactive website for
networking professionals to share questions, suggestions, and
information about networking products and technologies with Cisco
experts and other networking professionals. Join a discussion at this
URL:

http://www.cisco.com/discuss/networking
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= World-class networking training is available from Cisco. You can
view current offerings at this URL:

http://www.cisco.com/en/US/learning/index.html
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1. WELCOME

About the Web Administration Portal

Overview

The Portal is a browser-based management application designed for use by
contact center/system administrators, business users and supervisors. It is a
dense provisioning, reporting and connectivity platform that overlays the
contact center equipment. The contact center equipment is viewed as
consisting of configuration items, generally known as resources, such as
agents or skill groups, and events logged when the resources are used by
the equipment, such as call record statistics.

The Portal partitions the resources in the equipment using a familiar folder
paradigm and these are then secured using a sophisticated security
structure similar to an enterprise directory. The Portal supplies a number of
tools that operate on the configuration and statistics data. The tools
supported currently are:

» The Information Notices tool that implements the "Message of the
Day" functionality.

»  The Security Management tool that implements the user and group
task/role based security strategies.

»  The System Management tool that implements the resource
partitioning strategies and provisioning operations.

» The Reports tool that implements web based reporting.

The Portal focus on supplying dense functionality plays to the business
plans of hosts and large enterprises as it allows the distributed or disparate
contact center equipment to be partitioned or segmented to satisfy the
following business goals:

» The Portal abstracts and virtualizes the underlying contact center
equipment thereby allowing centralized deployment and
decentralized control which in turn gives economies of scale
whilst supporting multi-level user command and control.

»  The Portal allows the powerful and flexible native [IPCC
provisioning operations to be abstracted into simple, high level
tasks that enable business users to rapidly add and maintain
contact center services across the virtualized enterprise (or portion
thereof).

= A Portal user will only see the resources in the platform that
he/she is entitled to see.

= A Portal user may only manipulate those resources visible to them
by using the Portal tools and features he/she has been authorized
to use, thereby giving role-based task control.
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How does it work?

The Portal maintains a complete data model of the contact center
equipment to which it is connected which is periodically synchronized
with the equipment. In addition to the configuration information, for
example, agent, skill-groups, the Portal can optionally record the events
logged by the equipment, such as call records for management information
and reporting purposes. The Portal data model and synchronization activity
allows for items to be provisioned either through the Portal's Web
interfaces or from the standard equipment specific user interfaces.

Getting Started

Overview

A useful view of the Web Portal is to consider that there are typically a
small number of different classes of user:

The host administrator who is responsible for the whole platform
and therefore has a view across all the equipment and resources.

The tenant administrator who is responsible for the slice of the
system assigned to the tenant by the host administrator.

The tenant user who has access just to the resources and tools
assigned by the tenant administrator. Several sub-classes of tenant
user may be created by the tenant administrator using user groups
and roles to achieve their business requirements, for example one
class of users may be able to add information notices.

On a new system the host and tenant administrators perform their
respective tasks before the tenant user is given access to the system. These
tasks are detailed below.

Host Administrator First Steps

The Host administrator is responsible for:

Creating a tenant.

Ensuring that the tenant equipment (peripherals) are correctly
located in the tenant folder.

Creating an administrator user for the tenant.

Adding them to the tenant administrators group and assigning any
specific roles.

Tenant Administrator First Steps

The tenant administrator is responsible for:

Creating a resource folder structure that maps onto the tenant's
business.

Moving the tenant's resources into the relevant subfolders.
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Creating security groups which provide the required role based
access to the sub-folders.

Creating the required number of users and assigning them to the
security group(s) relevant to the role of the user.

Tenant User First Steps

The tenant user (usually called just the user) created by the tenant
administrator may now login to the system. Select the appropriate tool
from your home page:

To view or manage information notices select the Information
Management tool.

To manage users/security groups select the Security Management
tool.

To manage resources (dimensions) select the System Management
tool.

To view or manage reports select the Reporting tool.

Open the Online Help

For security purposes the online help is only available after the user is
logged in. To open the online help, click the Help link in the top right
corner of the screen. It provides:

Instructions for using, provisioning and managing the system.
Descriptions of the reports which you use.

A comprehensive glossary.

Logical indexing to help you quickly find the topics you need.
Search facilities.

This help dialog consists of a main panel in which the topic text is
displayed.

To the left of the main panel are four tabs. Click on the tab header to
display the tab contents. The tabs are as follows:

Contents displays the topic list as a table of contents, to help you
locate the topic you require.

Index lists the keywords which you can use to find related topics.

Search enables you to search through all the topics for a particular
word or phrase. Enter the text in the field provided and click Go.
A list of all the topics in which the text occurs are then listed.
Similarly you may also use the search field displayed in the top
right of the dialog window.

Glossary comprehensively covers and explains the terms and
entities comprising the Management Portal.
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Log in and log out

Logging in

To login to the system:

L.

Open your web browser and enter the URL address of the web
server in the browser's address field. This will be in the format:

https://<Portal server>/portal

For example, one possible web server address might be:
https://ccwebserverl/portal

2. The security access banner is displayed to inform the user that

access to the platform is restricted to authorized users.

Note This banner can be changed by the administrator for the whole

3.

platform to meet the needs of the specific deployment (for further
information see the Change Your System Settings topic). Press the
agree button.

The Login page is displayed. Enter your User Name and
Password details in the fields then click Login. If the login is
successful then the user's home page will be displayed.

Note If you do not perform any action on the system for a time, the system will
automatically log you out.

Alternative Login

If the web page is already open, click Logout to log out the previous user
and display the normal login window

First time users

Note

The first time you access the Web Tool you may be prompted to
accept a security certificate. Accept this security certificate then
proceed.

After you have first logged in, you must change your password
immediately, to ensure that your password is truly private,
otherwise further access will be denied. For further information
see the Change Password topic.

The user name and password fields are case sensitive, therefore if
your login fails, check and re-enter your details carefully before
proceeding

By default, the maximum number of attempts you have to log into
the system correctly is three. If, after three attempts, you still have
not logged in correctly, your user account will be locked out. If
this is the case, contact the administrator responsible for re-
enabling it

The system will automatically log out a user when the web
browser window is closed
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Logging out

Once your user session is finished, close your browser session to ensure
that no other user can interfere with your account.

To logout of the tool, click the Logout button located on the top right side
of your browser window. Alternatively, close the web browser window to
log out automatically.

Home Page

Your Home Page

Once you have logged in you will be presented with your personalized
home page which is the launch pad for accessing the rest of the system.

For a basic mode user, the main central panel displays your most
frequently used reports, which are organized into related report groups.
For further information, see the basic mode options section below.

For an advanced mode user the main central panel will display the system
management functions which you can access. For further information, see
the advanced mode options section below.

The Toolbar at the top right of the screen displays further functions,
which may vary depending upon the system functions you are using and
the permissions granted to you.

The very top of the page displays a list of the pages you have navigated
through to access your current page. This is called the breadcrumb trail.
Each page in the trail is displayed as a link to help you quickly return to
previous pages.

To the right of the breadcrumb trail, you will find the following options:
= Home Click to return to your homepage

= Help Click to display this online help. It contains everything you
need to understand and use the system features, reports and report
analysis. See the Online Help topic

» Settings Click to select the settings you need to change. See the
Manage Settings topic

= Logout Click to end your session. See the Logging in and logging
out topic

If any of these terms are unfamiliar to you, please look them up in the
Glossary.

User Categories
Portal users are divided into two different categories:

= Basic users need to view reports and define their own user
settings, but do not require system management functions

= Advanced users may navigate the folder tree. Advanced users
manage the system and the resources it contains, system reports
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and analyses, as well as defining the users who can access the
system and their user rights

Basic mode options

On logging in, if you are a basic user of the Management Portal (or if you
are an advanced user using basic mode) you will see a flat list of the
reports you have access to. You can always return to this list of reports
(this is the homepage for basic mode) by clicking on Home at the top right
of the screen.

In the bar above the list of reports are a number of menu options:

» Delete Report - deletes selected report

= Run Report - runs selected report

= Agents - allows you to manage your agent teams

= Skillgroups - allows you to manage your skillgroups
For further information please see:

= How to change your password

= How to manage settings

= How to change your timezone settings

= How to use the online help

= How to login and logout

Advanced mode options

Advanced users require more complex reporting functionality as well as
access to system management functions. To access these functions, you
must be in advanced mode.

To switch between basic mode and advanced mode, click on Settings >
User Settings. Check the Advanced Mode checkbox in the middle of the
user settings in order to view the functions you have access to. This is the
Tools page.

You will see some or all of the following display:
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Management Portal Logout @
Current User: <advanced user>

Root > Tools . . .
<information notices>

D Information Notices
| Ih'View Notices

+Create a Notice

EEdit a Notice

@ Reports

@View Reports
+New Report
EEdit A Report

ﬁ Security Manager
EView Users
mView Groups
View Roles

ﬁ System Manager
ﬂCreate a Folder

You can set a commonly-used tool to be your homepage using the Settings
page.

Which of the following tools you can use depends on your security
permissions, as determined by the global and non-global roles that have
been assigned to you.

Note If you think you should have access to some of these tools but cannot see
them in the Tools page, contact your system administrator.

= The Reports section enables you to build a report template used to
create and manage reports; such as moving or bulk editing reports

n  The Security Manager section enables you to create and manage
users and groups, their roles, which define the tasks they may
perform and manage security; the customer data and system
functions they may access

= The System Manager section enables you to provision and
manage the entire system, the reports and the resources they report
on
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The Information Notices section enables you to create and
manage online notices; a messaging feature which informs and
updates system users with important information

Further advanced functions include:

Settings This section covers the creation and administration of
system, display, user and password settings. See the Manage
Settings topic

Prefix Management This section covers the creation and

administration of the prefixes applied to report formats. Prefixes
are used by the system to enable one format to be changed into
another format and for importing non-Portal reports. See the Prefix
Management topic

Report Uploading This section covers the procedures used to
import external reports into the Portal system. See the Upload a
Report topic

Caution Advanced user rights should be assigned to a strictly limited
number of people. Due to the large number of users involved, organizing
and maintaining the currency of system information is vital if the system is
to be used effectively. It may even prove necessary to assign change rights
to a limited few users and implement a change strategy to ensure that any
change is approved before the advanced user is requested to enter the
changes in the system. This could avoid duplication of work or prevent
vital information from being accidentally deleted.

Change Your Password

To display the Settings page click Settings. Click Change Password. The
Change your password settings page will be displayed.

You will need to change your password if:

You have logged into the Web Portal for the first time.

The system has been configured to request you to change it after a
specific length of time.

Your password has become known to others.

To change your password

1.

Enter your Old Password.

Enter your (New) Password.

Re-enter your new password in the Confirm Password field.
Click OK.

Your password must normally consist of at least 3 characters.
There may also be other requirements, commonly that it must
include lower case letters, upper case letters and numbers. Contact
your system administrator for more details.
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= Your previous passwords are stored in memory, therefore you
cannot reuse passwords.

Tip You can create a password that is both memorable and secure by choosing a
memorable phrase, selecting the first letters of each word in that phrase,
and turning some of these letters into numbers. For example, the proverb
'a chain is no stronger than its weakest link' shortens to 'acinstiwl', which
can be turned into a password 'AC1nst] WL' which is easy to remember
but difficult for a hacker to crack.

Web Tool Commands and Browser Interaction

Supported Browsers

This Web Tool is designed for use with specific Web browsers and
browser versions. The Login page will display an alert if the browser (or
browser version) you are using is unsupported. It will also display
information on supported browsers.

Using Popup Blockers

This Web Tool may be adversely affected by browser or third-party popup
blocking utilities. When using this tool either disable popup blocking or
exclude this tool's domain from popup blocking.

To disable popup blocking (in other words, to enable popups) in Internet
Explorer (IE):

1. Click on Tools and select Internet Options.

2. Select the Privacy tab.

3. At the bottom of the window, click on the Block pop-ups box to
remove the checkmark. If the box is already empty, leave it as it
is.

4. Click on OK.

Alternatively, you can enable popups for the Web Tool only. To do this
using IE, use the Web Tool normally until a message is displayed at the
top of the browser window telling you a popup has been blocked. By
clicking on this you may choose to permanently allow popups from the
Web Tool, while still being protected against popups from other sites.

Different browsers may have different methods of disabling popup
blocking.

System Administration

Administrator Tasks

Overview

This section identifies the primary tasks users with [IPCC Administrator
permissions perform in the IPCC Web Administration Tool. Tasks do not
need to be performed in the order shown below; however, this order offers
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expediency as it reflects the dependency of certain record types on the pre-
existence of others.

Some of the tasks listed below may need to be performed only once; for
example, specifying global values for reporting purposes. Others will be
ongoing, such as creating and maintaining agent accounts.

Note: Users with System Administrator permissions can also perform all of the
tasks in this section.

Agent and Group Related Tasks

The tasks listed below pertain to agent record creation and agent

groupings.
Task Description Where
Create Agent Agent Desk Settings associate a set | Manage
Desk Settings. of permissions or characteristics Agent Desk
with specific agents, such as how Settings
and when calls to these agents are page
redirected, how and when they enter
various works states, and whether
they can make outbound calls.
You can create a Default Desk
Setting that is the set of permissions
automatically assigned to all new
agents unless overridden.
Create Agents In order to use IPCC, all prospective | Manage
and Agent agents first need an account which Agents
Supervisors. includes a login ID and password. page
Assign desk You can designate certain agents as
settings to supervisors, allowing them to be
agents. later designated as supervisors of

agent teams. Supervisors - provided
they have an Active Directory
account on [PCC's AD domain - can
be given access to WebView
Reporting.

You can assign different desk
settings to different agents based on
their needs, and, as necessary,
temporarily suspend their login
privileges or turn on Agent State
Trace, which allows you to track
their transition through various
states of readiness.
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Create Skill A skill group is a collection of Manage
Groups and agents that share a common set of Skill
assign agents to | skills. In IPCC, skill groups are one | Groups
skill groups. of the primary devices for routing page

and reporting.

An agent can be associated with

multiple skill groups and each skill

group is associated with a specific

media routing domain (MRD) such

as voice, chat, or e-mail. Note that

the IPCC Web Administration Tool

allows you to create, view, and

assign agents to Voice skill groups

only. If you are deploying other

MRD options, skill groups

associated with those MRDs must be

administered via the Administration

interfaces for those applications.
Create Agent Agent teams allow you to associate a | Manage
Teams. Assign set of agents with a specific Agent
agents and supervisor. In addition to reporting Teams page
supervisors to uses, this association also allows
teams. IPCC to determine which supervisor

to route an agent's Supervisor Assist

requests to.
Optionally, An enterprise skill group is a logical | Manage
create Enterprise | grouping of skill groups, and can Enterprise
Skill Groups. include skill groups from different Skill
Assign skill MRDs. Through enterprise skill Groups
groups to groups, you can generate reports that | page

enterprise skill
groups.

include any grouping of skill groups
you desire. Note: Unlike the Skill
Groups page, the Enterprise Skill
Groups page in IPCC Web
Administration can display skill
groups from all MRDs.

Contact Routing Tasks

The tasks listed below pertain to contact (voice and non-voice) routing

configuration.

Task Description

| Where
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Create Call
Types.

A call type is a category of incoming
routable task. Specific call types are
associated with Dialed Numbers. In this
association, each call type has a schedule
that determines which routing script(s) are
active for that call type at any time.
Because the call type determines which
routing script is run for a call, the call type
defines call treatment in an [IPCC
Enterprise system.

There are two classes of call type/dialed
number associations: voice and non-voice.

Manage
Call
Types
page

Create
Dialed
numbers.
Map Call
Types to
Dialed
Numbers.

In IPCC, you set up a Dialed Number List,
which identifies all of the phone numbers
in your contact center that customers can
dial to initiate contact. Dialed numbers are
mapped to call types; this mapping is used
to identify the appropriate routing script
for each call.

Manage
Dialed
Numbers

page

A typical call center requires a number of
dialed number definitions. In addition to
answered calls, dialed numbers also need
to be set up for ring on no answer, dialed
number plan entries, and for
supervisor/emergency assist calls.

Scripting Tasks

IPCC scripts themselves are created using the Script Editor application (or
its remote-access version, Internet Script Editor). IVR scripts (for IP IVR)
are created using the CRS Editor application. Additionally, scripts for use
with multi-channel (Cisco Collaboration Server and Cisco E-Mail
Manager) and/or outbound options typically require additional setup in the
administration interfaces for these products.

For detailed information on creating and deploying scripts for IPCC, see
the ICM Scripting and Media Routing Guide for Cisco ICM/IPCC
Enterprise & Hosted Editions (for IPCC routing and administration
scripts), the Cisco CRS Scripting and Development Series: Volume 2,
Editor Step Reference Guide (for IVR scripts), and your multi-channel
and outbound option documentation.
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2. BASIC MODE

Team Management

The Agents option allows supervisor agents to manage the agents in their
agent teams.

To see an agent team, click on the My Agent Team drop-down box and
select the team you wish to work with. A list of the agents in the team will
be shown below the box.

The agent list shows each agent's name, their status within the system

(such as Ready or Pending), and the date from which they are have been
active in the system (an Active From Date in the future indicates an agent

who has not yet started work). There is also an agent details icon F_j‘ that

allows you to view and edit agent details, and a copy icon L1l that allows
you to create a copy of an agent (for example, if you wish to add to your
team a new agent who has exactly the same skills as an existing agent).

To view or edit an agent
1. Select an agent team from the drop-down list

2. Click on the agent icon (not the copy icon beside it). The Edit the
current Agent page will open, showing you the agent's details

3. Make any changes to the agent. Selecting a different tab (such as
Supervisor or Agent Teams) will show a different set of fields.
You can always go back to previous tabs

Note You are unlikely to need to use the Advanced tab unless you are
changing start or finish dates for an agent
4. Click Save to save your changes or Cancel to leave the agent's
details as they were before you started editing
To set an agent's starting or leaving date
1. Select an agent team from the drop-down list

2. Click on the agent icon (not the copy icon beside it) for the agent
you wish to edit. The Edit the current Agent page will open,
showing you the agent's details

3. To set or change an agent's starting or finishing date, select the
Advanced tab. You may either type in the date manually (it is in
the format day/month/year) or:

= Click on the calendar icon beside the Active To Date
(finish date) or Active From Date (start date) field. A
calendar popup will appear

= Make sure the month and year shown at the top are correct

» To change the month, click on the pairs of arrows to the
left and right to scroll through the months until you find
the one you want
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» To change the year, click on the pairs of arrows to the left
and right. Going right from December will take you to
January of the next year, and vice versa

= Select the date
4. Set the time on the selected date on which the agent is starting or
finishing (for example, 17h 00m for someone leaving at the end of
business hours)

5. Click Save to save your changes or Cancel to leave the agent's
details as they were before you started

To add a new agent

1. Click the New menu option. The Create a New Agent page will
be displayed.

Fill in the fields for each tab.

3. All the fields that you must fill in are marked with a red asterisk.
These fields are on the Details tab. The Save button will not be
enabled until all the required fields have been filled in.

s On the Details tab

1. Fill in the Agent's First and Last (or family)
names

Give a description of the agent (such as a job title)

3. Enter a unique login name for the agent. Only
letters, numbers and underscore characters can be
used

4. Enter the agent's password in the Password and
Confirm Password boxes. These must match
before the agent can be created. Contact your
administrator to find out any requirements for
passwords

= On the Supervisor tab

Note Only use this tab if you want to create the new agent as a
supervisor

1. Check the Supervisor checkbox to create the new
agent as a supervisor. You cannot alter any of the
fields on this tab unless you check this box

2. If'the new agent is a supervisor, you must enter a
login name for the supervisor to log onto the
CallManager. Only letters, numbers and
underscore characters can be used.

You can find available login names by entering a
word or letters to search for (for example, the first
letter of the user’s name) and clicking Find.
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Check the Create Account box to create a Portal
user account for the new supervisor agent

If the Create Account box is checked, you must
enter a login name and password as for logging
into the peripheral. These can be the same as the
peripheral login

= On the Agent Teams tab

1.

Select an agent team for the agent to belong to.
Agents may only be a member of a single team,
but a supervisor can supervise multiple teams.
Use the Selected Path drop-down to see agent
teams in other folders

Click the Add button to associate the team with
this agent

Check the Member box to make the agent a
member of the team. Supervisors can supervise a
team without being a member

If the agent is a supervisor, they can supervise the
team without being a member. Select a primary
or secondary supervisory role for any team they
are to supervise

= On the Skillgroups tab

L.

2.

Select skillgroups for the agent to belong to. Use
the Selected Path drop-down to change folders

Click Add to add the agent to the selected
skillgroups

s On the Advanced Tab

Note You will probably only edit these settings to set an agent's
start or finish date

1.

Enterprise Name is the name the agent is known
as within the Management Portal

Agent Extension is the internal extension number
for the agent

Desk Setting allows you to specify the agent's
desk settings (also called the Agent Desktop)

Use the Active From Date box to set the agent's
starting time and date (you may enter the date
manually in day/month/year format, or select a
date from the calendar)

Use the Active To Date box to set the agent's
leaving date

4. Check the Create Another checkbox to create another agent whose
settings are identical to this agent's except for their name and login

details
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5. Click Save to create the agent, or Cancel to cancel agent creation
and return to your homepage.

To change an agent's team

1. Select the agent team to which the agent belongs from the drop-
down list

2. Click on the agent details icon (not the copy icon beside it) for the
agent you wish to edit. The Edit the current Agent page will
open, showing you the agent's details

3. Click on the Agent Teams tab. The agent's current team
membership is shown

Select the agent team and click on the Remove button

You may optionally select a team from the list below and click on
Add to add the agent to that team. You can add the agent either as
a member of that team by ticking the Member box, or as a
primary or secondary supervisor if they are a supervisor agent

6. Click Save

Agent Reskilling
The Skillgroups option allows you to view and edit agent skillgroups.

To see a skillgroup, click on the Skillgroup drop-down box and select the
skillgroup you wish to work with. A list of the agents associated with the
skillgroup will be shown below the box. A complete list of all the agents
who can be associated with the skillgroup (those who are on the same
peripheral as the skillgroup) is shown below that.

The agent list shows each agent's name, their status (such as R for Ready
or S for Synchronizing), and the date from which they are active in the
system (an Active From Date in the future indicates an agent who has not
yet started work). Clicking on the green arrow icon allows you to edit the
agent.

To add an agent to a skillgroup
1. Select a skillgroup for the agent or agents to belong to.

2. Select agents to belong to the skillgroup using the checkboxes. Use
the Selected Path drop-down to see agents in other folders

3. Click the Add button to associate the agents with this skillgroup

4. Click Save to save your changes, or Cancel to leave the details as
they were before you started

To remove an agent from a skillgroup
1. Select a skillgroup to remove an agent or agents from.

2. In the top list, select agents to remove from the skillgroup using the
checkboxes

3. Click the Remove button to remove the agents from this skillgroup
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4. Click Save to save your changes, or Cancel to leave the details as
they were before you started
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3. SETTINGS

Manage Settings

Settings enable you to control how the system is displayed, user security
and the functionality available to users.

To display the Settings page click the Settings link.

The settings which you can customize are as follows:

User Settings Enable you to change your timezone, name and
description. Advanced users may also change their homepage
settings.

Security Settings Enable system users with sufficient security
privileges to create and manage users, groups, tasks and roles.

System Settings Enable system users with sufficient security
privileges to control the entire contents of the system.

Display Settings Enable you to customize the management
features displayed in your homepage.

Password Settings Enable you to change your password.

Change Your User Settings

Basic Options

To display the Settings page click the Settings link. Then click User
Settings. The Update settings for this user page will be displayed.

To change your user settings, select or overwrite the required fields and
click OK. These fields are explained below.

Timezone Select your local region from the drop down list

First Name and Last Name Change your name. You may want
to do this if you have married, or if you normally use a name other
than the First Name entered here (such as a middle name)

Email Enter the email address you want the Management Portal to
send your emails to, if any

Description Enter a suitable description of yourself (such as job
title or departmental role)

Page Transition Sclect from the drop-down list to determine the
graphical effect used when refreshing the page or displaying a new
page. The choices are:

= None The new page will simply appear

= Pixelate The page blurs into large squares and then
resolves itself into the new page
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»  Gradient Wipe The new page gently wipes across the old
page from left to right

»  Spiral The new page replaces the old one in a spiral from
the outside to the center

= Wheel The new page replaces the old one in several lines
wiping around the page, like a turning windmill

= Radial Wipe The new page replaces the old one in a line
wiping around the page, like a clock hand

» Iris The new page appears in a cross that wipes outward
over the old page

Transition Duration This drop down list determines the length of
time the Page Transition will take to change the screen. Select
from 1 (the fastest) to 5 (the slowest)

Data Paging Size This field dictates the number of selected items
to be displayed per page, for example in the central Items panel of
the System Manager. Numbers above 20 are not recommended

Text Only Mode Check this box to set your display to a
simplified text-only view. You will have to log out and log back
in for your display to change

Advanced Options

If you have sufficient security credentials you may access further
functions. Select or overwrite the required fields and click OK. These
fields are explained below:

Advanced Mode This checkbox changes your homepage view
from a set of reports (this view is the only view possible for basic
users) to the homepage specified by the Default Homepage field
below. By default, this will be a view of the tools you have access
to

Show Hidden Items Check this checkbox to view all hidden items
you have permission to see

Show Disabled Items Check this checkbox to view all disabled
items you have permission to see. Items are sometimes disabled
so that they can be edited without affecting live reporting
operations

Default Homepage Allows you to change your homepage. Select
a tool from the drop-down menu to display that tool as your
homepage when you are in Advanced Mode. To see all your tools
in your homepage, select the Tools View

Tools Layout Allows you to change the format of the Tools Page.
You may choose between a list of tools or a table

Click OK to save your settings.
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Change Global Security Settings

Overview

Security settings define the tools which users or groups can use, via global
roles.

This Security Settings page lists global roles available on the system. You
may view or edit the users or groups associated with a role. Alternatively
you may create new roles, or delete previously-created roles which no
longer apply.

Managing Global Security Settings

To display the Settings page click the Settings link. Then click Security
Settings.

The global roles available in the system are listed beneath the Name
column. Any explanatory text is listed beneath the Description column.

To view or edit a global role

1. Click the properties icon next to the role name. The Edit Global
Role page will be displayed. Any of the fields below can be
modified:

»  The Name section displays the name of the user or group
(this is not a field and cannot be edited)

»  The Description field contains explanatory text

s Select the Enabled checkbox to ensure that the role is live
in the system

»  Select the Hidden checkbox if you wish the role to be
saved in the system but not yet accessible to users

2. All the tasks associated with the selected role are displayed
beneath the Name column. Select tasks to allow the members of
this global role to perform them within the system.

3. Click OK.

To create a new role click New. Fill in a name, and then proceed as for
editing a role, above.

To edit the members of a global role

1. Select the Properties of the global role. You will see the Edit
Global Role page.

2. Select the Members menu option. You will see a tree structure on
the left, and a list of users and groups associated with the global
role on the right. The central panel allows you to select users and
groups to add to the role.

3. Using the left hand tree structure, navigate to the folder containing
the user or group you wish to associate with the role.
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Select either User or Group from the drop-down box in the central
panel. All items of that type within the folder will be displayed.

Select users and groups to associate with the role. No OK button
is available to be pressed, as the panel on the right will update

automatically.

You can remove users added from a role by clicking on the red cross next
to the properties icon in the right hand panel.

To delete a global role, select the checkbox of the role to be deleted and
click Delete.

Caution It is recommended that you only delete global roles that you have
created.

Preset Global Security Settings

The Management Portal comes with a number of groups and roles
predefined. To give a user administrator privileges over your entire
system, for example, it is only necessary to assign them to the <Tenant>
Administrators group. The following table shows what groups are
supplied with the system and what global roles they are assigned. The
tasks that make up each of the roles are also listed.

Group Whereabouts | Roles Tasks
(global)

Everyone Root folder Tenant User | Browse Dimension Types,

Schedules

Manage Self, Reports
<Tenant> Tenant folder | Tenant User | Browse Dimension Types,
Users Schedules

Manage Self, Reports
<Tenant> Tenant folder | Tenant Provision Agent, AgentTeam,
Supervisors Supervisor SkillGroup
<Tenant> Tenant folder | Tenant Browse Connected Systems,
Administrators Administrator | Global Roles, Global Security,

Roles

Provision Agent, AgentDesktop,
AgentTeam, CallType,
DialedNumber, IPEndpoint,Line,
SkillGroup, UserVariable

Information Notices, Security
Manager, System Manager, Bulk
Import Dimensions

User Manual for Cisco Contact Center Management Portal Release 7.1




Administrators | Tenant folder | Host Browse Connected Systems,
Administrator | Global Security

Manage Global Roles, Global
Security, Roles, Schedules, Site

Provision Agent, AgentDesktop,
AgentTeam, CallType,
DialedNumber, IPEndpoint, Line,
SkillGroup, UserVariable

Advanced User, Security Manager,
System Manager, Information
Notices, Bulk Upload Dimensions

Tenant Browse Connected Systems,
Administrator | Global Roles, Global Security,
Roles

Provision Agent, AgentDesktop,
AgentTeam, CallType,
DialedNumber, IPEndpoint,Line,
SkillGroup, UserVariable

Information Notices, Security
Manager, System Manager, Bulk
Import Dimensions

Caution Host administrators must always be able to perform the
Advanced User, Manage Global Roles, Manage Global Security and
Security Manager tasks. It is strongly recommended that these never be
removed from the Host Administrator global role.

Caution It is strongly recommended that you do not remove any global
security privileges from the Everyone group or users could become unable
to access the system.

There are also four non-global roles corresponding to the four global roles
provided. Non-global roles specify permissions for individual folders.

Change the System Settings

Typically, only a user with sufficient permissions has the right to access
and manage system settings. System settings mostly enable a user to define
user password requirements.

To display the Settings page click the Settings link. Then click System
Settings.

To edit the system settings
1. Display the System Settings page as described above
2. Change any or all of the following:
»  The Product Name field displays the name of the
application
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= The Login Message field contains the message displayed
to a user when the user logs into the system. By default a
WYSIWYG editor is used, but by clicking on the <>
button you can choose to work in plain text or insert your
own HTML tags instead

Note The login message should not exceed 250 characters in the
default 8pt font

»  The Message Agreement Link ficld contains the text
shown on the button that the user must click to proceed
from the login message set above to the login page. This
text should be no longer than 40 characters

»  The Password Format field contains the required format
for the password entered by a user. The options are:

s Custom This is for users with high privileges
only. It requires regular expressions and a
knowledge of system configuration

s Low Any string

s Medium Any string between the minimum and
maximum password length

s Medium/High Any string between the minimum
and maximum password length, which must
contain lowercase, uppercase and numeric values

= High Any string between the minimum and
maximum password length, which must contain
lowercase, uppercase, numeric values and any of
the following characters: @ #$ % " & +=!

»  The Password Expiry (days) field displays the length of
time the system will accept a password before the user is
requested to change it

s The Number of previous passwords to check ficld
displays the number of previous passwords the system
accepted for a specific user. If any one of these previous
passwords is used, the user will be denied further access to
the system

» The Login attempts before lockout ficld indicates the
number of times a user can enter the wrong password
before being locked out of the system

»  The Minimum Password Length ficld indicates the
minimum number of characters the system will accept as
valid for a password

s  The Maximum Password Length field indicates the
maximum number of characters the system will accept as
valid for a password

3. Click OK to save your settings
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To view information regarding system events which have occurred in the
Management Portal

1. Click the View application log option in the toolbar. The
information is displayed in a table, which has 4 columns:

Event displays information regarding the event

Date Time displays the date and the time when the event
occurred

Source displays the data source the system was connected
to when the event occurred

Message displays any pertinent information relating to the
event

2. When you have finished viewing the log, click the Back button to
return to the System Settings page

About Settings

To display the Settings page click the Settings link. Then click About.

The about this installation page describes the version of Portal which you
have installed on your system.

User Manual for Cisco Contact Center Management Portal Release 7.1

37



4. INFORMATION NOTICES

Manage Information Notices

Overview

Information notices (also sometimes called system notices) are similar to a
notice board or Mes