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Preface

» Audience

v

Using This Guide
» Document Conventions

» Other Learning Resources



Welcome to Cisco® Interaction Manager™, multichannel interaction software used by businesses all over
the world to build and sustain customer relationships. A unified suite of the industry’s best applications for
web and email interaction management, it is the backbone of many innovative contact center and customer
service helpdesk organizations.

Cisco Interaction Manager includes a common platform and one or both of the following applications:
» Cisco Unified Web Interaction Manager (Unified WIM)
» Cisco Unified E-Mail Interaction Manager (Unified EIM)

Audience

Cisco Unified Web and E-Mail Interaction Manager Installation Guide is intended for installation engineers,
system administrators, database administrators, and others who are responsible for installing and
maintaining Cisco Interaction Manager installations that are integrated with Cisco Unified Contact Center
Enterprise (Unified CCE).

Using This Guide

The best way to use the installation guide is to print it, read the entire guide, and then start at the beginning
and complete each pre-installation, installation, and post-installation task, in sequence. To assist you with
the installation process, this guide includes a work sheet that, when completed, will have all the information
required to install the application. It also has a check list that you can use to track your progress.

» Find Appendix B: Work Sheet on page 107. Complete this work sheet and use it as you proceed through
the installation process.

» Find Appendix A: Check List on page 104. Use it to mark off items as you progress through the
installation process.
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Document Conventions

This guide uses the following typographical conventions.

Convention Indicates

Italic Emphasis.
Or the title of a published document.

Bold Labels of items on the user interface, such as buttons, boxes, and lists.
Or text that must be typed by the user.

Monospace The name of a file or folder, a database table column or value, or a command.

Variable User-specific text; varies from one user or installation to another.

Document conventions

Other Learning Resources

Various learning tools are available within the product, as well as on the product CD, and our web site. You
can also request formal end-user or technical training.

Online Help

The product includes topic-based as well as context-sensitive help.

Use To view

© Help button Topics in Cisco Unified Web and E-Mail Interaction Manager Help; the Help
button appears in the console toolbar on every screen.

F1 keypad button Context-sensitive information about the item selected on the screen.

Online help options

Document Set

The latest versions of all Cisco documentation can be found online at http://www.cisco.com

» All Unified EIM documentation can be found online at
http://www.cisco.com/en/US/products/ps7236/tsd_products_support_series_home.html

» All Unified WIM documentation can be found online at
http://www.cisco.com/en/US/products/ps7233/tsd_products_support_series_home.html
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http://www.cisco.com
http://www.cisco.com/en/US/products/ps7236/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/ps7233/tsd_products_support_series_home.html

» In particular, Release Notes for these products can be found at
http://www.cisco.com/en/US/products/ps7236/prod_release_notes_list.html

» For general access to Cisco Voice and Unified Communications documentation, go to
http://www.cisco.com/en/US/products/sw/voicesw/tsd_products_support_category_home.html

The document set contains the following guides:
» Hardware and System Software Specification for Cisco Unified Web and E-Mail Interaction Manager
» Cisco Unified Web and E-Mail Interaction Manager Installation Guide

» Cisco Unified Web and E-Mail Interaction Manager Browser Settings Guide

User guides for agents and supervisors
»  Cisco Unified Web and E-Mail Interaction Manager Agent’s Guide

»  Cisco Unified Web and E-Mail Interaction Manager Supervisor’s Guide

User guides for Knowledge Base managers and authors
»  Cisco Unified Web and E-Mail Interaction Manager Knowledge Base Author’s Guide

User guides for administrators
» Cisco Unified Web and E-Mail Interaction Manager Administrator’s Guide to Administration Console
» Cisco Unified Web and E-Mail Interaction Manager Administrator’s Guide to Routing and Workflows

»  Cisco Unified Web and E-Mail Interaction Manager Administrator’s Guide to Chat and Collaboration
Resources

» Cisco Unified Web and E-Mail Interaction Manager Administrator’s Guide to Email Resources
» Cisco Unified Web and E-Mail Interaction Manager Administrator’s Guide to Data Adapters

»  Cisco Unified Web and E-Mail Interaction Manager Administrator’s Guide to Reports Console
» Cisco Unified Web and E-Mail Interaction Manager Administrator’s Guide to System Console

»  Cisco Unified Web and E-Mail Interaction Manager Administrator’s Guide to Tools Console
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Cisco Interaction Manager can be installed in multiple configurations, ranging from a simple single-server
installation, to many flavors of distributed installations. This chapter describes the components that make up a
Cisco Interaction Manager deployment and available configuration options. Different types of distributed-server
configurations are also discussed. For deployment recommendations for various scenarios refer to the Cisco
Unified Web and E-Mail Interaction Manager Solutions Reference Network Design Guide.

A work sheet is provided on page 107. Complete this sheet before beginning the installation. You will need to
refer to this sheet often during the installation process. A checklist is provided on page 104. Use this sheet to
check off tasks as you complete them.

Identifying Components

A Cisco Interaction Manager installation has six components. They are:

1. File server: Houses installation, configuration, and property files, email and article attachments, report
templates, locale-specific strings used in the application, and all libraries required to run the application.
There is only one file server in a Cisco Interaction Manager configuration.

2. Database server: Houses the application databases. The installation program creates the following
databases:

O A master database, where system level information is stored.

O An active database, where all business related information is stored. This is also referred to as the
partition database.

O An archive database, where all archived data is stored.

O A reports database, where all data used by the reports module is stored. This database is created only in
deployments that use the enterprise edition of MSSQL Server.

The master and active databases are installed on the same machine. The archive and reports databases can be
installed on different machines.

3. Messaging server: Manages asynchronous communication between the various components of the product.
In the application, java messaging clients use the publisher-subscriber model to interact with each other, and
the messaging server controls these interactions. There is only one messaging server in a configuration.

4. Application server: Servers as a web container (also known as the JSP or Servlet engine) as well as the
Enterprise Java Bean (EJB) container. The web server routes all browser requests for .jsp files to the
application server. Here requests are processed, and dynamic content is generated. A configuration can have
more than one application server. Each application server requires a corresponding web server.

5. Web server: Gets requests from, and serves static content such as images, java applets, jar files, and client-
side JavaScript code to, a web browser. All requests for .jsp files are routed to the application server for
further processing and generation of dynamic content. The web server component is often installed on the
same machine as the application server, but can also be installed on a different physical machine. A
configuration can have multiple web servers. In the case of Unified WIM, the web server is always installed
on a separate machine outside the firewall for security reasons.
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6. Services server: Hosts remote services that execute business logic and rules to support the various features
of the application. Services such as the Retriever, which pulls emails from mail servers, the Dispatcher
which sends emails out of the system, and the Agent Assignment Service that assigns chats to agents, run on
the services server. Framework services that manage these remote services also run on the services server.
There is only one services server in a configuration.

Understanding Configuration Options

The six main components are installed in any one of the following three types of configurations:
» Single-Server
» Split-Server
» Distributed-Server

Before installing the application in a production environment, ensure that you have consulted the Cisco Unified
Web and E-Mail Interaction Manager Solutions Reference Network Design Guide for deployment
recommendations.

Single-Server

» This is the simplest type of configuration. All components are installed on a single machine.

Database Server

File Server

Application Server ’—"
Messaging Server

Services Server

Web Server

Single-server configuration
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» A true single-server deployment is possible only for Unified EIM installations. If the installation includes
Unified WIM, it becomes a collocated deployment, where the web server is installed on a separate machine
outside the firewall.

Database Server
File Server
Application Server ——,

Messaging Server g
Services Server

Firewall

h
y

Web Server

Collocated single server configuration

Split-Server

» In a split-server configuration, components are split across two machines. The database is on one machine,
while all other components are on the other machine.

I 2
Database File Server
Server [~____——> Application Server g
— “—" Messaging Server
= Services Server
o
Web Server

Split-server configuration

» A true split-server deployment is possible only for Unified EIM installations. If the installation includes
Unified WIM, it becomes a collocated deployment, where the web server is installed on a separate machine
outside the firewall.
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=
(D & : B
) i
File Server
Database | Application Server ) .
Server = Services Server =
g ? Messaging Server g

Collocated split-server configuration

Distributed-Server

» Components are distributed over three or more machines. Several options are available for distributed-server

configurations. The database is usually installed on a dedicated server, and other components are spread over

two or more machines. If the installation includes Unified WIM, the web server is installed on a separate
machine outside the firewall.

Simple Distribution

In this configuration, the database server is installed on one machine, the services server is on a second machine,
and the file, messaging, application, and web servers are on a third machine. This configuration is possible only

for Unified EIM installations. If the installation includes Unified WIM, it becomes a collocated deployment,
where the web server is installed on a separate machine outside the firewall.

Database Services Server

I
Gt

Application Server
Messaging Server
File Server

- Web Server
— S
—_

I
G

Distributed server with three machines
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Distributed Configuration With Web Server Outside a Firewall

In this configuration, each component is on a separate machine, with the web server installed outside the

firewall. The application, messaging, services and web servers in this configuration can be restarted without
restarting any other servers.

=

Database ‘/ Services ‘
Server £ ? Server
=

Firewall

PApplication = Web
l Server g Server

File Messaging
Server Server ?

Distributed configuration with web server outside a firewall

Complex Distributed Configuration With Components on Different Machines

This configuration has each component on a different machine, with the following additional features:

O Reports and Archive DBs are installed on a separate machine. To plan your database installation, refer
to “Planning Database Servers” on page 17.

O  Multiple web-application server pairs are used with a load balancer. For more information on planning
the application and web servers, refer to “Planning Application and Web Servers” on page 17.

File

n Server

Database L J ﬂ <

Server with [~= Application Web
Master and 31 Server Server
Active DBs == n

Firewall

i

a
\T

= §
I Messaging K
Server o]
(2] P— o |E
S
Database -
Server with [~= Application Web _—
Reports and g . Server Server
Archive DBs E" ﬂ
Services

Server

)
| Cam

Complex distributed-server configuration
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Planning Components for Specific Configurations

Planning the Database Server

The installation program creates the master, active, and archive databases. If the enterprise edition of MSSQL
Server is used, a reports database is also created.

Installing the Application on a SQL Server 2005 Cluster

Cisco Interaction Manager can be installed in a Microsoft SQL Server 2005 clustered environment. To install
and configure the SQL Server cluster, follow the instructions in the Microsoft SQL Server 2005 documentation.
For details, refer to the following website.

http://www.microsoft.com/downloads/details.aspx ?FamilyID=818234dc-al 7b-4f09-b282-
c6830fead499&displaylang=en

Planning Database Servers

» The master and active databases are installed on the same database server. Since the archive database can
grow to be quite large, and operations performed on it can be slower, and can impact the overall performance
of the system, it is typically installed on a different machine. This is optional, but it is the recommended
practice. Deployments that use the enterprise edition of MSSQL Server also have the option of installing the
Reports database on a different machine.

If either the archive or the reports database is to be on a different machine, make sure that you complete the
steps described in “Configuring Database Servers” on page 25. You may also need to complete certain tasks
described in “Setting Up User Accounts and Permissions” on page 22.

Choosing Authentication Method for Database Connectivity

» The application supports two methods of authentication for connecting to the database.
O SQL Server authentication

O  Windows authentication

» As part of the installation process, you will be asked to select the authentication method. Your selection will
depend on the security policies of your organization, and should be consistent with the authentication
method configured in SQL Server.

If you choose Windows authentication, certain additional steps must be completed before you begin
installing the application. These steps are outlined in the “Setting Up User Accounts and Permissions” on
page 22. Also refer to “Configuring Database Servers” on page 25.

Planning Application and Web Servers

» Cisco Interaction Manager can be installed with multiple application servers. The number of application
servers in your configuration depends on the total number of concurrent agents to be supported.
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Before installing the application, use the Cisco Unified Web and E-Mail Interaction Manager Solutions
Reference Network Design Guide to help you determine the best possible configuration for your
requirements.

Cisco Interaction Manager can be installed with multiple web servers. The number of web servers in a
deployment depends on the number of application servers in the configuration.

To prevent overloading any one application server, Cisco Interaction Manager requires a one to one
relationship between a web server and an application server. This means that for every application server in
the configuration, there must also be a web server. Further, to insure that load is balanced evenly among all
web servers, a load balancer that directs requests to web servers is required. Agent and customer requests are
received by the load balancer, which in turn directs them to the web servers.

Planning the Messaging Server

»

4

The messaging server can be installed on a separate machine, or on the same machine as one of the
application servers in your configuration. To do this, select both the Application server and the Messaging
server items in the Installation options screen while installing a distributed-server configuration.

If the messaging server is on a separate machine, it can be restarted independently, without affecting any of
the application servers in the configuration.

There can be only one messaging server in your configuration, but there can be multiple application servers.

Getting Started

The installation process involves completing the following activities, in sequence:

4

Pre-installation tasks: To be performed before you begin the installation. For detailed instructions, refer to
“Pre-Installation Tasks” on page 19.

Installation tasks: Running the installation program on all the servers in your configuration. Details are in
“Installation Process” on page 34.

Integrating with Unified CCE: Running the integration wizard to integrate Cisco Interaction Manager with
Unified CCE. Details are in “Unified CCE Integration” on page 71.

Post installation tasks: To be performed after running the installation program. For details, refer to “Post-
Installation Tasks” on page 81.
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Pre-Installation
Tasks

Verifying System Requirements
Acquiring Licenses

Verifying Network Configuration

Setting Up User Accounts and Permissions
Configuring Database Server Settings
Installing JBoss

Creating a JBoss Instance

Installing Sun JDK

Verifying Web Server Settings
Configuring SMTP Port in Virus Scanners
Completing Installation Work Sheet

Verifying Unified CCE Configuration



This chapter describes pre-installation procedures that need to be completed before beginning the installation
process. As you need to prepare the installation environment in advance, read this installation guide and the
following documents before planning and implementing the installation:

» Cisco Unified Web and E-Mail Interaction Manager Release Notes
» Hardware and System Software Specification for Cisco Unified Web and E-Mail Interaction Manager

»  Cisco Unified Web and E-Mail Interaction Manager Solutions Reference Network Design Guide

Verifying System Requirements

Removing Spaces From Directory Names

» Ensure that the complete path to your JBoss and JDK home directories do not contain any spaces. For
example, if the path to the JDK folder is C:\JDK 150_12, update it to C:\JDK150_12.

Bandwidth and Hardware Requirements

To verify bandwidth and hardware requirements:

» Confirm that the physical servers required for the configuration of your choice is available. Also confirm
that adequate bandwidth is available. The following resources will help you determine the specific
requirements for your deployment:

O Hardware and System Software Specification for Cisco Unified Web and E-Mail Interaction Manager
O Cisco Unified Web and E-Mail Interaction Manager Solutions Reference Network Design Guide

Software Requirements

Hardware and System Software Specification for Cisco Unified Web and E-Mail Interaction Manager lists the
software environment that must be set up on the various server-class machines.

If you are installing a split, collocated, or distributed deployment, refer to the “Setting Up User Accounts and
Permissions” on page 22.

@ Important: You must use the same domain account to install the software environment and
3 Cisco Interaction Manager.

Create the environment in the following order.

To set up the required software environment:
1. On the messaging server, and all application server machines:
a. Install JBoss using the procedure described in “Installing JBoss” on page 30.

b. Create a JBoss instance (see “Creating a JBoss Instance” on page 31).

Pre-Installation Tasks 20



c. Install JDK 1.5_12 (included on the Application CD).

2. On the web server machines:

o Install Microsoft IIS.

3. On the services server machine:

O Install JDK 1.5_12 (included on the Cisco product CD).
4. On database server machines:

a. Install Microsoft® SQL Server® 2005 SP 3. While installing SQL server:

e Select the default SQL instance. This is not mandatory. You can use named instances, but make
sure you use named instances on all the database servers in the configuration.

e Enable mixed-mode authentication if you plan to use Windows authentication for database
connectivity. Additional steps required for Windows authentication are outlined in “Setting Up User
Accounts and Permissions” on page 22, and in “Configuring Database Server Settings” on page 25.

e  On the Collation settings screen, choose SQL Collations and select the following option:
Dictionary order, case-insensitive, for use with 1252 Character Set.
Although this is the recommended collation, it is not mandatory. Any ASCII, case insensitive
collation can be used. The application databases will be installed using the collation that is
configured for MSSQL Server.

b. Once SQL Server is installed, go to SQL Enterprise Manager, and ensure that the Full-text Search
service is running. Also refer to “Running SQL Server Services” on page 27.

c. If the configuration includes more than one database server, ensure that all the database server
machines are in the same domain as the other machines in the configuration, and that they are all on
either the default instance or named instances. See “Configuring Database Servers” on page 25.

Also, ensure that MS DTC Settings are configured. See “Configuring Microsoft DTC Settings” on
page 27.

5. Ensure that an accessible POP3 server is running.

6. Ensure that Cisco Security Agent is not running on any machine in the configuration.

Disabling Loopback Adapter Configuration

» Cisco Interaction Manager cannot be installed on machines where Microsoft Loopback Adapter is
configured. Skip this section if the machines in the configuration do not use the Loopback Adapter.

Before you proceed with the installation, disable Loopback Adapter configuration on all machines in the
configuration.

To disable Loopback Adapter:
1. Go to Start > Control Panel > Network Connections.
2. Locate the local area connection for Microsoft Loopback Adapter.

3. Right-click and select Disable.

21 Cisco Unified Web and E-mail Interaction Manager Installation Guide (Windows-JBoss)



Applying Hotfix for Windows 2003 SP2

» If your configuration includes servers with Broadcom network cards, or network cards that have a Broadcom
chip set integrated into them, hotfix KB948496 for Windows 2003 SP2 must be applied on each such server.
Verify that this hotfix has been applied before beginning the installation process.

Acquiring Licenses

» Make sure you have the Unified WIM and Unified EIM licenses ready with you before you begin the
installation. You will need them to complete the installation process.

Contact Cisco Licence Team for the licenses.

Verifying Network Configuration

These tasks must be completed in all collocated, split-server, and distributed-server configurations.

To verify network configuration:

1. Ensure that all machines other than the web server, are in the same Active Directory domain. The web server
does not need to be installed in the same domain. Note that the application cannot be installed in a
workgroup.

2. Ensure that all the machines are either assigned static IP addresses, or in cases where the IP address is
assigned dynamically, are set to renew the same IP address upon lease expiry.

3. Ensure that all the machines are in the same LAN.

4. Ensure that the system clocks of all the machines are synchronized.

Setting Up User Accounts and Permissions

You will need administrator privileges on the local system to perform the installation.

In all single-server configurations, and split-server configurations that do not require Windows authentication for
database connectivity, a locallisername, with administrator privileges, can be used.

For collocated and split-server configurations that are using Windows authentication, and all distributed-server
configurations, a domain user account is required.

Setting Up Domain Account

Skip this section if you are installing a single-server configuration, or a split-server that does not use Windows
authentication.
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» Request your IT department to create a domain user account for exclusive use by Cisco Interaction
Manager.The domain user account needs the Log on as a Service privilege on each of the servers used in
deployment. It does not require the Interactive Logon privilege.

You will use this account to install and configure the software environment as well as Cisco Interaction
Manager.

Caution: Do not change the password of the domain account after the application is

@ installed. If you must change it, make sure that you update the IIS directory security settings
on web servers, and the login information for all Windows and MSSQL services that use that
domain account.

Configuring Permissions on Active Directory Server

If you are using Windows authentication database connectivity, and the configuration includes more than one
database server, perform these additional tasks on the Active Directory server. You will need administrator
privileges to complete these tasks. Contact your IT administrator for assistance if required.

To configure permissions:

1. Go to Start > Control Panel > Administrative Tools > Component Services.

2. Select Active Directory Users and Computers.

3. Navigate to the domain user account to be used for installation. Right-click and select Properties.

a. In the Properties window, click the Account tab. Ensure that the following options are not selected:
O Account is sensitive and cannot be delegated.

O Do not require Kerberos preauthentication.

MYInstallTeam Properties 2ix|

Qrganization I Member OF | Dialin I Environment I Sessions

Remate cantral | Terminal Services Profile | COM+
General | Addiess Account I Profile | Telephones | Delegation
User logon name:

| ]

User logon name [pre-windows 2000
[pomamniy [MiinstaiTzam

Logon Hours... LogOn To. I
I™ Aooountis lnsked out
Account options:

™ Smart card is required for interactive logon ;I

™ Account is sensitive and cannot be delegated

I~ Use DES encipption types for this account

™ Do not require Kerberos preauthentication =
- Account expires

& Never

€ Endot [ Thursday |, September 17, 2003 |

Ok I Cancel I fpply |

Set account properties for domain user account
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b. Click the Delegation tab. Ensure that the domain user account is trusted for delegation.

MyInstallTeam Properties [ x|
Organization | tdember Of I Diakin | Environment | Sessions |
Femote control | Temminal Services Profils | CoM+ |

General I Address I Account | Fidfile I Telephones

Delegation iz a security-sensitive operation, which allows services to act on
behalf of another user.
€ Do rat sk this user for delegation
= Tirust this user for delegation to any service (Kerberos onll]
€ Trust this user for delegation tospeciied services anly
% e Kerberos anly
= [Use anyauthentication prataco|

Services to which this account car present delegated credentials

Service Type | User or Computer | Part. | Service Mame | Dc

4] | |
[~ Expanded Addd,.. Femove

oK I Cancel | Apply |

Set delegation properties for domain user account

In the Active Directory Users and Computers tree, navigate to the database server. Ensure that it is trusted
for delegation. Repeat this step for each database server.

TEMPYZ0WE Properties 21x

General | Operating System | Member OF |
Lacation I Managed By | Digkin

Delegation is a security-sensitive operation, which allows services to act on
behalf of anather Liser

£ Do hot st this computer for delegation
& Tiustthis computer for deleaation to any semvice (Kerberos onl)
£ Trust this computer tor deleaation to specified services only

& [se Kerberms only

€ se an authentisation protoco|

Services towhich this account can present delegated credertials:

Service Type | User or Computer | Puoit ‘ Service Name | Dc

«| | 2l
I~ Evpanded Ldd Hemave

’TI Cancel I Spply I

Set delegation properties for database server

Go to Start > Run > Command to launch the command window and run the following command. This sets
the Service Principal Names (SPN) to the domain account for MSSQL service on the database servers.

setspn -A MSSQLSvc/HOST:PORT accountname

Run this command for both short and fully qualified host names for all database servers. For example, if
there are two database servers, tempv20w5 and tempv20wé, with the user accountis MVInstallTeamin
the domain1 domain, type

setspn -A MSSQLSvc/tempv20w5.company.na:1433 domain1\MVInstallTeam
setspn -A MSSQLSvc/ tempv20w5:1433 domain1\MVInstallTeam
setspn -A MSSQLSvc/tempv20wé.company.na:1433 domain1\MVInstallTeam
setspn -A MSSQLSvc/ tempv20w6:1433 domain1\MVInstallTeam
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Configuring Database Server Settings

Verifying Status of SAL Server FullText Search Service

This service is required for text searches.

To verify the status of the SQL Server FullText Search service:
1. Go to Start > Programs > Administrative Tools > Services.
2. Ensure that the SQL Server FullText Search service is running.

3. Ifitis not running, select the service, and click Start to start the service.

Verifying collation settings

» Collation settings are typically chosen while installing SQL Server 2005. Since collations specify the rules
for how strings of character data are sorted and compared, based on particular languages, a particular type of
collation is required for the application to process and present information accurately. If you have already
installed SQL Server 2005, consult your DBA and verify that the collation setting chosen is ASCII (case
insensitive).

Configuring Database Servers

Skip this section if the archive and reports databases are on the same machine as the active and master databases.
If either database is on a different machine, consult your administrator and verify that:

O All database server machines used in the configuration are in the same domain as all the other Cisco
Interaction Manager servers.

O All databases are to be either on named instances or on default instances. For example, if you are using
the default instance for the active and master databases, then use the default instance for the other
databases as well.

Additional Configuration for Windows Authentication

If you are using Windows authentication, also ensure that the steps outlined in the following section have been
completed: “Configuring Permissions on Active Directory Server” on page 23.

After you have completed these tasks, you should be able to able to run a linked server query on each database
from a third machine acting as a SQL client.

To run a linked server query and verify the configuration:

1. On any machine that is not one of the database servers to be used in the configuration, and has a SQL client
installed on it, log in using the domain user account created for the application.

2. Launch SQL Server Management Studio.
3. Click New Query.
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If your archive database is on a different machine, create a remote server link on the active database server
(the source database) to point to the archive database server (the destination database) using the following
SQL script. Replace D£s7._+H0OS7._ NAME with the name of the machine for the archive database.

If your reports database is on a different machine, create a remote server link on the reports database server
(the source database) to point to the active database server (the destination database) using the following
SQL script. Replace DEST. +H0S7. NAME with the name of the machine for the active database.

DECLARE a@p_Llinkname VARCHAR(50)

SET ap_Llinkname = 'DEST HOST NAME'

BEGIN

EXEC ( 'EXEC master.dbo.sp_addlinkedserver aserver = ' + @p_Llinkname + ',
asrvproduct="'"' '', @Aprovider = ''SQLNCLI'', @dprovstr = ''Server="'+ ap_Llinkname
+I|II)

EXEC ( "EXEC master.dbo.sp_addlinkedsrvlogin armtsrvname=' + ap_Llinkname +
',duseself=N"'True'"'")

EXEC ( 'EXEC master.dbo.sp_serveroption aserver=' + @p_Llinkname + ',
doptname=N'"'collation compatible'', @optvalue=N'"'false''")

EXEC ( "EXEC master.dbo.sp_serveroption aserver=' + @p_Llinkname + ',
doptname=N''data access'', doptvalue=N'"'true''"')

EXEC ( "EXEC master.dbo.sp_serveroption aserver=' + @p_Llinkname + ',
doptname=N''dist'', doptvalue=N''true''")

EXEC ( 'EXEC master.dbo.sp_serveroption aserver=' + @p_Llinkname + ',
doptname=N'"'pub'', @doptvalue=N'"'false''"')

EXEC ( "EXEC master.dbo.sp_serveroption aserver=' + @p_Llinkname + ',
doptname=N'"'rpc'', @doptvalue=N'"'true''"')

EXEC ( "EXEC master.dbo.sp_serveroption aserver=' + @p_Llinkname + ',
doptname=N'"'rpc out'', doptvalue=N'"true''"')

EXEC ( 'EXEC master.dbo.sp_serveroption aserver=' + @p_Llinkname + ',
doptname=N'"'sub'', @doptvalue=N'"'false''"')

EXEC ( "EXEC master.dbo.sp_serveroption aserver=' + @p_Llinkname + ',
doptname=N''connect timeout'', doptvalue=N''0"''")

EXEC ( "EXEC master.dbo.sp_serveroption aserver=' + @p_Llinkname + ',
doptname=N''collation name'', @doptvalue=null"')

EXEC ( 'EXEC master.dbo.sp_serveroption aserver=' + @p_Llinkname + ',
doptname=N''lazy schema validation'', @optvalue=N'"'false''')

EXEC ( "EXEC master.dbo.sp_serveroption aserver=' + @p_Llinkname + ',
doptname=N'"'query timeout'', doptvalue=N''0'"")

EXEC ( "EXEC master.dbo.sp_serveroption aserver=' + @p_Llinkname + ',
doptname=N''use remote collation'', doptvalue=N'"true''"')

END

Now run the following query from the source database server where you created the remote server link. If
the archive database is on a different machine, the active database server is the source database. If the reports
database is on a different machine, then that server is the source server.

select * from DES7T _HOST NAME.master.dbo.sysdatabases

The query should execute successfully and return results.
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Running SQL Server Services

» Run the SQL Server Service, and SQL Server Agent Service, using the domain user account on all database
Servers.

» In single, split, and distributed-server configurations where database servers are configured to run on named
instances, and no listener port is configured, the SQL Server Browser service needs to be running when you
run the installer.

This service does not have to be running if the database servers are configured to run on the default instance.
It is also not required if the database servers are configured to run on named instances, and specific, static
listener ports are configured for the named instances.

Configuring Microsoft DTC Settings

The Microsoft Distributed Transaction Coordinator (DTC) service, a component of Microsoft Windows, is
responsible for coordinating transactions that span multiple resources like databases. MSDTC settings must be
configured on all the database servers in a configuration.

Enabling Network DTC Access

Enable network DTC access on each database server.

To enable network DTC access:

1. Go to Start > Settings > Control Panel.

2. Double-click Add/Remove Programs.

3. In the Add/Remove Programs window, click the Add/Remove Windows Components button.

-Ioix

Currently installed programs: Sork hy:l Marne: -
[7} Adobe Acrobat 5.0 Size 79.0ME &
F4Y Adobe FramemMaker v6.0 Size 59.9M8
a Adobe Type Manager 4.1 Size 9B4KE
f) ATET Global Network Dialer Size 2.52MB
Q Google Toolbat For Internet Explorer Size 736KE
=l é.z:;.laoﬁ Slunat\rre Eredironment Standard Sise 53 1MB
ﬁ?,%fﬂuznhme Environment, SE Size 1.19MB

[F Java Web Start Size 2.05ME

i3 McAfee Virusscan Size 12.8MB

q Microsoft Office 2000 SR-1 Premium Size 401MB

ﬁ! Microsoft Project 2000 Size 48,5MB

& Micrasoft Yisio 2000 (IE) Size 916KE
MindManager X5 Size 46.7MB

T o

Click the Add/Remove Windows Component button
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4. In the Windows Components window, select the Application Server option and click the Details button.

Windows Components Wizard

Windows Components
You can add or remove companents of Windaws,

To add or remove a component, click the checkbox. & shaded box means that only
part of the companent will be installed. Ta see what's included in & component, click
Deetails.

LCompanents:

on Server
[ [83 Certificate Services
[ 3 E-mail Services T1ME

[ ¢ Fas Servines 7AMR T

Description:  Includes ASP.MET, Intemnet Infarmation Services [11S), and the
Application Server Console.

Total disk space required: 3.3MB Details.
Space available on disk: 7221 4 MB ——

< Back | Hewt> | Cancel | Help: |

Select the Application Server option

5. In the Application Server window, select Enable network DTC access and click OK.

Application Server x|

To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Application Server:

[ B5A5P.NET 0.0ME

@ Enable network COM+ access 0.0 MB
O @ Enable network DTC access 0.0 MB
| % Internet Information Services [I15] 274 ME
[ =@ Message Queuing 7.OMEB _I

Description:  Microzoft Management Conzale Snap-in for the Application Server
administrative interface.

| Total disk space required: 30ME Dietails... |
Space available on digk: 8968.6 MB
oK I Cancel |

Select the Enable network DTC access option

6. In the Windows Components Wizard, click Next and then click Finish.

Updating Security Configurations

Update the security configuration settings on each database server.

To update security configuration:

1. Go to Start > All Programs > Administrative Tools > Component Services.

2. In the Component Services window, browse to Component Services > Computers > My Computer.
3. Right-click My Computer, and click Properties.

4. In the My Computer Properties window, on the MS DTC tab, click the Security Configuration button.
5. In the Security Configuration window, do the following:

a. In the Security Settings section, select the following two options:
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e Network DTC Access
e Enable XA Transactions

b. Within the Network DTC Access section, select the following four options:
e Allow Remote Clients
e Allow Remote Administration
e Transaction Manager Communication - Allow Inbound

e Transaction Manager Communication - Allow Outbound

c. Inthe DTC Logon Account section, set the value in the Account field to NT
Authority\NetworkService.

Click OK.

— Security Settings .
[V Network DTC Access %
Client and &dmiristration
F&

v &llows Remaote Administration ‘

Tranzaction Manager Communication
V' Allaw Inbound V' Allaw Dutbound

& Mutual Authentication Required
" Incoming Caller &uthentication Required
" No &uthentication Required

[” Enable Transaction Intermet Protocol (TIF) Transactions

V¥ Enable %4 Transactions

~DTC Logon Account
Account: INT Authorityy M etwork Service Browse |
Fagsword: I

Capfirm password: I

()8 I Cancel |

Select security configuration

In the DTC Console message box, click Yes.
Restart the machine.

Go to Start > All Programs > Administrative Tools > Services.

© *® N

In the Service window, locate the following two services and stop them.
o Distributed Transaction Coordinator

o  SQL Server (MSSQLSERVER) for Microsoft SQL 2005.
10. Now, start the two services in the following order:
a. Distributed Transaction Coordinator

b. SQL Server (MSSQLSERVER) for Microsoft SQL 2005.
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Installing JBoss

Install JBoss on all the machines where the messaging server, and all application server components are going to
be installed.
To install JBoss:

1. Copy the jboss-4.2.3.GA.zip from the Environment > JBoss folder on the application CD to a temporary
location on the hard drive.

2. Use a zip file extraction tool like WinZip to extract the files from the jboss-4.2.3.GA.zip file to the location
where JBoss is to be installed (joss_Home), for example, C:\jboss-4.2.3.GA.

i
File Edit Wiew Favorites Tools Help | :,'
QBack - O - (T | ) search Folders ‘ & @ X B ‘ =]~
Address [ 1| B> 3
Mame | Size | Type | Date Madified | Attributes |
|)Back_up before update-3 File Folder 3/412009 11:54 AM
=Y Open File Folder 3712009 9:56 PM
=E Explore File Falder 4/4/2009 2:50 PM
=2t BExtract fles... File Folder 8/12/2005 2:31 PM
D¢ @extract Here File Folder 12/16/2008 6:21 AM
(==]d File Falder 4/4/2009 2:45 PM
=2a K File: Folder 12}1 2008 5:20 PM
(e M Sean For threats. . File Folder &I2[2007 4:04 FM
=F Cpen With o File Falder 3/14{2009 11:22 AM
OF  Texpad File: Folder 3}14/2009 11:15 AM
=2 File Folder 5/27/2005 3:24 FM
=l gendTo > File Folder 7182008 2:51 PM
[ L File: Folder 12}22{2008 7:07 AM
=F CU[;Y File Folder 2[10/2009 12:45 AM R
o @@ File Folder 2/10/2009 12:46 AM
)L Create Shorteut File: Folder 3/11/2009 10:26 PM
L Delete File Folder 4/2{2009 10:19 PM
[C)v  Rename File Folder 4/7/2009 11:34 AM
=] WES— File: Falder 8/2[2007 330 PM
| G 97,148KB  WinRAR ZIP archive  2/8(2009 2:42 AM A
ﬁmslzap‘exe 93KE  Application 2/18/2007 12:31 AM A
Epatchl.zwp 6 KB WinRAR ZIP archive 9/13(2005 1:11 AM A

Extract JBoss files to JBoss home directory

Open the folder to verify that the following folders have been extracted: bin, client, docs, Llib and
server. The following files should also be present: JBossORG-EULA.txt, copyright.txt, jar-
versions.xml, lgpl.html and readme.html.

Eile Edit “ew Favorites Tools

=10 x|

Help

&

(JBack ~ ) - 5 | ' Search

* Folders ‘ & xu)‘m'

Address [ ) C:\jboss4.2.3.68

EDE

| Size | Type | Date Modified Attribut
: File Falder 7/18/2008 2:51 PM
[client File Folder 7/18f2008 2:21 PM
() docs File Folder 7/16/2008 2:47 PM
=] File Falder 7/18/2008 2:21 PM
() server File Folder 7/18f2008 2:21 PM
Ej JBossCORG-ELLA.Ext 8FKE Text Document 7/16/2008 2:47 PM A
fj copyright.kxt 6 KB Text Dacument 7/18/2008 2:47 PM A
|2 jar-versions, xml 60KB XML Document 7/18f2008 2:22 PM A
@\gpl.html 33KE  HTML Document 7/16/2008 2:47 PM A
! @readme.html 62 KB HTML Dacurent 7/18/2008 2:47 PM A
iLs m

JBoss home directory

You have now installed JBoss.

Pre-Installation Tasks 30



4. Once JBoss is installed, the jboss-4.2.3.GA.zip file can be deleted from the temporary folder.

Creating a JBoss Instance

Before beginning the installation program, you need to create a new instance of JBoss on each machine where
the messaging server, application server components are going to be installed.

To create a JBoss instance:

1. Go to the jBoss_Home > server folder.

2. Locate the folder default, right-click it, and select Copy.

& C:\jboss-4.2,3.GA\server - Dlﬂ
File Edit Miew Favorites Tools  Help | |','
P Back = ) - G ‘ ) search Folders | & 3 X B | -
Address [[) Ci\jboss-4.2.3 Giserver =l B
Marme = I Slzel Type I Date Madified I Attrlbutesl
=24l File Folder 7118{2008 2:19 PM
File Folder 711812008 2:21 PM
[CIminima Open File Falder 7i18/2008 2:21 PM
Explore '
Search,..

Sharing and Security. ..

K Scan for threats...

B Add ko archive...

Badd to "defaultrar”

B compress and email...

B Compress to "defaultrar” and email

Send To »

Cut

Create Shartcut
Delete

Rename

Properties

Copy the default folder

3. Paste the folder in the same location, jBoss +Howe > server.

4. Rename the newly copied folder to create a new instance of JBoss. You will need this when you install the

application.

& C:\jboss-4.2,3.GA'\server - Dlﬂ
File Edit View Favorites Tools Help | |’,'
Qback - ) - T ‘ ) search Folders | & 3 X B | -

Address ) Ci\jboss-4.2.3 Giserver =l B
Marme = I Slzel Type I Date Madified I Attrlbutesl

Dal File Folder 7i18/2008 2:19 PM

() default File Falder 7i18/2008 2:21 PM

Iminimal File Folder 7118{2008 2:21 PM

File Folder 482009 11:00 AM

Rename folder to create a new instance of JBoss

Repeat this procedure on the messaging server and all other application server machines.
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Installing Sun JDK

» Insingle, collocated. and split server configurations, install JDK 1.5 Update 12 on the machine on which the
file, services, messaging, and application server components are installed,

» In distributed-server configurations, install Sun JDK 1.5 Update 12 on all machines where the messaging,
application and services server components are to be installed. The installation program for JDK is included
in the Environment folder of the installation package.

Verifying Web Server Settings

» On all machines where the web server is to be installed, ensure that the IIS service is running.

Configuring SMTP Port in Virus Scanners

» Ensure that the virus scanner is configured to allow emails to be sent through the SMTP port (Port 25). In a
distributed installation, configure this setting on the services server and all application servers.

Completing Installation Work Sheet

To complete the work sheet:

Consult your IT staff and database administrator and complete the work sheet provided in Appendix B
(page 107). You will need this information during the installation process.

Verifying Unified CCE Configuration

»  Verify that Unified CCE 7.5 and Microsoft Active Directory (AD) 2003 have been installed on separate
servers. Refer to Unified CCE documentation for more details.

»  Verify that the Unified CCE and AD servers are in the same network as the Unified WIM and Unified EIM
servers and are accessible from the Unified WIM and Unified EIM servers.

»  Verify that the items to be used in Unified WIM and Unified EIM are configured in Unified CCE. These
include:

O Peripherals
O Application Instance
O Media Classes

O  Media Routing Domains (MRDs)
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O Network Voice Response Units (Network VRUs)
o  Call Type
O  Media Routing Peripheral Gateways (MR PGs)
O Script Selector
O  Agent Peripheral Gateway (Agent PG)
O Network Trunk Groups
o Network Trunks
Application Paths and Path Members
Agents

Skill Groups (IPTA and Non-IPTA)
ICM Scripts
o  Expanded Call Context (ECC) Variables
o CTI Gateways (CG)

o}
o}
O Services
o}
o}

For details, see Cisco Unified Web and E-Mail Interaction Manager Deployment and Maintenance Guide.
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Installation
Process

» Installing a Single-Server or Collocated Configuration
» Installing a Split-Server or Collocated Configuration

» Installing a Distributed-Server Configuration



The installation process consists of two parts:

1. Installing Unified WIM and Unified EIM in your chosen configuration using the Cisco Interaction Manager

installation program.

2. Integrating Unified WIM and Unified EIM with Unified CCE using the Cisco Interaction Manager Wizard
for Unified CCE.

This chapter describes the process of installing the product in single-server, split-server, and distributed-server
configurations. After completing the installation process, you can install the integration immediately by starting
the Cisco Interaction Manager Integration Wizard. The integration can also be installed later by running the
Integration Wizard. The process of installing the integration is described in “Unified CCE Integration” on

page 71.

Before beginning the installation, ensure that you have complied with all the prerequisites listed in “Pre-
Installation Tasks” on page 19.

7\ Important: Make sure you have the Unified WIM and Unified EIM licenses ready with you before
*? you begin the installation. You will need them to complete the installation process.

Installing a Single-Server or Collocated
Configuration

A true single-server deployment is possible only for Unified EIM installations. If the installation includes
Unified WIM, it becomes a collocated deployment, where the web server is installed on a separate machine
outside the firewall.

@ Important: Ensure that MSSQL Server, MS Search Service, and MSSQL Server Agent Service
3 are running. Also ensure that Microsoft IIS is running.

To install a single-server or collocated configuration:
1. Copy the contents of the installation CD to a temporary directory, 7esp; on the hard drive.
2. Runsetup_wsjb.exe from the 7esyp directory.

3. When the Introduction window appears, read the installation instructions. Click Next.
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4.

In the License Agreement window, review the licensing terms and select the I accept the terms of the
License Agreement option. Click Next.

5 Cisco Interaction Manager

&l
L]
L]
L]
L]
L]

Introduction

License Agreement
Installation Options
Cisco Parameters
Sumrmary

Installing Cisco Server:
Installation Complete

Cancel

[_[T=]
License Agreement

End User License Agreement :l

IMPORTANT: PLEASE READ THIS END UZSER. LICENSE
AGREEMENT CAREFULLY. DOWHNLOADING,
INSTALLING QR USING CISCO OR CISCO-SUPFLIED
SOFTWARE CONSTITUTES ACCEPTANCE OF THIS
AGREEMENT.

CISCO IS WILLING TO LICEMSE THE SOFTWARE TO YOI
QNLY UPON THE CONDITION THAT YOU ACCEPT ALL OF
THE TERMS CONTAINED IN THIS LICENSE AGREEMENT. BY LI

% iaccept the tems of the License Agresment

€ I'do NOT accept the terms of the License Agreement

= Back Next =

Read and accept the terms of the License Agreement

In the Installation Options window, select the components to install.

If you are installing only Unified EIM, you can set up a pure single-server configuration. In this case, select
the following options:

File Server

Messaging Server

o Application Server

o Web Server

o Services Server
Database

Click Next.

A2 Cisco Interaction Manager

™ Introduction

License Agreement
Installation Options
Cisco Parameters
SurnrazEny

Installing Cisco Server...

Installation Cormplete

Cancel |

[
Installation Opticns
Feature Set: |Custom =
[ File Server =]

4

v Messaging Server
¥ application Server

¥ Database
-
= LIJ
r Description
File Gerver

This option will install the file systern component for Cisco
Interaction Manager,

= Back |

Select installation options for a single-server installation
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If you are installing both applications or only Unified WIM, use a collocated configuration, where the web server
is installed on a separate machine outside the firewall. In this case, select the following options:

o File Server

O Messaging Server
O Application Server
O Services Server

O Database

Click Next.

[_0I=]
Installation Options

Q) Cisco Interaction Manager

™ Introduction Feature Set: | LI

™ License Agreement

7 |nstallation Optiohs

8 Cizco Parameters

B Surirnany

® [nstalling Cisco Server..

[ e L
¥ Messaging Server

-|¥ Bpplication Server

-~ Web Server

|7 Services Server

L..]7 Database
B |nstallation Complete =
= _>I_I
r Description
File Gerver

This option will install the file systern component for Cisco
Interaction Manager.

IstallSmwwhiere by Macrovision

Cancel |

Select installation options for a collocated installation that includes Unified WIM

< Back | Mext = |

6. Type the path or browse to the folder where you would like to install Cisco Interaction Manager. Click Next.

[T}
CIM home directory

A2 Cisco Interaction Manager

™ Introduction

™ License Agreement
™ Installation Options
™ Gisco Parameters

B Surnrmarny;
B [nstalling Cisco Serer.
B [nstallation Complete
CIM home directory |C:{CIM
InetallAmratiere by Macrayisian
Cancel | = Back | hlext = I

Provide a location for the Cisco Interaction Manager home directory

7. In the JBoss Parameters window, provide the following details:

O JBoss home directory: Complete path to the directory where JBoss is installed. For example, C:\jboss-
4.2.3.GA

O  JBoss instance name: Name of the JBoss instance you created on page 31.
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O JBoss JNDI port: Port number used by the JBoss Java Name Directory Interface (JNDI) based naming

service. Default value is 2089.

O JBoss HTTP port: Port number used by JBoss. Default value is 9001.

o JBoss HTTP SSL port: Secure Sockets Layer port number used by JBoss. Default value is 9002.

Cisco Interaction Manager [_ [T}

JBoss Parameters

™ Infroduction

™ License Agreement
™ Installation Optiohs
™ Ciseo Parameters

B SurmzEny JBoss home directory I\CCE431\]buss-4.2‘3.GF\
B [nstalling Clsco Server..
JBoss instance name Im

B [nistallation Cormplete

JBoss IJNDI port IZDSQ
JBoss HTTP port IQUUI
JBoss HTTP SSL port |9002

IstallSmwwhiere by Macrovision

Cancel | < Back Mext =

Provide JBoss parameters

Type the path or browse to the JDK home directory. Click Next.

3 Cisco Interaction Manager !Eﬁ
JDK home directory

™ Introduction

™ License Agreement
™ Installation Options

™ Cisco Parameters

B Sumrmarny

B [rstalling Gisco Serer.

B [rstallation Complete
JDK home directory InFi\es\Java\]dkl .5.0_12

InstallAnyhiere by Macrovision

Cancel | = Back | hlext = I

Provide the path to the JDK home directory

In the RMI and RMID Parameters window, provide the following details:

O  RMI registry port: Port number used by the Remote Method Invocation (RMI) registry naming

service. Default value is 15099.

O RMI activation port: Port number used by the RMI Daemon Process. Default value is 15098.
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Click Next.

2 Cisco Interaction Manager !E ﬁ

RMI and RMID Parameters

Introduction

License Agreement
Installation Options

™ Cisco Parameters

B Surnrmarny;

B [nistalling Cisco Serer.
[ ]

Installation Complete RMI registry port I15099
RMI activation port IISUQS

InstallAnytiers by Macrovision

Cancel | = Back | hlext = I

Provide RMI and RMID parameters

Cisco Interaction Manager has two distinct areas: the system area and the partition (or business) area. An
administrator type user is created for each area during the installation. In the next two windows, you will be
asked for user names and passwords for these two users:

» System Administrator
» Partition Administrator

10. In the Cisco System Administrator Account window, create the first system administrator user account.
Provide the following:

O User name: User name for the system administrator.
O Password: Password for the system administrator.

O Verify password: Verify the password.

Click Next.
\Q Cisco Interaction Manager H=
Cisco System Administrator Account
 Introduction
™ License Agreement

Installation Options

M Cisco Parameters
B Summary,
B [nstalling Cisco Semver,
User name &
B [nstallation Complete
Password ¥
Yerify password [**

InstallAmywhere by hacrovision

cancel < Back Mext =

Create the first system administrator user account
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11. In the Cisco Partition Administrator Account and Partition window, create the first partition administrator
user account and the partition. Provide the following:

O User name: User name for the partition administrator.
O Password: Password for the partition administrator.

O Verify password: Verify the password.

O Partition name: Name for the partition.

O  Description of partition: Description for the partition.

Click Next.
\Q Cisco Interaction Manager H=
Cisco Partition Administrator Account and Partition Details
 Introduction
™ License Agreement

™ Installation Options
P Ciseo Parameters

B Surnmany. User name |pa
B [nstallinng Cisco Server
4 Password I”‘*

B [riztallation Cormplete

Yerify password I”""
Pattition name Idefault
Description of partition IDEFau\t partition

cancel < Back | Mext = |

Create the first partition administrator user account and the partition

12. Select the default language for the Knowledge Base. Click Next.

A2 Cisco Interaction Manager !E ﬁ

Knowledge Base Primary Language

™ Introduction

™ License Agreement
™ Installation Options

™ Gisco Parameters

B Surnrmarny;

B [nstalling Cisco Serer.
B [nstallation Complete

Knowledge Base Primary Language |3y

Cancel | = Back Next =

Select language for Knowledge Base

13. In the Mandatory settings window, provide the following information:
O Default SMTP server: The SMTP server defined here is used to send email notifications.

O Notification mail redirection from address: All notification emails are sent from this email address.
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O Notification mail redirection to address: All notification emails are sent to this address.
g Cisco Interaction Manager [_ 2] x|
Mandatory settings

T Introduction

™ License Agreement

™ Installation Options

M Cisco Parameters

8 Surnrnary

8 [nstalling Ciseo Server.. Default SMTP server I—

Cancel < Back Mext=

8 [nstallztion Commplete

Notification mail redirection from address I
Notification mail redirection to address I

Provide details for mandatory settings

14. In the SQL Server Database Authentication window, select between Windows and SQL server
authentication. Your selection must be consistent with the authentication configuration in MSSQL Server.

Click Next.
2 Cisco Interaction Manager [_ ]
SQL Server Database Authentication
T Introduction

Cancel = Back |

™ License Agreement

™ Installation Options

M Cisco Parameters

8 Surnrnary

8 [nstalling Ciseo Server..
8 [nstallztion Commplete

Authentication |5QL Server Authentication 'I

Select the database server authentication mode

15. In the Master Database Parameters window, provide the following details:

o

Q

Q

Server name: Name of the local server on which the MSSQL database is to be installed. If you are
using MSSQL Server clustering, specify the name of the Virtual MSSQL Cluster Node that integrates
the services running on physical nodes in the cluster. Make sure you provide the DNS host name and
not the IP address.

Database name: Name of the master database. The installation program creates the master database
with the name you provide here.

Server instance name: Name of the MSSQL Server instance to be used while creating the database. If
you are using MSSQL Server clustering, provide the name of the Virtual SQL Service Instance.

Database listen port: Port number of MSSQL Server.
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Q

Q

Datafile path: Path to the folder on the database server where you want to create the data file. For
example: Ms5QL_Home\MSSQL\Data. If you are using MSSQL Server clustering, provide the path to
the drive shared among the clustered nodes.

Datafile initial size: Minimum size of the data file for the database.
Datafile maximum size: Maximum size of the data file for the database.

Datafile increment size: Additional file size limit that will be allocated to a database object after the
initial size is full.

Logfile initial size: Minimum size of the log file.
Logfile maximum size: Maximum size of the log file.

Database administrator user name: User name of the database administrator for MSSQL Server. If
you are using MSSQL Server clustering, provide the user for the virtual instance used for this database.

Database administrator password: Password of the database administrator.

5\ Important: If you select Windows server authentication in the SQL Server Database
% Authentication window, the fields asking for database administrator user name and password are
not displayed.

o

Cisco Database user name: User name required to connect to the master database. The installation
program creates the database and its user.

Cisco Database password: Password for the master database user.

Click Next.

3 Cisco Interaction Manager

(]
Master Database Parameters

T Introduction

™ License Agreement

™ Installation Options

M Cisco Parameters

8 Surnrnary

8 [nstalling Ciseo Server..
8 [nstallztion Commplete

Cancel

Server name

Database name

Server instance name
Database listen port
Datafile path

Datafile initial size {MB)
Datafile maxinmum size (MB)
Datafile increment size {MB)
Logfile initial size {MB)

Logfile maximum size (MB)

Database administrator user name Isa
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Provide master database parameters

16. In the Partition Database Parameters window, provide the following details:

Important: The partition database is created on the same database server as the master
database.

Q

Server name: Name of the local server on which your MSSQL database is installed. The installation
program uses the Server name that you entered for the master database. If you are using MSSQL Server
clustering, this is the name of the Virtual MSSQL Cluster Node that integrates the services running on
physical nodes in the cluster.
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Q

Q

Q

Database name: Name of the partition database. The installation program creates a database with the
name you type here.

Server instance name: Name of the MSSQL Server instance to be used while creating the database.
The installation program uses the Server instance name that you entered for the master database. If you
are using MSSQL Server clustering, this is the name of the Virtual SQL Service Instance.

Database listen port: Port number of MSSQL Server.

Datafile path: Path of the folder on the database server, where you want to create the data file. For
example: MsSQL_Home\MSSQL\Data. If you are using MSSQL Server clustering, provide the path to
the drive shared among the clustered nodes.

Datafile initial size: Minimum size of the data file for the database.
Datafile maximum size: Maximum size of the data file for the database.

Datafile increment size: Additional file size limit that will be allocated to a database object after the
initial size is full.

Logfile initial size: Minimum size of the log file.
Logfile maximum size: Maximum size of the log file.

Database administrator user name: User name of the database administrator for MSSQL Server. If
you are using MSSQL Server clustering, provide the user for the virtual instance used for this database.

Database administrator password: Password of the database administrator.

%\ Important: If you select Windows server authentication in the SQL Server Database Authentication
% window, then the fields asking for database administrator details are not displayed.

o

Cisco Database user name: User name required to connect to the partition database. The installation
program creates this user.

Cisco Database password: Password for database user.

Click Next.

Q) Cisco Interaction Manager

i
Partition Database Parameters

™ Infroduction

™ License Agreement

™ Installation Optiohs

7 Ciseo Parameters

B Surirnany

® [nstalling Cisco Server..
B [nstallation Complete

Cancel |

Server name

Database name

Server instance name
Database listen port
Datafile path

Datafile initial size (MB)
Datafile maximum size (MB})
Datafile increment size {MB)
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Database administrator user name Isa
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Provide partition database parameters
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17.

In the Archive Database Parameters window, provide the following details:

@ Important: Archive database need not be created on the same database server as the master
% and partition databases.

O  Server name: Name of the local server on which your MSSQL database is installed. If you are using
MSSQL Server clustering, specify the name of the Virtual MSSQL Cluster Node that integrates the
services running on physical nodes in the cluster. Make sure you provide the DNS host name and not
the IP address of the server.

O Database name: Name of the archive database. The installation program creates a database with the
name you type here.

O Server instance name: Name of the MSSQL Server instance to be used while creating the database. If
you are using MSSQL Server clustering, provide the name of the Virtual SQL Service Instance.

O Database listen port: Port number of MSSQL Server.

O Datafile path: Path of the folder on the database server, where you want to create the data file. For
example: Ms5QL_+Home\MSSQL\Data. If you are using MSSQL Server clustering, provide the path to
the drive shared among the clustered nodes.

O Datafile initial size: Minimum size of the data file for the database.
o Datafile maximum size: Maximum size of the data file for the database.

O Datafile increment size: Additional file size limit that will be allocated to a database object after the
initial size is full.

O Logfile initial size: Minimum size of the log file.
O Logfile maximum size: Maximum size of the log file.

O Database administrator user name: User name of the database administrator for MSSQL Server. If
you are using MSSQL Server clustering, provide the user for the virtual instance used for this database.

O Database administrator password: Password of the database administrator.

7\ Important: If you selected Windows server authentication in the SQL Server Database
% Authentication window, the fields asking for database administrator details are not displayed.

O  Cisco Database user name: User name required to connect to the archive database. The installation
program creates this user.

o  Cisco Database password: Password for the database user.
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Click Next.
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Provide archive database parameters

18. In the Reports Database parameters window, enter the following information.

Important: This screen only appears if the application is being installed with the Enterprise
edition of Microsoft SQL Server 2005.

Q

Q

Q

Server name: Name of the local or remote server on which the reports database should be installed.
The reports database need not be created on the same database server as the master and partition
databases.

Database name: Name of the reports database. The installation program creates a database with the
name you type here. If you are using MSSQL server clustering, specify the name of the virtual MSSQL
cluster node that integrates the services running on physical nodes in the cluster. Make sure you provide
the DNS host name and not the IP address of the server.

Server instance name: Name of the MSSQL Server instance to be used while creating the database. If
you are using MSSQL Server clustering, provide the name of the Virtual SQL Service Instance.

Database listener port: Port number of the MSSQL Server.

Datafile path: Path of the folder on the database server, where you want to create the data file. For
example, MSSQL_+Home\MSSQL\Data. If you are using MSSQL Server clustering, provide the path to
the drive shared among the clustered nodes.

Datafile initial size (MB): Minimum size of the data file for the database.
Datafile maximum size (MB): Maximum size of the data file for the database.

Datafile increment size (MB): Additional file size limit that will be allocated to a database object after
the initial size is full.

Logfile initial size (MB): Minimum size of the log file.
Logfile maximum size (MB): Maximum size of the log file.

Database administrator user name: User name of the database administrator for MSSQL Server. If
you are using MSSQL Server clustering, provide the user corresponding to the virtual instance used for
this database.

Database administrator password: Password of the database administrator.
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7\ Important: If you select Windows server authentication in the SQL Server Database
Y Authentication window, then the fields asking for database administrator details are not displayed.

O Cisco Database User Name: User name required for connecting to the database. The installation
program creates this user.

o  Cisco Database Password: Password for the database user.

Click Next.
A8 Cisco Interaction Manager . !E
Reports Database Param eters
: Introduction Server name lpdwinm— -
™ License Agreement
™ Installation Options Database name W
P Cisco Parameters Server instance name W
B Summary, Database listen port |1433—
B [nistalling Gisco Semer Datafile path la\su]lth—
W istallation Complete Datafile initial size {(MB} S00
Datafile magimum size {MB) W
Datafile increment size (MB) llD—
Logfile initial size (MB) ISEI— e
Logfile maximum size {MB) W
Database administrator user name lsa— _l
InetallAmnyfiere by WMacraysion
Cancel = Back | Next = |

Provide reports database parameters

19. In the Domain User Account Parameters window, enter the following information:

O  Domain User name: User name of the domain user account you created for use by Cisco Interaction
Manager. For more information, refer to “Setting Up User Accounts and Permissions” on page 22. If
you are using a locallisername, provide it as localMachinename\locallisername.

o Domain User Password: Password for the domain user account.

O Verify password: Verify the password.

Click Next.

3 Cisco Interaction Manager

[ )
Domain User Account Parameters |

T Introduction

™ License Agreement
™ Installation Options
M Cisco Parameters

8 Summary.
@ [nctalling Cisco Senver... .
Domain User name IVISWS\autotest
8 [nctallation Complete
Domain User password I********
Yerify password I*”""”""”""”‘

Installfmywhere by Macrovision

Cancel < Back

Provide domain user name and password
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20. Review the information displayed in the Summary window, and click Install.

21. In the Installation Complete window, click Finish to complete the installation process for Cisco Unified
Web and E-Mail Interaction Manager.

A summary of the installation is displayed when the installation process is complete. The installation summary is
also saved in Cisco tHome\eServicelinstallation\installation_summary.txt

The installation program runs the Cisco Diagnostic Utility and saves the report in
Cisco_tHomeeService\web\view\platform\debug\eGain_Confi guration_date_tmatw. html.

22. After completing the Unified WIM and Unified EIM installation process, you can either continue to run the
Cisco Interaction Manager Integration Wizard or you can run it later.

Do one of the following:

O  Copy the license files provided by Cisco to the following location:
Cisco_tHome\NeServicelconfig\license. Then, click the Finish button to launch the Cisco
Interaction Manager Integration Wizard and follow steps 3 - 24 in “To run the integration wizard:” on
page 72.

O Copy the license file and choose to run the Cisco Interaction Manager Integration Wizard later. To run
the wizard later, follow the steps in “Integrating Cisco Interaction Manager with Unified CCE” on
page 72.

Additional Steps for Collocated Configurations

If the installation includes Unified WIM, it becomes a collocated deployment, where the web server is installed
on a separate machine outside the firewall. For a collocated configuration, now install the web server.

To install the web server:

» Follow all the steps in the section “To install the web server:” on page 65.

Installing a Split-Server or Collocated Configuration

A true split-server deployment is possible only for Unified EIM installations. If the installation includes Unified
WIM, it becomes a collocated deployment, where the web server is installed on a separate machine outside the
firewall.

@ Important: Ensure that MSSQL Server, MS Search Service, and MSSQL Server Agent Service
% are running on the database server machine. Also ensure that Microsoft IIS is running on the
web server machine.

To install a split-server or collocated configuration:

» Follow all the steps in the section “To install a single-server or collocated configuration:” on page 35. In
Steps 15, 16, and 17 make sure to give the following values:

O  Server name: Give the name of the remote server on which you want to install the partition, master,
and archive databases. Make sure you provide the DNS host name and not the IP address of the server.
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A summary of the installation is displayed when the installation process is complete. The installation summary is
also saved in Cisco Home\eServicelinstallation\installation_summary.txt

The installation program runs the Cisco Diagnostic Utility and saves the report in
Cisco_Home\eService\web\view\platform\debug\eGain_Confi gur‘ation_date_fmfw. html.

Additional Steps for Collocated Configurations

If the installation includes Unified WIM, it becomes a collocated deployment, where the web server is installed
on a separate machine outside the firewall. For a collocated configuration, now install the web server.

To install the web server:

» Follow all the steps in the section “To install the web server:” on page 65.

Installing a Distributed-Server Configuration

» In the procedure described here, each component is installed separately on a dedicated machine.

When each component is on a different machine, make sure you install the file server first, followed by the
database server. Since the database is installed remotely, you can select both the File server and the Database
components in the Installation Options screen. The program asks you for the details of the database server as
you work through the installation.

» If you are installing two components, for example, the application and messaging servers, on the same
machine, make sure that you select both Application server and Messaging server components in the
Installation Options screen. The installation program can only be run once per server.

The valid sequence in this case is:
a. File server + Database server
b. Application server + Messaging server

c. Other components in any order.

@ Important: Refer to the work sheet for details that you are asked to provide during the
:%  installation.

Installing the File Server

Run the installation program from the file server desktop.

To install the file server:
1. Follow Steps 1-3 in “To install a single-server or collocated configuration:” on page 35.

2. In the Installation Options window, select the File Server option.
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Click Next.

A2 Cisco Interaction Manager !E E

Installation Options

Infroduction Feature Set: I LI

License Agreement _FM ;I
H I™ Messaging Server

I Application Server

I ‘web Server

I™ services Server

Installation Options

Cisoo Parameters

"
L}
B Surnrmarny;
B [nstalling Cisco Serer.
L}

o[ Database
Installation Complete &
Al _>lJ
— Description
File Server

This option will install the file system compaonent for Cisco
Interaction Manager.

[ristallnywhere by Macroyision

Cancel | = Back Next =

Select the File Server option

3. Type the path or browse to the folder where you would like to install the file server. Click Next.

A2 Cisco Interaction Manager =

CIM home directory

J

Introduction

J

License Agreement

J

Installation Options

™ Cisco Parameters

B Sumrmarny

B [rstalling Cisco Server.
B [nstallation Complete

CIM home directory |C:\CIM |
Installsmyvhere by Macravision
Cancel = Back | i Med= I

Provide a location for the Cisco Interaction Manager home directory

4. In the Domain User Account Parameters window, provide the following information:

O  Domain User name: User name of the domain user account you created for use by Cisco Interaction
Manager. In a distributed-server deployment, a domain user account is required. For more information,
refer to “Setting Up User Accounts and Permissions” on page 22.

o Domain User Password: Password for the domain user account.

O Verify password: Verify the password.
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Click Next.

3 Cisco Interaction Manager

T Introduction

™ License Agreement
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M Cisco Parameters

8 Surnrnary

8 [nstalling Ciseo Server..
8 [nstallztion Commplete

Cancel
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T E3
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Domain User password [+ —]
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Provide domain user name and password

5. Review the information displayed in the Summary window, and click Install.

6. In the Install Complete window, click the Finish button to complete the installation process.

Installing the Database Server

@ Important: Ensure that MSSQL Server, MS Search Service, and MSSQL Server Agent Service
% are running. In a distributed installation, verify that all machines are in the same domain and

LAN, and their clocks are synchronized.

This section describes the process of installing the master database, the active database and the archive database.
In cases of installations that use the enterprise edition of MSSQL Server, a reports database is also created.

To install the database:

1. Follow Steps 1-3 in “To install a single-server or collocated configuration:” on page 35.
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2. In the Installation Options window, select the Database option. Click Next.

%2 Cisco Interaction Manager !E
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Select the Database option

3. In the File sever parameters window, provide the fully qualified domain name of the file server. Click Next.

5 Cisco Interaction Manager !E E

File Server Parameters

™ Introduction

™ License Agreement
7 Installation Options
M Cisco Parameters
B Summary,

B [nstalling Cisco Server

B [nstallation Complete File Server name I

InstallAnyshere by Macrovsion
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Provide name of file server

The product has two distinct areas: the system area and the partition (or business) area. An administrator type
user is created for each area during the installation. In the next two windows, you will be asked for user names
and passwords for these two users:

» System Administrator
» Partition Administrator

4. In the Cisco System Administrator Account window, create the first system administrator user account.
Provide the following:

O User name: User name for the system administrator.

o Password: Password for the system administrator.

51 Cisco Unified Web and E-mail Interaction Manager Installation Guide (Windows-JBoss)



o

Verify password: Verify the password. Click Next.

5 Cisco Interaction Manager

InstallAnyshere by Macrovsion
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Provide information for the first system administrator user account

In the Cisco Partition Administrator Account and Partition window, create the partition administrator user
account and the partition. Provide the following:

o

o

o

3 Cisco Interaction Manager

InstallAmywhere by hacrovision

User name: User name for the partition administrator.

Password: Password for the partition administrator.

Verify password: Verify the password.

Partition name: Name for the partition. This name will be part of the URL that users will use to log in
to the product: http://Cisco_ Homel Partition, Name. Make sure that the name does not contain any spaces.

Description of partition: Description for the partition. Click Next.
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Provide partition name and partition administrator user account details
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6. Select the default language for the Knowledge Base. Click Next.
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Select language for Knowledge Base

7. In the Mandatory settings window, provide the following information:
O Default SMTP server: The SMTP server defined here is used to send email notifications.
O Notification mail redirection from address: All notification emails are sent from this email address.
O Notification mail redirection to address: All notification emails are sent to this address.

Q) Cisco Interaction Manager !E E
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Provide mandatory settings information
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In the SQL Server Database Authentication window, select between Windows and SQL server
authentication. Your selection must be consistent with the authentication configuration in SQL Server. Click
Next.

%2 Cisco Interaction Manager !E
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Select the database server authentication mode

In the Master Database Parameters window provide the following details:

O  Server name: Name of the local or remote server on which you want to install the database. If you are
using SQL Server clustering, provide the name of the cluster. If you are using MSSQL Server
clustering, specify the name of the Virtual MSSQL Cluster Node that integrates the services running on
physical nodes in the cluster. Make sure you provide the DNS host name and not the IP address.

O Database name: Name of the master database. The installation program creates a database with the
name you type here.

O Server instance name: Name of the MSSQL Server instance to be used while creating the database. If
you are using MSSQL Server clustering, provide the name of the Virtual SQL Service Instance.

O Database listener port: Port number of the MSSQL Server.

O Datafile path: Path of the folder on the database server, where you want to create the data file. For
example, Ms5QL_+Home\MSSQL\Data. If you are using MSSQL Server clustering, provide the path to
the drive shared among the clustered nodes.

O Datafile initial size (MB): Minimum size of the data file for the database.
O Datafile maximum size (MB): Minimum size of the data file for the database.

O Datafile increment size (MB): Additional file size limit that will be allocated to a database object after
the initial size is full.

O Logfile initial size (MB): Minimum size of the log file.
O Logfile maximum size (MB): Maximum size of the log file.

O Database administrator user name: User name of the database administrator for MSSQL Server. If
you are using MSSQL Server clustering, provide the user corresponding to the virtual instance used for
this database.

O Database administrator password: Password of the database administrator.
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7\ Important: If you select Windows server authentication in the SQL Server Database
:% Authentication window, the fields asking for the database administrator details are not displayed.

Q

Q

Cisco Database user name: User name required for connecting to the master database. The installation
program creates the database and its user.

Cisco Database password: Password for the master database user.

Click Next.
Q) Cisco Interaction Manager !E E
Master Database Pararmeters
IBECHE Server name Ipdmel =
™ License Agreement
- Database name IeGMasterDB
' Installation Options
™ Cisco Parameters Server instance name Idefault
B Suramarny; Database listen port I1433
B |nistalling Cisco Server. Datafile path Ie:\data
® [ristallation Complete Datafile initial size (MB) 100
Datafile maximum size (MB}) IUnIlrmted
Datafile increment size {MB) IID

Cancel | < Batk | Mext = |

Logfile initial size (MB) |25 pa
Logfile maximum size {MB) IUnIlrmted
Database administrator user name Isa

=

Provide master database parameters

10. In the Partition Database Parameters window, provide the following details:

@ Important: The partition (active) database is created on the same database server as the

master database.

Q

Q

Q

Q

Server name: Name of the local or remote server on which the database is installed. The installation
program uses the Server name you entered for the master database. If you are using MSSQL Server
clustering, this is the name of the Virtual MSSQL Cluster Node that integrates the services running on
physical nodes in the cluster.

Database name: Name of the partition database. The installation program creates a database with the
name you type here.

Server instance name: Name of the MSSQL Server instance to be used while creating the database.
The installation program uses the Server instance name you entered for the master database. If you are
using MSSQL Server clustering, this is the name of the Virtual SQL Service Instance.

Database listener port: Port number of MSSQL Server.

Datafile path: Path of the folder on the database server, where you want to create the data file. For
example, MSSQL_+Home\MSSQL\Data. If you are using MSSQL Server clustering, provide the path to
the drive shared among the clustered nodes.

Datafile initial size (MB): Minimum size of the data file for the database.
Datafile maximum size (MB): Maximum size of the data file for the database.

Datafile increment size (MB): Additional file size limit that will be allocated to a database object after
the initial size is full.
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11.

O Logfile initial size (MB): Minimum size of the log file.
O Logfile maximum size (MB): Maximum size of the log file.

O Database administrator user name: User name of the database administrator for MSSQL Server. If
you are using MSSQL Server clustering, provide the user corresponding to the virtual instance used for
this database.

O Database administrator password: Password of the database administrator.

7\ Important: If you select Windows server authentication in the SQL Server Database
% Authentication window, then the fields asking for database administrator details are not displayed.

O  Cisco Database user name: User name required for connecting to the database. The installation
program creates this user.

o  Cisco Database password: Password for the database user.

Click Next.
8] Cisco Interaction Manager !E E
Partition Database Parameters
QQUCELEIED Server name pdwinO1 =
7 License Agreement
= Database name eGACtiveDE
7 Installation Options
™ Cisco Parameters Server instance name d=fault
B Surnmary Database listen port 1433
B [nstalling Cisco Server Datafile path data

& [rista|ation Carmalete Datafile initial size (MB) 2048
Datafile maximum size {MB) Unlimited

Datafile increment size (MB) 500
Logfile initial size (MB) llD24— e
Logfile maximum size {MB) W
Database administrator user name lsa—

Cancel =< Bak |

Provide partition database parameters

In the Archive Database Parameters window, provide the following details:

@ Important: Archive database need not be created on the same database server as the master
2/ and partition databases.

o  Server name: Name of the local or remote server on which the archive database should be installed.

O Database name: Name of the archive database. The installation program creates a database with the
name you type here. If you are using MSSQL Server clustering, specify the name of the Virtual MSSQL
Cluster Node that integrates the services running on physical nodes in the cluster. Make sure you
provide the DNS host name and not the IP address of the server.

O  Server instance name: Name of the MSSQL Server instance to be used while creating the database. If
you are using MSSQL Server clustering, provide the name of the Virtual SQL Service Instance.

O Database listener port: Port number of the MSSQL Server.

O Datafile path: Path of the folder on the database server, where you want to create the data file. For
example, MS5QL_+Home\MSSQL\Data. If you are using MSSQL Server clustering, provide the path to
the drive shared among the clustered nodes.
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Q

Datafile initial size (MB): Minimum size of the data file for the database.
Datafile maximum size (MB): Maximum size of the data file for the database.

Datafile increment size (MB): Additional file size limit that will be allocated to a database object after
the initial size is full.

Logfile initial size (MB): Minimum size of the log file.
Logfile maximum size (MB): Maximum size of the log file.

Database administrator user name: User name of the database administrator for MSSQL Server. If
you are using MSSQL Server clustering, provide the user corresponding to the virtual instance used for
this database

Database administrator password: Password of the database administrator.

%\ Important: If you select Windows server authentication in the SOL Server Database
-/ Authentication window, then the fields asking for database administrator details are not displayed.

o

Cisco Database user name: User name required for connecting to the database. The installation
program creates this user.

Cisco Database password: Password for the database user.

Click Next.

B Cisco Interaction Manager [ _ O}

Cancel | < Back | Mext = |

™ Infroduction
™ License Agreement

- " " Database name IeGArchweDB
" Installation Qptiohs

™ Ciseg Parameters Server instance name Idefault

B Surnrmaty. Database listen port |1433

B [nistalling Clsco SErver.. Datafile path Ie:\su]lth

B [nistallation Cormplete

Archive Database Parameters

Server name Ipdwmﬂl =

Datafile initial size {MB) 500

Datafile maxinmum size (MB) W
Datafile increment size {MB) IIU—
Logfile initial size (MB) ISD— b
Logfile maximum size (MB) W
Database administrator user name Isa—

=l

Provide archive database parameters

12. In the Reports Database Parameters window, enter the following information.

@ Important: This screen only appears if the application is being installed with the Enterprise

edition of Microsoft SQL Server 2005.

Server Name: Name of the local or remote server on which the reports database should be installed.
The reports database need not be created on the same database server as the master and partition
databases.

Database Name: Name of the reports database. The installation program creates a database with the
name you type here. If you are using MSSQL server clustering, specify the name of the virtual MSSQL
cluster node that integrates the services running on physical nodes in the cluster. Make sure you provide
the DNS host name and not the IP address of the server.
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Q

Q

Server instance name: Name of the MSSQL Server instance to be used while creating the database. If
you are using MSSQL Server clustering, provide the name of the Virtual SQL Service Instance.

Database listener port: Port number of the MSSQL Server.

O Datafile path: Path of the folder on the database server, where you want to create the data file. For
example, MSSQL_+Home\MSSQL\Data. If you are using MSSQL Server clustering, provide the path to
the drive shared among the clustered nodes.

o Datafile initial size (MB): Minimum size of the data file for the database.

o Datafile maximum size (MB): Maximum size of the data file for the database.

O Datafile increment size (MB): Additional file size limit that will be allocated to a database object after
the initial size is full.

O Logfile initial size (MB): Minimum size of the log file.

o Logfile maximum size (MB): Maximum size of the log file.

O Database administrator user name: User name of the database administrator for MSSQL Server. If
you are using MSSQL Server clustering, provide the user corresponding to the virtual instance used for
this database

O Database administrator password: Password of the database administrator.

7\ Important: If you select Windows server authentication in the SQL Server Database
-/ Authentication window, then the fields asking for database administrator details are not displayed.

o  Cisco Database User Name: user name required for connecting to the database. the installation
program creates this user.

o  Cisco Database Password: password for the database user.

Click Next.

2 Cisco Interaction Manager D D D !

Reports Database Parameters

" Introduction Server name pdwin01 =
™ License Agreement
M Installation Options Database name eGReportsDB
M Cisco Parameters Server instance name default
B Summary Database listen port 1433
® (rstalling Cisca Server. Datafile path le\sunth—
B stallztion Complete Datafile initial size {(MB) 500

Datafile maximum size {MB) Unlimited

Datafile increment size {(MB) 10

Cancel = Back | Mext= |

Logfile initial size {MB) 50 e
Logfile maximum size {MB) Unlimited
Database administrator user name |sa

|

Provide reports database parameters

13. In the Domain User Account Parameters window, enter the following information:

o

Domain User name: User name of the domain user account you created for use by Cisco Interaction
Manager. For more information, refer to “Setting Up User Accounts and Permissions” on page 22. If
you are using a locallisername, provide it as localiMachinename\locallisernamee.

Domain User Password: Password for the domain user account.
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O Verify password: Verify the password.

Click Next.

5 Cisco Interaction Manager !E E [

Domain User Account Parameters |

™ Introduction

™ License Agreement
7 Installation Options
M Cisco Parameters
B Summary,

B [nstalling Cisco Server

Domain User name V15WSiautotest
B [nistallation Cormplete
Domain User password [F+tses
Yerify password [

Cancel = Back | i Med» I

14. Review the information displayed in the Summary window, and click Install.

15. In the Install Complete window, click the Finish button to complete the installation process.

Installing Application Servers

This section describes the process of creating the application server. Repeat these steps on each application
server in your configuration. You should have created a new JBoss instance for each application server.

To install the application server:

1. Follow Steps 1-4 in “To install a single-server or collocated configuration:” on page 35.

2. In the Installation Options window, select the Application Server option. Click Next.

Q) Cisco Interaction Manager !E E

Installation Options

™ Introduction Feature Set: | LI
™ License Agraement

7 |nstallation Optiohs

=~ File Server ;I
I~ Messaging Server
. "

B Cisco Parameters

I~ ‘eb Server
I Services Server
o[ Database

1] _>|_I
~ Description

Application Setver

This option will install the Application Server companent for Cisco
Interaction Manager.

B Surirnany
® [nstalling Cisco Server..
B [nstallation Complete

Cancel | < Batk Mext =

Select the Application Server option
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3. Type the name of the file server. Make sure you provide the DNS host name and not the IP address of the
server. Click Next.

A2 Cisco Interaction Manager !E ﬁ

File Server Parameters

™ Introduction

™ License Agreement
™ Installation Options

™ Gisco Parameters

B Surnrmarny;

B [nstalling Cisco Serer.

B [nstallation Complete File Server name l—

[ristallnywhere by Macroyision

Cancel | = Back | hlext = I

Provide the name of the file server

4. Type the path to or browse to the folder where you would like to install the application server. Click Next.

5 Cisco Interaction Manager !E E

CIM home directory

™ Introduction

™ License Agreement
7 Installation Options

M Cisco Parameters

B Summary,

B [nstalling Cisco Server
B [nstallation Cormplete

CIM home directory IC:\CIM

InstallAnyshere by Macrovsion

Cancel = Back | i Mexd> I

Provide a location of the Cisco Interaction Manager home directory

5. In the JBoss Parameters window, provide the following details:

O JBoss home directory: Complete path to the directory where JBoss is installed. For example, C:\jboss-
4.2.3.GA

JBoss instance name: Name of the JBoss instance you created on page 31.

JBoss JNDI port: Port number used by the JBoss Java Name Directory Interface (JNDI) based naming
service. Default value is 2089

O JBoss HTTP port: Port number used by JBoss. Default value is 9001.
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O JBoss HTTP SSL port: Secure Sockets Layer port number used by JBoss. Default value is 9002.

Cisco Interaction Manager (=[O

JBoss Parameters

a

Introduction

a

License Agraemant
' Installation Options

a

7 Cisco Parameters
® Sumrmary IBoss home directory [|CCE431|jboss-4.2.3.G4 ..
B |nstalling Cisco Semver..
JBoss instance name
B |nstallation Camplete

JBoss INDI port 2089
JBoss HTTP port 2001
JBoss HTTP SSL port 3002

Installsnywhere by hactavision

Cancel = Back Mext=

Provide JBoss parameters

6. Type the path to or browse to the JDK home directory. Click Next.

B Cisco Interaction Manager [_ (OO}

JOK home directory

a

Introduction

a

License Agreement
Installation Options
Cisco Parameters

a

SurnrazEny
Installing Cisco Server...
Installation Cormplete

aes 8D

IDK home directory [nFilesilavaljdkl.5.0_12 |

IstallSmwwhiere by Macrovision

Cancel | < Back

Provide the path to the JDK home directory

7. In the Domain User Account Parameters window, provide the following information:

O Domain User name: User name of the domain user account you created for use by Cisco Interaction
Manager. In a distributed-server deployment, a domain user account is required. For more information,
refer to “Setting Up User Accounts and Permissions” on page 22.

o Domain User Password: Password for the domain user account.

O Verify password: Verify the password.
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Click Next.

5 Cisco Interaction Manager

™ Introduction

7 License Agreement
Installation Options

M Cisco Parameters

B Summary,

B [nstalling Cisco Server
]

Installation Complete

InstallAnyshere by Macrovsion

Cancel

I S
Domain User Account Parameters |

Domain User name V15WSiautotest
Domain User password [F+tses
Yerify password [

= Back | i Med» I

Provide domain user account parameters

Review the information displayed in the Summary window, and click Install.

In the Installation Complete window, click Finish to complete the installation process for Unified WIM and

Unified EIM.

Complete this procedure on all application servers.

Installing the Messaging Server

This section describes the process of creating the messaging server.

To install the messaging server:

1.
2.

Follow Steps 1-4 in “To install a single-server or collocated configuration:” on page 35.

In the Installation Options window, select the Messaging Server option. Click Next.

32 Cisco Interaction Manager

™ Introduction

™ License Agreement
Installation Options
Cisco Parameters

(5]
[ ]

B Sumrmarny
B [rstalling Cisco Server.
[ ]

Installation Complete

Installsnyhiere by hacravision

Cancel

=
Installation Options
Feature Set: I LI
[ File Server ;I

¥
[ Application Server
[ web Server
o[ Services Server
to[ Database

4y o

— Description
Messaging Server

This option will install the Messaging Server component for Cisco
Interaction Manager.

= Back Mext =

Select the Messaging Server option
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3. Type the name of the file server. Make sure you provide the DNS host name and not the IP address of the
server. Click Next.

A2 Cisco Interaction Manager !E E

File Server Parameters

™ Introduction

™ License Agreement
™ Installation Options
™ Gisco Parameters

B Surnrmarny;
B [nstalling Cisco Serer.
B [nstallation Complete File Server name I—
Cancel | = Back | i Med» I

Provide the name of the file server

4. Type the path to or browse to the folder where you would like to install the messaging server. Click Next.

A2 Cisco Interaction Manager =

CIM home directory

™ Introduction

™ License Agreement
™ Installation Options

™ Cisco Parameters

B Sumrmarny

B [rstalling Cisco Server.
B [nstallation Complete

CIM home directory |C:\CIM |
Cancel = Back | i Med= I

Provide a location for the Cisco Interaction Manager home directory

5. In the JBoss parameters window, provide the following information:

O  JBoss home directory: Complete path to the directory where JBoss is installed. For example, C:\jboss-
4.2.3.GA

JBoss instance name: Name of the JBoss instance you created on page 31.

o JBoss JNDI port: Port number used by the JBoss Java Name Directory Interface (JNDI) based naming
service. Default value is 2089.

O JBoss HTTP port: Port number used by JBoss. Default value is 9001.
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O JBoss HTTP SSL port: Secure Sockets Layer port number used by JBoss. Default value is 9002.

i Cisco Interaction Manager !E E

JBoss Parameters

Introduction
License Agreement
Installation Options

M Cisco Parameters
| Sumnmary JBoss home directory \CCE4311jboss-4,2,3.GA |
B [nstalling Cisco Server
) JBoss instance name
B [nstallation Cormplete

JBoss INDI port 2069
JBoss HTTP port 9001
JBoss HTTP SSL port  |9002

InstallAnyshere by Macrovsion

Cancel = Back Next =

Provide JBoss parameters

6. Type the path or browse to the JDK home directory. Click Next.

2 Cisco Interaction Manager [_ (OO}

JOK home directory

Intraduction

License Agreement
Installation Options

P Ciseo Parameters

B Surmirmary

B [riztalling Cisco Semver
]

Installation Complete
IDK home directory [nFilesilavaljdkl.5.0_12 |

InstallAmywhere by hacrovision

cancel < Back

Provide the path to the JDK home directory

7. In the Domain User Account Parameters window, provide the following information:

O Domain User name: User name of the domain user account you created for use by Cisco Interaction
Manager. In a distributed-server deployment, a domain user account is required. For more information,
refer to “Setting Up User Accounts and Permissions” on page 22.

o Domain User Password: Password for the domain user account.

O Verify password: Verify the password.
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Click Next.

A2 Cisco Interaction Manager

I S
Domain User Account Parameters |

™ Introduction

™ License Agreement

™ Installation Options

™ Gisco Parameters

B Surnrmarny;

B [nstalling Cisco Serer. _
Domain User name IVIBWS\autntest

B [nstallation Complete

Domain User password I********

Yerify password I********

[ristallnywhere by Macroyision

Cancel | = Back | i Med» I

Provide domain account information

Review the information displayed in the Summary window, and click Install.

In the Installation Complete window, click Finish to complete the installation process.

Installing Web Servers

This section describes the process of installing the web server. The web server does not need to be installed in the

same domain as the other servers. It can also be installed outside the firewall for security reasons. Contact Cisco
for more information about this configuration.

@ Important: Before installing the web server, ensure that IIS is running.

To install the web server:

1. Follow Steps 1-4 in “To install a single-server or collocated configuration:” on page 35.

2. In the Installation Options window, select the Web Server option. Click Next.

A2 Cisco Interaction Manager

[T}
Installation Options

™ Infroduction Feature Set: I LI

™ License Agreement

. . -~ File Server ]
(=] H
Installation Options - Messaging Server
B Cisco Parameters -] i Server
B Surnrmarny;
N o[ Services Server
® [nstalling Cisco Serer. :
4 o[ Database

B [nstallation Complete =
A _'I_I
— Description
Webh Server

This option will configure the Weh Server component for Cisco
Interaction Manager.

[ristallnywhere by Macroyision

Cancel | = Back Next =

Select the Web Server option
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3. In the File Server Parameters window, provide the following details:

O  File Server name: Name of the file server. Make sure you provide the DNS host name and not the IP
address of the server.

Click Next.
2 Cisco Interaction Manager [_ (OO}
File Server Parameters
 Introduction

™ License Agreement
™ Installation Options

P Ciseo Parameters

B Surmirmary

B [riztalling Cisco Semver

B [nstallation Cormplete File Server name I

InstallAmywhere by hacrovision

cancel < Back

Provide file server name

4. In the Application Server Parameters window, type the name of the application server for which you want to
configure the web server.

Click Next.
2 Cisco Interaction Manager | _ (O]
Application Server Paramsters
7 Introduction

' License Agreement

™ Installation Options

™ Cisco Parameters

8 Surnrnary

8 [nstalling Cisco Server.
[ ]

Installztion Carmplete Application Server name

Installfmywhere by Macrovision

Cancel | = Back Rl -

Provide the application server name

5. In the Domain User Account Parameters window, provide the following information:

O Domain User name: User name of the domain user account you created for use by Cisco Interaction
Manager. In a distributed-server deployment, a domain user account is required. If the web server is in
a different domain than the file server, provide the domain user account that was used while installing
the file server. For more information, refer to “Setting Up User Accounts and Permissions” on page 22.

o Domain User Password: Password for the domain user account.
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O Verify password: Verify the password.

2 Cisco Interaction Manager I ES ()

Domain User Account Parameters |

Intraduction
License Agreement
' Installation Optiohs

& Cisco Parameters
8 Summary.
@ [nctalling Cisco Senver... 3
Domain User name W 18WShaukatest
8 [nctallation Complete

Domain User password W
Verily password lm

Installsnywhere by hactavision

Cancel = Back

Provide domain user account details

6. Review the information displayed in the Summary window, and click Install.

7. In the Installation Complete window, click Finish to complete the installation process.

Installing the Services Server

In this section, we describe the process of installing the services server.

To install the services server:
1. Follow Steps 1-4 in “To install a single-server or collocated configuration:” on page 35.

2. In the Installation Options window, select the Services Server option. Click Next.

Q) Cisco Interaction Manager !E E

Installation Options

Infroduction Feature Set: | LI
License Agreement

7 |nstallation Optiohs T File Sarver :I

8 Cizco Parameters

B Surirnany

® [nstalling Cisco Server.. ] Database

B [nstallation Complete =
A o

— Description
Semices Server

This option will install the Services Server component for Ciseo
Interaction Manager.

[natallAnyswhere by Macrovision

Cancel | < Batk Mext =

Select the Services Server option
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Type the name of the file server. Enter the DNS name and not the IP address. Click Next.

A2 Cisco Interaction Manager

Introduction
License Agreement
Installation Options
Cisco Parameters

)

SurnrazEny
Installing Cisco Server...
Installation Cormplete

aes 8D

IstallSmwwhiere by Macrovision

Cancel |

= E3
File Server Parameters

File Server name I

< Back

Provide the name of the file server

Type the path to or browse to the folder where you would like to install the services server. Click Next.

32 Cisco Interaction Manager

Introduction

License Agreement
Installation Options

™ Cisco Parameters

B Sumrmarny

B [rstalling Cisco Server.
[ ]

Installation Complete

Installsnyhiere by hacravision

Cancel

1= E3
CIM home directory

CIM home directory |C:\CIM |

= Back | i Med= I

Provide a location for the Cisco Interaction Manager home directory
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5. Type the path or browse to the JDK home directory. Click Next.

2 Cisco Interaction Manager [ _ O}

JDK home directory

™ Introduction

™ License Agreement

™ Installation Optiohs

M Ciseo Parameters

8 Surmrnany

B [nstalling Clsco SErver.
8 [nstallation Cormplete

DK home directory InFl\es\Java\]dkl .5.0_12

InstallAmvwhere by Macrovision

cancel | < Back

Provide the path to the JDK home directory

6. In the RMI and RMID Parameters window, provide the following details:

O  RMI registry port: Port number used by the Remote Method Invocation (RMI) registry naming
service. Default value is 15099.

O RMI activation port: Port number used by the RMI Daemon Process. Default value is 15098.

Click Next.
2 Cisco Interaction Manager [_ (OO}
RMI and RMID Parameters
 Introduction

™ License Agreement
™ Installation Options
P Ciseo Parameters

B Summary,

B [nstalling Cisco Semver,

B |nstallation Complete RMI reqistry port  [15099
RMI activation port |15095

InstallAmywhere by hacrovision

cancel < Back

Provide RMI and RMID parameters

7. In the Domain User Account Parameters window, provide the following information:

O Domain User name: User name of the domain user account you created for use by Cisco Interaction
Manager. In a distributed-server deployment, a domain user account is required. If the web server is in
a different domain than the file server, provide the domain user account that was used while installing
the file server. For more information, refer to “Setting Up User Accounts and Permissions” on page 22.

o Domain User Password: Password for the domain user account.
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10.
11.

O Verify password: Verify the password.

Q) Cisco Interaction Manager !E E i

Domain User Account Parameters |

™ Infroduction

™ License Agreement
™ Installation Optiohs
7 Ciseo Parameters
B Surirnany

W [nztalling Cisco Server.. .

Domain User name IVISWS\aututest
W [nztallation Complete

Domain User password I*”""”""”""”‘
Yerify password I”‘*”‘*”‘*”‘*

Cancel | < Batk

Provide the domain user account details

Review the information displayed in the Summary window, and click Install.
In the Installation Complete window, click Finish to complete the installation process.
Repeat this procedure on each web server in your configuration.

After completing the Unified WIM and Unified EIM installation process, you can either continue to run the
Cisco Interaction Manager Integration Wizard or you can run it later. Do one of the following:

O Copy the license files provided by Cisco to the following location:
Cisco_Home\eService\lconfig\license. Then, click the Finish button to launch the Cisco
Interaction Manager Integration Wizard and follow steps 3 to 22 in “To run the integration wizard:” on
page 72.

O Copy the license files and then choose to run the Cisco Interaction Manager Integration Wizard later. To
run the wizard later, follow the steps in “Integrating Cisco Interaction Manager with Unified CCE” on
page 72.

A summary of the installation is displayed when the installation process is complete. The installation
summary is also saved in Cisco_Home\eServicelinstallation\installation_summary.txt

The installation program runs the Cisco Diagnostic Utility and saves the report as an HTML file in the
Cisco__HomeleService\web\view\platform\debug folder.
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Integrating Cisco Interaction Manager with Unified
CCE

Cisco Interaction Manager is integrated with Unified CCE by running the Cisco Interaction Manager Integration
Wizard on the services server of Cisco Interaction Manager. The wizard imports the media routing domains,
agents, and skill groups information from the Unified CCE database to the Cisco Interaction Manager database.

@ Caution: If you have already run the integration wizard as part of the installation process, then
do not run the wizard manually again.

Before running the Cisco Interaction Manager Integration Wizard, verify that:

» License files provided by Cisco have been copied to the following location:
Cisco_tHome\eServicelconfig\license.

» Unified CCE has been configured for the integration (for details, see Cisco Unified Web and E-Mail
Interaction Manager Deployment and Maintenance Guide).

» The Cisco Interaction Manager services are running on the services server.

To run the integration wizard:
1. Browse to CiscoHome\eService\bin\IPCC.

2. Locatethe uiconfigwizard.bat file. Double-click it to launch the Cisco Interaction Manager Integration
Wizard.

3. When the first window appears, read the introduction and click Next.

mtiscu Interaction Manager Integration Wizard [ [T x]

Welcome to the GCisco Interaction Manager Integration Wizard.
This wizard performs step by step integration of Cisco

Interaction Manager with Cisco Unified CCE.

Cisco Unified CCE must be installed and configured before

you can run this wizard,

| cancel |

Review the introduction
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4. In the next window, read the details about the steps and click Next.

mtiscu Interaction Manager Integration Wizard & =

This wizard will lead you through the following steps:

. Identifying Cisco Interaction Manager Installation Directory.

. Identifying Cisco Interaction Manager Partition & Department.

. Defining the Administration Waorkstation database connections.

. Identifying the Application Instance name configured in Unified CCE
for this application.

. Identifying &gent Peripheral Gateways for integration.

. Identifying Media Routing Domains for integration,

. Identifying Script Selectors for selected Media Routing Domains.

. Identifying Peripherals to select Agents and Skill Groups.

. Identifying Agents for integration.

. Identifying Skill Groups for integration.

. Saving integration data.

a0 oW

e — T@ o

< Back I MNext = Cancel

Review the integration procedure

5. In the next window, type the path or browse to the folder where Cisco Interaction Manager is installed. Click

Next.
mtism Interaction Manager Integration Wizard !E.[ ﬁ
Specify Cisco Interaction Manager Installation directory:
Installation Directory™* : iC:\CIM\eSerwce| Browse...
R < Back | MNext > | Cancel |

Provide the location of the Unified WIM and Unified EIM installation directory

6. In the next window, select the partition, and department in the partition, for which you want to download
MRDs, agents, and skill groups. Click Next.

mcisco Interaction Manager Integration Wizard H=

Specify Cisco Interaction Manager Partition and Department:

Partition* : default LI

Department* :

" .
Raguies = Back | Mext = Cancel

Select the partition and department to integrate

73 Cisco Unified Web and E-Mail Interaction Manager Installation Guide (Windows-JBoss)



8.

In the next window, provide the following details, and click Next.

o  Unified CCE Administration Host Name: Server name or IP address of the Unified CCE

Administration Workstation (AW) server.

O  SQL Server Database Name: Name of the Unified CCE AW database.

o Port Number: Port number of the Unified CCE AW database server. The default value is 1433.

O Database Administrator Login Name: User name of the database administrator for the Unified CCE

AW database server.

O Database Administrator Login Password: Password of the database administrator for the Unified

CCE AW database server.

O Verify Password: Password that you had provided in the Database Administrator Login Password

field.

Configure Primary Administration Workstation connection properties

Database Type:  Microsoft SQL Server

Database Driver: Microsoft Thin JDBC Driver

unified CCE Administration Host Name*z IEiSEﬂ

5QL Server Database Name*: |c,5mjwdb
Port Number*: |1433
Database Administrator Login Name*: Isa
Batal ini Login : e
Verify Passvord*: Iﬁ +
* Reguired < Back | Mext » Cancel

mtiscn Interaction Manager Integration Wizard [_ 2]

Provide Unified CCE primary database details

In the next window, review the database details, and click the Apply button.

mtiscu Interaction Manager Integration Wizard

The current database settings have been verified:

Host Name: cisco
SQL Server Database Name: cisco_awdb
Port Number: 1423
Database Administrator Login Name: sa

Click &pply to save settings.
Click Back to go to previous screen. e Back Apply Cancel

Verify primary database details

In the next window, to configure a secondary database connection, select Yes and provide the following

details, and click Next. If not, select No and click Next.

O Unified CCE Administration Host Name: Server name or IP address of the Unified CCE Secondary

Administration Workstation (AW) server.

O  SQL Server Database Name: Name of the Unified CCE Secondary AW database.
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O Port Number: Port number of the Unified CCE Secondary AW database server. The default value is
1433.

O Database Administrator Login Name: User name of the database administrator for the Unified CCE
Secondary AW database server.

O Database Administrator Login Password: Password of the database administrator for the Unified
CCE Secondary AW database server.

O Verify Password: Password that you had provided in the Database Administrator Login Password
field.

mtiscu Interaction Manager Integration Wizard [-[o]x=]

Configure Secondary Administration Workstation connection properties
Configure secondary database connection: & Yes " Ne
Database Type: Microsoft SQL Server

Database Drver: Microsoft Thin JDBC Driver
Unified CCE Administration Host Name*:  [izzo

5QL Server Database Name*: |:is:u_sec_awdb
Port Number*: |1433
Database Administrator Login Name*:  [;3
Datab ini: Login 4 |ﬁ
Verify Password*: Ix |
* Required =< Back | MNext = | Cancel

Provide Unified CCE secondary database details

10. In the next window, review the database details, and click the Apply button.

mtiscn Interaction Manager Integration Wizard i | = 1[

The current Database settings have been verified:

Host Name: 10.10.19.108
SQL Server Database Name: cisco_sec_awdb
Port Number: 1423
Db Administrator Login Name: sa

Click Apply to Save Settings.
Click Back to go to previous screen, e Back Apply Cancel

Verify secondary database details
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11. In the next window, select the application instance that you have configured in Unified CCE. Click Next.

Configure Unified CGE Application Instance Name:

Application Instance Name® @

*
Reguired < Back Mext = Cancel

mtis(u Interaction Manager Integration Wizard [_[C]

Select the application instance

12. In the next window, select the Agent PGs that you have configured in Unified CCE for integration. Click

Next.
mtis(u Interaction Manager Integration Wizard !
Select Agent PG(s)
CIM_ARM_PG_Doc
< Back MNext > Cancel
Select Agent PGs

13. In the next window, verify that the correct Agent PGs have been selected. Click Next.

mcisco Interaction Manager Integration Wizard

Summary: Selected Agent PG(s)

CIM_ARM_PG_Doc

i < Back I MNext = | Cancel |

Verify that the correct Agent PGs have been selected
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14. In the next window, select the media routing domains (MRDs) that you have configured in Unified CCE for
the integration. Click Next.

mtistn Interaction Manager Integration Wizard

[ 3

Select Media Routing Domains

CIM_Testing_Outbound
Cisco_Woice
DOC_BC_MRD_01
DOC_EIM_MRD_01
DOC_WIM_MRD_0O1

< Back Next = Cancel

Select MRDs

15. In the next window, verify that the correct MRDs have been selected. Click Next.

mciscn Interaction Manager Integration Wizard

J[E 3

Summary: Selected Media Routing Domains

CIM_Testing_Outbound
Cisco_Woice
DOC_BC_MRD_01
DOC_EIM_MRD_O1
DOC_WIM_MRD_O1

Next = | Cancel

Verify that the correct MRDs have been selected

16. In the next window, select the Unified CCE script selector that you have configured in Unified CCE for the
integration. Click Next.

mciscn Interaction Manager Integration Wizard

[_[C0x]
Select Script Selector for Media Routing Domain:
CIM_Testing_Outbound
new_out_dn
outbnd_dn
< Back Next = Cancel

Select script selector
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17. In the next window, verify that the correct script selector has been selected. Click Next.

mtiscu Interaction Manager Integration Wizard [-[o]x=]

Summary: Selected Script Selector for Media Routing Domain:
CIM_Testing_oOutbound

new_out_dn

< Back I MNext = | Cancel

Verify that the correct script selector has been selected

18. In the next window, select the peripherals that you have configured in Unified CCE for the integration. Click

Next.

Select IPCC/ICM Peripherals

Demo_Peripheral_1
Boston_Peripheral_1

< Back Mext = Cancel

mciscn Interaction Manager Integration Wizard - | [= LI

Select peripherals

19. In the next window, verify that the correct peripherals have been selected. Click Next.

Summary: Selected IPCC/ICM Peripherals

Demo_Peripheral_1

T T | Cancel

mciscn Interaction Manager Integration Wizard - | [= LI

Verify that the correct peripherals have been selected
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20. In the next window, select agents for the Unified CCE peripherals. Click Next.

mtistn Interaction Manager Integration Wizard !E ﬁ

Select Agents for Peripheral:
CIM_ARM_PG_Doc_1

doc_agl doc_agl { doc_agl) =
doc_agll doc_agl0 ( doc_aglo)

doc_ag? doc_ag2 ( doc_ag2 )

doc_ag3 doc_ag3 ( doc_agz )

doc_ag4 doc_ag4 ( doc_ag4 )

doc_agh doc_ags { doc_ags )

doc_ag6 doc_agé { doc_agb )

doc_ag? doc_ag? ( doc_ag? )

doc_ags doc_ags ( doc_ags )

doc a0? doc aa9 ( doc a9 ) =

< Back | Next = | Cancel

Select agents

21. In the next window, verify that the correct agents have been selected. Click Next.

M Cisco Interaction Manager Integration Wizard [_ ]

Summary: Selected Agents for Peripheral:
CIM_ARM_PG_Doc_1

doc_agl doc_agl ( doc_agl) =
doc_agl0 doc_agl0 { doc_aglo )

doc_ag? doc_ag? ( doc_ag? )

doc_ag3 doc_ag= ( doc_ag= )

doc_ag4 doc_ag4 ( doc_ag4 )

doc_ags doc_ags ( doc_ags )

doc_ags doc_agh ( doc_agé )

doc_ag? doc_ag? ( doc_ag? )

doc_ags doc_ags ( doc_ags )

doc_and doc 309 ( doc 303 =

Mext > | Cancel

Verify that the correct agents have been selected

22. In the next window, select the skill groups for the peripherals. Click Next.

mciscn Interaction Manager Integration Wizard !E E

Select skill Groups for Peripheral:
CIM_ARM_PG_Doc_1

CIM_ARM_PG_Doc_1.test_smail_
DOC_BC_SKG_01
DOC_EIM_NSKG_01
DOC_EIM_SKG_01
DOC_WIM_MSKG_01
DOC_WIM_SKG_01

< Back Next = Cancel

Select skill groups from the list
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23. In the next window, verify that the correct skill groups have been selected. Click Next.

mcism Interaction Manager Integration Wizard =

Summary: Selected Skill Groups for Peripheral:
CIM_ARM_PG_Doc_1

DOC_BC_SKG_01
DOC_EIM_NSKG_D1
DOC_EIM_SKG_D1
DOC_WIM_NSKG_01
DOC_WIM_SKG_01

Mext > | Cancel

Verify that the correct skill groups have been selected

24. In the next window, click the Finish button to save the MRD, agent, and skill-group information in the Cisco
Interaction Manager database.

mtism Interaction Manager Integration Wizard i == 5[

Click Finish to save your selected Media Routing Domains,

Agents and Skill Groups

Click Back to modify your selections.
Click Cancel to exit this wizard.

T Bad Finish Cancel

Click the Finish button

25. In the last window, click the Close button to close the wizard.

26. If you ran the integration wizard manually, and not along with the Cisco Interaction Manager installation
program, then stop and start Cisco Interaction Manager. For details, see Stopping Cisco Interaction Manager
and Starting Cisco Interaction Manager.
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Post-Installation
Tasks

» Copying License Files

» Configuring Web Servers

» Starting SAL Server Agent Service

» Configuring Virus Scanning Exclusions

» Starting Cisco Interaction Manager

» Stopping Cisco Interaction Manager

» Logging in to the Business Partition

» Configuring Important Settings

» Configuring SMTP Server Relay Address List

» Uninstalling Cisco Interaction Manager



This chapter guides you through the tasks to be performed after installing the system. It also describes the
process of uninstalling Unified WIM and Unified EIM.

You can set up Secure Sockets Layer (SSL) for more secure connections between browsers and the servers in
your installation. This is an optional step. See Chapter 6, “SSL for Secure Connections” for details.

Copying License Files

If you have not done so already, perform this task on the file server. In a distributed-server installation, this could
be a separate machine.

To copy the license file:

1. Ensure that Cisco Interaction Manager is stopped.

2. Copy the license files provided by Cisco to the following location:

Cisco_tHome\eServicelconfig\license.

Applying Updates
Perform this task on the machine where the file server is installed.

To apply updates:

1. Stop the Cisco Service on all the servers in the configuration.

2. Copy the Updates folder on the Application CD to a temporary local folder.

3. Apply the update by running the CIMInst_431.exe located in the Updates\4.3(1)_ES1 folder.

Use the instructions in the accompanying Readme file.

Configuring Web Servers

Configuring Internet Information Services

This procedure helps eliminate 503 errors on the web server.

To configure Internet Information Services (lIS) on the web server:
1. Go to Start menu > Administrative Tools > Internet Information Services (IIS) Manager.

2. In the navigation tree, go to Application Pools > DefaultAppPool. Right-click the node and select
Properties.
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t Internet Information Services (IIS) Manager g | ]

€9 Fle  Action  View Window Help |_ &)
€ =5 DE XEFRR|2E(2[r 0

?.'g Internet Information Services | | Descripkion | Path |

=358 V241 {local computer) ‘B Default Application <Default Web Sitex

| FTP Sites
E\J Application Poals
) websi Start
@) webS  Stop

Recycle

Hew »
All Tasks »
Wi »

Mew Window From Here

Delete
Refresh
Export List. ..

Help
K |

‘Opens the properties dialog box for the current selection,

Open the DefaultAppPool node

3. In the DefaultAppPool Properties window, on the Recycle tab, clear the following options:
O Recycle worker process (in minutes)
o Recycle worker process (number of requests)

DefaultAppPool Properties ﬂﬂ

Recycling |Parfﬂrmance I Health I Identity I

™ Recyde worker processes fin minutes): E‘ 1740

™ Recydle worker process {number of requests): E_ 35000

™ Recydle worker processes at the Following bimes:

Addl.

Remove, .
Edit. ..

Memary recycling

Recycle worker process after consuming too much memory:
™ Maximum wirbual memary (in megabytes): = 500

[~ Waimum used memaory (in megabytes): = 192

(s I Cancel I Apply I Help I

Clear the Recycle worker process options

4. On the Performance tab, clear the following options:

O  Shutdown worker process after being idle for
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O Limit the kernel request queue

DefaultAppPool Properties ﬂﬂ

Recycling  Performance IHeaIth | ety |

Idle timeout
r Shutdawn worker processes after being idle For 3_ 20
ikimne in minutes):
Request quewue limit
’Vr Limit the kernel request queue (number of requests); E. 1000 ‘

T~ Enable CPU monitoring

Maximurn CPL use {percentage): E 100

Refresh CPU usage numbers (in minutes): E‘ 5

Action performed when CPU usage exceeds maximum CPU use:

INn action j

Web garden

Maximurn number of worker processes: E‘ 1
(s I Cancel I Apply I Help I

Clear the Shutdown worker process and Limit kernel request queue options

5. On the Health tab, clear the following options:
o Enable pinging
o Enable rapid fail protection

Click Apply. Then click OK to close the window.
20|

Recychngl Performance  Health |Ident|ty |

Enable pinging
Ping worker process every (frequency in seconds): E 30

I Enable rapid-Fail protection:

Disable the application pool if there are a certain number of worker process
failures within & specified time periad.

Eailures: E 5
Time petiod (time in minutes): E 5

Startup time limit
’V ‘Worker process must starkup within {time in seconds): E. a0
7~ Shutdown time: limit X
‘Worker process must shutdown within {time in seconds); E. a0

o] I Cancel | Apphy | Help |
Clear the Enable pinging and Enable rapid fail protection options

Configuring Pool Thread Limit

This procedure increases the capacity of IIS to handle concurrent requests.

To configure pool thread limit:
1. On the web server, go to Start menu > Run and type:
Regedit

Press the Enter key.
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2. In the Registry Editor window, navigate to HKEY_LOCAL_MACHINE > System > CurrentControlSet
> Services> InetInfo > Parameters.

£ Registry Editor =10] x|
Eile Edit View Favorites Help
- m4zpr: =] [ Hame | Type | Data
B0 irsp @(Defau\t) REG_SZ (value no
{0 msapm 38 ListerBackLag REG_DWORD 0x00000¢
-1 imapi

~{Z] ImapiService

{0 inetaces

B0 Inetlnfa
[} arameters J
[ Performance

-0 Inport

-1 Intellde

{3 intelpprn

{1 ipsfw

- IpFilerCriver

{23 1pInip

-0 Iphat

- 1PSec

{0 ipsraidn

B+ IRENUM

-] 15APISearch -

S —

«I ¥

|My ComputeriHKEY_LOCAL_MACHINELSYSTEM\CurrentConkrolSetServices\InetInfo|Parameters

sz

Navigate to InetInfo parameters

Go to Edit menu > New > DWORD Value.
Change the name of the new registry value that gets created to PoolThreadLimit.

Right-click PoolThreadLimit and select Modify.

S

In the Edit DWORD Value window, set properties as following:
Value data: ffffffff

@ Important: Make sure you have typed “f” eight times.

o Base: Hexadecimal

Walue name:
IPDD\ThraadL\mit
Walue data: Bage—————————————————
|mmn1 1+ Hewadecimal
" Decimal

Configure the registry value

7. Restart the machine.

Repeat these steps on all web servers in the configuration.

Starting SQL Server Agent Service

SQL Server Agent service needs to be running before you start the application. This is used by the Reports
module.
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To start the SQL Server Agent service:

1. On the Start menu, point to All Programs, point to Microsoft SQL Server 2005, point to Configuration
Tools, and then click SQL Server Configuration Manager.

2. In SQL Server Configuration Manager, expand Services, and then click SQL Agent.

3. In the results pane, right-click any instance, and then click Start.

A green arrow on the icon next to the SQL Server Agent and on the toolbar indicates that SQL Server Agent

started successfully.

4. Click OK.

Configuring Virus Scanning Exclusions

» To ensure that virus and malware scanning software on the servers do not interfere with the performance of
the application, certain folders and files must be excluded from continuous virus scanning. Since no files are
downloaded to these locations from the internet, it is safe to exclude these directories from virus scanning.

Single-Server Configuration

» Follow the instructions for your virus scanning software to exclude the following folders and file types:

Item Exclude Subfolders? Permissions
Windows File Protection - Read, Write
All files of type LOG -- Read, Write
Pagefile.sys No Read, Write
DriveACisco_homeé\ Yes [other than Storage] Read, Write
* mdf No Read, Write
* |df No Read, Write
*.ndf No Read, Write
* dat No Read, Write
DriveAjdk*\ Yes Read, Write
DriveA\JBoss®\ Yes Read, Write
*rll No Read, Write
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Split and Distributed-Server Configurations

On the File, Messaging, Services, Application and Web Servers

» Follow the instructions for your virus scanning software to exclude the following folders and file types:

Item Exclude Subfolders? Execute permissions
Windows File Protection -- Read, Write
All files of type LOG -- Read, Write
Pagefile.sys No Read, Write
DriveACisco_home Yes [other than Storagel] Read, Write
DriveAjdk*\ Yes Read, Write
DriveAJBoss*\ Yes Read, Write
*rll No Read, Write

On the Database Servers

» Follow the instructions for your virus scanning software to exclude the following folders and file types:

Item Exclude Subfolders? Permissions
Windows File Protection -- Read, Write
All files of type LOG, if any -- Read, Write
Pagefile.sys No Read, Write
Drive:\ Pat/v_to_dataﬂl& Yes Read, Write
* mdf No Read, Write
* |df No Read, Write
*.ndf No Read, Write
* dat No Read, Write
*rll No Read, Write

Starting Cisco Interaction Manager

To start Cisco Interaction Manager:

» In single and split-server installations:

O In the Windows Services panel, start the Cisco service to start all Cisco services.

87 Cisco Unified Web and E-mail Interaction Manager Installation Guide (Windows-JBoss)



» In a distributed-server installation:
Ensure that all the machines in the configuration are available and connected to the network.

a. Start Cisco Service on the messaging server by starting the Cisco Windows service from the Windows
Services panel.

b. On the services server, start the application by starting the Cisco Windows service from the Windows
Services panel.

c. On each application server, start the application by starting the Cisco Windows service from the
Windows Services panel.

Stopping Cisco Interaction Manager

If you need to stop the application at any point during the post-installation tasks, follow the steps in this section.

To stop Cisco Interaction Manager:
» In single and split-server installations:
O In the Windows Services panel, stop the Cisco service to stop all Cisco services.
» In a distributed-server installation:
a. On the services server machine, stop the Cisco Windows service from the Windows Services panel.

b. On each application server machine, stop the Cisco Windows service from the Windows Services
panel.

c. On the messaging server machine, stop the Cisco Windows service from the Windows Services panel.

d. On the services server machine, open the Windows Task Manager and verify that none of the javaw
and java processes (the services) are running.

Logging in to the Business Partition

A system partition and a business partition are created during the installation. To begin using the application, you
log in to the business partition.

Logging In From Internet Explorer

To log in to the business partition:

1. Ensure that you have followed the instructions in the Cisco Unified Web and E-Mail Interaction Manager
Browser Settings Guide document to configure your browser, and that the desktops meet the requirements
outlined in Cisco Unified Web and E-Mail Interaction Manager Solutions Reference Network Design Guide.
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2. Type the URL http:// Wab_farmcow.wm/ Partition, name in your browser, where
Weé_:eryenww.com is the fully qualified domain name of your web server and Partition, nameis the
virtual directory created for this partition. During the installation, you are prompted to provide the partition
name in the Partition Administrator Account and Partition window. This is used to create the virtual
directory. If you have configured the web server to use SSL, then the URL is
https:// Weéffermcowg/.com/ Partition, name.

Always use the fully qualified domain name of the web server when you type the URL to access Unified
WIM and Unified EIM.

3. In the Login window, type the user name and password you had set up for the partition administrator in the
Partition Administrator Login Parameters window during the installation. Click the Log In button.

Logging In From Cisco Agent Desktop Embedded Browser

This release of Unified WIM and Unified EIM can also be used with the embedded browser in Cisco Agent
Desktop (CAD).

See CAD documentation for details about configuring a new task button in CAD to launch Unified WIM and
Unified EIM using a URL. The URL is http:// Wwifwmww,wm/ Partition, Virtual Do’reafor)/. If you
have configured the web server to use SSL, then the URL is

https:// Weé_fermcow‘wm/ Partition, Virtual Directory. Make sure you

Make sure that Unified WIM and Unified EIM is configured to run in its own browser tab, uninterrupted by
other browser applications.

Configuring Important Settings

Settings allow you to configure various aspects of the application. Some settings are configured at the partition
level, while others have to be set up for each department.

These settings are of two types:

1. Mandatory settings: These settings are configured during installation, and must be verified before using the
application. Settings related to ESMTP protocol, must be configured manually if you are using ESMTP
protocol for email notifications and emails from the self-service portal.

2. Optional settings: Although it is not mandatory to change these settings, you are likely to feel the need to
configure them for your business.

Mandatory Settings

At the partition level

The following settings are updated during installation, but we recommend that you log in to the application as a
partition administrator, and verify and update them from the Administration Console, if required. The application
starts using this information as soon as the installation is complete.

» Default SMTP server
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» Notifications mail SMTP Server
» Notifications mail redirection from address
» Notifications mail redirection to address
These settings are required only if you use ESMTP protocol for exception and spam emails and notifications.
» Exception mails SMTP user name
» Exception mails SMTP password
» SPAM mails SMTP user name
» SPAM mails SMTP password
» Notification mails SMTP user name

» Notification mails SMTP password

At the department level

This setting is automatically updated for the first department created by the installation program. For all
subsequent departments, the administrator must configure it.

» Default From address for alarm

Optional Settings

Although it is not mandatory to change these settings, you are likely to feel the need to configure them for your
business.

At the partition level

» Customer departmentalization

» Deletion time out

» Exception email SMTP

» Exception mail redirection to address

» Exception mail redirection from address
» Expiry time for auto pushback

» Inactive time out

» SPAM mail SMTP Server

» SPAM mail redirection from address

» SPAM mail redirection to address

At the department level

» Business calendar time zone

For a complete list of all available settings, refer to the Cisco Unified Web and E-mail Interaction Manager
Administrator’s Guide to Administration Console.
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Configuring SMTP Server Relay Address List

» The default SMTP server configured during the installation process is used to send emails from the self-
service portal. Notifications are also sent using this SMTP server.

To allow the system to successfully send such emails, verify that the IP addresses of all the application
servers in the configuration are added to the relay address list of the SMTP server.

Uninstalling Cisco Interaction Manager

@ Important: The uninstallation program can only be run once. It will uninstall the current
% version and return the system to the state prior to the time the Upgrader was last run.

To ensure that critical data is not lost, the program does not uninstall the following components:
» The database

» The following folders on the file system:
O  Cisco_tHome\eService\Storage
O Cisco_tHome\eServicelconfig\dictionary
O Cusco_Home\eService\l10n\en\us\resource type

Before you begin the uninstallation process, make sure you stop Cisco Unified Web and E-mail Interaction
Manager. For details refer to Stopping Cisco Interaction Manager.

@ Important: In a distributed environment, uninstall the services server first, then the messaging

% server, the application servers, and the web server. Run the Uninstaller on the file server only
after you have run it on the other machines in the configuration. If there are other components
on the same machine as the file server, those are uninstalled last as well.

To uninstall Cisco Interaction Manager:
1. Go to Start > Settings > Control Panel.
2. Double-click Add/Remove Programs.

3. From the list of currently installed programs, select Cisco Unified Web and E-Mail Interaction Manager
and click Remove.
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In the Uninstall Cisco Interaction Manager window, click the Uninstall button.

% Uninstall Cisco Interaction Manager

Uninstall Cisco Interaction Manager

P Introduction Aboutta uninstall...
8 Uninstalling

Cisto Interaction Manager
8 Uninstall Complets

This will remove features installed by Install&nywhere. It will not
remave files and folders created after the installation.

Mote: If you want any of the saved attachments, please take a
hack-up of 'starage’ folder before clicking 'Uninstall’ button

InstallAnywhere by hacrovision

<Back Uninstall

Click the Uninstall button

When the uninstallation is complete, you are given a choice of restarting the server right away, or doing it
later.

On the database server, go to the SQL Enterprise Manager and delete the database manually, if required.
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Connections

v

Installing a Security Certificate

v

Configuring SSL Access

v

Configuring Properties to View Attachments and Reports

v

Testing SSL Access



Secure Sockets Layer (SSL) is widely used to create a secure communication channel between web browsers and
servers. Set up SSL for more secure connections to your Unified WIM and Unified EIM installation by following
the procedures described in this chapter. If the configuration uses a load balancer, configure SSL on the load
balancer.

Installing a Security Certificate

This section explains the procedures that you must perform to acquire a certificate and install it on the web
server. These include:

» Generating a Security Certificate Request
» Submitting the Certificate Request

» Installing the Certificate on the Web Server

Generating a Security Certificate Request

This procedure creates a new certificate request, which is then sent to a Certificate Authority (CA) for
processing. If successful, the CA will send back a file containing a validated certificate.

@ Important: You need to generate the security certificate request for the Default website.

To generate a certificate request:

1. Go to Start > Settings > Control Panel > Administrative Tools > Internet Information Services.
2. Browse to Web Sites > Web Site Name.

3. Right-click Web_site Name and click Properties.

4

In the Default Web Site Properties window, go to the Directory Security tab.
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5. In the Secure communications section, click the Server Certificate button to launch the Web Server
Certificate Wizard.

Default Web Site Properties [ 7] %]
Web Site | Performance | ISAPI Filkers I Hame Directary |
Documents Directory Security | HTTP Headers I Custom Errars

- #uthentication and access control

Enable anonymaus access and edit the
w authentication methods For this resource,

[~ IP address and domain name restrictions

@ iarant or deny access bo this resource using

1P addresses or Internet domain names.
Edit... |

[~ Secure communications
Require secure communications and i
enable client certificates when this Server Certificate. |
resource is accessed. o
Wiew Certificate. .,
Edt... |

(s I Cancel I apply: I Help I

Click the Server Certificate button

6. In the Welcome to the Web Server Certificate Wizard window, click the Next button.

7. In the Server Certificate window, select the Create a New Certificate option. Click Next.

11S Certificate Wizard [x]

Server Certificate
These are the methads for azsigning a certificate ta a'Web site.

Select the methad pou want to use for this web site:

" Assign an existing certificate
" Impart a certificate from a K.ey Manager backup file.
= Impart a certificate from a .pix file

" Copy or Move a certificate from a remote server site to this site.

< Back I Mext » I Cancel

Select the Create a new certificate option
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In the Delayed or Immediate Request window, select the Prepare the request now, but send it later option.
Click Next.

11S Certificate Wizard [x]

Delayed or Immediate Aequest

‘You can prepare a request to be sent later, or you can send one
immediately.

['o you want to prepare a certificate request to be sent later. or do you want to send it
immediately to an online certification authority?

& Prepare the request now, but send it |ateg

€ Send the request immediately to an anfine certification autharity

< Back I Mext » I Cancel |

Select to prepare the certificate request now and send it later

In the Name and Security Settings window, provide the following details:
o  Type a descriptive name for the certificate. The wizard uses the name of the current website by default.

O Type a bit length for the key.

Click Next.

Name and Security Settings
Your new certificate must have a name and a specific bit length.

Tupe a name for the new cerificate. The name should be easy for you to refer to and
remember.

The bit length of the encryption key determines the certificate’s encryption strength.
The greater the bit length, the stronger the security. However, a greater bit length map
decrease performance.

Bit length: 1024 -I

[~ Select cryptographic service provider [CS P for this certificate

< Back I Mext » I Cancel |

Provide the name for the certificate and configure the security settings
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10. In the Organization Information window, type the organization name (such as Cisco) and unit (such as
Service department). Click Next. As this information will be placed in the certificate request, make sure it is
accurate.

IS Certificate Wizard

Organization Information
Your certificate must include information about your organization that
distinguishes it from other organizations.

Select or type your organization's name and your organizational unit. This is typically the
legal name aof pour organization and the name of pour division or department,

For further infarmation, consult certification autharity's web site

DOrganizatior:

|c|scu j
Organizational unit:

|c|scd j

< Back I Nest » I Cancel

Provide information about your organization

11. In the Your Site’s Common Name window, in the Common name field, type the DNS name of the web
server. Click Next.

115 Certificate Wizard [ %]

Your Site’s Common Name
“T'our web site's common name iz its fully qualified domain name.

Type the common name for your site. IF the server is on the Intemet, use a valid DNS
name. |f the server is on the intranet, you may prefer to use the computer's NetBIOS
name.

I the comman name changes, pou will need ta obtain a new certificate.

LComman name:

Inama]

< Back I Meut > I Cancel |

Provide the fully qualified domain name of your website

12. In the Geographical Information window, provide the location information, Click Next.

IIS Certificate Wizard
Geographical Information
The certification authority requires the following geographical information

LCountry/Region:
US [United States] VI

State/province:

| =
City/ocality:

/ [
State/province and City/locality must be complete, official names and may not contain
ahbreviations

< Back I Hest > Cancel

Provide the geographical information
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13. In the Certificate Request File Name window, type the file name for the certificate request. The default name
and location is c:\certreq. txt. Click Next.

IS Certificate Wizard
Certificate Request File Name

Your certificate request iz saved as a text file with the file name you
specify.

Enter a file name for the certificate request,

Eile name:

c:hoertre bt Browse...

< Back | Nest > | Cancel I

Provide a file name for the certificate request

14. In the Request File Summary window, review the summary and click Next to generate the certificate.

Submitting the Certificate Request

To submit the certificate request:

» Go to the website of the company that issues SSL certificates (such as VeriSign), and submit your certificate
request. Make sure you provide the same information as you provided while generating the certificate
request. To submit the request, you will need the certificate request file that you generated (page 94).

On completion of the process, the vendor will generate the certificate and send it to you.

@ Important: You need to submit the certificate request for the Default website.

Installing the Certificate on the Web Server

Once you receive the certificate from your vendor, install it on your web server.

@ Important: You need to install the certificate for the Default website.

To install the certificate on the web server:

1. Save a copy of the certificate you received from your vendor on the local machine.

2. Go to Start > Settings > Control Panel > Administrative Tools > Internet Information Services.
3. Browse to Web Sites > WWeb Site Nawme.

4. Right-click Web_site. Name and click Properties.

5

In the website properties window, go to the Directory Security tab.
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6. In the Secure communications section, click the Server Certificate button to launch the Web Server
Certificate Wizard.

Default Web Site Properties [ 7] %]
Web Site | Performance | ISAPI Filkers I Hame Directary |
Documents Directory Security | HTTP Headers I Custom Errars

- #uthentication and access control

Enable anonymaus access and edit the
w authentication methods For this resource,

[~ IP address and domain name restrictions

@ iarant or deny access bo this resource using

1P addresses or Internet domain names.
Edit... |

[~ Secure communications
Require secure communications and i
enable client certificates when this Server Certificate. |
resource is accessed. o
Wiew Certificate. .,
Edt... |

(s I Cancel I apply: I Help I

Click the Server Certificate button

7. In the Welcome to the Web Server Certificate Wizard window, click Next.

8. In the Pending Certificate Request window, select the Process the pending request and install the
certificate option. Click Next.

IS Certificate Wizard

Pending Certificate Request
& pending certificate request is a request to which the certification
authority has not yet responded.

A certificate request is pending. What would pou like to do?

=" Pracess the pending request and install the certificate

£~ Delete the pending request

< Back I Nest > I Cancel I

Select to process the pending request and install the certificate
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9. In the Process a Pending Request window, type the path and file name of the local copy of the certificate.
Click Next.

IIS Certificate Wizard
Process a Pending Request

Process a pending certificate request by retrieving the file that contain:
the certification authority's response,

Enter the path and file name of the file containing the certification autharity's response.

Path and file name:
C:hDaocuments and SettingsiAdministratoriD esktophcertificate. cer Biowse. I

< Back

Cancel |

Provide the path and file name of the certificate

10. In the SSL Port window, specify the SSL port for the website. Click Next.

SSL Port

Specify the S5L port for this web site.

S5L port this web site should use:

< Back I Mext » I Cancel

Specify the SSL port

11. In the Certificate Summary window, review the certificate summary and click Next. Click Finish.
The certificate is now installed on the web server.

Repeat this process on all web servers.

Configuring SSL Access

This procedure uses Internet Services Manager to configure the virtual directory to require SSL for access to the
application URL.

@ Important: You need to configure the SSL access for the Default website.

To configure SSL access:

1. Go to Start > Settings > Control Panel > Administrative Tools > Internet Information Services.
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Browse to Web Sites > Web Site. Name.
Right-click Wweb site Name and click Properties.

In the website properties window, go to the Directory Security tab.

A

In the Secure communications section, click the Edit button.

Default Web Site Properties
wWeb Site | Performance | ISAFI Filkers I Home Directory I
Documents Directory Security | HTTP Headers I Custam Errors

[~ Authentication and access control

Enable anonymous access and edit the
w authentication methods For this resource, [

[~ IP address and domain name restrictions

@ Grant o deny access to this resource using

1P addresses or Internet domain names.
Edit... |

[ Secure communications
Require secure communications and F
enable client certificates when this ST R o
resource is accessed.
\iew Certificate. .,
Edt... |

[+]4 I Cancel I Apply I Help I

Click the Edit button

6. In the Secure Communications window, select the Require secure channel (SSL) and Require 128-Bit
encryption options. Click OK and then click OK again to close the Properties window.

Secure Communications E

—I¥ Require secure channel {S5L)

2

[~ Client certificates
' Ignore client certificates
" accept client certificates
~ Renquire client certificates

[~ Enable client certificate mapping

Client certificates can be mapped to Windows user

accounts. This allows access control ko resources using A
client certificates. it

™ Enable certificate trust list
Current CTL: I j

Mew . Edit.. |
[a]:4 I Cancel I Help |

Configure the secure communications options

When you click OK, the Inheritance Overrides window opens.
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7. In the Inheritance Overrides window, do not select any child nodes and click the OK button to close the
window.

Inheritance Dverrides

The following child nodes alzo define the value of the "JNCPassword” property,
which overrides the value you have just set. Please select from the list below thoze
nodes which should use the new value.

Child Modes:

%@[@.U!_t Select Al |
[DOEE-IE

spstern

QK I Cancel | Help |

Continue without selecting any child node

8. Restart the IIS Service. Make sure that both websites have started.

Clients browsing to this virtual directory must now use HTTPS.

Configuring Properties to View Attachments and
Reports

To configure properties:
1. On the File Server, in Cisco_tHome\eService\config\egpl_master.properties, do the following:

a. Change the value of webtemp.webdir from http://Web_server FQDN/temp to

https://Web_server FQDN/temp. Verify that the fully qualified domain name (FQDN) of the web
server is provided.

b. Change the value of Task.Attachment.WebTemp from http:// Web server FQDN/temp to
https://Web_server FQDN/temp. Verity that the FQDN of the web server is provided.

c. Change the value of Live.Attachment.WebTemp from http:// Web_server FQDN/temp to
https://Web_server FQDN/ temp. Verify that the FQDN of the web server is provided.

In Cisco_Home\eService\lconfig\egml_mailconfig.properties change the value of

Attachment.WebTemp from http:// Web_server FQDN/temp to https://Web_server FQDN/temp.
Verify that the FQDN of the web server is provided.

@ Important: If the deployment uses a loadbalancer, ensure that the loadbalancer FQDN is used
> in place of the web server FQDN.
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Testing SSL Access

To test SSL access to Unified WIM and Unified EIM:
1. Open your web browser.
2. Use HTTP in the URL for the application. For example, http:// Web_server FQDNI Partition, name
You should see a message asking you to view the page over a secure channel.
3. Now use HTTPS in the URL for the application. For example, https:// Web_Server FQUNI Partition, name.
4. In the security message that appears, click the View certificate button.
5. After verifying the certificate information, click OK, then click Yes to proceed to the URL.

The Unified WIM and Unified EIM login window appears.
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Appendix A: Check List

Configuration Type

(J Single-server (J Split-server

Software Requirements

On all Servers

O Microsoft Windows 2003 SP2

On the Database Server

O Microsoft SQL Server 2005, SP 3

On the Messaging Server

O JBoss 4.2.3 GA

0 JDK 1.5 Update 12

On all Application Servers

O JBoss 4.2.3 GA

O Distributed-server

O Microsoft® SQL Server® 2005 Driver for JDBC™ version 2.0

O JDK 1.5 Update 12

On all Web Servers

O Microsoft IIS 6.0

On the Services Server

0 JDK 1.5 Update 12



Pre-Installation Tasks

# Task
1. | Verifying System Requirements [page 20]

» Bandwidth and Hardware Requirements [page 20]
» Software Requirements [page 20]

» Removing Spaces From Directory Names [page 20]

Completed?

» Disabling Loopback Adapter Configuration [page 21]
» Applying Hotfix for Windows 2003 SP2 [page 22]

2. | Verifying Network Configuration [page 22]

3. | Setting Up User Accounts and Permissions [page 22]
» Setting Up Domain Account [page 22]

» Configuring Permissions on Active Directory Server [page 23]

4. | Configuring Database Server Settings [page 25]
» Configuring Database Servers [page 25]

» Verifying Status of SQL Server FullText Search Service [page 25]

» Running SQL Server Services [page 27]
» Configuring Microsoft DTC Settings [page 27]

5. | Installing Sun JDK [page 32]

6. | Installing JBoss [page 30]

7. | Creating a JBoss Instance [page 31]

8. | Verifying Web Server Settings [page 32]

9. | Configuring SMTP Port in Virus Scanners [page 32]

10. | Completing Installation Work Sheet [page 32]

11. | Verifying Unified CCE Configuration [page 32]

R I U U U U U U U U U O O O O [ Y O
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Installation Process

# Task Completed?
1. | Installing a Single-Server or Collocated Configuration [page 35] |
2. | Installing a Split-Server or Collocated Configuration [page 47] 0
3. | Installing a Distributed-Server Configuration [page 48] 0
» Installing the File Server [page 48] d
» Installing the Database Server [page 50] d
» Installing Application Servers [page 59] 0
» Installing the Messaging Server [page 62] |
» Installing Web Servers [page 65] d
» Installing the Services Server [page 67] O
Post-Installation Tasks
# Task Completed?
1. | Copying License Files 0
2. Applying Updates |
3. | Configuring Web Servers [page 82] O
» Configuring Internet Information Services [page 82] 0
» Configuring Pool Thread Limit [page 84] |
4. | Starting SQL Server Agent Service [page 85] 0
5. | Configuring Virus Scanning Exclusions [page 86] 0
6. | Starting Cisco Interaction Manager [page 87] |
7. | Logging in to the Business Partition [page 88] 0
8. | Configuring Important Settings [page 89] 0
» Mandatory Settings [page 89] |
» Optional Settings [page 90] )
9. | Configuring SMTP Server Relay Address List [page 91] 0
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Appendix B: Work Sheet

File Server Details

# Item

Value

Notes

1. Location of Cisco Interaction Manager
home directory

Directory where the application should
be installed.

2. Domain user name

3. Domain user password

Required for distributed-server
installations and all configurations using
windows authentication for database
connectivity.

Database Server Details

# Item Value Notes

1. File Server name Name of the file server. Make sure you
provide the DNS host name.

2. System Administrator user name sa Administrator user for the system
partition. The installation program
creates this user.

3. System Administrator password

4. Partition Administrator user name pa Administrator user for the business
partition. The installation program
creates this user.

5. Partition Administrator password

6. Partition name Name becomes a part of the URL used to

access the business partition (E.g. If
partition name is default, URL is
http://weé:ewer.compm{y.com/default)




# Item Value Notes

7. Partition description

8. Knowledge Base Primary Language This is the default language used for
content creation.

9. Default SMTP server SMTP server to be used to send
notifications.

10. | Notification mail redirection from address FROM address for notification emails.

11. | Notification mail redirection to address TO address to which notification emails
must be sent.

12. | Authentication type Authentication type to be used while

Master Database Parameters

connecting to the database. This must
match the authentication selected in SQL
Server 2005.

13. | Server name Make sure you provide the DNS host
name and not the IP address of the
server. For SQL Server clusters, provide
the name of the virtual MSSQL cluster
node.

14. | Database name Name of the master database. E.g
eGMasterDB.

15. Server instance name Use either the default server instance, or
a named instance. For SQL Server
clusters, provide the name of the virtual
MSSAQL service instance.

16. | Database listener port Port number of SQL Server.

17. | Datafile path Data file for this database is created in
this location. For SAL Server clusters,
provide the name of the drive shared
among the clustered nodes.

18. | Datafile initial size

19. | Datafile maximum size

20. | Datafile increment size

21. | Logfile initial size

22. | Logfile maximum size

23. | Database administrator user name An sa level user name is required during
installation to create schema and
database objects. For SQL Server
clusters, provide the user for the virtual
instance.

24. | Database administrator password
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# Item

25. | Cisco Database user name

Value

Notes

Installation program creates this user
with administrator privileges for this
database.

26. | Cisco Database password

Partition (Active) Database parameters

27. | Server name

28. | Database name

Must be the same one on which the
master database is installed. For SQL
Server clusters, provide the name of the
virtual MSSQL cluster node.

Name of the active database.

29. Server instance name

Use either the default instance or a
named instance. For SQL Server clusters,
provide the name of the virtual MSSQL
service instance.

30. | Database listener port

31. | Datafile path

Port number of SQL Server.

Data file for this database is created in
this location. For SQL Server clusters,
provide the name of the drive shared
among the clustered nodes.

32. Datafile initial size

33. Datafile maximum size

34. | Datafile increment size

35. | Logfile initial size

36. | Logfile maximum size

37. | Database administrator user name

38. | Database administrator password

An sa level user name is required during
installation to create schema and
database objects. For SQL Server
clusters, provide the user for the virtual
instance.

39. Cisco Database user name

40. | Cisco Database password

Installation program creates this user
with administrator privileges for this
database.

Archive Database parameters

41. | Server name

Can be a different server than the ones
on which master and active databases
are created. For SQL Server clusters,
provide the name of the virtual MSSQL
cluster node. Make sure you provide the
DNS host name.
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# Item Value Notes

42. | Database name Name of the archive database.

43. | Database server instance Use either the default instance or a
named instance. For SQL Server clusters,
provide the name of the virtual MSSQL
service instance.

44, | Database listener port Port number of SQL Server.

45. | Datafile path Data file for this database is created in
this location. For SQL Server clusters,
provide the name of the drive shared
among the clustered nodes.

46. | Datafile initial size

47. | Datafile maximum size

48. | Datafile increment size

49. | Logfile initial size

50. | Logfile maximum size

51. | Database administrator user name An sa level user name is required only
during installation to create schema and
database objects. For SQL Server
clusters, provide the user for the virtual
instance.

52. | Database administrator password

53. | Cisco Database user name Installation program creates this user
with administrator privileges for this
database.

54. | Cisco Database password

Reports Database parameters [Only for enterprise editi

55.

Server name

ons of MSSOL Server]

Can be a different server than the ones
on which master and active databases
are created. For SQL Server clusters,
provide the name of the virtual MSSQL
cluster node. Make sure you provide the
DNS host name.

56.

57.

Database name

Database server instance

Name of the reports database.

Use either the default instance or a
named instance. For SQL Server clusters,
provide the name of the virtual MSSQL
service instance.

58.

Database listener port

Port number of SQL Server.

59.

Datafile path

Data file for this database is created in
this location. For SQL Server clusters,
provide the name of the drive shared
among the clustered nodes.
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# Item Value Notes

60. | Datafile initial size

61. | Datafile maximum size

62. | Datafile increment size

63. | Lodfile initial size

64. | Logfile maximum size

65. | Database administrator user name An sa level user name is required only
during installation to create schema and
database objects. For SQL Server
clusters, provide the user for the virtual
instance.

66. | Database administrator password

67. | Cisco Database user name Installation program creates this user
with administrator privileges for this
database.

68. | Cisco Database password

Application Server Details

# Item Value Notes

1. File Server name Name of the file server. Make sure you
provide the DNS host name.

2. Location of Cisco Interaction Manager home Directory where the application should be

directory installed.

3. JBoss home directory Make sure there are no spaces in the
complete path to the directory.

4. JBoss instance name

5. JBoss JNDI port Use default value

6. JBoss HTTP port Use default value

7. JBoss HTTP SSL port Use default value

8. Location of JDK home directory Make sure there are no spaces in the
complete path to the directory.

9. Domain user name Required for distributed-server
installations and all configurations using
windows authentication for database
connectivity.

10. | Domain user password
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Web Server Details

# Item Value Notes

1. File server name Make sure you provide the DNS host name.

2. Application server name Make sure you provide the DNS host name.

3. Domain user name Required for distributed-server installations
and all configurations using windows
authentication for database connectivity.

4. Domain user password

Messaging Server Details

# Item Value Notes

1. File Server name Name of the file server. Make sure you
provide the DNS host name.

2. Location of Cisco Interaction Manager home Directory where the application should be

directory installed.

3. JBoss home directory Make sure there are no spaces in the
complete path to the directory.

4. JBoss instance name

5. JBoss JNDI port Use default value

6. JBoss HTTP port Use default value

7. JBoss HTTP SSL port Use default value

8. Location of JDK home directory Make sure there are no spaces in the
complete path to the directory.

9. Domain user name Required for distributed-server installations
and all configurations using windows
authentication for database connectivity.

10. | Domain user password
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Services Server Details

# Item Value Notes

1. File Server name Name of the file server. Make sure you
provide the DNS host name.

2. Location of Cisco Interaction Manager home Directory where the application should be

directory installed.

3. Location of JDK home directory Make sure there are no spaces in the
complete path to the directory.

4. RMI registry port 15099 Use default value.

5. RMI activation port 15098 Use default value.

6. Domain user name

7. Domain user password

Required for distributed-server installations
and all configurations using windows
authentication for database connectivity.

Unified CCE Data Integration Wizard Details

# Item Value Notes
1. Location of Cisco install directory

2. | Cisco partition name

3. Cisco department name

Unified CCE database connection properties

4. Unified CCE Administration Host Name for
Primary AW database

5. SQL Server 2005 Database Name

6. Port Number
7. Database Administrator Login Name

8. Database Administrator Login Password

9. Unified CCE Administration Host Name for
secondary AW database

10. | SQL Server 2005 Database Name

11. | Port Number
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Item

Value

Notes

12.

Database Administrator Login Name

13.

Database Administrator Login Password

Unified CCE objects

14. | Unified CCE Application Instance name
15. | Unified CCE Media Routing Domain name
16. | Unified CCE Script Selector

17. | Unified CCE Peripheral name

18. | Agent name

19. | Skill Group name
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