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Welcome to Cisco® Interaction Manager™—multichannel interaction software used
by businesses all over the world to build and sustain customer relationships. A
comprehensive suite of the industry’s best applications for multichannel customer
interaction management, Cisco Interaction Manager is the backbone of many
innovative contact center and customer service helpdesk organizations.

About this guide

Cisco Interaction Manager Installation Guide is intended for installation engineers,
system administrators, database administrators, and others who are responsible for
installing and maintaining Cisco Interaction Manager.

As you need to prepare the installation environment in advance, you should read this
guide, Cisco Interaction Manager System Requirements, and Cisco Interaction
Manager Release Notes well before beginning the installation process.

Document conventions

This guide uses the following typographical conventions.

Convention Indicates
Italic Emphasis, or the title of a published document.
Bold The label of an item in the user interface, such as a field,

button, or tab.

Monospace A file name or command. Also, text that must be typed by
the user.
Variable User-specific text, which is supplied by the user.
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Other learning resources

Various learning tools are available within the product, as well as on the product CD
and our website. You can also request formal end-user or technical training.

Online help

The product includes topic-based as well as context-sensitive help.

Use To view

All topics in Cisco Interaction Manager Help; the Help button
# Help button appears in the console toolbar on every screen, as well as on most
windows.

F1 keypad button Context-sensitive information about the item selected on the
screen.

Document set

For more information about Cisco Interaction Manager, see the following
documents. They can be found in the Documents folder on the product CD.

» Cisco Interaction Manager System Requirements

» Cisco Interaction Manager user’s guides



Installation
basics

» Configuration options

» Additional partitions and departments



This chapter will help you plan your installation. Use the reference sheet provided in

“Appendix B: Reference sheet” on page 96 to record your configuration and

installation choices.

Configuration options

This section contains information to help you decide how to configure your
installation. An installation has five components:

1.

2
3.
4

File Server
Database
Application Server
Web Server

Services Server

These components can be installed in three types of configuration:

1.
2.

Single server: All components are installed on a single server.

Split server: The Database is installed on one server. All other components are
on a different server

Distributed server: The Database is installed on one server and other
components are distributed over two or more servers. A wide range of options is
available for configurations of this type (see the following table for some
popular configuration choices).

Type

Server 1 Server 2 Server 3 Server 4 Server b

Single server

All components

Split server Database Other components

Distributed Database Application Server

server: File Server Web Server

Option 1 Services Server

Distributed Database File Server Application Server
server: Web Server

Option 2

Services Server
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Type Server 1 Server 2 Server 3 Server 4 Server 5
Distributed Database File Server Application Server | Services Server

server: Web Server

Option 3

Distributed Database File Server Application Server | Web Server Services Server
server:

Option 4

Some common distributed configuration options

Additional partitions and departments

As Cisco Interaction Manager is designed for enterprise-wide deployments, a single
installation can be used by various independent or semi-independent business units
in an organization. You can easily set up the system to mirror the structure of your
business.

An installation can have one or more business partitions, which are meant to be used
as independent units. While the hardware and software is common for all partitions,
system resources and business objects are stored and managed separately for each
partition. Partitions are ideal for organizations where business units (or clients, in the
case of an outsourced services provider) do not need to share customer, interaction,
or product information. For example, a bank, which serves individual retail
consumers as well as corporations, might want two partitions as the product offerings
and customer service needs for these segments are different. Partitions can also be
used for different geographies. The same bank, to continue with our example, might
choose to use separate partitions for their US and China businesses because of legal
and regulatory needs.

The installation program creates two partitions:
1. The System partition

2. A single-department business partition

You can create additional business partitions by using the installation program (see
“Additional partitions” on page 67). Create additional partitions if you want:

» Complete segregation of data between business units in your enterprise.
» To serve multiple customers from a single installation.

Each partition can have one or more departments. While partitions do not share
system resources or business objects, departments within a partition share system
resources and can also share specific business resources. Departments are suited for




organizations where units would like to share system resources and a few business
objects such as users.

Additional departments are created in the Administration Console. See Cisco
Interaction Manager Administration Console User’s Guide for more information.



Pre-installation
tasks

» Verifying system requirements

» Collecting required information

» Configuring environment variables

» Verifying SQL Server authentication mode

» Verifying state of Microsoft Search service
» Setting up user accounts and permissions

» Verifying directory names

» Creating WebLogic domains

» Additional requirements for split- and distributed-server
configurations



This chapter describes a number of pre-installation procedures. It is important to
perform these procedures carefully and well.

Verifying system requirements

To verify system requirements

»  Verify that your system meets the bandwidth, hardware, and software
requirements listed in Cisco Interaction Manager System Requirements. This

document is available on the application CD. For information on installing the

required software, refer to the documentation on the environment CD.

Collecting required information

To collect required information

» Use the reference sheet provided in Appendix B (page 96) to gather the
information that you will need during the installation process.

Configuring environment variables

To configure environment variables

1. Ensure that the JDK path is added to the path environment variable. For
example, BEA_ Home\JDK142_08.

2. Set the TEMP environment variable to point to some physical location on the
system. For example, C:\temp.

Verifying SQL Server authentication mode

To verify SQL Server authentication mode
1. Go to Start > Programs > Microsoft SQL Server > Enterprise Manager.
2. Browse to Microsoft SQL Servers > SQL Server Group > Sevver  Name.

3. Right click on the Server  Name and select Properties.
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4. 1In the SQL Server Properties window, go to the Security tab.

5. Verify that the SQL Server authentication mode is set to SQL Server and
Windows. If authentication is set to Windows only, then the application won’t
be able to connect to the database.

SQL Server Properties (Configure) - {local) E

Server Seftings I [atabaze Seftings I Fieplication | Active Directory I
General I Memory I Frocessor Security | Connections

— Security

SOL Server provides authentication based on Windows
accounts and a named SGL Server login 1D and password,

Authentication:

© Windows only

Audit lewvel:
& MNone " Failure
" Success Al

Ownership chaining:
™ Allow cross-database ownership chairing

r— Startup zervice account

Start and run SGL Server in the following account:
et

' System account

" This account I
Bazzword: I

QK I Cancel | Help |

Verify SQL Server authentication

Verifying state of Microsoft Search service

To verify the state of the Microsoft Search service
1. Go to Start > Programs > Administrative Tools > Services.
2. Ensure that the Microsoft Search service is running.

This service is required for text searches.



Setting up user accounts and permissions

You will need administrator privileges on the local system to install Cisco
Interaction Manager.

To set up user accounts and permissions

1. Create a domain user account for exclusive use by Cisco Interaction Manager.

@ Caution: Do not change the password of the domain
account after Cisco Interaction Manager is installed. The
system becomes inaccessible if the password is changed later.

In a single- or split-server installation, a domain account is not mandatory.
However, in a distributed installation, a domain user account is required.

2. Add this account to your local administrator group. Use this account to install
and configure the system.

3. Verify that the anonymous access user account of the IIS web server or the
virtual directory on the web server has permissions to read, write, and execute i
CIM__Home.

4. Verify that the IIS service is running on a local system account.

Run the system under the local system account in a single- or split-server
installation, and under the domain account in a distributed configuration.

Verifying directory names

To verify directory names

» Ensure that the names of your BEA, WebLogic, and JDK home directories do
not contain any spaces.

Creating WebLogic domains

You need to create WebLogic domains for each Application Server in your
configuration before starting the installation program. The procedures for creating

n

the WebLogic domain for the primary Application Server and that for the secondary

Application Server is different.
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Creating a WebLogic domain for primary Application Server

To create the WebLogic domain

1.

Go to Start > Programs > BEA WebLogic Platform 8.1 > Configuration
Wizard.

In the Create or Extend a Configuration window, select Create a new
WebLogic configuration.

[EYBEA WebLogic Configuration Wizard =
Create or Extend a Configuration

Choose between creating and extending 2 configuration, Based on your selection,

the Configuration Wizard quides you through the seps o generate anew or extend an existing configuration.

® Create a new Webl ogic configuration
Start here to create a WeblLogic configuration in your projects directory.
O Extend an existing WebL ogic configuration

Start here to extend an existing WebLogic configuration.

Use this option to add applications and services, including Database access (JDBC) and Messaging (JMS).
This option also enables you to extend functionality by enabling WeblLogic Workshop,

=]

Choose to create a new WebLogic configuration

In the Select a Configuration Template window, select Basic WebLogic Server
Domain.

[E) BEA weblogic Configuration Wizard H=
Select a Configuration Template

Select the configuration template that best meets your requirement. Minimally, configuration templates
define the infrastructure of a domain. They may also define other applications, data and services.

Templates Descriptian

=4 Weblogic Configuration Templates Creats a hasic WebLogic Server domain without instaling sample applications.,
[ER=]: L}
[ webLogic Server Examples Domain
[ Avitek Medical Records Sample Domain
[ Basic webLogic Server Domain
[ Basic webLogic Workshop Domain

[ Author

BEA Systems, Inc.

| Locate Additional Templates

| c e

Choose configuration template



In the Choose Express or Custom Configuration window, select the Express

configuration option.

[} BEA WebLagic Configur;

Wizard

Choose Express or Custom Configuration
Choose between default and customized settings For your configurstion.

SIS E3

® Express

Create a configuration quickly using the default template settings

This option does not permit modification of template settings, for example, server port numbers, and
creates a configuration exactly as defined by the template,

O Custom
Create a custom configuration by madifying any template settings, as desired.

This option permits madification of template settings including clustering, database(IDBC),
messaging(JMS), and advanced security options.

Choose express configuration

In the Configure Administrative Username and Password window, configure the

user name and password of the WebLogic administrator.

[F) BEA WebLogic Configuration Wizard

Configure Administrative Username and Password

Create a user automatically assigned to the Administrative Role,
This user is the default administrator used ko start development mode servers.

!
JHE B3

7, Disgard Changes

*User name: | weblogic

Flser password: | RRERRERE

*Confirm user password; | B

Deseription:

The default administration user

Create administrative user



Cisco Interaction Manager Installation Guide

In the Configure Server Start Mode and Java SDK window, select the start mode

option to be Production Mode. And, in the BEA Supplied SDKs list, select
Sun SDK 1.4.2_08.

[F) BEa webLogic Configuration Wizard

Configure Server Start Mode and Java SDK
Choose the WebLagic configuration startup mode and
the Java Software Development Kit (SDK) to be used for the domain.

JH[E E3

Touse WebLogic JRackit in production, BEA recommends developing and kesting your applications with WebLogic JRockit sarly in the project cycle, See
wiebLogic JRackit Migration Guide for information about migrating to WebLogic JRackit,
‘webLogic Configuration Startup Mods Java SDK Selection

@ BEA Supplied SDKs
) Development Mode

Rackit DK 1.4.2_08-8150 @ C:ibealirorkita1sp5_1
Ltiize book.properties for username and ISun SDK 1.4.2_08 @ C:ibealjdki42_08
password and pall for applications to deploy,

S0n SDK recommended for better skarkup
perfarmance during iterative development.

@® Production Mode

Reaquire the entry of a username and passard
il e el ey e s e 1] ][]
WebLaogic JRockit SDK recommended far better

runkime performance and management.

Oother dovasok (5]

Configure server start mode and Java SDK

In the Create WebLogic Configuration window, select myserver and click the
Create button to complete the process of creating the domain.

[F) BEA WebLagic Configuration Wizard

Create WeblLogic Configuration

[ O[]

Specify the directory in which you want to create a WebLogic configuration. Please review the
summary and make any corrections by returning to the assodiated section in the Configuration Wizard.

Configuration Surmary Configuration Details

=1 Template Mame walue

= < server *hame: myserver

B Listen address:
Listen port: 7001
Sumimary Yiew: | Deployment \ -
[ Configuration Lacation and Damain Kame: |
‘ Ci\beatuser_projectsydomains\mydomain Configuration Name: | mydomain ‘
Create WebLogic configuration

After creating the WebLogic domain, you can verify that it has been created
successfully. For details see “Verifying the WebLogic domain” on page 27.



Creating WebLogic domains for secondary Application Servers

Skip this procedure, if you have only one Application Server.

To create the WebLogic domain

1. Go to Start > Programs > BEA WebLogic Platform 8.1 > Configuration

Wizard.

In the Create or Extend a Configuration window, select Create a new
WebLogic configuration.

[EYBEA WebLogic Configuration Wizard =
Create or Extend a Configuration

Choose between creating and extending 2 configuration, Based on your selection,

the Configuration Wizard quides you through the seps o generate anew or extend an existing configuration.

® Create a new Webl ogic configuration
Start here to create a WeblLogic configuration in your projects directory.
O Extend an existing WebL ogic configuration

Start here to extend an existing WebLogic configuration.

Use this option to add applications and services, including Database access (JDBC) and Messaging (JMS).
This option also enables you to extend functionality by enabling WeblLogic Workshop,

[ [nen
Choose to create a new WebLogic configuration

21
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S.

In the Select a Configuration Template window, select Basic WebLogic Server
Domain.

[E) BEA WebLagic Configuration Wizard [_TC]=]
Belect a Configuration Template
Select the configuration template that best mests your requirement. Minimaly, configuration bemplates
define the infrastructure of 3 domain. They may also defing other applications, dats and services.

Templates Description
=3 Weblogic Configuration Templates Create a hasic WebLogic Server domain without installing sample applications,
[SR=]-2

[ webLogic Server Examples Domain
[ Avitek Medical Records Sample Domain
[ Basic WebLogic Server Domain

[ Basic webLogic Workshop Domain

[ Author

BEA Systems, Inc,

Locate Additional Templates
e omir

Choose configuration template

In the Choose Express or Custom Configuration window, select the Custom
configuration option.

[F) BEA WebLogic Configuration Wizard [ To=]
Choose Express or Custom Configuration

Choose between defalt and customized settings for your configuration.

QO Express

Create a configuration guickly using the default template settings,

This option does not permit modification of template settings, for example, server port numbers, and
creates a configuration exactly as defined by the template.

@® Custom
Create a custom configuration by modifying any template settings, as desired.

This option permits modification of template settings including clustering, database(JDBC),
messaging(IMS), and advanced security options.

Choose custom configuration

In the Configure the Administration Server window, provide the name of the
server you want to create.



Important: The server name should be different than that of
the primary Application Server.

[F) BEA WebLogic Configuration Wizard = B

Configure the Administration Server

Enter adminstration server configurations, Each WebLogic Server domain must have one Administration Server,
The Administration Server hosts the Administration Console which is used to perform administrative tasks,

) Discard Changes

*Mame: | myservert] |

Listen address: | AllLocal Addresses -]

Listen port: | 7001 |

S5l listen port:

ssLenabled: [

Configure the administration server

6. In the Manage Servers, Clusters, and Machines Options window, select No.

Managed Servers, Clusters, and Machines Options
Configuration of Managed Servers, Clusters, and Machines is optional,

Do you want to distribute your WeblLogic configuration across managed servers, clusters, and
physical machines?

Your WeblLogic configuration minimally requires a single Administration Server on a single machine. “You may optionally
configure additional resources to be managed by the Administration Server and distribute them across multiple
machines. You can:

# Add, change or delete managed servers
Add, change or delete clusters

# Group managed servers into clusters, or change the current grouping
@ Assign servers to machines, or change the current assignment

If you want to skip this section, select "Mo” and click "Mext." The wizard uses settings for your servers, clusters, and
machines configuration that are identical to the settings in the configuration source that you selected earlier.

If you want to customize these settings, select "ves” and click "Next" to go through the configuration setup.

®No O Yes

Managed Server, Clusters, and Machines Options window
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8.

24

In the Database (JDBC) Options window, select N

[F)BEA WebLogic Configur

n Wizard

Database (JDBC) Options
Configuration of Datahase components is optional,

TS

Do you want to define JDBC components, such as Connection Pools, Data Sources, and
MultiPools?

Most ¥WebLogic applications require database access. The wizard will let you specify attributes and properties for JDBC
camponents; these wil then be available to deploy to servers and clusters, You can:
# Create or modify Connection Pools and,or MultiPools
reate or modify Data Sources
# Specify how Data Sources are bound to Connection Pools or MultiPools

If you want to skip this section, select "No" and dlick "Mext”. The wizard uses settings for your database configuration
that are identical to the settings in the configuration source that you selected earlier.

If you want to customize these settings, select “ves” and click "Next" to go through the configuration setup.

®No O Yes

Database (JDBC) Options window

In the Messaging (JMS) Options window, select N

EA WebLogic Configuration

Messaging (JMS) Options

Configuration of Messaging camponents is optional,

Do you want to define IMS components, such as Stores, Topics, and Queues?

The wizard alows you to change JMS attributes, espedally those affected by changes to the JDBC configuration. Yiou
can:

# Create and/or customize JMS Connection Factories

» Create M5 Templates

# Create JMS Destination Keys and assign to JMS Templates

# Designate Destinations and Persistent Stores

# Create and/or customize Distributed Destinations

# Create andj/or customize IMS Servers and Target to spedific weblogic Server instances

If you want to skip this section, select "No” and click "Next." The wizard uses settings for your IMS configuration that
are identical to the settings in the configuration source that you selected earlier.

If you weant to customize these settings, select "ves" and click "Mext” to go through the configuration setup

®No O Yes

Messaging (JMS) Options window



In the Configure Administrative Username and Password window, configure the
user name and password of the WebLogic administrator.

[F)BEA WebLogic Configur:

Wizard

Configure Administrative Username and Password

Create auser automatically assigned ko the Administrative Role.
This user is the default administrator used to skart development mode servers.

") Discard Changes

*User name: | weblogic

*lser password; | b

*Confirm user password:

Description:

The default adrinistration user |

Configure additional users, groups, and global roles.

®No O Yes

Create administrative user

10. In the Configure Windows Options window, select No for both options.

[F)BEA WebLogic Configuration Wizard

[_IC]
Configure Windows Options

Choose whether of not ko add a Windows Start Menu Shortcut and install the server as a Windows service,

Create Start Menu

Install Administrative Server as a Vindows Service

QYes O Yes

Add a shorteut in the Stark Menu,

Thave administrative privieges and want
to register my administrative server as a servics.

®No

Do not add a shortcut in the Start Menu,

Do not register my administrative server as a
service now. See product documentation for
post-install registration of & server as a service

Configure Windows options

25
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11. In the Configure Server Start Mode and Java SDK window, select the start mode

to be Production Mode. And, in the BEA Supplied SDKSs list, select Sun SDK
1.4.2_08.

[E)BEA WebLogic Configuration Wizard [l |

Configure Server Start Mode and Java SDK.

Choose the WebLogic configuration startup mode and
the Java Software Developriert Kit (SDK] to be used For the domain.

Touse Weblogic JRockit in production, BEA recommends developing and testing your applications with Weblogic JRockit early in the project cydle, See
webLogic JRockit Migration Guide For information about migrating to Weblogic JRockit,

‘WebLogic Configuration Skartup Mode Java SDK Selection

(@) BEA Supplied SDKs

IRockit SO 1.4,2_08-5150 @ C:ipealirackitsLspS_1
Sun SDK 1.4.2_D8 @ C:{bealidk142_08

() Davelopment Mode
Lkilize boot properties for username and
password and poll for applications to deploy,
5un SDK recommended For better startup
performance during iterative development,

(@ Production Mode
Requirs the entry of & username and password

A e e e < ] [
weblogic JRockit SDK recommended for better
runtime performance and management. O Other Java SDK | 2o |

Configure server start mode and Java SDK

12. In the Create WebLogic Configuration window, select the administration server

you created in Step 5 and click the Create button to complete the process of
creating a WebLogic domain.

Important: The domain name should be different than that
Y of the primary Application Server.

[E1BEA WebLogic Configuration Wizard =

Create WebLogic Configuration

Specify the dieckory in which you wank ko creake a WebLogic configuration. Pleass review the
summary and make any carrections by returning ko the associated section in the Configuration Wizard.

Configuration Summary Configuration Details
=1 Template: Marme walue
5 < server *ame: myserver 1
[ myservert Listen address: All Local Addresses
Listen port: 7001

Summary Wiew: | Deployment | -
| Configuration Location and Domain Mame |

| Cribealuser_projects\domainsimydomaind Configuration Mame: | mydomainl |
[[nep |

Create WebLogic configuration
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After creating the WebLogic domain, you can verify that it has been created
successfully. For details see “Verifying the WebLogic domain” on page 27.

Verifying the WebLogic domain

After creating the WebLogic domain, you can verify that it has been created
successfully.

To verify the WebLogic domain

1. Goto BEA Home\user_projects\domains.

2. Verify that there is a folder with the same name that you provided while creating

the WebLogic domain.

Additional requirements for split- and
distributed-server configurations

Check the following settings
» Ensure that all the machines are in the same domain.
» Ensure that all the machines are in the same LAN.

» Ensure that the system clocks of all the machines are synchronized.
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Installation
process

» Installing a single-server configuration
» Installing a split-server configuration

» Installing a distributed-server configuration



This chapter helps you install the product in the configuration you have chosen (see
“Configuration options” on page 11). It describes the process of installing a single-
server, split-server, and distributed-server configuration.

Before beginning the installation, ensure that you have complied with all the

prerequisites.

Installing a single-server configuration

To install a single-server configuration

1. Run Setup.exe from the product CD.

2. When the Introduction window appears, read the installation instructions.

3. In the License Agreement window, review the licensing terms and select the I
accept the terms of the License Agreement option.

3¢ Cisco Interaction Manager

™ Introduction
M License Agreement
[ ]

License Agreement

Cancel

TERMS AND CONDITIONS OF USE i‘

IMPORTANT: THE USE OF THE CISCO INTERACTION
MANAGER SOFTWARE IS CONTINGENT UPON YOUR
EXPRESS AGREEMENT TO BE BOUND BY THE TERMS AND
CONDITIONS OF THIS AGREEMENT OR A SOFTWARE
LICENSE AND SERVICES AGREEMENT EXECUTED BY YOU
AND Cisco Systems. BY CLICKING THE “ACCEPT" BUTTON
BELOW YDOU AGREE TO BE BOUND BY THE TERMS OF THIS
AGREEMENT. IF YOU ARE ALREADY A SIGNATORY TO A
VALID AND SOFTWARE LICENSE AND SERVICES
AGREEMENT WITH Cisco Systems. THE TERMS OF THAT
AGREEMENT SHALL GOVERN YOUR USE OF THE CISCO
INTERACTION MANAGER SOFTWARE.

(5§ aceent 1he tems.of the Livenss Agreament

€ Ido NOT accept the terms of the Livense Agresment

Read and accept the terms of the License Agreement

4. In the Installation Options window, select the following options:

o File Server

O  Application Server

O  Web Server
O  Services Server

o Database
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isco Interaction Manager

Installation Options

7 Introduction Feature Set: |Custom 2|
™ License Agreement

™ Installation Optians :; ;:Zi'::z; sonr —
B Frerequisites [# \Web Server

8 Cisco Parameters [ Semices Server

@ [atabase Parameters ¥ Database

B Summary [~ Partiion _'_vl
8 nstalling Cisco Sener, K1 L]

B [nstallation Complete [ Description

et | <oask_|

Select installation options

5. Type the path to or browse to the BEA and WebLogic home directories.

% Cisco Interaction Manager

BEA and WebLogic Home Directories

Infroduction
License Agreement
Installation Options
Prerequisites
Cisen Parameters Please Enter BEA Home and WebLogic Home

Database Parameters BEA home directory

Surmmary Ic hea
Installing Cisco Server.

a e 888 3333

Installation Cormplete

WebLogic home directory

Ic heatwehlogic!

£ I3y ZEIG 15

Cancel = Back

Provide the path to the BEA and WebLogic home directories
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6. Type the path to or browse to the JDK home directory.

7.

3 Cisco Interaction Manager

JOK Home Directory

™ Introduction

7 License Agreemenit JDK harne directory.
7 Installation Options
P Prerequisites

JOK 1.4.2is required for this installation. Provide the location of the

JDK home directory

Clj2sdk1.4.2_08

" Restore Default Directary |

Brawese...

Cancel

= Back Mext =

Provide the path to the JDK home directory

Type the path or browse to the folder where you would like to install Cisco

Interaction Manager.

3 Cisco Interaction Manager

Cisco Interaction Manager Home Directory

™ Introduction
™ License Agreement
7 Installation Options

7 Prerequisites

Cigco Parameters

Specify the home directary for Cisco Interaction Manager.

Cisco Interaction Manager directony:

ClCiscn

Restore Default Directory

Brawese...

Cancel

Provide a location for the Cisco Interaction Manager home directory

In the WebLogic Server and RMI Parameters window, provide the following

details.

O Domain Location: Location of the WebLogic domain you configured on

page 17.

O  Server name: Name of your WebLogic server (page 17). The default name

ismyserver.

O User name: User name of the WebLogic system user (page 17), required to
access the WebLogic Server Administration Console.
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Password: Password for the WebLogic system user (page 17).
Listen port: Port number of the WebLogic server.

SSL listen port: WebLogic Secure Socket Layer Listen port number.

©c O 0O ©O

RMI activation port: Port number used by the RMI Daemon Process.

% Cisco Interaction Manager

WebLogic Server and RMI Parameters

T Introduction

"
License Agreernent Domain location c-healser_projects'domain  Browse
]

Installation Options

Server name My Server
™ Prerequisites | "
M Cisco Parameters User name |st\ugic
= Password |**"**"**
L r T,
Verify password |
[ ]
Listen port 2001
[] L |
SSL listen port |s002

RMI registry port  [3099

RMI activation port  [3098

Cancel = Back

Provide WebLogic server and RMI parameters

9. In the Cisco System Administrator Account window, type a user name and
password for the system administrator.

"E Cisco Interaction Manager _”§|E‘

Cisco System Administrator Account

T Introduction

™ License Agreement
™ Installation Options
™ Prerequisites

Cisco Parameters

(=]

L] User name 58
= Password -
L .

0 Verify password R

Cancel = Back

Create the first system administrator user account

10. In the Cisco Partition Administrator Account and Partition window, provide:
O A user name for the partition administrator.
O A password for the partition administrator.

O A name for the partition.
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11.

o

A description for the partition.

4 Cisco Interaction Manager

& Introduction
™ License Agreement

™ Installation Options

™ Prerequisites

™ Ciscao Parameters =cHname L

L Password [

L] Verify password Il

[ ]

" Partition name default

Cisco Partition Administrator Account and Partition

Deseription of partition  |Default partition

Create the first partition administrator user account and the partition

In the Master Database Parameters window, provide the following details about
the master database.

o

o

o

o

o

o

Server name: Name of the local server on which the MSSQL database is to
be installed.

Database name: Name of the master database. The installation program
creates the master database with the name you type here.

Database listen port: MSSQL server port number.

Datafile path: Path to the data folder on the database server. For example:
MSSQL_tHome\MSSQL\Data.

Datafile initial size: Minimum datafile size for the database.
Datafile maximum size: Maximum datafile size for the database.

Datafile increment size: Additional file size limit that will be allocated to a
database object after the initial size is full.

Logfile initial size: Minimum logfile size for log entries.
Logfile maximum size: Maximum logfile size for log entries.

Database administrator user name: User name of the database
administrator for MSSQL server.

Database administrator password: Password of the database
administrator.

Cisco Database user name: User name required to connect to the Cisco
Interaction Manager master database. The installation program creates the
database and its user.

Cisco Database password: Password for Cisco Interaction Manager master
database user.
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34

3 Cisco Interaction Manager £ “:| |§|
Master Database Parameters
Iniroduction Server name DatabaseServertlame A
7 License Agreement
" " " Database name eGhasterDB
Installation Options
7 Prerequisites Database listen port 1433
7 Cisco Parameters Datafile path crProgram Filesivicro:
[a]
Database Parameters Datafile initial size (MB) 100
[ ]
e Datafile maximum size (MB) Linlimitecd
[ ] Datafile increment size (MB) 10
Logfile initial size (MB) 25
Logfile maximum size {MB) S0
Database administrator user name |33
o — &

Provide Master Database parameters

12. In the Partition Database Parameters window, provide the following details.

2\ Important: Partition Database should be created on the
:% same database server as Master Database.

O Server name: Name of the local server on which your MSSQL database is
installed.

O Database name: Name of the partition database. The installation program
creates a database with the name you type here.

O Database listen port: MSSQL server port number.

O Datafile path: Path to the Data folder on the database server. For example:
MSSQL_Home\MSSQL\Data.

o Datafile initial size: Minimum datafile size for the database.
O Datafile maximum size: Maximum datafile size for the database.

o Datafile increment size: Additional file size limit that will be allocated to a
database object after the initial size is full.

O Logfile initial size: Minimum logfile size for log entries.
O Logfile maximum size: Maximum logfile size for log entries.

O Database administrator user name: User name of the database
administrator for MSSQL server.

O Database administrator password: Password of the database
administrator.

O  Cisco Database user name: User name required to connect to the Cisco
Interaction Manager database. The installation program creates the database
and its user.



o Cisco Database password: Password for Cisco Interaction Manager
database user.

3 Cisco Interaction Manager

Partition Database Parameters

- .
Iniroduction Server name DatabaseServerlame ke
7 License Agreement
" " a Database name eGActiveDB
Installation Options
™ Prerequisites Database listen port 1433
7 Cisco Parameters Datafile path C:Program Filesibicra
(5]
IDEiERERR PErEE Datafile initial size (MB) 20458
[ ]
e Datafile maximum size (MB) Linlimitecd
] Datafile increment size (MB) 500
Logfile initial size (MB) 1024
Logfile maximum size {MB) Linlimitecd
Database administrator user name |33
o mm— 1 &8

Provide Partition Database parameters

13. Review the information displayed in the Summary window, and click Install.

14. In the Installation Complete window, click Finish to complete the installation
process.

Installing a split-server configuration

To install a split-server configuration

» Follow all the steps in “To install a single-server configuration” on page 29. In
Steps 11 and 12 make sure you give the following values.

O  Server name: Give the name of the remote server on which you want to
install the Partition and Master Databases.

Installing a distributed-server configuration

In the procedure described here, each component is installed separately on a
dedicated machine.

2\ Important: Refer to the sheet on page 96 for details that
-/ you are asked to provide during the installation.
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Make sure you install the components in the following order.
1. File Server

Database

Application Server

Web Server

DA

Services Server

Installing File Server

Important: Run the installation program from the File
" Server desktop.

To install the File Server

1. Follow Steps 1-3 in “To install a single-server configuration” on page 29.

2. In the Installation Options window, select the File Server option.

4 Cisco Interaction Manager

Installation Options

™ Introduction Feature Set: |Custom [=
™ License Agreement

A Installation Options

Application Server
™ g

Web Server

Database

Partition -
3

r
r
[ Serices Server
r
r
4

Description
File Server
This option will install file system component for Cisca Interaction
Manager.

Installation Options window
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3. Type the path or browse to the folder where you would like to install the File
Server.

¥ Cisco Interaction Manager

Cisco Interaction Manager Home Directory

7 Introduction Specify the home directary for Ciseo Interaction Manager.
7 License Agreement
™ Installation Options
7 Prerequisites

A Cisco Parameters

Cisco Interaction Manager directony:

J CACisco
L]
™ Restare Default Directory Browse..

Cancel = Back

Cisco Interaction Manager Home Directory window

4. Review the information displayed in the Summary window, and click Install.

5. In the Install Complete window, click the Finish button to complete the
installation process.

Installing Database

Important: Ensure that MSSQL Server, MS Search Service,

Y and MSSQL Server Agent Service are running. If you are planning
a distributed installation, verify that all machines are in the same
domain and LAN, and their clocks are synchronized.

This section describes the process of installing Cisco Interaction Manager master
database and the default partition database.

To install the Database
1. Follow Steps 1-3 in “To install a single-server configuration” on page 29.

2. In the Installation Options window, select the Database option.

37



Cisco Interaction Manager Installation Guide

%! Cisco Interaction Manager

Installation Options

7 Introduction Feature Set: |Custom ;I
7 License Agreement -

 Installation Optians :: ;g':iz’:z; coner

B Prereguisites I wieb Server

@ Cisco Parameters ™ Services Server

B Database Parameters

& Summary [~ Fartition _'j
B |nstalling Cisco Server Kl| L

™ ~ Description

Installation Complete
Database

This option will create Cisco Interaction Manager master database
and default partition database.

InsizllAmraiers iy Zem &
carel_| <oack | [ voa_|

Installation Options window

Cisco Interaction Manager has two distinct areas: the system area and the partition
(or business) area. An administrator type user is created for each area during the
installation. In the next two windows, you will be asked for user names and
passwords for these two users:

» System Administrator
» Partition Administrator

3. Type a user name and password for the system administrator.

% Cisco Interaction Manager.

"
"
"
"
a
.
[ ]
]
.

Cisco System Administrator Account

Introduction
License Agreement
Installation Optiong
Prerequisites

Cisco Parameters

Database Parameters User name 58
Sursriciry Password "

Installing Cisco Server.

Verify password =
Installation Complete

VIR [y 2D G

Cancel | = Back |

Cisco System Administrator Account window

4. In the Cisco Partition Administrator Account and Partition window, provide the
following details.

O  Type a user name for the partition administrator.

38



Type a password for the partition administrator.

Provide a name for the partition. This name will be part of the URL that
users will use to log in to Cisco Interaction Manager:

http://CIM/ Partition, Name. Make sure that the name does not
contain any spaces.

Provide a description for the partition.

3 Cisco Interaction Manager

™ Introduction
™ License Agreement
7 Installation Options

7 Prerequisites

P Cisco Parameters User name pa

- Password i

° Verify password .

[ ]

™ Partition name ’W

Cisco Partition Administrator Account and Partition

Description of partition Defautt Partition

Cisco Partition Administrator Account and Partition window

In the Master Database Parameters window provide the following details.

o

Server name: Name of the local or remote server on which you want to
install MSSQL database.

Database name: Name of the master database. The installation program
creates a database with the name you type here.

Database listener port: MSSQL server port number.

Datafile path: Path to the Data folder on the database server. For example,
MSSQL_Home\MSSQL\Data.

Datafile initial size (MB): Minimum datafile size for the database.
Datafile maximum size (MB): Maximum datafile size for the database.

Datafile increment size (MB): Additional file size limit that will be
allocated to a database object after the initial size is full.

Logfile initial size (MB): Minimum logfile size for log entries.
Logfile maximum size (MB): Maximum logfile size for log entries.

Database administrator user name: User name of the database administrator
for MSSQL Server.

Database administrator password: Password of the database administrator.
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O Cisco Database user name: User name required for connecting to the Cisco
Interaction Manager master database. The installation program creates the
database and its user.

O  Cisco Database password: Password for the Cisco Interaction Manager
master database user.

4 Cisco Interaction Manager 3] |&|
Master Database Parameters
- .
Iniroduction Server name Database Server Mam 2
7 License Agreement
" " a Database name eGhasterDB
Installation Options
™ Prerequisites Database listen port 1433
7 Cisca Parameters Datafile path c:Program FlesiMicra:
(5]
DRl (PR Datafile initial size (MB}) 100
[ ]
e Datafile maximum size (MB) Linlimitecd
] Datafile increment size (MB) 10
Logfile initial size (MB) 25
Logfile maximum size (MB) S0
Database administrator user name |33
o — &

Type master database parameters

6. In the Partition Database Parameters window, provide the following details.

2\ Important: Partition database should be created on the
'Y same database server as the master database.

O Server name: Name of the local or remote server on which your MSSQL
database is installed.

O Database name: Name of the partition database. The installation program
creates a database with the name you type here.

O Database listener port: MSSQL server port number.

O Datafile path: Path to the Data folder on the database server. For example,
MSSQL_Home\MSSQL\Data.

O Datafile initial size (MB): Minimum datafile size for the database.
O  Datafile maximum size (MB): Maximum datafile size for the database.

O Datafile increment size (MB): Additional file size limit that will be
allocated to a database object after the initial size is full.

O Logfile initial size (MB): Minimum logfile size for log entries.
O Logfile maximum size (MB): Maximum logfile size for log entries.

o Database administrator user name: User name of the database administrator
for MSSQL Server.
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O Database administrator password: Password of the database administrator.

O  Cisco Database user name: User name required for connecting to the Cisco
Interaction Manager database. The installation program creates the database

and its user.

O Cisco Database password: Password for the Cisco Interaction Manager
database user.

3 Cisco Interaction Manager

Partition Database Parameters

" Inroduction Server name [Prtebacesoratim 2
™ License Agreement
7 Installation Options e ’W
7 Prerequisites Database listen port [lama™
7 Cisco Parameters Datafile path ’m
 Database Parameters Datafile initial size (MB) [mas™
: Datafile maximum size (MB) [nmited
" Datafile increment size (MB) 500
Logfile initial size (MB) [loea™
Logfile maximum size (MB) [nmited
Database administrator user name ’8337
- R N —

Type partition database parameters

7. Review the information displayed in the Summary window, and click Install.

8. In the Install Complete window, click the Finish button to complete the
installation process.

Installing primary Application Server

In this section, we describe the process of creating the Application Server.

To install the Application Server
1. Follow Steps 1-3 in “To install a single-server configuration” on page 29.

2. In the Installation Options window, select the Application Server option.
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co Interaction Manager

Introduction

License Agreemerit
Installation Optiong
Prerequisites

Cisco Parameters
Datahase Parameters
Summary

Installing Cisco Server,

s a8 888 333

Installation Complete

Installation Options

=l

[~ File Serer E

Feature Set: [Custom

[~ ‘Wweh Server

[~ Serices Serer

[~ Datahase

[~ Parlition _'_vl
Kl 3

r Description
Application Server

This option will install and configure application server
component{e.g. JSP, EJB). This option assumes Cisco Interaction
Manager database is already created.

Cancel |

iy LRI

Hext = |

Installation Options window

3.

isco Interaction Manager

Type the path or browse to the BEA and WebLogic home directories.

Introduction

License Agreement
Installation Options
Prerequisites

Cigso Parameters
Database Parameters
Surnmary

Installing Cisco Server

a8 8883333

Installation Complete

BEA and WebL ogic Home Directories

Please Enter BEA Home and WebLogic Home

BEA home directory

IC bea

WebLogic home directory

IC beawwveblogicd!

Cancel |

= Back | Mext = |

BEA and WebLogic Home Directories window
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4. Type the path to or browse to the JDK home directory.

S.

Cancel |

isco Interaction Manager

Introduction

License Agreement
Installation Options
Prerequisites

Cigso Parameters
Database Parameters
Surnmary

Installing Cisco Server

Installation Complete

JDK Home Directory

JOK home directory

JDK 1.4.2 i3 required far this installation. Provide the location ofthe

JDK home directory

Clj2sdk1.4.2_08

Browise

= Back | Mext = |

JDK Home Directory window

Type the name of the File Server.

sco Interaction Manager

Introduction

License Agreement
Installation Optiong
Prerequisites

Cisco Parameters
Database Parameters
Summany

Installing Cisco Server.

Installation Cormplete

File Server Parameters

File Server Hame

Cancel |

Mext » |

File Server Parameters window
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6. Type the path to or browse to the folder where you would like to install Cisco

Interaction Manager Application Server.

3 Cisco Interaction Manager

™ Introduction

™ License Agreement
7 Installation Options
7 Prerequisites

B Ciseo Parameters

Cisco Interaction Manager Home Directory

Specify the home directary for Cisco Interaction Manager.

Cisco Interaction Manager directony:

ClCiscn

Restore Default Directory Browse...

Cisco Interaction Manager Home Directory window

7. In the WebLogic Server and RMI Parameters window, provide the following
details.

o

c O O O ©0

Domain location: Location of the WebLogic domain you configured on
page 17.

Server name: Name of your WebLogic server (page 17). The default name
is myserver.

User name: User name of the WebLogic system user (page 17), required to
access the WebLogic Server Administration Console.

Password: Password for the WebLogic system user (page 17).

Listen port: Port number of the WebLogic server.

SSL listen port: WebLogic Secure Socket Layer Listen port number.
RMI registry port: Port number used by the RMI registry naming service.

RMI activation port: Port number used by the RMI Daemon Process.



8.

3 Cisco Interaction Manager

]

s e88d

Webl ogic Server and RMI Parameters

Introduction

License Agreemert Domain location Crbeauser_projectsidomain Browse

Installation Options

: Server name ‘myservar
Prerequisites
Ciseo Parameters User name ‘wehlng\c
Password ""‘““’-"
Verify password
Listen port \anm
SSL listen port [annz

RMIregistry port 9033

RMI activation port |9035

WebLogic Server and RMI Parameters window

In the Web Server and Services Server Parameters window, type the Web Server
and Services Server names.

3 Cisco Interaction Manager

]

s e8 80

Web Server and Services Server Parameters

Introduction
License Agreemerit
Installation Optiong
Prerequisites

Cigco Parameters

Web Server Hame WiehServerilame

Services Server Hame

Web Server and Services Server Parameters window

In the Master Database Parameters window, provide the following details.

o

Server name: Name of the local or remote server on which your MSSQL
database is installed.

Database name: Name of the master database.
Database listen port: MSSQL server port number.

Cisco Database user name: User name for the Cisco Interaction Manager
master database.
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10. Cisco Database password: Password for the Cisco Interaction Manager master
database user.

3 Cisco Interaction Manager

Master Database Parameters

7 Introduction
7 License Agreement

7 Installation Options

" Prerequisites Server name DatabaseServerMame
.
Cisco Parameters
Database name eGMasterDB
A Database Parameters
] Database listen port 1433
L] Cisco Database user name  |eGMasterDB
L Cisco Database password =
Verify password I

Master Database Parameters window

11. In the Partition Database Parameters window, provide the following details.

Important: Partition database should be created on the
1% same database server as the master database.

O Server name: Name of the local or remote server on which your MSSQL
database is installed.

O Database name: Name of the partition database.
O Database listen port: MSSQL server port number.
O  Cisco Database user name: User name of the Cisco Interaction Manager

database.

O Cisco Database password: Password for the Cisco Interaction Manager
database user.
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Partition Database Parameters

™ Infroduction
™ License Agreement

™ Installation Optiohs

™ Prerequisites Server name CatahaseServername
™ Gisco Parameters
Database name eisActiveDB
™ Database Parameters
™ Database listen port 1433
L] Cisco Database user name  |eGActiveDB
L Cisco Database password .

Verify password i

Partition Database Parameters window

12. Review the information displayed in the Summary window, and click Install.

13. In the Installation Complete window, click Finish to complete the installation
process.

Installing secondary Application Servers

You can install secondary Application Servers, following the steps detailed in this
section. You will need to create a new WebLogic domain on a different server
because the secondary server cannot share the WebLogic domain or server of the
primary Application and Web Servers.

Backing up web.xml file

Important: Before installing the secondary Application
'Y Server, make sure you take a backup of the web.xml file.

To take a backup of the web.xml file
1. On the File Server browse to the Cisco Interaction Manager home directory.
2. Then browse to the web-inf > web.xml file.

3. Rename web.xml to web.xml.org.
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Installing Server

To install a secondary Application Server

1. First, create a WebLogic domain. For details see “Creating WebLogic domains”
on page 17.

2\ Important: Weblogic domain name and server name
% should be different than those of the primary Application Server.

2. Then, follow the steps from page 41. In step 10 on page 45 make sure you give
the following values.

O Domain location: The domain location should be different than the one
given for the primary Application Server.

O Server name: The server name should be different than the one given for the
primary Application Server.

O  Listen port: The port number should be the same as the one given for the
primary Application Server.

Restoring web.xml file

7\ Important: After installing the secondary Application
> Server, make sure you restore the web.xml file.

To restore the web.xml file
1. On the File Server browse to the Cisco Interaction Manager home directory.
2. Then browse to the web-inf > web.xml.org file.

3. Rename web.xml.org to web.xml, and restart the Cisco Interaction Manager
application.

Installing Web Server

In this section, we describe the process of creating the Web Server.

To install the Web Server
1. Follow Steps 1-3 in “To install a single-server configuration” on page 29.

2. In the Installation Options window, select the Web Server option.
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4.

InsizIIERANRE iy 26 &

Cancel |

co Interaction Manager

7 Infroduction Feature Set: |Custom =]
™ License Agreement
File Server =
T Installation Options :: Jm——
nplication Server

B Frerequisites vl
8 Cisco Parameters [~ Semices Server
B Database Parameters [ Databaze
B Summary. [~ Partition _l_vl
B |nstalling Cisco Server K1 :
B [nstallation Complete [ Description

Weh Server

This option will configure web server component. Please make sure

that Internet Information Server (I8} 5.0is running and the

application server companent is installed

Installation Options

o | [Coore]

Installation Options window

In the File Server Parameters window, provide the following details.

o File Server name: Name of the File Server.

o User name to connect to File server share: Type the user name to connect to
the File Server share. The user name is the domain name of the user account
created exclusively for Cisco Interaction Manager.

o Password to connect to File server share: Password for the user.

%! Cisco Interaction Manager

Cancel |

7 Intraduction
7 License Agreement
™ Installation Options
7 Prerequisites
P Cisco Parameters _ -
File Server Hame IFllsServerNams
B Database Parameters
® Summary Username to connect to File server share IDDmainNameWserNarr
8 |nstalling Cisco Server Password to connect to File server share I**"**"**"*
8 |nstallation Complete Verify connect password I**"**"**"*

File Server Parameters

(VI [y ZEr

o | [oere ]

File Server Parameters window

In the Application Server Parameters window, type the name of the Application

Server name for which you want to configure the Web Server.
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¥ Cisco Interaction Manager

Application Server Parameters

Intraductian

License Agreement
Installation Options
Preraquisites

A Cisco Parameters

B Database Parameters

@ Surmmary Application Server Hame ’m
B [nstalling Cisco Senver

]

Installation Complete

InsizllAmraiers iy Zem &

Application Server Parameters window

5. Review the information displayed in the Summary window, and click Install.

6. In the Installation Complete window, click Finish to complete the installation
process.

Installing Services Server

In this section, we describe the process of creating the Services Server.

To install the Services Server
1. Follow Steps 1-3 in “To install a single-server configuration” on page 29.

2. In the Installation Options window, select the Services Server option.

"’E Cisco Interaction Manager _H:||z|

Installation Options

7 Introduction Feature Set: |Custom |
7 License Agreement
P Installation Options [ File Server =
8 Prerequisites :: C\;‘Jep;\csa;:zfewer
@ Database Parameters [~ Database -
& Surnmary [~ Pattition f
B [nstalling Cisco Senver Kl| L2
B [nstallation Complete [ Description

Gervices Server

This option will install and configure services server components

InsizllAmraiers iy Zem &
carce <pack

Installation Options window
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3. Type the path or browse to the JDK home directory.

32 Cisco Interaction Manager

JDK Home Directory

- '
Introduction JDK 1.4.2 is required for this installation. Provide the location ofthe

7 License Agreerment JOK home directory

]

Installation Options
Prerequisites
Cigso Parameters

Database Parameters JDK home directory
Surnrmany Cj2sdk1.4.2_08

Installing Cisco Server,

as 8880

{"Restore Default Direciory | Browse

Installation Complete

Cancel < Back Mext =

JDK Home Directory window

4. Type the path to or browse to the folder where you would like to install the
Services Server.

¥ Cisco Interaction Manager

Cisco Interaction Manager Home Directory

)

QUCEURIED Specify the home directary for Ciseo Interaction Manager.
7 License Agreement
™ Installation Options
7 Prerequisites

Cisco Parameters

Datahase Parameters Cisco Interaction Manager directony:

CilCisco

(]
]
& Surmmary
@ [nstalling Cisco Server
L]

Installation Gomplete Restore Default Directory Browse

InsizllAmraiers iy Zem &
Cancel = Batk

Cisco Interaction Manager Home Directory window

5. Type the name of the File Server.
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3 Cisco Interaction Manager

File Server Parameters

™ Introduction

™ License Agreement
7 Installation Options
7 Prerequisites

& Ciseo Parameters
[ ]

File Server Hame  |FileServeriame

File Server Parameters window

Review the information displayed in the Summary window, and click Install.

In the Installation Complete window, click Finish to complete the installation
process.

Go to “Post-installation tasks” on page 53, and perform the post-installation
procedures described there. If you need to install an additional partition before
that, go to “Additional partitions” on page 67.



Post-installation
tasks

» Setting up archives for partition databases

» Copying license files

» Verifying configuration of File Server

» Verifying configuration of Application Servers

» Applying updates

» Separating the Web Server from the Application Server
» Changing Web Server settings

» Changing IIS configuration settings

» Starting Cisco Interaction Manager

» Configuring some important settings

» Uninstalling Cisco Interaction Manager
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This chapter guides you through the tasks to be performed after installing the system.
It also describe the process of uninstalling Cisco Interaction Manager.

Setting up archives for partition databases

It is important to set up an archive for each partition database to keep the size of the
database manageable and to avoid performance issues that could appear later.

See “Setting up the archive for a partition” on page 74 for details of the installation
procedure.

Copying license files

To copy the license files

» For each partition, copy the license files provided by Cisco to the following
location: CIA4__Home\config\license.

Verifying configuration of File Server

During the configuration of File Server, in some cases, installer is not able to
generate web.xml file properly. To confirm that the file has been generated properly,
check the following.

To verify the configuration of File Server

1. On the File Server browse, to the Cisco home directory. In the web-inf folder,
locate the following two files.

O  web.xml

O  weblogic.xml

2. In addition to these two files, if there is an additional file,
web_weblogic.xml, then delete the web.xml file and rename
web_weblogic.xml file to web.xmlL.
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Verifying configuration of Application

Servers

On the Application Server, you need to check the weblogic.jar and BEA licence files.

You need to perform the following steps on the primary Application Server and all
the secondary Application Servers.

To verify the configuration of Application Server

1.

Go to the location B£A Home\weblogic81\server\lib\ andlocate the
following two files.

o  weblogic.jar_orig
o  weblogic.jar

If the file weblogic.jar_orig doesn’t exist, then rename the file
weblogic.jartoweblogic.jar_orig.

Now, from the location, 2. _tHome\lib\ext\platform\, copy the file
weblogic.jar and paste it at the location,
BEA Home\weblogic81\server\lib.

Next, go to the location B£A_ Homee, and open the file License.bea.
This file should have the following two entries:
expiration="never"
type="ISV"

If these entries do not exist, then copy the file License_isv.bea from the
location, CIM__ Home\ config\ and paste it at location, BEA__ Homee.

Go the DOS prompt from the BEA__+Home location, and run the following
command.

UpdateLicense.cmd license_isv.bea

Applying updates

To apply the updates

1. Verity that Cisco Interaction Manager is stopped.

2. Open the Updates folder in the Application CD.

3. Apply all the updates based on instructions in the accompanying ReadMe file.
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Separating the Web Server from the
Application Server

To separate the Web Server from the Application Server you need to add the IP
address of the Web Server in the Master and Active databases.

To verify the IP address

»  You can verify the IP address by running the following query on the master and
active databases.

SELECT SETTING_ACT_VAL FROM EGPL_PREF_GLOBALSETTINGS
WHERE SETTING_NAME = 'Common.messaging.applethost’

To change the IP address
Table name: EGPL_PREF_GLOBALSETTINGS
Setting name: Common.messaging.applethost

» Setthe SETTING_ACT_VAL to IP address of the Web Server.

Changing Web Server settings

Configuring content expiration settings
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As part of the post-install procedure, you can configure the content expiration of
cache pages in your Web Server. By doing so, the browser compares the current date
with the expiration date that you have set to determine whether to display a cached
page, or request an updated page from the server. We recommend you set the
expiration to 365 days for optimum performance.

2\ Important: You must set this option for all partitions,
> including the System Partition.

To configure content expiration

1. Go to Start > Programs > Administrative Tools > Internet Services
Manager.

2. Inthe Default Web Site node, right-click System and select the
Properties option.



3. In the System Properties window, go to the HTTP Headers section. Select the
Enable Content Expiration option. Select the Expire after option and enter
365 in the text box. By default it is calculated in days. Click OK.

Configuring access for attachments without extensions

To allow access to attachments that have no extension, you need to configure
following changes from the IIS Manager.

To configure access for attachments without extensions
1. Open the Internet Information Services (IIS) Manager.
2. In the Default Web Site directory select the temp virtual directory.
3. Right click the temp virtual directory and select Properties.
The temp Properties window opens.

temp Properties ﬂ E

Yirtual Direckary I Docurments I Directory Security  HTTP Headers |Cust0m Errors I

I Enable content expiration
‘Web site content should:

| Expite immediabely:
% Expite after I 1 IDay(s) j

€ Expire on | Thursday , August 10,2006 v| at |12:00:00 A =

r~Customn HTTP headers
¥-Powered-By: ASP.NET Add...

Edt, .,

Remove |
— Content rating

Ratings help vour users o identify what type of " . |
content your site provides, Edit Ratings...
MIME bypes

iy 115 serves only files with extensions registered
in the MIME types list, To configure additional
2431 file extensions, click MIME Types,

OF | Cancel Apply Help

temp Properties window

4. In the temp Properties window go to the HTTP Headers tab and click the
MIME types button.

The MIME Types window appears.
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MIME Types [ %]
Registered MIME types (file extensions):
* applicationfoctet-straam i Mew.., ¢
.htm textfhtml
il textfhtml Edit. .. |
.properties applicationfoctet-straam
Wl application/text Remove
—MIME type details
Extension:
MIME bype:
]34 Cancel

MIME Types window

5. In the MIME Types window click the New button.

The MIME Type window appears.

MIME Type ]
Extension: I *|
MIME bvpe: I applicationfoctet-stream
[8]4 I Cancel

MIME Type window

6. In the MIME Type window provide the following details and click the OK
button.

O  Extension: Type the extension as . *.

o MIME type: Type the MIME type as application/octet-stream.

7. In the temp Properties window, click the Apply button.

Changing lIS configuration settings

Changing authentication settings for web site

You need to change the authentication settings for the web site only when the
Application Server and Web Server are configured on two different machines.
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To change web site authentication settings

1. Go to Start > Programs > Administration Tools > Internet Information
Services (IIS) Manager.

2. Browse to Web Sites > Default Web Site.
3. Right click on Default Web Site and select Properties.

4. In the Default Web Site Properties window go to Directory Security tab.

Default Web Site Properties EHE
‘Weh Site | Performance | ISAPI Filters I Home Directory I
Documents Direckary Security | HTTP Headers I Custam Errars

~Authentication and access contral

Enable anonymous access and edit the
w authentication methods For this resource,

i~ IP address and domain name restrictions

Grant or deny access to this resource using

@ IP addresses or Internet domain names.
Edit... |

[~ Secure communications
Require secure communications and i

enable client certificates when this e (it 2.0, |
resource is accessed, _ -

‘iew Certificate, ., |

Edit... |

OF | Cancel | Apply | Help |

Default Web Site Properties window

5. In the Authentication and access control section click the Edit button.

6. In the Authentication Details window change the authentication details from
internet user account to domain user account.
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Changing security credentials for network directory

You need to change the network directory security for each Cisco Interaction

60

7.

Manager virtual directory. These steps are required when Application Server and
Web Server are configured on the same machine, and the File Server is configured
on a different machine. You need to follow these steps for each partition.

To change the network directory security settings

1.

Authentication Methods x|

Use the Following Windows user account For anonymous access:

User name: I cisco_user Browse. ., |

Password: I sesssssses

- Authenticated access
For the following authentication methods, user name and password
are required when:

- anonymous access is disabled, or

- access is restricked using NTFS access control lists
[V Integrated Windows authentication
[ Digest authertication For Windows domain servers
[ Basic authentication (password is sent in clear bext)

[ MET Passport authentication

Default domain: I Select, ., |
Reealm;: I Select, ., |

OF I Cancel | Help |

Authentication Methods window

Click the OK button to close the window.

Go to Start > Programs > Administration Tools > Internet Information

Services (IIS) Manager.

Browse to Web Sites > Default Web Site.

Right click on the Cisco virtual directory and select Properties.

In the virtual directory properties window go to Virtual Directories tab.




cisco Properties

Wirtual Directory |D0cuments I Directary Security I HTTP Headers I Custom Errors I

The content For this resource should come from:
" & directory located on this computer
' 4 share located on another computer
& redirection ko a LRL

21|

Metwork directary: I Vi{serverti{share}

r Scripk source access v Log wisits
¥ Read v Index this resource
[~ wirite

[ Directory browsing

L

Conneck As..,

Application settings

Application name: I Default Application

Starting point: <Default Web Site =

Execute permissions: IScripts and Executables

=l
Application pool; IDeFauItAppPool j

Create

Configuration, ..

Un|zad

uli

Apply

o1

Cancel |

Cisco Properties window

In the section The content for this resource should Come from: select the
option A share located on another computer.

Provide the Network directory name and click the Connect As button.

In the Network Directory Security Credentials window, clear the option Always
use the authenticated user’s credentials when validating access to the
network directory and provide the user name and password of the domain user.

MNetwork Directory Security Credentials

Enter the security credentials that should be used to access the
specified network directary from this Web site,

User name: I cisco_user

Password;: I sessessnn
[ always use the authenticated user's credentials when
validating access to the network directary,

.

Cancel | Help |

Browse. ., |

x|

Network Directory Security Credentials window

Click OK to close the window.

Repeat these steps for all the Cisco Interaction Manager virtual directories.
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Starting Cisco Interaction Manager

62

To start Cisco Interaction Manager after completing the installation

process

1. Carry out the following tasks for security reasons:

a.

On the Web Server, remove execute permission from the virtual directory
temp.

On the Application Server in a distributed installation, remove permissions
to everyone from the ¢ isco share.

Give full control to the domain user account that you had created earlier for
Cisco Interaction Manager services.

2. If Cisco Interaction Manager is installed as a Windows service, change logon
parameters for the domain user on both the Application and Services Servers:

a.

d.

Go to Start > Settings > Control Panel > Administrative Tools >
Services.

In the Services window, locate the Cisco Interaction Manager service and
double-click it.

In the Properties window, under the Log On tab, change the logon
parameters to the domain user.

Start the services using the domain user account.

3. Remove the extension mapping for the temp virtual directory created by the
installation program:

a.

f.

g.

Go to Start > Settings > Control Panel > Administrative Tools >
Internet Information Services.

Under Default Web Site, browse to the temp directory. Right-click
to open its Properties window.

Click the Create button.
Click the Configuration... button.

Remove mapping for the following extensions, if they exist: . jsp and
.asp Click OK.

Now, click the Remove button. Click OK.
Restart IIS.

4. In the NT Services panel, start Cisco Service to start all Cisco Interaction
Manager services.



Logging in to the business partition

The System partition as well as the first business partition are created during the
installation.

To log in to the business partition

1. Type the URL http:// Web Serverl Partition, Virtual Directoryin your
browser, where Web Serveris your Web Server and
Partition, Virtual DLVector/v is the virtual directory created for this partition.

During the installation, you are prompted to provide the virtual site name in the
Partition Administrator Account and Partition window.

2. In the Login window, type the user name and password you had set up for the
partition administrator in the Partition Administrator Login Parameters window
during the installation. Click the Log In button.

Launching Cisco Interaction Manager from Cisco Agent Desktop
Embedded Browser
This release of Cisco Interaction Manager can be used with two browsers:
» Microsoft Internet Explorer
» Cisco Agent Desktop

See CAD documentation for details about configuring a new task button in CAD to
launch Cisco Interaction Manager using a URL. The URL is
http:// Web Serverl Partition, Virtual Divectory.

Make sure that Cisco Interaction Manager is configured to run in its own browser
tab, uninterrupted by other browser applications.

Configuring some important settings

Settings allow you to configure various aspects of Cisco Interaction Manager. Some
settings are configured at the partition level, while others have to be set up for each
department.

In this section, we describe certain settings that should be configured soon after
installation. These settings are of three types:

1. Mandatory settings that must be configured.

2. Settings related to using ESMTP protocol, which must be configured if you are
using ESMTP protocol for exception and spam emails and notifications.
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3. Important non-mandatory settings that you should configure before using Cisco
Interaction Manager.

Settings that must be configured

Make sure you configure the following settings for each partition.

At the partition level
» Default SMTP server
» Notifications mail SMTP Server
» Notifications mail redirection from address

» Notifications mail redirection to address

At the department level

Configure the following setting for each department.

» Default From address for alarm

ESMTP settings

Configure these partition-level settings only if you use ESMTP protocol for
exception and spam emails and notifications.

» Exception mails SMTP user name

» Exception mails SMTP password

» SPAM mails SMTP user name

» SPAM mails SMTP password

» Notification mails SMTP user name

» Notification mails SMTP password

Recommended settings

Although these settings are not required it is recommended that you configure them
to your business needs.

At the partition level
» Exception email SMTP
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» Exception mail redirection to address

» Exception mail redirection from address
» SPAM mail SMTP Server

» SPAM mail redirection from address

»  SPAM mail redirection to address

» Customer departmentalization

At the department level

» Business calendar time zone

Optional settings

Although it is not mandatory to change these settings, you are likely to feel the need
to configure them for your business.

At the partition level
» Expiry time for auto pushback
» Inactive time out

» Deletion time out

Uninstalling Cisco Interaction Manager

To uninstall Cisco Interaction Manager
1. Go to Start > Settings > Control Panel.
2. Double-click Add/Remove Programs.

3. From the list of currently installed programs, select Cisco Interaction Manager
and click Remove. Follow the instructions to uninstall Cisco Interaction
Manager.

By default, the program does not uninstall the following:
o Database

O  Storage folder on the file system.
This ensures that your critical data is never lost.

4. Go to the SQL Enterprise Manager and delete the database manually, if required.
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partitions

» About partitions
» Verifying prerequisites

» Installing a new business partition
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The System partition and the first business partition are installed by default. You can
create additional business partitions with the installation program. This chapter
describes the procedure for installing and configuring a new business partition.

About partitions

Verifying

68

As Cisco Interaction Manager is designed for enterprise-wide deployments, a single
installation can be used by various independent or semi-independent business units
in an organization. You can easily set up Cisco Interaction Manager to mirror the
structure of your business.

An Cisco Interaction Manager installation can have one or more business partitions,
which are meant to be used as independent units. While the hardware and software is
common for all partitions, system resources and business objects are stored and
managed separately for each partition. Partitions are ideal for organizations where
business units (or clients, in the case of an outsourced services provider) do not need
to share customer, interaction, or product information.

The installation program creates the System partition and a single-department
business partition. You can create additional business partitions by using the
installation program. Create additional partitions if you:

» Want complete segregation of data between business units in your enterprise.

» Are an outsourcing or application service provider, and want to serve multiple
customers from a single installation.

prerequisites

Complete the following tasks before beginning to install an additional partition.

1. Ensure that WebLogic and RMID services for the first partition are running
before installing the new partition.

2. Ensure that the application is installed properly.

3. Ensure that Cisco Interaction Manager is installed and running for the default
partition.



Installing a new business partition

To create a new business partition
1. On the File Server, run Setup.exe from the Application CD.
2. In the Introduction window read the installation instructions.

3. Review the license agreement and select the I accept the terms of the License
Agreement option.

4 Cisco Interaction Manager

License Agreement

7 Introduction TERMS AND CONDITIONS OF USE i‘
M License Agreement
0 IMPORTANT:  THE USE OF THE CISCO INTERACTION

MANAGER SOFTWARE IS CONTINGENT UPDN YOUR
EXPRESS AGREEMENT TO BE BOUND BY THE TERMS AND
CONDITIONS OF THIS AGREEMENT OR A SOFTWARE
LICENSE AND SERVICES AGREEMENT EXECUTED BY ¥OU
AND Cisco Systems. BY CLICKING THE “ACCEPT” BUTTON
BELOW YOU AGREE TO BE BOUND BY THE TERMS OF THIS
AGREEMENT.  IF ¥OU ARE ALREADY A SIGNATORY TO A
VALID AND SOFTWARE LICENSE AND SERVICES
AGREEMENT WITH Cisco Systems. THE TERMS OF THAT
AGREEMENT SHALL GOVERN YOUR USE OF THE CISCD
INTERACTION MANAGER SOFTWARE.

(% Yaccept the 1emms of the Lisense Agreement

£ Ido NOT acoept the terms of the License Agreement

License Agreement window

4. In the Installation Options window, select the Partition option.

"E Cisco Interaction Manager §|g‘

Installation Options

™ Introduction Feature Set: |Custom [=
™ License Agreement

s [ Application Server ]
A Installation Options ™ weh Server
e " Senices Server
= [” Database
[ ]
L] [~ Archive -
» d .
™ Description

Partition

This option will install and configure a new partition. Make sure that
Cisco Interaction Manager application is up and running. Restart the
Cisco Interaction Manager application afler the partition is created
successfully.

Installation Options window

5. In the Web Server Parameters window, provide the following information.
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User name to connect to File server share: Type the user name to connect to
File Server share. The user name is the domain name of the user account
created exclusively for Cisco Interaction Manager. For details, see“Setting
up user accounts and permissions” on page 17.

Password to connect to File server share: Type the password to connect to
File Server share.

4 Cisco Interaction Manager

& Introduction

™ License Agreement
™ Installation Options
™ Prerequisites

P Cisco Parameters

Cancel = Back

Web Server Parameters

Username to connect to File server share  |DomaintlameYJserMam
Password to connect to File server share |
Verify conneet password i

Web Server Parameters window

In the Partition Administrator Account and Partition window provide the
following details.

a.

b.

Type a user name for the Partition Administrator.
Type a password for the Partition Administrator.

Provide a name for the partition. This name will be part of the URL that
users will use to log in to Cisco Interaction Manager:
http://CiM_Homel Partition, Name Make sure that the name does
not contain any spaces.

Provide a description for the partition.



% Cisco Interaction Manager

Cisco Partition Administrator Account and Partition

T Introduction

™ License Agreement
™ Installation Options
™ Prerequisites

M Cisco Parameters User name ,;357
- Password ,Mi
® Verify password lﬂi
° -

™ Partition name aclditional

Description of partition Additional Partition

Cancel = Back

Partition Administrator Account and Partition window

In the Partition Database Parameters window provide the following details.

Important: Partition database should be created on the
1% same database server as the master database.

O Server name: Name of the local or remote server on which your MSSQL
database is installed.

O Database name: Name of the master database. The installation program
creates a database with the name you type here.

O  Database listener port: MSSQL server port number.

O Datafile path: Path to the Data folder on the database server. For example,
MSSQL_Home\MSSQL\Data.

O Datafile initial size (MB): Minimum datafile size for the database.
O Datafile maximum size (MB): Maximum datafile size for the database.

o  Datafile increment size (MB): Additional file size limit that will be
allocated to a database object after the initial size is full.

O Logfile initial size (MB): Minimum logfile size for log entries.
O Logfile maximum size (MB): Maximum logfile size for log entries.

o Database administrator user name: User name of the database administrator
for MSSQL Server.

O Database administrator password: Password of the database administrator.

O Cisco Database user name: User name required for connecting to the Cisco
Interaction Manager database. The installation program creates the database
and its user.
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O Cisco Database password: Password for the Cisco Interaction Manager
database user.

3¢ Cisco Interaction Manager

Partition Database Parameters

7 nirodaction Server name [Prtnmsesaratione

™ License Agreement

™ Installation Options Database name ’W

™ Prerequisites Database listen port 1433

™ Cisco Parameters Datafile path ’C.\Prugramm

B Datahase Parameters Datafile initial size (ME) [0

: Datafile maximum size (MB) [Unlimited

[ Datafile increment size (MB) 500
Logtile initial size (MB) N T
Logtile maximum size (MB) [Unlimited
Database administrator user name ’357
- PR A ——

Type partition database parameters

8. Review the information displayed in the Summary window, and click Install.

9. In the Install Complete window, click Finish to complete the installation
process.
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About archives

Data is stored in the active database. With time, the size of the data usually increases
to a point where it begins to affect the performance of the system. Hence, it is
important that data that is not in use anymore is stored somewhere other than the
active database.

Archiving is a systematic process which moves the data from the active database to
the archive database. Periodic archiving helps to keep the size of the active database
within prescribed levels, thereby improving the performance of the system.

Archives can be set up for all partitions except the system partition. The application’s
installation program helps you install archives. You can install them while installing
the application or creating a new partition. You can also choose them later—in that
case, make sure that the File Server is properly installed.

Setting up the archive for a partition
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To set up the archive

1. On the File Server, run Setup.exe from the Application CD.

2. In the Introduction window read the installation instructions.

3. Review the license agreement and select the I accept the terms of the License
Agreement option.

License Agreement

! bl TERMS AND CONDITIONS OF USE i‘
A License Agreement

IMPORTANT:  THE USE OF THE CISCO INTERACTION
MANAGER SOFTWARE IS CONTINGENT UPON YOUR
EXPRESS AGREEMENT T0 BE BOUND BY THE TERMS AND
CONDITIONS OF THIS AGREEMENT OR A SOFTWARE
LICENSE AND SERVICES AGREEMENT EXECUTED BY YOU
AND Cisco Systems. BY CLICKING THE “ACCEPT* BUTTON
BELOW YOU AGREE TO BE BOUND BY THE TERMS DF THIS
AGREEMENT. IF YOU ARE ALREADY A SIGNATORY T0 A
VALID AND SOFTWARE LICENSE AND SERVICES
AGREEMENT WITH Cisco Systems. THE TERMS OF THAT
AGREEMENT SHALL GOVERN YOUR USE OF THE CISCO
INTERACTION MANAGER SOFTWARE.

(5§ aceent 1he tems.of the Livenss Agreament

€ Ido NOT accept the terms of the Livense Agresment

Licence Agreement window

4. In the Installation Options window, select the Archive option.



4 Cisco Interaction Manager

T Introduction Feature Set: |Custormn ;I
™ License Agreement
Y I~ Application Server ]
A Installation Options [ Web Server
B Prereguisites [~ Senices Serer
@ Cisco Parameters [~ Database
8 Database Pararneters [~ Partition
& Sumrmary
@ [nstalling Cisco Server. d J
8 [nstallation Complete - Descrintion
Archive
This Option will create Archive Database for entered Partition

EIE [34 ZEI 15

Cancel = Back

Installation Options window

In the Partition Name Parameter window provide the following details.

O  Partition name: Name of the partition for which you want to create the
archive database.

O Database administrator user name: User name of the partition database
administrator for MSSQL server.

O Database administrator password: Password of the partition database
administrator.

42 Cisco Interaction Manager

Partition Name Parameter

Introduction
License Agreemant
Installation Options
Frerequisites

Cisco Parameters .
Partition name default

Database Parameters
Database administrator user name |53

Sumrmary

Installing Cisco Server... Database administrater password e

Installation Complete Verify passoword =

a8 88333 DD

InsizllEmnaliere by Zermn G

Cancel = Back

Partition Name Parameter window
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6. In the Archive Database Parameters window provide the following details:

O Server name: Name of the local or remote MSSQL database server on
which your archive database will be installed.

O Database name: Name of the archive database. The installation program
creates a database with the name you type here.

O Database listener port: MSSQL server port number.

O Datafile path: Path to the Data folder on the database server. For example,
MSSQL_tHomeA\MSSQL\Data.

O Datafile initial size (MB): Minimum datafile size for the database.
O Datafile maximum size (MB): Maximum datafile size for the database.

O Datafile increment size (MB): Additional file size limit that will be
allocated to a database object after the initial size is full.

O Logfile initial size (MB): Minimum logfile size for log entries.
O Logfile maximum size (MB): Maximum logfile size for log entries.

O Administrator user name: The user name of the archive database
administrator for MSSQL Server.

O Administrator password: Password of the archive database administrator.

O  Cisco Database user name: User name required for connecting to the
archive database.

O  Cisco Database password: Password for the archive database user.

-E Cisco Interaction Manager E”EWZ\

76

Archive Database Parameters
Iniroduction Server name DatabaseServerName 2
™ License Agreerment
Datal GArchiveDB
™ Installation Options abase name FeArenve
™ Prerequisites Database listen port 1433
™ Cisco Parameters Datafile path o Pragram Filesiicro
(=]
DEELRESD (PERETEED Datafile initial size (MB) 500
B
8 Datafile maximum size (MB) Unlimited
™ Datafile increment size (MB) 10
Logfile initial size (MB) 50
Logfile maximum size (MB} 100
Administrator user name 58
— A

Archive Database Parameters window

Review the information displayed in the Summary window, and click Install.
In the Install Complete window, click Finish to complete the installation

process.
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Secure Sockets Layer (SSL) is widely used to create a secure communication
channel between web browsers and servers. You can set up SSL for more secure
connections to your Cisco Interaction Manager installation by following the
procedures described in this chapter.

Installing Microsoft Certificate Services

To install Microsoft Certificate Services
1. Go to Start > Settings > Control Panel.
2. Double-click Add/Remove Programs.

3. In the Add/Remove Programs window, click the Add/Remove Windows
Components button.

JT=TE

Currently installed programs: Sork by:lm
[} Adobe Acrobat 5.0 Size 79.0M &
Fi Adobe Frametaker v6.0 Size 59,9MB
a Adobe Type Manager 4.1 Size 934KE
’\'?:J ATRT Global Metwork Dialer Size 2.52MB

ﬁ Google Toolbar For Internet Explorer Size TIEKE

= Java 2 Runtime Environment Standard
Edition v1.3.1
Jawva 2 Runtirme Environment, SE

Size 22, 1MB

V.41 02 Size 1.19MB
= Java web Start Size 2.05MB
i McAfes WirusScan Size 12.8MB
q Microsoft Office 2000 SR-1 Premium Size 401MEB
i Micrasoft Project 2000 Size 43,5ME
B Microsoft Yisio 2000 (IE) Size 216KE
=g MindManager X5 Size: 46,7MB
PER e e e o - .

Click the Add/Remove Components button on the Add/Remove Programs window

4. In the Windows Components window, select the Certificate Services option.
Click Yes, and then Next.
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5.

6.

Windows Components Wizard [ %]

Windows Components
“Y'ou can add o remove components of ‘Windows,

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be ingtalled. To zee what's included in a component, click

Details.

LComponents:

Accessories and Utilities 49MB =~
ﬁApplication Server 334 ME

1.4 MB
[C] = E-mail Services 1.1 MB
[T 4 Fax Servines 7 9MR LI

Description:  |nstallz a certification authority [CA] to izsue certificates for uze with
public key security programs.

Total disk space required: 5O0ME Details |
Space available on digk: 32989.8 MB —

< Back I Mest » I Cancel | Help |

Windows Components window

In the CA type window select the Standalone Root CA option. Click Next.

*Jindows Components Wizard

CA Type
Select the type of CA you want to zet up,

| Enterprize oot C&
| Enterprize subordinate G

" Stand-alone subordinate CA

Description of CA type
The most trusted Ca in a CA hierarchy.

Tainstall an enterprize CA, Active Directory is required; you must alzo be a member of
the Enterprize Adming group.

™ Use custom settings to generate the key pair and CA certificate

< Back I Mest » I Cancel Help

CA Type window

In the CA Identifying Information window, provide the details of the CA
certificate.
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Windows Components Wizard x|

CA Identifying Information
Enter information to identify this CA,

LComman name for this G

Cizco

Distinguizhed name suffix:

de=cisco,de=ir|

Freview of distinguizhed name:

CM=cizco,de=cisco.dc=in

Walidity period: Expiration date:

|5 IYea[s vl 1247420171 B:02 PM

< Back I Mest » I Cancel Help

Provide CA identification information

7. In the Certificate Database Settings window, provide the location of the
certificate database, database log, and configuration information and click Next.

Windows Components Wizard [ %]

Certificate Database Settings
Enter locations for the certificate database, database log, and configuration
infarmation.

Lertificate database:

Browse...

Certificate database log:

IEI:\W’INDDWS\system32\EertLog Browse... |

¥ | Store configuration information ifa shared folder
Shared folder:
IE:\EAEonfig Browse...

I~ | Preserve evisting certificate database

< Back I Mest » I Cancel Help

Configure certificate database settings

8. Stop the IIS if it is running.
9. Insert your Windows 2003 CD when prompted, and then click OK.
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Files Needed [ %]
{ '.) Some files on Windows Server 2003, Standard Editian

] CD-ROM are needed.
Cancel |

Inzert Windows Server 2003, Standard Edition
CD-ROM into the drive selected below, and then click
oK.

LCopy filez from:

j Browse. .. |

Files Needed window

10. Click Finish to complete the installation.

Installing a security certificate

This section contains the procedures for that you must perform to acquire a
certificate request.

Generating a security certificate request

This procedure creates a new certificate request, which is then sent to a Certificate
Authority (CA) for processing. If successful, the CA will send you back a file
containing a validated certificate.

To generate a certificate request

1. Start the IIS Microsoft Management Console (MMC) snap-in.
2. Right-click Default Web $Site, and then click Properties.
3. Click the Directory Security tab.

81



Cisco Interaction Manager Installation Guide

Default Web Site Properties EHE
‘Weh Site | Performance | ISAPI Filters I Home Directory I
Documents Direckary Security | HTTP Headers I Custam Errars

~Authentication and access contral

Enable anonymous access and edit the
w authentication methods For this resource,

i~ IP address and domain name restrictions

@ Grant or deny access to this resource using

IP addresses or Internet domain names.
Edit... |

[~ Secure communications
Require secure communications and i

enable client certificates when this e (it 2.0, |
resource is accessed, _ -

‘iew Certificate, ., |

Edit... |

OF | Cancel | Apply | Help |

Default Web Site Properties window

4. Under Secure communications, click the Server Certificate button to launch
the Web Server Certificate Wizard.

5. On the Welcome to the web Server Certificate Wizard window Click the Next
button.

6. In the Server Certificate window select Create a New Certificate. Click the
Next button.

IIS Certificate Wizard

Server Certificate
These are the methods for assigning a certificate to a'Web site.

Select the method you want to use for this web site:

= Assign an existing certificate
" Import a certificate from a Key Manager backup file.
= Import & certificate from a .pfx file

= Copy or Move a certificate fram a remote server site to this site.

< Back I Mest » I Cancel

Server Certificate window
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In the Delayed or Immediate Request window, select the Prepare the request
now, but send it later option and click Next.

IIS Cettificate Wizard [ %]
Delayed of Immediate R "
y q

“Y'ou can prepare a request to be sent later, or pou can send one
immediately.

Do you want to prepare a certificate request to be zent later, or do you want to zend it
immediately to an online certification authority?

' Prepare the request now, but send it later

| Send the request immediately to an online certification autharity

< Back I Mest » I Cancel

Delayed or Immediate Request window

In the Name and Security Settings window, type a descriptive name for the
certificate in the Name field, type a bit length for the key in the Bit length field,
and then click Next. The wizard uses the name of the current Web site by
default.

IIS Cettificate Wizard [ %]

Mame and Security Settings
Your new certificate must have a name and a specific bit length.

Type a name for the new certificate. The name should be easy for pou to refer to and
remember.

M ame:

The bit length of the encryption key determines the certificate’s encryption strength.
The greater the bit length, the stronger the security. Howewver, a greater bit length may
decrease performance.

Bit length: |1024 vl

™ Select cryptographic service provider [CSP) for this certificate

< Back I Mest » I Cancel

Name and Security Settings window

In the Organization Information window, type the organization name (such as
Cisco) and unit (such as Service Department). Click Next. As this information
will be placed in the certificate request, make sure it is accurate.
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IIS Certificate Wizard

Organization Information
“Y'our certificate must include information about your organization that
distinguishes it from other organizations.

Select or type vour organization's name and pour organizational unit. Thiz iz tpically the
legal name of your organization and the name of your division or department.

For further information, consult certification authority's Web site.
Organization:

Ic:isc:o j
Organizational unit:

Iciscd -

< Back I Mest » I Cancel

Organization Information window

10. In the Your Site’s Common Name window, in the Common name field, type the
DNS name of the Web Server. Click Next.

Your Site's Common Name
Your Web gite's common name iz its fully qualified domain name.

Type the common name for your site, |F the server iz on the Internet, uge a valid DMS
name. If the server iz on the intranet, you may prefer to use the computer's MetBlOS
name.

If the common name changes, you will need to obtain a new certificate.

LComman name:

|namel

< Back I Mest » I Cancel

Your Site’s Common Name window

11. In the Geographical Information window provide the location information, and
click Next.
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Geographical Information
The certification authority requires the following geographical information.

LCountry/Region:
IUS [United States] VI

State/province:

| [~ |
City/locality:

/ [~ |
State/pravince and City/locality must be complete, official names and may not contain
abbreviations.

< Back I Tewt > Cancel

Geographical Information window

12. In the Certificate Request File Name window, type the file name for the
certificate request. The default name and locationis c:\certreq. txt. Click
Next.

1IS Cettificate Wizard x|

Certificate Request File Hame
“Y'our certificate request iz saved az a text file with the file name pou
specify.

Enter a file name for the certificate request.

File name:

choertreq bt Browse... |

< Back | Mest » Cancel

Certificate Request File Name window

13. In the Request File Summary window review the summary and click Next to
generate the certificate.

Submitting the certificate request

This procedure uses Microsoft Certificate Services to submit the certificate request.
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To submit the certificate request

1.

Use Notepad to open the certificate file generated in the previous procedure and
copy its entire contents to the clipboard. Copy content from

Open your web browser and type the URL
http:// Certﬁcata_farw/ certsrv where certgfma_wm is the
name of the computer running Microsoft Certificate Services.

Click Request a Certificate, and then click Next.

On the Choose Request Type page, click Advanced request, and then click
Next.

On the Advanced Certificate Requests page, select the Submit a certificate
request using a base64 encoded PKCS#10 file or a renewal request using
base64 encoded PKCS #7 file option. Click Next.

On the Submit a Saved Request page, click in the Base64 Encoded Certificate
Request (PKCS #10 or #7) text box and paste the certificate request you copied
to the clipboard in Step 1. Ensure that you don’t leave any blank spaces while
pasting the text.

In the Certificate Template combo box, click Web Server.
Click Submit.

Close the web browser.

Getting the certificate issued
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To get the certificate issued

1.

A U

Go to Start > Programs > Administrative Tools > Certificate Authority to
open the Certification Authority tool.

Select the Pending Requests folder.

Right-click the certificate request that you just submitted.

Choose Actions > All Tasks > Issue.

In the Issued Certificates folder, double-click the certificate to view it.

On the Details tab, click Copy to File, and save the certificate as a Base-64
encoded X.509 certificate.

Close the Properties window for the certificate.



8.

Close the Certificate Authority tool.

Installing the certificate on the Web Server

To install the certificate on the Web Server

1.

2
3.
4

Start the IIS Microsoft Management Console (MMC) snap-in.
Right-click Default Web Site, and then click Properties.
Click the Directory Security tab.

Under Secure communications, click the Server Certificate button to launch
the Web Server Certificate Wizard.

Select the Process the pending request and install the certificate option. Click
Next.

Type the path and file name of the local copy of the certificate, and then click
Next.

Review the overview, click Next, and then click Finish.

The certificate is now installed on the Web Server.

Configuring SSL access

This procedure uses Internet Services Manager to configure the virtual directory to
require SSL for access.

To configure SSL access

1.

Go to Start > Settings > Control Panel > Administrative Tools > Internet
Information Services.

Right-click Default Web Site, and then click Properties.
Click the Directory Security tab.
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Default Web Site Properties EHE
‘Weh Site | Performance | ISAPI Filters I Home Directory I
Documents Direckary Security | HTTP Headers I Custam Errars

~Authentication and access contral

Enable anonymous access and edit the
w authentication methods For this resource,

i~ IP address and domain name restrictions

@ Grant or deny access to this resource using

IP addresses or Internet domain names.
Edit... |

[~ Secure communications
Require secure communications and i

enable client certificates when this e (it 2.0, |
resource is accessed, _ -

‘iew Certificate, ., |

Edit... |

OF | Cancel | Apply | Help |

Default Web Site Properties window

4. Under Secure communications, click Edit.

5. In the Secure Communications window, select the Require secure channel
(SSL) and Require 128-Bit encryption options. Click OK, and then click OK
again to close the Properties dialog box.

Secure Communications E

¥ Require secure channel (S5L)

i~ Client certificates
' Ignore client certificates
" Accept client certificates
" Require client certificates

[ Enable client certificate mapping

Client certificates can be mapped ko Windows user

accounts, This allows access control ko resources using .
client certificates, Edi..

™ Enable certificate trust lisk
Current CTL: I j

OF I Cancel | Help |

Secure Communications window

6. Restart the IIS Service.

Clients browsing to this virtual directory must now use HTTPS.
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Configuring the viewing of attachments

To make it easy to view attachments

1.

In CIM_Home\config\legpl_master.properties:

a. Change the value of webtemp.webdir from
http:// Web Server/temp to https://Web Server/temp

b. Change the value of Task.Attachment.WebTemp from
http:// Web Server/temp to https:// Web Server/temp

In CIM_HomeNconfig\legml_mailconfig.properties change the
value of Attachment.WebTemp from http://Web Server/temp to
https:// Web Server/ temp

Testing SSL access

To test SSL access to Cisco Interaction Manager

1.
2.

Open your web browser.

Use HTTP in the URL for Cisco Interaction Manager:
http:// Web Serverl Partition

You should see a message such as:
The page must be viewed over a secure channel
Please try the following:

Try again by typing protocol as https:// at the beginning of the address you
are attempting to reach. HTTP 403.4 - Forbidden: SSL required Internet
Information Services

Now use HTTPS in the URL for Cisco Interaction Manager:
https:// Web Server! Partition

In the security message that appears, click the View certificate button.

After verifying certificate information, click OK. And then click Yes to proceed
to the URL.

The Cisco Interaction Manager login window appears.
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Appendix A: Additional information

This chapter provides the startup and shutdown procedures for all components of
Cisco Interaction Manager in a distributed installation. It also outlines the best
practices for setting up distributed installations and a set of frequently asked

questions.

Best practices for distributed installations

The following best practices are strongly recommended when setting up Cisco

Interaction Manager in a distributed environment with multiple web/applications

servers configured through a load balancer for user access:

4

The startup type for all the Windows services involved with the functioning of
Cisco Interaction Manager must be set to manual. This includes IIS Admin
service and the World Wide Web Publishing service on all Web Servers and the
Cisco Interaction Manager on all Application Servers and the Services Server.
This configuration will ensure that all the components in the setup can be
stopped and started in a controlled manner in the recommended starting
sequence, even when the servers are rebooted.

If there is a need to restart any of the individual components (i.e., Web Server,
Application Servers, Services Server, or the Database) of the distributed setup, it
is recommended that the shutdown and startup procedures be followed as
indicated in this document to restart all the components in the distributed setup.
It is not advisable to restart individual components only.

All Web Servers must be removed from the load balancer when starting the
system. When this is not possible, it is important to ensure that IIS is started on
all the Web Servers in quick succession. This will ensure that users accessing the
load balancer URL are spread across all the Web/Application Servers uniformly
without loading excessively the Web/Application Servers that come up first.

When there are four or more secondary Web/Application Servers configured in
the deployment, it is recommended to add only the secondary Web Servers to the
load balancer and not the primary Web Server.

The load balancer must be configured to support sticky sessions (i.e. Session
Affinity). Typical ways of achieving this are via cookies or source IPs.

Round robin is the preferred algorithm to use for the load balancer.

A health check URL is provided by Cisco to validate successful access to the
system UL This URL can be used by the load balancer to confirm if the Web
Server and the corresponding Application Server are ready to start taking agent
login requests. This URL is

http:// Web Server Namelsystem/web/view/platform/common
/checkWebAppHealth.jsp.
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If Web and Application Servers have been started properly, the response
received to this URL request will be the string named Service.

Frequently asked questions

92

Q: Why does the Services Server wait for the primary WebLogic server to
complete startup?

A: When the Services Server starts, some of the automatic processes (like Workflow,
Retriever, and Scheduler) try to register as JMS listeners. This registration would fail
if the primary Application Server were not up, since the WebLogic instance running
on the primary Application Server also serves as the JMS server for the setup.

Q: Why can't I start the primary Application Server first?

A: One of the startup classes in the primary WebLogic Application Server generates
the license.js file by extracting information from the License Manager service. Since
the License Manager service is running on the Services Server, it is important for the
Services Server to have started the License Manager first.

Q: What is the role of the primary Application Server?

A: The primary Application Server serves as a JMS Server (i.e. Messaging Server)
for the entire distributed setup. It maintains nailed connections to all agent browsers
(and customer browsers in case of Chat) for the purpose of delivering messages to
the Cisco Interaction Manager consoles. It is also capable of servicing agent login
requests. However, we recommend that it be excluded from this role in order to
minimize the load on this server when there are four or more secondary
Web/Application Servers.

Q: What is the role of the Web Server?

A: The Web Server is used to serve static content to the web browser and redirect
dynamic content requests (i.e. JSP requests) to the Application Server. The primary
Web Server also serves attachments to email and knowledge base articles when
agents wish to view them from the Cisco Interaction Manager consoles.

Q: How can I verify that the load is equally distributed on all the
web/application servers after a system re-start?

A: The URL

http:// Web Server Namelsystem/web/view/platform/debug/Llis
tsessions. jsp can be accessed for each primary and secondary
Web/Application servers to list down the active/inactive user sessions running on
them.

Q: What are the checklist items to verify in case of distributed setups?

A: The following items have been identified as checklist items for distributed setups:
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» The value of the Messaging applet IP address setting
(Common.messaging.applethost) in the master and active databases must be set
to be that of the Primary Web Server. The network on which the agent browsers
reside must be able to resolve the IP address of the primary Web Server.
Accordingly, external or internal IP addresses must be used.

This setting value can also contain the Fully Qualified Domain Name of the
primary Web Server as long as it maps to its alternate IP address.

You can verify the value of this setting by running the following query on the
master and active databases:

SELECT SETTING_ACT_VAL FROM EGPL_PREF_GLOBALSETTINGS
WHERE SETTING_NAME = 'Common.messaging.applethost’

»  The ThreadCount for eGainPushletQueue configured in the primary Application
Server must be equal to the maximum number of users expected to access the UL
concurrently through all the web/application servers. This information will be in
the file:
CIM__tHome\config\weblogic\config_<server_name>.xml

» The WebLogic server license file (i.e. B£A_tHome\ license.bea file) on all
the Application Servers (primary and secondary) must contain ISV specific
entries. When the Cisco Interaction Manager installation program runs, the
license.bea file is updated with entries of type="ISV" and expiration="never"
towards the beginning of the file. The installer internally executes the command
utility B£A_ Home\UpdatelLicense.cmd license_isv.bea

» The WebLogic server jar file (i.e. weblogic.jar) on all the Application Servers
(primary and secondary) must correspond to the ISV version. When the Cisco
Interaction Manager installation program runs, an ISV version of the
weblogic.jar file is copied to the folder
BEA Home\weblogic81\server\Llib from the folder
CIM__Home\ Lib\ext\platform. The original weblogic.jar file under the
folder BEA Home\weblogic81\server\lib isrenamed as
weblogic.jar_orig.

Starting and stopping components

This procedure assumes that Cisco Interaction Manager is configured to run as a
Windows service on the Services Server and the Application Servers (Primary and
Secondary). This is the default configuration for running Cisco Interaction Manager.
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Starting sequence

To start the Cisco Interaction Manager application, Windows services on the
different machines must be started in the following order:

1.

2
3.
4

Services Server: Start Cisco Interaction Manager.
Primary Application Server: Start Cisco Interaction Manager.
Secondary Application Servers: Start Cisco Interaction Manager.

Web Servers: Start IIS Admin service, World Wide Web Publishing service, and
the Default Web Site on all servers.

Load balancer: Enable the routing logic to allow web requests to come into
Cisco Interaction Manager.

Stopping sequence

To shut down the Cisco Interaction Manager application, Windows services on the
different machines should be stopped in the following order.

1.

Load balancer: Disable the routing logic to ensure that no web requests are
allowed to come into Cisco Interaction Manager.

Web Servers: Stop IIS Admin service and World Wide Web Publishing service
on all servers.

Secondary Application Servers: Stop Cisco Interaction Manager on all servers
and ensure that the java process corresponding to the WebLogic server is
terminated.

Primary Application Server: Stop Cisco Interaction Manager and ensure that
the java process corresponding to the WebLogic server is terminated.

Services Server: Stop Cisco Interaction Manager and ensure that all the java,
javaw, cmd, and rmid processes corresponding to Cisco services are terminated.

Starting Services Server and primary Application Server

The Services Server and the primary Application Server must be started in a well-
coordinated manner as they have certain dependencies on each other.
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1.

Start Cisco Interaction Manager on the Services Server through the Windows
Services control panel.

Look for the message Waiting for Application Server to start t3, associated with
a timestamp close to the current time, in the file
CiM_Home\Logs\O_pid_dsm_Llog.txt

Start Cisco Interaction Manager on the primary Application Server.
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Look for the message Application Server started t3, associated with a timestamp
close to the current time, in the file
CIM__tHome\Logs\0_pid_dsm_Llog.txt

Look for the message Server started in RUNNING mode, associated with a
timestamp close to the current time, in the file
CIM_Home\logs\egain_weblogic_server.log

Starting secondary Application Servers

The secondary Application Servers must be started one after another using the
following steps:

1.

Start the service named Cisco Interaction Manager on the Secondary
Application Server through the Windows Services control panel.

Look for the message Application Server started t3, associated with a timestamp
close to the current time, in the file
CiM__Home\logs\0_pid_dsm_Llog.txt

Look for the message Server started in RUNNING mode, associated with a
timestamp close to the current time, in the file
CIM_Home\logs\egain_weblogic_server.log
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Configuration details

Additional partition
0 Yes: ol 02 O3 O Other
o No

Configuration type and option
0 Single server

O Split server

0 Distributed server

Option: 0l 02 03 0 Other

File Server details

# Item Value

1. Location of CIM home
directory

Database details

# | ltem Value
1. System Administrator user name

2. System Administrator password

3. Partition Administrator user name

4. Partition Administrator password

5. Partition name

6. | Partition description

Master database parameters
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# Item Value
7. Server name

8. Database name

9. | Database listener port

10. | Datafile path

11. | Datafile initial size

12. | Datafile maximum size

13. | Datafile increment size

14. | Logfile initial size

15. | Logfile maximum size

16. | Database administrator user name
17. | Database administrator password
18. | CIM Database user name

19. | CIM Database password

Partition Database parameters

20. | Server name

21. | Database name

22. | Database listener port

23. | Datafile path

24. | Datafile initial size

25. | Datafile maximum size

26. | Datafile increment size

27. | Logfile initial size

28. | Logfile maximum size

29. | Database administrator user name
30. | Database administrator password




#

31.

Item Value

CIM Database user name

Appendix B: Reference sheet

32.

CIM Database password

Application Server details

Item Value

Location of BEA home directory

Location of WebLogic home directory

Location of JDK home directory

Location of file server

Location of CIM home directory

Web server name

Services server name

WebLogic server parameters

8.

9.

Domain location

Server name

10.

11.

User name

Password

12.

13.

Listen port

SSL listen port

RMI parameters

14.

15.

RMI registry port

RMI activation port

Master database parameters

99



Cisco Interaction Manager Installation Guide

Web Server details
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# Item Value
16. | Server name
17. | Database name
18. | Database listen port
19. | CIM Database user name
20. | CIM Database password
Partition database parameters
21. | Server name
22. | Database name
23. | Database listen port
24. | CIM Database user name
25. | CIM Database password
# | Item Value
1. File server name
2. User name to connect to file server
share
3. | Password to connect to file server
share
4. Application server name




Services Server details
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# Item Value
1. Location of JDK home directory
2. Location of CIM home directory
3. File server name
Archive details
# Item Value

Partition parameters

1.

2.

Partition name

Database administrator user name

3.

Database administrator password

Archive database parameters

4.

Server name

Database name

Database listener port

Datafile path

Datafile initial size

Datafile maximum size

10.

11.

Datafile increment size

Logfile initial size

12.

13.

Logfile maximum size

Administrator user name
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# Item Value
14. | Administrator password

15. | CIM Database user name

16. | CIM Database password



	Cisco Interaction Manager Installation Guide
	Contents
	Preface
	About this guide
	Other learning resources
	About this guide
	Document conventions
	This guide uses the following typographical conventions.

	Other learning resources
	Various learning tools are available within the product, as well as on the product CD and our website. You can also request formal end-user or technical training.
	Online help
	The product includes topic-based as well as context-sensitive help.

	Document set
	For more information about Cisco Interaction Manager, see the following documents. They can be found in the Documents folder on the product CD.



	Installation basics
	Configuration options
	Additional partitions and departments
	Configuration options
	1. File Server
	2. Database
	3. Application Server
	4. Web Server
	5. Services Server
	1. Single server: All components are installed on a single server.
	2. Split server: The Database is installed on one server. All other components are on a different server
	3. Distributed server: The Database is installed on one server and other components are distributed over two or more servers. A ...

	Additional partitions and departments
	1. The System partition
	2. A single-department business partition



	Pre-installation tasks
	Verifying system requirements
	Collecting required information
	Configuring environment variables
	Verifying SQL Server authentication mode
	Verifying state of Microsoft Search service
	Setting up user accounts and permissions
	Verifying directory names
	Creating WebLogic domains
	Additional requirements for split- and distributed-server configurations
	Verifying system requirements
	Collecting required information
	Configuring environment variables
	1. Ensure that the JDK path is added to the path environment variable. For example, BEA_Home\JDK142_08.
	2. Set the TEMP environment variable to point to some physical location on the system. For example, C:\temp.

	Verifying SQL Server authentication mode
	1. Go to Start > Programs > Microsoft SQL Server > Enterprise Manager.
	2. Browse to Microsoft SQL Servers > SQL Server Group > Server_Name.
	3. Right click on the Server_Name and select Properties.
	4. In the SQL Server Properties window, go to the Security tab.
	5. Verify that the SQL Server authentication mode is set to SQL Server and Windows. If authentication is set to Windows only, then the application won’t be able to connect to the database.

	Verifying state of Microsoft Search service
	1. Go to Start > Programs > Administrative Tools > Services.
	2. Ensure that the Microsoft Search service is running.

	Setting up user accounts and permissions
	You will need administrator privileges on the local system to install Cisco Interaction Manager.
	1. Create a domain user account for exclusive use by Cisco Interaction Manager.
	2. Add this account to your local administrator group. Use this account to install and configure the system.
	3. Verify that the anonymous access user account of the IIS web server or the virtual directory on the web server has permissions to read, write, and execute in CIM_Home.
	4. Verify that the IIS service is running on a local system account.


	Verifying directory names
	Creating WebLogic domains
	Creating a WebLogic domain for primary Application Server
	1. Go to Start > Programs > BEA WebLogic Platform 8.1 > Configuration Wizard.
	2. In the Create or Extend a Configuration window, select Create a new WebLogic configuration.
	3. In the Select a Configuration Template window, select Basic WebLogic Server Domain.
	4. In the Choose Express or Custom Configuration window, select the Express configuration option.
	5. In the Configure Administrative Username and Password window, configure the user name and password of the WebLogic administrator.
	6. In the Configure Server Start Mode and Java SDK window, select the start mode option to be Production Mode. And, in the BEA Supplied SDKs list, select Sun SDK 1.4.2_08.
	7. In the Create WebLogic Configuration window, select myserver and click the Create button to complete the process of creating the domain.

	Creating WebLogic domains for secondary Application Servers
	1. Go to Start > Programs > BEA WebLogic Platform 8.1 > Configuration Wizard.
	2. In the Create or Extend a Configuration window, select Create a new WebLogic configuration.
	3. In the Select a Configuration Template window, select Basic WebLogic Server Domain.
	4. In the Choose Express or Custom Configuration window, select the Custom configuration option.

	5. In the Configure the Administration Server window, provide the name of the server you want to create.
	6. In the Manage Servers, Clusters, and Machines Options window, select No.
	7. In the Database (JDBC) Options window, select No.
	8. In the Messaging (JMS) Options window, select No.
	9. In the Configure Administrative Username and Password window, configure the user name and password of the WebLogic administrator.
	10. In the Configure Windows Options window, select No for both options.
	11. In the Configure Server Start Mode and Java SDK window, select the start mode to be Production Mode. And, in the BEA Supplied SDKs list, select Sun SDK 1.4.2_08.
	12. In the Create WebLogic Configuration window, select the administration server you created in Step 5 and click the Create button to complete the process of creating a WebLogic domain.

	Verifying the WebLogic domain
	1. Go to BEA_Home \user_projects\domains.
	2. Verify that there is a folder with the same name that you provided while creating the WebLogic domain.


	Additional requirements for split- and distributed-server configurations

	Installation process
	Installing a single-server configuration
	Installing a split-server configuration
	Installing a distributed-server configuration
	Installing a single-server configuration
	1. Run Setup.exe from the product CD.
	2. When the Introduction window appears, read the installation instructions.
	3. In the License Agreement window, review the licensing terms and select the I accept the terms of the License Agreement option.
	4. In the Installation Options window, select the following options:
	5. Type the path to or browse to the BEA and WebLogic home directories.
	6. Type the path to or browse to the JDK home directory.
	7. Type the path or browse to the folder where you would like to install Cisco Interaction Manager.
	8. In the WebLogic Server and RMI Parameters window, provide the following details.
	9. In the Cisco System Administrator Account window, type a user name and password for the system administrator.
	10. In the Cisco Partition Administrator Account and Partition window, provide:

	11. In the Master Database Parameters window, provide the following details about the master database.
	12. In the Partition Database Parameters window, provide the following details.
	13. Review the information displayed in the Summary window, and click Install.
	14. In the Installation Complete window, click Finish to complete the installation process.


	Installing a split-server configuration
	Installing a distributed-server configuration
	1. File Server
	2. Database
	3. Application Server
	4. Web Server
	5. Services Server

	Installing File Server
	1. Follow Steps 1-3 in “To install a single-server configuration” on page 29.
	2. In the Installation Options window, select the File Server option.
	3. Type the path or browse to the folder where you would like to install the File Server.
	4. Review the information displayed in the Summary window, and click Install.
	5. In the Install Complete window, click the Finish button to complete the installation process.


	Installing Database
	1. Follow Steps 1-3 in “To install a single-server configuration” on page 29.
	2. In the Installation Options window, select the Database option.
	3. Type a user name and password for the system administrator.
	4. In the Cisco Partition Administrator Account and Partition window, provide the following details.
	5. In the Master Database Parameters window provide the following details.
	6. In the Partition Database Parameters window, provide the following details.
	7. Review the information displayed in the Summary window, and click Install.
	8. In the Install Complete window, click the Finish button to complete the installation process.

	Installing primary Application Server
	1. Follow Steps 1-3 in “To install a single-server configuration” on page 29.
	2. In the Installation Options window, select the Application Server option.
	3. Type the path or browse to the BEA and WebLogic home directories.
	4. Type the path to or browse to the JDK home directory.
	5. Type the name of the File Server.
	6. Type the path to or browse to the folder where you would like to install Cisco Interaction Manager Application Server.
	7. In the WebLogic Server and RMI Parameters window, provide the following details.

	8. In the Web Server and Services Server Parameters window, type the Web Server and Services Server names.
	9. In the Master Database Parameters window, provide the following details.

	10. Cisco Database password: Password for the Cisco Interaction Manager master database user.
	11. In the Partition Database Parameters window, provide the following details.
	12. Review the information displayed in the Summary window, and click Install.
	13. In the Installation Complete window, click Finish to complete the installation process.

	Installing secondary Application Servers
	Backing up web.xml file
	1. On the File Server browse to the Cisco Interaction Manager home directory.
	2. Then browse to the web-inf > web.xml file.
	3. Rename web.xml to web.xml.org.

	Installing Server
	1. First, create a WebLogic domain. For details see “Creating WebLogic domains” on page 17.
	2. Then, follow the steps from page 41. In step 10 on page 45 make sure you give the following values.

	Restoring web.xml file
	1. On the File Server browse to the Cisco Interaction Manager home directory.
	2. Then browse to the web-inf > web.xml.org file.
	3. Rename web.xml.org to web.xml, and restart the Cisco Interaction Manager application.



	Installing Web Server
	1. Follow Steps 1-3 in “To install a single-server configuration” on page 29.
	2. In the Installation Options window, select the Web Server option.
	3. In the File Server Parameters window, provide the following details.
	4. In the Application Server Parameters window, type the name of the Application Server name for which you want to configure the Web Server.
	5. Review the information displayed in the Summary window, and click Install.
	6. In the Installation Complete window, click Finish to complete the installation process.

	Installing Services Server
	1. Follow Steps 1-3 in “To install a single-server configuration” on page 29.
	2. In the Installation Options window, select the Services Server option.
	3. Type the path or browse to the JDK home directory.
	4. Type the path to or browse to the folder where you would like to install the Services Server.
	5. Type the name of the File Server.
	6. Review the information displayed in the Summary window, and click Install.
	7. In the Installation Complete window, click Finish to complete the installation process.
	8. Go to “Post-installation tasks” on page 53, and perform the post-installation procedures described there. If you need to install an additional partition before that, go to “Additional partitions” on page 67.



	Post-installation tasks
	Setting up archives for partition databases
	Copying license files
	Verifying configuration of File Server
	Verifying configuration of Application Servers
	Applying updates
	Separating the Web Server from the Application Server
	Changing Web Server settings
	Changing IIS configuration settings
	Starting Cisco Interaction Manager
	Configuring some important settings
	Uninstalling Cisco Interaction Manager
	Setting up archives for partition databases
	Copying license files
	Verifying configuration of File Server
	1. On the File Server browse, to the Cisco home directory. In the web-inf folder, locate the following two files.
	2. In addition to these two files, if there is an additional file, web_weblogic.xml, then delete the web.xml file and rename web_weblogic.xml file to web.xml.

	Verifying configuration of Application Servers
	1. Go to the location BEA_Home\weblogic81\server\lib\ and locate the following two files.
	2. If the file weblogic.jar_orig doesn’t exist, then rename the file weblogic.jar to weblogic.jar_orig.
	3. Now, from the location, PL_Home\lib\ext\platform\, copy the file weblogic.jar and paste it at the location, BEA_Home\weblogic81\server\lib.
	4. Next, go to the location BEA_Home, and open the file license.bea.
	5. If these entries do not exist, then copy the file license_isv.bea from the location, CIM_Home\config\ and paste it at location, BEA_Home.
	6. Go the DOS prompt from the BEA_Home location, and run the following command.

	Applying updates
	1. Verify that Cisco Interaction Manager is stopped.
	2. Open the Updates folder in the Application CD.
	3. Apply all the updates based on instructions in the accompanying ReadMe file.

	Separating the Web Server from the Application Server
	Changing Web Server settings
	Configuring content expiration settings
	1. Go to Start > Programs > Administrative Tools > Internet Services Manager.
	2. In the Default Web Site node, right-click System and select the Properties option.
	3. In the System Properties window, go to the HTTP Headers section. Select the Enable Content Expiration option. Select the Expire after option and enter 365 in the text box. By default it is calculated in days. Click OK.

	Configuring access for attachments without extensions
	1. Open the Internet Information Services (IIS) Manager.
	2. In the Default Web Site directory select the temp virtual directory.
	3. Right click the temp virtual directory and select Properties.
	4. In the temp Properties window go to the HTTP Headers tab and click the MIME types button.
	5. In the MIME Types window click the New button.
	6. In the MIME Type window provide the following details and click the OK button.
	7. In the temp Properties window, click the Apply button.


	Changing IIS configuration settings
	Changing authentication settings for web site
	1. Go to Start > Programs > Administration Tools > Internet Information Services (IIS) Manager.
	2. Browse to Web Sites > Default Web Site.
	3. Right click on Default Web Site and select Properties.
	4. In the Default Web Site Properties window go to Directory Security tab.
	5. In the Authentication and access control section click the Edit button.
	6. In the Authentication Details window change the authentication details from internet user account to domain user account.
	7. Click the OK button to close the window.

	Changing security credentials for network directory
	1. Go to Start > Programs > Administration Tools > Internet Information Services (IIS) Manager.
	2. Browse to Web Sites > Default Web Site.
	3. Right click on the Cisco virtual directory and select Properties.
	4. In the virtual directory properties window go to Virtual Directories tab.
	5. In the section The content for this resource should Come from: select the option A share located on another computer.
	6. Provide the Network directory name and click the Connect As button.
	7. In the Network Directory Security Credentials window, clear the option Always use the authenticated user’s credentials when validating access to the network directory and provide the user name and password of the domain user.
	8. Click OK to close the window.


	Starting Cisco Interaction Manager
	1. Carry out the following tasks for security reasons:
	a. On the Web Server, remove execute permission from the virtual directory temp.
	b. On the Application Server in a distributed installation, remove permissions to everyone from the cisco share.
	c. Give full control to the domain user account that you had created earlier for Cisco Interaction Manager services.

	2. If Cisco Interaction Manager is installed as a Windows service, change logon parameters for the domain user on both the Application and Services Servers:
	a. Go to Start > Settings > Control Panel > Administrative Tools > Services.
	b. In the Services window, locate the Cisco Interaction Manager service and double-click it.
	c. In the Properties window, under the Log On tab, change the logon parameters to the domain user.
	d. Start the services using the domain user account.

	3. Remove the extension mapping for the temp virtual directory created by the installation program:
	a. Go to Start > Settings > Control Panel > Administrative Tools > Internet Information Services.
	b. Under Default Web Site, browse to the temp directory. Right-click to open its Properties window.
	c. Click the Create button.
	d. Click the Configuration... button.
	e. Remove mapping for the following extensions, if they exist: .jsp and .asp Click OK.
	f. Now, click the Remove button. Click OK.
	g. Restart IIS.

	4. In the NT Services panel, start Cisco Service to start all Cisco Interaction Manager services.
	Logging in to the business partition
	1. Type the URL http://Web_Server/Partition_Virtual_Directory in your browser, where Web_Server is your Web Server and Partition_Virtual_Directory is the virtual directory created for this partition.
	2. In the Login window, type the user name and password you had set up for the partition administrator in the Partition Administrator Login Parameters window during the installation. Click the Log In button.

	Launching Cisco Interaction Manager from Cisco Agent Desktop Embedded Browser

	Configuring some important settings
	1. Mandatory settings that must be configured.
	2. Settings related to using ESMTP protocol, which must be configured if you are using ESMTP protocol for exception and spam emails and notifications.
	3. Important non-mandatory settings that you should configure before using Cisco Interaction Manager.

	Settings that must be configured
	At the partition level
	At the department level

	ESMTP settings
	Recommended settings
	At the partition level
	At the department level

	Optional settings
	At the partition level


	Uninstalling Cisco Interaction Manager
	1. Go to Start > Settings > Control Panel.
	2. Double-click Add/Remove Programs.
	3. From the list of currently installed programs, select Cisco Interaction Manager and click Remove. Follow the instructions to uninstall Cisco Interaction Manager.
	4. Go to the SQL Enterprise Manager and delete the database manually, if required.


	Additional partitions
	About partitions
	Verifying prerequisites
	Installing a new business partition
	About partitions
	Verifying prerequisites
	1. Ensure that WebLogic and RMID services for the first partition are running before installing the new partition.
	2. Ensure that the application is installed properly.
	3. Ensure that Cisco Interaction Manager is installed and running for the default partition.

	Installing a new business partition
	1. On the File Server, run Setup.exe from the Application CD.
	2. In the Introduction window read the installation instructions.
	3. Review the license agreement and select the I accept the terms of the License Agreement option.
	4. In the Installation Options window, select the Partition option.
	5. In the Web Server Parameters window, provide the following information.
	6. In the Partition Administrator Account and Partition window provide the following details.
	a. Type a user name for the Partition Administrator.
	b. Type a password for the Partition Administrator.
	c. Provide a name for the partition. This name will be part of the URL that users will use to log in to Cisco Interaction Manager: http://CIM_Home/Partition_Name Make sure that the name does not contain any spaces.
	d. Provide a description for the partition.

	7. In the Partition Database Parameters window provide the following details.
	8. Review the information displayed in the Summary window, and click Install.
	9. In the Install Complete window, click Finish to complete the installation process.


	Archives
	Setting up the archive for a partition
	About archives
	Setting up the archive for a partition
	1. On the File Server, run Setup.exe from the Application CD.
	2. In the Introduction window read the installation instructions.
	3. Review the license agreement and select the I accept the terms of the License Agreement option.
	4. In the Installation Options window, select the Archive option.
	5. In the Partition Name Parameter window provide the following details.
	6. In the Archive Database Parameters window provide the following details:
	7. Review the information displayed in the Summary window, and click Install.
	8. In the Install Complete window, click Finish to complete the installation process.


	SSL for secure connections
	Installing Microsoft Certificate Services
	Installing a security certificate
	Configuring SSL access
	Configuring the viewing of attachments
	Testing SSL access
	Installing Microsoft Certificate Services
	1. Go to Start > Settings > Control Panel.
	2. Double-click Add/Remove Programs.
	3. In the Add/Remove Programs window, click the Add/Remove Windows Components button.
	4. In the Windows Components window, select the Certificate Services option. Click Yes, and then Next.
	5. In the CA type window select the Standalone Root CA option. Click Next.
	6. In the CA Identifying Information window, provide the details of the CA certificate.
	7. In the Certificate Database Settings window, provide the location of the certificate database, database log, and configuration information and click Next.
	8. Stop the IIS if it is running.
	9. Insert your Windows 2003 CD when prompted, and then click OK.
	10. Click Finish to complete the installation.

	Installing a security certificate
	Generating a security certificate request
	1. Start the IIS Microsoft Management Console (MMC) snap-in.
	2. Right-click Default Web Site, and then click Properties.
	3. Click the Directory Security tab.
	4. Under Secure communications, click the Server Certificate button to launch the Web Server Certificate Wizard.
	5. On the Welcome to the web Server Certificate Wizard window Click the Next button.
	6. In the Server Certificate window select Create a New Certificate. Click the Next button.
	7. In the Delayed or Immediate Request window, select the Prepare the request now, but send it later option and click Next.
	8. In the Name and Security Settings window, type a descriptive name for the certificate in the Name field, type a bit length for the key in the Bit length field, and then click Next. The wizard uses the name of the current Web site by default.
	9. In the Organization Information window, type the organization name (such as Cisco) and unit (such as Service Department). Click Next. As this information will be placed in the certificate request, make sure it is accurate.
	10. In the Your Site’s Common Name window, in the Common name field, type the DNS name of the Web Server. Click Next.
	11. In the Geographical Information window provide the location information, and click Next.
	12. In the Certificate Request File Name window, type the file name for the certificate request. The default name and location is c:\certreq.txt. Click Next.
	13. In the Request File Summary window review the summary and click Next to generate the certificate.

	Submitting the certificate request
	1. Use Notepad to open the certificate file generated in the previous procedure and copy its entire contents to the clipboard. Copy content from
	2. Open your web browser and type the URL http://Certificate_Server/certsrv where Certificate_Server is the name of the computer running Microsoft Certificate Services.
	3. Click Request a Certificate, and then click Next.
	4. On the Choose Request Type page, click Advanced request, and then click Next.
	5. On the Advanced Certificate Requests page, select the Submit a certificate request using a base64 encoded PKCS#10 file or a renewal request using base64 encoded PKCS #7 file option. Click Next.
	6. On the Submit a Saved Request page, click in the Base64 Encoded Certificate Request (PKCS #10 or #7) text box and paste the certificate request you copied to the clipboard in Step 1. Ensure that you don’t leave any blank spaces while pasting the text.
	7. In the Certificate Template combo box, click Web Server.
	8. Click Submit.
	9. Close the web browser.

	Getting the certificate issued
	1. Go to Start > Programs > Administrative Tools > Certificate Authority to open the Certification Authority tool.
	2. Select the Pending Requests folder.
	3. Right-click the certificate request that you just submitted.
	4. Choose Actions > All Tasks > Issue.
	5. In the Issued Certificates folder, double-click the certificate to view it.
	6. On the Details tab, click Copy to File, and save the certificate as a Base-64 encoded X.509 certificate.
	7. Close the Properties window for the certificate.
	8. Close the Certificate Authority tool.

	Installing the certificate on the Web Server
	1. Start the IIS Microsoft Management Console (MMC) snap-in.
	2. Right-click Default Web Site, and then click Properties.
	3. Click the Directory Security tab.
	4. Under Secure communications, click the Server Certificate button to launch the Web Server Certificate Wizard.
	5. Select the Process the pending request and install the certificate option. Click Next.
	6. Type the path and file name of the local copy of the certificate, and then click Next.
	7. Review the overview, click Next, and then click Finish.


	Configuring SSL access
	1. Go to Start > Settings > Control Panel > Administrative Tools > Internet Information Services.
	2. Right-click Default Web Site, and then click Properties.
	3. Click the Directory Security tab.
	4. Under Secure communications, click Edit.
	5. In the Secure Communications window, select the Require secure channel (SSL) and Require 128-Bit encryption options. Click OK, and then click OK again to close the Properties dialog box.
	6. Restart the IIS Service.

	Configuring the viewing of attachments
	1. In CIM_Home\config\egpl_master.properties:
	a. Change the value of webtemp.webdir from http://Web_Server/temp to https://Web_Server/temp
	b. Change the value of Task.Attachment.WebTemp from http://Web_Server/temp to https://Web_Server/temp

	2. In CIM_Home\config\egml_mailconfig.properties change the value of Attachment.WebTemp from http://Web_Server/temp to https://Web_Server/temp

	Testing SSL access
	1. Open your web browser.
	2. Use HTTP in the URL for Cisco Interaction Manager: http://Web_Server/Partition
	3. Now use HTTPS in the URL for Cisco Interaction Manager: https://Web_Server/Partition
	4. In the security message that appears, click the View certificate button.
	5. After verifying certificate information, click OK. And then click Yes to proceed to the URL.


	Appendix A: Additional information
	Best practices for distributed installations
	Frequently asked questions
	Starting and stopping components
	Best practices for distributed installations
	Frequently asked questions
	Starting and stopping components
	Starting sequence
	1. Services Server: Start Cisco Interaction Manager.
	2. Primary Application Server: Start Cisco Interaction Manager.
	3. Secondary Application Servers: Start Cisco Interaction Manager.
	4. Web Servers: Start IIS Admin service, World Wide Web Publishing service, and the Default Web Site on all servers.
	5. Load balancer: Enable the routing logic to allow web requests to come into Cisco Interaction Manager.


	Stopping sequence
	1. Load balancer: Disable the routing logic to ensure that no web requests are allowed to come into Cisco Interaction Manager.
	2. Web Servers: Stop IIS Admin service and World Wide Web Publishing service on all servers.
	3. Secondary Application Servers: Stop Cisco Interaction Manager on all servers and ensure that the java process corresponding to the WebLogic server is terminated.
	4. Primary Application Server: Stop Cisco Interaction Manager and ensure that the java process corresponding to the WebLogic server is terminated.
	5. Services Server: Stop Cisco Interaction Manager and ensure that all the java, javaw, cmd, and rmid processes corresponding to Cisco services are terminated.


	Starting Services Server and primary Application Server
	1. Start Cisco Interaction Manager on the Services Server through the Windows Services control panel.
	2. Look for the message Waiting for Application Server to start t3, associated with a timestamp close to the current time, in the file CIM_Home\logs\0_pid_dsm_log.txt
	3. Start Cisco Interaction Manager on the primary Application Server.
	4. Look for the message Application Server started t3, associated with a timestamp close to the current time, in the file CIM_Home\logs\0_pid_dsm_log.txt
	5. Look for the message Server started in RUNNING mode, associated with a timestamp close to the current time, in the file CIM_Home\logs\egain_weblogic_server.log


	Starting secondary Application Servers
	1. Start the service named Cisco Interaction Manager on the Secondary Application Server through the Windows Services control panel.
	2. Look for the message Application Server started t3, associated with a timestamp close to the current time, in the file CIM_Home\logs\0_pid_dsm_log.txt
	3. Look for the message Server started in RUNNING mode, associated with a timestamp close to the current time, in the file CIM_Home\logs\egain_weblogic_server.log
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