Configuring Security on the Voice Network

This chapter describes the procedure for configuring security on your Cisco BCS Verified Designs
network using Cisco Security Device Manager (SDM). Cisco SDM is a web-based device management
tool supported on Cisco ISR routers. Cisco SDM provides smart wizards to help you add security to your
voice network.

When configuring security on Cisco Business Communications Solution Verified Designs, accept all
default values presented by the Cisco SDM windows. This enables a generic security level that provides
basic security for the voice network.
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e Launching Cisco SDM, page 71
e Configuring Intrusion Prevention, page 75
e Configuring a Basic Firewall, page 81

e Performing a Security Audit, page 88

Launching Cisco SDM

Step 1 Launch Cisco SDM from the Start menu on your PC (see Figure 114):

Figure 114 Launching Cisco SDM
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W Launching Cisco SDM

Step2  When prompted, enter the IP address of your Cisco CME router (see Figure 115):

Figure 115 SDM Launcher

£ SDM Launcher

SOk will be launched from the PC using the CISCOSYSTEMS
default browser.

Enter the Address: 10.1.331 |

[~ Thiz device has HTTPS enabled and | want to use it.
Launch ! Cloze |
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Step3  Enter your SDM level-15 username and password (see Figure 116):

Figure 116 Level_15 Access Prompt

Connect to 10.1.33.1

level 15 or view_access

User narme: | € admin " |

Passward: | seenn |

142183 [remember my password

[ Ok, ] [ Cancel

1421832

Note  If you need to create a user account defined with privilege level 15 (enable privileges), enter the
following command in global configuration mode, replacing username and password with the strings
that you want to use:

Router(config)# username username privilege 15 secret 0 password
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Step 4

Click Yes on any security warning that you receive (see Figure 117):

Figure 117  Security Warning

Do youwant to trust the signed applet distributed by "Cisco Systems, Inc"?

Fuhblisher authenticity verified by: "WeriSign, Inc."

&;&5 The security cedificate was issued by a company that is trusted.

gg The security cedificate has not expired and is still valid.

Caution: "Cisco Systems, Inc" assers that this content is safe. You should only
accept this content ifyou trust"Cisca Systems, Inc." to make that assertion.

More Details

| e || Mo || Always |
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Cisco SDM downloads the current configuration (see Figure 118):

Figure 118 SDM Status Dialog

E Flease waitwhile SOM is loading the current configuration frarm your
rauter.

Fopulating modules... - MAT

142154

Launching Cisco SDM W
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Once Cisco SDM installs, the Cisco SDM home page appears (see Figure 119):

Figure 119 SDM Home Page
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Total Supported LAN: 1 Total Supported YWAN: 1{Berial)
Configured LAN Interface: a Total WWAN Connections: 1{FPFF)
DHCP Server: Configured

Firewall Policies
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Step5  Click Configure on the Cisco SDM Home page menu.
The Cisco SDM task bar appears on the left (see Figure 120):

Figure 120 Cisco SDM Task Bar
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Configuring Intrusion Prevention

Configuring Intrusion Prevention

The Intrusion Prevention System (IPS) is a Cisco SDM feature that allows you to configure signatures
on the router to detect and prevent intrusive traffic on your network. The file ips.tar must be present in
router flash or disk memory for IPS to run, and the Cisco IOS image on the router must support IPS.

IPS allows you to selectively enable, disable, edit, and delete signatures the router uses. You can select
the interfaces and traffic directions on which to apply IPS, create rules that determine which traffic is
examined, import Signature Definition Files (SDFs), and specify SDF locations for the router.

Perform the following steps to configure intrusion protection for your voice network.

Step 1 Click Intrusion Prevention from Tasks.

The Cisco IPS window appears (see Figure 121).

Figure 121 Cisco SDM Intrusion Prevention System

& Cisco Router and Security Device Manager (SDM): 10.1.33.1

File Edit W“iew Toaols Help
i Cisco SYSTEMS
@ Home: Caonfigure onitor Reftesh e Help
& Intrusioh Prevention System (IPS)
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Intrusion Prevention System
-~ Intrusion Prevention Systern
Use IPS to perform sighature management. Click Launch IPS to start.
Note:-IPS will apen in & new window. Ensure that your popup blocker is disabled.
Launch IPS...
Additional
w0
[
Intrusion Prevention System (IPS) 21:35:11 UTC Thu Jul 28 2005 é‘ 8

Step2  Click Launch IPS.
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Once Cisco SDM loads the IPS configuration (see Figure 122),

Figure 122 IPS Configuration Status Message

Status

o

Flease wait while SDM IPS loads the IPS configuration.

Discovering rauter hardware attributes.

142243

the Cisco SDM Intrusion Prevention window appears (see Figure 123):

Figure 123 Cisco SDM Intrusion Prevention System

isco Router and Security Device Manager(SDM) - Intrusion Prevention - 10.1.33.1
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16:42:54 UTC Fri Aug 05 2005 ﬁ

Step3  Click Configure.
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Step 4

Configuring Intrusion Prevention

The IPS Rules window appears (seeFigure 124):

Figure 124 IPS Rules Window

co Router and Security Device Manager(SDM) - Intrusion Prevention - 10.1.33.1

File Edit Yiew Help

B IPS Rules

i @ @ 2 Cisco Svsiems
@ (i %ﬂ St Refiesh  Save Help M

‘Imerfaces: Al Interfaces | @ Eratle (2 Edit @ Disable » ) Disable Al

Interface Name | IP [ Inbound IPS [outound IP5 [ vFR status [ Description
GigahitEthernstD/0  no ip address Disabled Disabled off
GigabitEthemet00... 10.1.33.1 Disabled Disabled on
GigabitEthemet00... 10.1.53.1 Disabled Disabled on
GigabitEthemet00... 10.1.73.1 Disabled Disabled on
GigahitEthernstDl  noip address Disabled Disabled off
Service-Engined  Unnumberad Digabled Disabled on
3 i g Enabled ]
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/M New SDEE messages are available.

IPS Filter Details:  * Inhound Filter

" Duthound Filter

/A, IPS rule is enabled, but there is no filter configured for this rule. IPS will scan all Inbound traffic.

view SDEE hessages...

IPE Rules

16:46:08 UTC Fri Aug 05 2005 ﬁ

The IPS Rules window automatically configures its rules set for Cisco Business Communications

Solution Verified Designs.

If desired, click View SDEE Messages to view message (see Figure 125):

Figure 125 SDEE Messages

=) SDEE Messages

SDEE Messages:  |EATHINE ~

Time | Type | Description
18:29:458 UTC Thu Aug 11 2005 Status SDF_LOAD_SUCCESS: SDF loaded successfully fram flashiif 28MB.sd
18:29:45 UTC Thu Aug 11 2005 Status ENGINE_BUILDING: OTHER - 4 signatures - 1 of 15 engines
18:29:458 UTC Thu Aug 11 2005 Status ENGINE_READY: OTHER - 0 ms - packets for this engine will he scanng
18:29:45 UTC Thu Aug 11 2005 Status ENGINE_BUILDING: MULTI-STRIMNG - 0 signatures - 2 of 15 engines
18:29:458 UTC Thu Aug 11 2005 Status ENGINE_BUILD_SKIPPED: MULTI-STRIMG - there are no new signaturg
18:29:45 UTC Thu Aug 11 2005 Status ENGINE_BUILDING: STRING.ICMP - 1 signatures - 3 of 15 engines
18:29:458 UTC Thu Aug 11 2005 Status ENGINE_READY: STRING.ICMP - 12 ms - packets for this engine will be
18:29:45 UTC Thu Aug 11 2005 Status ENGINE_BUILDING: STRING.LUDP - 17 signatures - 4 of 15 engines
18:29:458 UTC Thu Aug 11 2005 Status ENGINE_READY: STRING.UDF - 68 ms - packets far this engine will he
18:29:45 UTC Thu Aug 11 2005 Status ENGIMNE_BUILDING: STRING TCP - 58 signatures - 5 of 15 engines
18:29:49 UTC Thu Aug 11 2005 Status ENGINE_READY: STRING TCP - 4256 ms - packets for this engine will
18:29:49 UTC Thu Aug 11 2005 Status ENGINE_BUILDING: SERVICE.FTF - 3 signatures - 6 of 15 engines
18:29:49 UTC Thu Aug 11 2005 Status ENGINE_READY: SERVICE.FTP - 8 ms - packets for this engine will he 4
18:29:49 UTC Thu Aug 11 2005 Status ENGINE_BUILDING: SERVICE.SMTF - 2 signatures - 7 of 15 engines
18:29:49 UTC Thu Aug 11 2005 Status ENGINE_READY: SERVICE.SMTP - 104 ms - packets for this engine will
18:29:49 UTC Thu Aug 11 2005 Status ENGINE_BUILDING: SERVICE.RPC - 29 signatures - 8 of 15 engines
18:29:50 UTC Thu Aug 11 2005 Status ENGINE_READY: SERVICE.RPC - 116 ms - packets far this engine will
18:29:50 UTC Thu Aug 11 2005 Status ENGINE_BUILDING: SERVICE.DMS - 31 signatures - 8 of 15 engines
18:29:50 UTC Thu Aug 11 2005 Status ENGINE_READY: SERVICE.DNS - 12 ms - packets for this engine will b
18:29:50 UTC Thu Aug 11 2005 Status ENGINE_BUILDING: SERVICEHTTP - 132 signatures - 10 of 15 engines
18:30:02 UTC Thu Aug 11 2005 Status ENGINE_READY: SERVICE.HTTP - 12496 ms - packets for this engine
18:30:02 UTC Thu Aug 11 2005 Status ENGINE_BUILDING: ATOMIC. TCP - 10 signatures - 11 of 15 engines
18:30:02 UTC Thu Aug 11 2005 Status ENGINE_READY: ATOMIC.TCP - 4 ms - packets for this engine will he 5 .
Il [ JILA
Refresh | Close | Help |

When you finish viewing SDEE messages, click Close.
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Step5  Click Signatures.
The IPS Signatures window appears (see Figure 126):

Figure 126 IPS Signatures
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File Edit Wiew Help
i 2 isco Svstens
Home ik Configure
@ " Y Refresh  Save Help
Tasks =5 IPS Signatures
SelectBy: [ Sioretures v | Criteri e x| Total [225] New [0] Deleted [0]
fdtes [} Select All g Add ~ [& Edit {§ Delete ( Enable & Disable Import & Detalls
E’E Severity Engine j
Signatures medium
% e 2108 1 WY Metegrity SiteMinder ... alarm lovw SERVICEHTTR
Global S e 5108 a VAN Metegrity Stetinder & alarm loway SERVICE HTTP
© 1104 0 | Locahost el high ATOMIC L3P
driop
e 50685 a VAR Akapia MiniYend acce. . alarm loww SERVICEHTTP
© 1102 0 | Impossible P packet :Lao";” high ATOMIC L3P
e 4818 a Invalid DHCP Packet alarmm medium ATOMIC LIDP
(] 3m 0 | SMTP To: Bounce alarm medium SERWICE SMTP
e a084 1 VUMY Blibaha sttack 2 alarm lowy SERWICEHTTP
e 5054 a VAN Alibaba attack 2 alarm lowy SERVICE HTTP
e 5102 a WARY phpPhotodlbum explor... alarm lowy SERVICEHTTP
e 5100 [t} VAW CGI Center Auction W... | alarm loww SERWICEHTTP
- SRS 0| i whnis rav i attack | alarm i SFRVICFE HTTP hd
Apply Changes || Discard Changes:
Yiew SDEE Messages... | &
&
IPS Signatures 16:47:25 UTC Fri Aug 05 2005 % =

IPS Ssignatures are automatically assigned to Cisco Business Communications Solution Verified
Designs.

Step6  Click Global Settings.
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Step 7

Configuring Intrusion Prevention

The IPS Global Settings window appears (see Figure 127):

Figure 127 IPS Global Settings
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16:47:50 UTC Fri Aug 05 2005

IPS global settings appear for the network.
Click Save.
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Step8  Click Yes to copy the configuration to the router (see Figure 128):

Figure 128 Acknowledging Configuration Copying

Warning [z

& You have chosen to copy the running config to the startup config of yaur
router. Mote: This operation may take some time to finish. (Click Yes to
praceed, or Mo ta quit)

Mo
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Step9  When you are finished with IPS, select exit from the File menu and click Yes to confirm your exit
(see Figure 129):

Figure 129 Exiting IPS

Are you sure?

& Areyou sure you want to exit from SDM IPS? Click "ves" to exit from IPS ar
"Mao" to continue wsing IPS.

142173
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Configuring a Basic Firewall

Configuring a Basic Firewall

Step 1

Step 2
Step 3

A firewall is a set of rules used to protect the resources of your LAN. These rules filter the packets
arriving at the router. If a packet does not meet the criteria specified in the rule, it is dropped. If it does
meet the criteria, it is allowed to pass through the interface that the rule is applied to. Cisco SDM
Firewall Wizard secures your firewall by using predefined rules to protect your voice network from the
most common outside attacks.

Perform the following steps to configure a basic firewall for the voice network.

Click Firewall and ACL from Tasks.
The Cisco SDM Firewall and ACL window appears (see Figure 130):

Figure 130 Cisco SDM Firewall and ACL Window

& Cisco Router and Security Device Manager (SDM): 10.1.33.1
File Edit W“iew Toaols Help

i ﬂ o g 2 Cisco SysTens
@ Home: Caonfigure onitor Reftesh e Heln M

Tasks B ewall and A

Create FimwaIIT Edit Firewsall PDMEWACL]

SDM can guide you through Firewall configuration. Select 3 task, then click
Launch the selected task.

Use Case Scenario

= /+ Basic Firewall

Use Basic Firewall wizard to apply pre-defined rules to protect your private
netweark from the most comimon attacks. Basic Firevall will not allow you to
configure DMZ services (for example, WA, FTP)

L " Advanced Firewall

Use Advanced Fireweall wizard to apply ether pre-defined rules or your own
customized rules to protect you private network from the most cormmon sttacks.
Advanced Firesvall will allow you to configure DMZ services (for example,

WA, FTF)
Launch the selected tagk
e
A
Fied
i
Howedo | |How Do | Configure a Firewall on an Unsupponted Interface? ~| oo |
5
Firewall and ACL 161610 UTC Fri Aug 05 2005 é‘ <

Select Basic Firewall.

Click Launch the selected task.

Installing Cisco Business Communications Solution Verified Designs g



Configuring Security on the Voice Network |
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The Cisco SDM Basic Firewall Configuration Wizard window appears (see Figure 131):

Figure 131 Cisco SDM Firewall Wizard

Firewall Wizard rz|
Basic Firewall Configuration Wizard

Basic Firewall will allow you secure yaur Internet access router fast and easily. It
use pre-defined rules to allow private netwark users to access the Internet, and
protects your private network from the most commaoan outside attacks.

Easic Firewall:

*Applies default access rules to insidedrusted) and outsideduntrusted) interfaces.

*Applies default inspection rule to outside{untrusted) interface.

* Enahles [P unicast reverse-path forwarding on the outsidef{untrusted) interface.

To continue, click Next.

| Cancel| Help |
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Step4  Click Next.
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Configuring a Basic Firewall

The Basic Firewall Interface Configuration window appears (see Figure 132):

Figure 132 Basic Firewall Interface Configuration Window

Firewall Wizard le

Basic Firewall Interface Configuration

Select an outside{untrusted) interface from the drop down list. Outside{untrusted)
interface is the interface facing the Internet.

Mote: Da not select the interface thraugh which you accessed SDM as the outside
{untrusted) interface. You cannot launch SDM fram the outside {untrusted)
interface after the Firewall YWizard completes.

Qutsidefuntrusted) Interface: | Serial0f2/0 j

Select insidetrusted) interfaces. SDM will apply access rules on the selected
interfaces. Unselected interfaces are not affected.

Insideirusted) Interfaces: Iv GigahitEthernet0/.33 -
Iv GigahitEthernet0/.53
Iv GigahitEthernet0/0.73
Iv Service-Enginedin

Access rule log option:
|TV Add log option to anonymously denied access rule entries.

< Back | Next»

| Cancel| Help |

142166

Step5 By default, the outside untrusted interface appears in the drop-down menu.
Step6  Click Next.

Step7  Click Yes to acknowledge any warning that appears (see Figure 133):

Figure 133 Cisco SDM Detection Warning

& S0OM detected that you have outhound inspection rule canfigurad an
outsideiuntrusted) interfaces. In arder to successiully run fireweall wizard,
SOM will de-associate the inspection rule.

Serially2/0 outhound inspection rule: DEFALILTT00

Yes Mo

142190
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Step8  Click OK to acknowledge any warning that appears (see Figure 134):
Figure 134 Cisco SDM Launch Warning

Warning b__q

& Mote: ¥ou cannot launch SDM fram the following interfaces after the
Firewall Wizard completes:

Serial0r2/0

[ex]

142191

The Firewall Summary window appears (see Figure 135):

Figure 135 Cisco SDM Firewall Summary Window

Internet Firewall Configuration Summary

GigahitEthernet0f0.73 (10.1.73.1)

Service-Engine0f {GigabitEthernet0i0. 33)

Apply access rule to the inbound direction to deny spoofing traffic.

Apply access rule to the inbound direction to deny traffic sourced fram hroadeast,
Apply access rule to the inbound direction to permit all other traffic.

|

Qutsidefuntrusted) Interface:

Serial0i2io (192.168.1.9)

Apply default inspection rule to the outhound direction.

Turn on unicast reverse path forwarding check.

Apply access rule to the inbound direction to permit IPSec tunnel traffic if necess:
Apply access rule to the inbound direction to permit GRE tunnel traffic for interfac
Apply access rule to the inbound direction to permit ICKWP traffic.

Apply access rule to the inbound direction to permit NTP traffic if necessary.
Apply access rule to the inbound direction to deny spoofing traffic.

Apply access rule to the inbound direction to deny traffic sourced fram hroadcast,
Apply access rule to the inbound direction to deny all other traffic.

[

|~
|»e

142163

<Elack| [ext = ] Finizh ] Cancel‘ Help ]

Step9  Click Finish.
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Configuring a Basic Firewall

The Routing Traffic Configuration dialog appears (see Figure 136):

Figure 136 Routing Traffic Configuration Dialog

i x|

Routing traffic options

SDM detects that you have the following routing protocol(s)
configured on the outsidef{untrusted) interface (Seral0r2m)

-
~

[v Allow EIGRP updates come through the firewall.

[0]34 Cancel Help

142181

Step10 Click OK.
The Command Delivery Status dialog appears (see Figure 137):

Figure 137 Command Delivery Status Dialog

] x|

it

Command Delivery Status:

Preparing commands for delivery. .
Submitting 51 commands, please wait...
Configuration delivered to router.

]
(8] 4

142162

Step11  Click OK.
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The successfully configured firewall dialog appears (see Figure 138):

Figure 138 Successfully Configured Firewall Dialog

Information

@ You have successfully configured fireswall on your router.

[Fa

136764

Step12 Click OK.

The Edit Firewall Policy window appears (see Figure 139):

Figure 139 Edit Firewall Policy/ACL Window

Cisco Router and Security Device Manager (SDM): 10.1.33.1
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Configuration delivered to router. 16:24:11 UTC Fri Aug 05 2005 é‘
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Step 13 Click Save to save the firewall configuration.
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Click Yes to acknowledge the write to startup warning (see Figure 140):

Figure 140 Cisco SDM Write to Startup Config Warning

D& Write to Startup Config Warning

Configuring a Basic Firewall

You have chosen to copy the running config to the startup config of your

router.

mlate: This operation may take some time ta finish.

Do you want to cantinue?

Yes

Mo

142246

Figure 141 shows an example of the firewall configuration.

Figure 141 Firewall Configuration

Telnet 10.1.33.1

access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
|;|o cdp run

remark
remark
deny
deny
deny
deny
deny
permit
remark
remark
deny
deny
deny
deny
deny
permit
remark
remark
deny
deny
deny
deny
deny
permit
remark
remark
deny
deny
deny
deny
deny
permit
remark
remark
deny
deny
deny
permit
permit
permit
permit
deny
deny
deny
deny
deny
deny
deny

auto generated by SDM firewall
SDM_ACL Category=8

ip
ip
ip
ip
ip
ip

1A.1.53.8 BA.A.8.255 any
192.168.1.8 A.A.A.3 any
1A.1.73.8 A.@.8.255 any
host 255.255.255.255 any
127.8.8.8 B.255.255.255 any
any any

auto generated by SDM firewall
SDH_HCL Category=8

ip
ip
ip
ip
ip

1A.1.33.8 A.A.A.255 any
192.168.1.8 A.A.A.3 any
1A.1.73.8 A.@.8.255 any
host 255.255.255.255 any
127.8.8.8 B.255.255.255 any
any any

auto generated by SDM firewall
SDM_ACL Category=8

ip
ip
ip
ip
ip
ip

1A.1.33.8 A.A.A.255 any
1@.1.53 a 255 any
192.168.1.8 A.A.8.3 any
host 255.255.255.255 any
127.8.8.8 B.255.255.255 any
any any

auto generated by SDM firewall
SDM_ACL Category=8

ip
ip
ip
ip
ip
ip

1A.1.53.8 BA.A.8.255 any
192.168.1.8 A.A.A.3 any
1A.1.73.8 A.@.8.255 any
host 255.255.255.255 any
127.8.8.8 B.255.255.255 any
any any

auto generated by SDM firewall
SDM_ACL Category=8

ip
ip
ip

1@.1.33.8 B.8.8.255 any
18.1.53.8 B.8.8.255 any
18.1.73.8 B8.8.8.255 any

configuration

configuration

configuration

configuration

configuration

icmp any host 192.168.1.9 echo—reply
icmp any host 192.168.1.9 time—exceeded
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172.16.8.8 B.15.255.255 any
] -8 8.8.255.255 any

127.8.8.8 B.255.255.255 any
host 255.255.255.255 any
host B.8.8.8 any

any any log

142164

Installing Cisco Business Communications Solution Verified Designs g



Configuring Security on the Voice Network |

W Performing a Security Audit

Performing a Security Audit

The Security Audit wizard tests your router configuration to determine if any potential security problems
exist in the configuration, and then presents you with a window that lets you identify which of those
security problems you want to fix. Once the problems are identified, the Security Audit wizard makes
the necessary changes to the router configuration to fix those problems.

Perform the following steps to have Cisco SDM perform a security audit and then fix the problems that
it finds.

Step1  Click Security Audit from Tasks.
The Cisco SDM Security Audit window appears (see Figure 142):

Figure 142 Cisco SDM Security Audit Window

& Cisco Router and Security Device Manager (SDM): 10.1.33.1
File Edit View Tools Help

Cisco SYSTEMS
G i ‘ @ =) ? T

Refresh Save Help

Aud

— Security Audit

Use Case Scenario

SDMwill run & series of predefined checklistto assess your router's security
configuration. Once finished, SDM will present you with a list of recommended
actions, which you may choose to apply. Or, you ray directly performn one step
router lock-down by using the below optioh.

Security Audit

Perform security audit

Rauting

I - One-step lockdown

Ornie-step lockdown canfigures the router with et of defined security features
with recommended settings. Clicking the below button will deliver the
configurations to the rauter.

MNAT

Intrusion Pr

&

Quality of

i

Additional Tasks
One-step lockdown

Security Audit 21:48:29 UTC Thu Jul 28 2005 é‘
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Step2  Click Perform security audit.

Installing Cisco Business Communications Solution Verified Designs
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Performing a Security Audit

The Security Audit Wizard Welcome window appears (see Figure 143):

Figure 143 Cisco SDM Security Audit Wizard Welcome Window

Security Audit Wizard

Welcome to the security audit wizard

Security audit is a feature that examines your existing router configuration and
then provides a list of recommended configuration changes in arder to make yaur
router and network more secure.

For a complete list of functions security audit checks for, see the On-line help
topics.

| Security audit will

Check the router's running config. against a list of predefined security
canfiguration settings.

= Listidentified prohlems then pravide recaommendations for fixing them.

Allow the user to choose which identified problemds) to fix then display the
appropriate user interface for fixing them.

Configures the router with user chosen security configuration.

To continue click next.

142161

| Cancel| Help |

Step3  Click Next.
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W Performing a Security Audit

The Security Audit Interface Configuration window appears (see Figure 144):

Figure 144 Cisco Security Audit Interface Configuration Window

Security Audit Wizard [X|
Security audit interface configuration

Selectinside drusted) and outside {untrusted) interfaces. You can select one ar mare
inside frustedyioutside {(untrusted) interfaces.
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GigahitEthernetin. 33
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Service-Engine0i
Setial0izio

<N W § 8|
IRk A

Click next to perform the checking of security configurations on the rauter whether itis
canfigured ar nat.

o
P
e
)
]

<Back | Next> | ririen | cancel | Help |

Step4  Click Next.
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Performing a Security Audit

The Security Audit wizard tests your router configuration to determine which possible security problems
may exist. A window showing the progress of this action appears (see Figure 145), listing all of the
configuration options being tested, and whether the current router configuration passes those tests.

Figure 145 Security Audit Actions

Security Audit E]

Please wait while Security Audit checks ifthe recommended security settings
are configured an the router.

N0| ltern Mame | Status .
1 Dizsahle Finger Service W' Fazsed

2 Disable PAD Serice ¥ Mot Passed

3 Disable TCF small servers Service W' Passed

4 Disable UDP small servers Service W' Passed

5 Disable IP bootp server Servce 7% Mot Passed

6 Disable IF ident Service W' Passed

7 Disable COP W Passed

8 Disable IP source route » Mot Passed [
9 Enahle Password encryption Service ¥ Mot Passed
10 Enahle TCP Keepalives forinbound telnet sessions ¥ Mot Passed

11 Enable TCP Keepalives for outbound telnet sessions ¥ Mot Passed
12 Enahle Sequence Mumbers and Time Stamps on Debugs ¥ MNotPassed
13 Enahle P CGEF W Passed

14 Disahle IP Gratituous Arps ' Passed

15 BetMinimurn Password length to less than 6 characters ¥ Mot Passed

16 SetAuthentication Failure Rate to less than 3 retries < Mot Passed

17 SetTCP Synwaittime o NotPassed |+

Click "Close" to continue fixing the identified security problems ar undoing the
configured security configurations in the router.

Close Save Report

138779

If you want to save this report to a file, click Save Report.

Step5  Click Close.
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W Performing a Security Audit

The Security Audit Report Card window appears, showing a list of possible security problems (see
Figure 146):

Figure 146 Cisco Security Audit Report Card

Security Audit Wizard

~ Selectan option: | Fixthe Security prablems j

Checkthe "Fix-it' checkbox next to the settings you want to fix. Then, click "Mext" to continue.
You may he prompted far mare infarmation to fix cerain settings.

Mo Security Problems [dentified Action |+
1 PAD Senice is enabled I~ Fixit

2 P hootp server Servee is enabled I~ Fixit

3 |P source route is enabled I~ Fixit

4 Password encryption Service is disabled I~ Fixit

5 TCP Keepalives for inhound telnet sessions is disabled I~ Fixit

B TCP Keepalives for outhound telnet sessions is disabled I~ Fixit

¥ Seguence Mumhers and Time Stamps on Debugs are disabled I~ Fixit

8 Minimum Password length is disabled or less than B characters I~ Fixit

9 authentication Failure Rate is disabled or less than 3 retries I~ Fixit

10 TCP Synwait time is not set I~ Fixit

11 Banner is not set I~ Fixit |
12 Logaing is not enabled I~ Fixit
13 Enable Secret Passward i nat set I~ Fixit

14 Telnet settings are not enabled I~ Fixit

15 MetFlow switching is not enabled I~ Fixit

16 |P Redirects is enabled I Ficit

< Back | Next»

| Cancel| Help ||
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Step 6

Step 7
Step 8

Step 9

Performing a Security Audit Il

Check the Fix it check boxes next to any problems that you want Cisco SDM to fix (see Figure 147). For
a description of the problem and a list of the Cisco IOS commands that will be added to your
configuration, click the problem description to display a help page about that problem.

Figure 147 Cisco SDM Fix It Boxes

Security Audit Wizard [z|
mw Audit - Selectan option: | J
Check the "Fix-it' checkhox next ta the settings you want to fix. Then, click "Mext" to continue.
You may he prompted far mare infarmation to fix cerain settings.

Security Problems [dentified Action |+
PAD Service is enahled I~ Fixit
IP bootp server Servce is enabled I~ Fixit
IP source route is enahled I~ Fixit
Password encryption Service is disabled I~ Fixit
TCP Keepalives for inbound telnet sessions is disabled I~ Fixit
TCP Keepalives for outhound telnet sessions is disabled I~ Fixit
Seguence Mumhers and Time Stamps on Debugs are disabled I~ Fixit
Minimum Password length is disabled or less than 6 characters I~ Fixit
Authentication Failure Rate is disahled or less than 3 retries I~ Fixit
TCP Synwaittime is not set I~ Fixit
Banner is not set W Fizit |
Logging is notenabled I~ Fixit
Enable Secret Password is not set I~ Fixit
Telnet settings are not enabled I~ Fixit
MetFlow switching is not enabled I~ Fixit
IP Redirects is enahled I~ Fixit .

< Back | Next»
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| Cancel| Help ||

Click Next.

The Security Audit wizard may display one or more windows requiring you to enter information to fix
certain problems. Enter the information as required and click Next for each of those windows. For more
information on security audit fix it procedures, see the “Security Audit” chapter of the Cisco SDM
User’s Guide.

The Summary page shows a list of all the configuration changes that Security Audit will make.
Click Finish to deliver those changes to your router.

Security is now configured on the voice network.

Installing Cisco Business Communications Solution Verified Designs g
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M Performing a Security Audit

Step10 Click Yes to exit Security Audit Wizard (see Figure 148):

Figure 148 Exiting Security Audit Wizard

x)

SDM Warning

& Doyou really want to exit Security Audit Wizard?
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The installation of Cisco BCS Verified Designs is now finished.
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