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The following manual relates to the installation and utilisation of the Cisco Unified Enterprise Attendant
Console software product.

Cisco Unified Enterprise Attendant Admin provides administrator access to the configuration for Cisco
Unified Enterprise Attendant Console.

Cisco Unified Enterprise Attendant Admin is an efficient application specially designed for configuring
databases, connections to Cisco Unified Communications Manager, system and user settings.

The user-friendly design of the application gives speed and flexibility to the users.

Purpose

The purpose of this admin guide is to provide information on Cisco Unified Enterprise Attendant
Console configuration.

Who Should Read this Guide

The document is intended for:-
¢ Those involved in the training of Cisco Unified Enterprise Attendant Admin

¢ System Engineers and installers involved in the planning and provisioning of the installation and
operation of Cisco Unified Enterprise Attendant Admin

How this Guide is Organized

This guide includes the following sections:

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
[ oL-20135-01 .“



Preface

Table 1 Describes the Chapters of this Guide

Chapter Title Description

1 Introduction This chapter provides a brief Introduction to the
Cisco Unified Enterprise Attendant applications

2 Important Information This chapter provides details for the compatibility
of Cisco Unified Enterprise Attendant
applications with Cisco Unified Communications
Manager.

3 Product Overview This chapter provides a numbering test plan and
gives a brief description of the Cisco Unified
Enterprise Attendant applications.

4 Installation Checklist and Procedure |In order to start installing applications you must
for Cisco Unified Enterprise go through the checklist for successful
Attendant Admin installation.

This chapter provides the procedure for installing
Cisco Unified Enterprise Attendant Admin.
5 Cisco Unified Enterprise Attendant |This chapter explains in detail all the
Admin configurations that can be done through Cisco

Unified Enterprise Attendant Admin.

6 Cisco Unified Reporting This chapter provides an overview of the
reporting functionality that can be done through
Cisco Unified Enterprise Attendant Admin

7 Uninstall Attendant Admin This chapter provides an overview on how to
unistall Cisco Unified Enterprise Attendant
Admin successfully.

A Creating the Attendant Application  |This chapter provides an overview on how to
User Account for Cisco Unified configure Attendant Application User for Cisco
Communications Manager 7.x Unified Communications Manager 7.x

B TAPI Configuration for CUCM 7.x This chapter provides an overview on how to

configure the TAPI.

C Creating the Attendant Application |This chapter provides an overview on how to
User for Cisco Unified configure Attendant Application User for Cisco
Communications Manager 8.x Unified Communications Manager 8.x

D TAPI Configuration for CUCM 8.x This chapter provides an overview on how to

configure the TAPI.

E Downloading, Updating and This chapter provides an overview on how to

Registering Software

download, update and register software.

[l Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Conventions

This document uses the following conventions:

Table 2  Explains the Writing Conventions Used in the this Guide
Convention Indication
bold font Commands and keywords and user-entered text appear in bold font.

italic font

Document titles, new or emphasized terms, and arguments for which you supply
values are in italic font.

[ ]

Elements in square brackets are optional.

{x|ylz} Required alternative keywords are grouped in braces and separated by
vertical bars.

[x|y]|z] Optional alternative keywords are grouped in brackets and separated by
vertical bars.

string A nonquoted set of characters. Do not use quotation marks around the string or

the string will include the quotation marks.

courier font

Terminal sessions and information the system displays appear in courier font.

< >

Nonprinting characters such as passwords are in angle brackets.

Default responses to system prompts are in square brackets.

L #

An exclamation point (!) or a pound sign (#) at the beginning of a line of code
indicates a comment line.

Means reader take note.

Means the following information will help you solve a problem.

Caution

Means reader be careful. In this situation, you might perform an action that could result in equipment
damage or loss of data.

Timesaver

A

Warning

Means the described action saves time. You can save time by performing the action described in

the paragraph.

Means reader be warned. In this situation, you might perform an action that could result in

bodily injury.

[ oL-20135-01
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Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS Version 2.0.

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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=_ CHAPTER 1

Introduction

Welcome to the Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide. This
document describes the installation and configuration procedures of the applications.

Cisco Unified Enterprise Attendant Admin is the Web application that allows you to configure and
manage your system and user configurations.

System configuration provides the facility to manage synchronization of devices and directory contacts
with Cisco Unified Communications Manager. Cisco Unified Enterprise Attendant Admin and Cisco
Unified Communications Manager communicate via AXL API, using SSL to synchronize the system
devices used for queuing, servicing and parking calls. These devices are created as CTI (Computer
Telephone Integration) Ports and CTI Route Point devices within the Cisco Unified Communications
Manager database.

User configuration allows you to manage the configuration for the Cisco Unified Enterprise Attendant
Console. These settings include:

e Call queue parameters,
e Operator login credentials
¢ Global parameters for internal/external calls access,
e Force Authorization and Client Matter Codes (FAC and CMC)
e Recall timers.
These settings are made in order to manage the call flow.
This document assumes that the reader has knowledge of:-
¢ (Cisco Unified Communications Manager
e  Windows 2003/2008/Vista/XP
e TCP/IP
e Microsoft TAPI 2.1

e Cisco Unified Communications Manager TSP

[ oL-20135-01
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Il Points to Remember

Cisco Unified Attendant Consoles
- High Level Architecture

Feature rich

operator soft ] Attendant
consoles forthe Clients *ppones
Enterprise, Business

& Department

Windows/PC-based
client-server
architecture

Points to Remember

Cisco Unified Enterprise Attendant Admin is a set of rules that govern the way the system will operate.
Each configuration is stored in a database on a Microsoft SQL Server and must be maintained to obtain
optimal performance. You must note the following points:

¢ Changes made through this application are not saved until you click on the Save button on the page.

e The valid range or types of characters for each field have been specified on the right-hand side of
the fields in red.

e Invalid input in any field will be denoted by a red colored asterisk (*).

Forced authorization code [FAC); ‘ ‘ [*#.0-9)

e Most changes to the system will be made in real-time; however, some changes will require a start
and stop of Cisco Unified Enterprise Attendant Server.

Accessibility for Users with Disabilities

Cisco Unified Enterprise Attendant Admin provides accessibility features that make it easier for blind
and visually impaired users to use the application.

The application runs in a web browser, therefore, the configurations can be made using a mouse as well
as the standard keyboard navigations supported by the web browser.

All buttons are labelled by the functionality they provide. Each icon displays a tool tip when the mouse
is hovered on it, clearly defining the function of the graphic button. A list of icons along with their
descriptions has also been provided in Chapter 5, “Cisco Unified Enterprise Attendant Admin.”

Attendants also have an option to use Cisco Unified Enterprise Attendant Console with a screen reader
plug in called JAWS. The screen reader provides the attendant with information on the status of the
attendant console as well as with information about the text in the attendant console windows.

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Accessibility for Users with Disabilities Il

Cisco Unified Enterprise Attendant Admin also comes with context-sensitive help. For every page, users
can access help specific to the page they need assistance for.

For more information on Cisco Accessibility Program please contact through the following link,

http://www.cisco.com/web/about/responsibility/accessibility/contact.html

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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B Accessibility for Users with Disabilities
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== CHAPTER

Important Information

Compatibility Between Cisco Unified Enterprise
Attendant Console and Cisco Unified
Communications Manager

This chapter outlines the compatibility between Cisco UnifiedEnterprise Attendant Console and Cisco
Unified Communications Manager. Reference is also made to key functions and considerations that

should be understood prior to deploying the software. Table 2-1 shows the required Cisco TAPI TSP to
use between Cisco UnifiedEnterprise Attendant Console and Cisco Unified Communications Manager.

Table 2-1 Displays the Compatibility Matrix for Cisco Unified Enterprise Attendant Console with

Cisco Unified Communications Manager

Communication Manager 7.1(5) 8.0

8.6.0 8.6.0

8.0(2)
8.6.0

8.0(3) 85 8.6
8.6.0 8.6.0 8.6.0

Cisco Unified Enterprise
Attendant Console

Music on Hold

Note

Cisco Unified Enterprise Attendant Console supports Music on Hold (MoH) from Cisco Unified
Communications Manager in the following areas:

e  When an Operator holds a call
¢ During a blind transfer

e During a re-established transfer
e (Call on Arrival Mode*

A music source must be selected on the relevant Service Queue devices to enable this functionality. The
use of music in both the transferring and hold scenarios is controlled via settings on Cisco Unified
Enterprise Attendant Admin.

* In version 8.0.3 an option has been added to configure a Queue with Call Arrival Mode to “Hold
Queued Calls when it arrives on the CTI Port.

Important - If using this mode the call is charged from the time that the call is answered and put on hold
on the CT Gateway.

| oL-20135-01
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Ml TAPIResilience

This will also allow an integration with Unity where you can have Unity answer and play a welcome
greeting message, before using a Call handler to transfer the call to the Queue DDI and have the caller
hear music.

TAPI Resilience

Call Park

Cisco Unified Communications Manager allows a TSP client to communicate with a primary and
backup CTI (Computer Telephone Integration) Manager to receive CTI information. This allows Cisco
Unified Enterprise Attendant Server and clients to carry on functioning if a Cisco Unified
Communications Manager failover occurs. The backup CTI Manager should be the Cisco Unified
Communications Manager to which the phones fail over.

The Attendant Console Call Park functionality is additional to the standard Cisco Unified
Communications Manager call park and directed call park functions. Operators are able to see their
available Park devices and choose whether to use a specific device or allow the system to select a device
for them to park a call on.

Cisco Unified Presence Server

The Cisco Unified Enterprise Attendant Console can display information extracted from Cisco Unified
Presence Server (CUP) from Cisco Unified Communications Manager version 6.x onwards. Cisco
Unified Presence is a standards-based platform that collects information about a user's availability and
communications capabilities to provide unified user presence status and facilitate presence-enabled
communications for Cisco Unified Communications and critical business applications. With this
scalable and easy-to-manage solution, Cisco Unified Presence delivers a consistent presence-enabled
communications experience across Cisco Unified Communications applications everywhere, every time,
independent of user device, application, or workspace location. In addition, Cisco Unified Presence
gives customers and partners the flexibility to presence-enable and streamline business communications
by interoperating with critical business applications through open interfaces.

The integration is managed via the Cisco Unified Attendant CUP Plug-in directly to the Cisco Unified
Enterprise Attendant Web Admin.

Changes to the CUP Plug-in service will be managed in real-time. The CUP Plug-in service will not be
required to stop and restart for the changes to take affect.

The Attendant Console information is collected from the Cisco Unified Enterprise Attendant Web
Admin.

Other Items to Remember

e Cisco Unified Enterprise Attendantt Server and Cisco Unified Enterprise Attendant Console should
not be installed on a machine that will act as Cisco Unified Communications Manage.

e Headset operation is supported.

[l Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide

0L-20135-01



=_ CHAPTER

Product Overview

Cisco Unified Enterprise Attendant Admin is the configuration tool for the Cisco Unified Enterprise
Attendant Console applications. It allows communication with the Cisco Unified Communications
Manager to create the required system devices, and communicates with the Attendant Server to configure
the system parameters. The Cisco Unified Communications Manager integration uses the AXL (Avvid
XML Layer) protocol, and requires some initial configuration on Cisco Unified Communications
Manager itself to create a User Profile that allows communication via AXL protocol.

The following application is configured through Cisco Unified Enterprise Attendant Server,

Cisco Unified Enterprise Attendant Console

This is a screen-based operator console that has been developed to work exclusively on Cisco Unified
Communications Manager. The traditional functions of a telephone switchboard have been re-created as
a Windows application. It is visually more appealing, easier to operate and more user friendly.

Figure 3-1 shows the default layout of Cisco Unified Enterprise Attendant Console with the various
areas of the screen labeled as to the purpose.

Figure 3-1 Displays the Default Layout of the Cisco Unified Enterprise Attendant Console
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The following devices are used to manage call routing and functionality,

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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W Cisco Unified Enterprise Attendant Console

Queue DDI

A Queue DDI (Direct Dial In) is the DN that is dialed to route calls into a call queue. Each configured
DDI will be created on CCM as a CTI Route Point, and any call that is intended for this queue must be
directed to this port, either directly or through translation.

CT Gateway Devices

The primary purpose of the CT gateway is to queue calls awaiting distribution to Cisco Unified
Enterprise Attendant Console. CT Gateway devices are CTI Ports that are created by the Admin
application when synchronized with Cisco Unified Communications Manager.

Service Queues

The Service Queue is a range of devices (CTI Ports) that are used to manage calls after they leave the
operator’s handset, for example when transferring or holding calls.

Park Devices

Another range of CTI Ports that are used exclusively for when the attendant’s wish to park a call. They
can either select the preferred Park port of allow the system to select the port for them. A parked call can
then be picked up by anyone on the system by dialling the Park port number. As these Park Devices are
exclusive to the console attendants they are situated on the Cisco Unified Enterprise Attendant Server
and will require an additional range of DN’s.

Call Flow

Figure 3-2 shows how calls flow through Cisco Unified Enterprise Attendant Console and how they are
controlled by Cisco Unified Enterprise Attendant and Cisco Unified Communications Manager.

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Cisco Unified Enterprise Attendant Console ||

Figure 3-2 Displays the Call Flow from Clsco Unified Communications Manager to the Cisco
Unified Enterprise Attendent Console
Call Activity is monitored
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Manager
The calls land on Cisco
Unified Communications
Manager and it is
configured to deliver these
calls
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B Numbering Plan for Test Install

Numbering Plan for Test Install

In order to use the system devices, that are, Service Queues, CT Gateway and Park Devices for call
handling you can use the following numbering for a test install (Table 3-1). Take a printout of the
following table and fill in your own number plan in the Directory Number field.

Table 3-1 Shows a Numbering Plan for a Test Install
Device Type Directory Number (Example) Directory Number
Queue DDI 8100

Queue DDI 8101

CT Gateway 8000

CT Gateway 8001

CT Gateway 8002

CT Gateway 8003

CT Gateway 8004

Service Queue 8400

Service Queue 8401

Service Queue 8402

Service Queue 8403

Service Queue 8404

Park 8600

Park 8601

Park 8602

Park 8603

Park 8604

Performance Information

Performance of Cisco Unified Enterprise Attendant applications can be measured in several ways:
e Number of Attendants (Operators)
e Number of Contacts Supported
e Number of Console Queues

e Busy Hours Call Completions (BHCC). This is a measurement of telephone traffic determined by
the network's most active hour and used to gauge system capacity.

Table 3-2shows the maximum numbers that can be achieved against each of the performance criteria.

Table 3-2 Shows the Performance of Cisco Unified Enterprise Attendant Console
Performance Item Maximum numbers with

Cisco Unified Enterprise Attendant Console
Number of Attendants (Operators) 25
Number of Contacts Supported 100k

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Performance Information W

Table 3-2 Shows the Performance of Cisco Unified Enterprise Attendant Console

Performance Item Maximum numbers with
Cisco Unified Enterprise Attendant Console

Number of Console Queues 50
Busy Hours Call Completions (BHCC) |6000

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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B Hardware / Software Requirements

Hardware / Software Requirements

The information in Table 3-4 and Table 3-5 provide details of the minimum hardware/software required
to run Cisco Unified Enterprise Attendant applications.

Table 3-4 Minimum Specification Required by Cisco Unified Enterprise Attendant Server

Applies To

PC Specification

Cisco Unified Enterprise Attendant Server

Pentium 4 2.2 GHz
4 GB RAM

72 GB Hard Drive
CD-ROM/DVD-Rom
Network Card

SVGA (1024x768) display card with correct
drivers

Windows 2003 Server SP2 running Windows
English Regional Settings. Windows 2008 R1 (32
bit) Server is also supported.

For non-English characters the relevant language
pack needs to be installed for the locale.

.Net Framework 3.5%%*

One of the following databases:*

- MS SQL Server 2005 Express, Standard or Enter-
prise, or

- MS SQL Server 2008 Express, Standard or Enter-
prise

(See “SQL Consideration and Scalability” on
page 3-7 for further information).

Internet Information Service (IIS) 6.0 (or later).**

* Note: The Attendant Console Server installation
will operatein an MS SQL 2005 Server
environment, but MS SQL 2008 isrecommended. In
an environment where MS SQL is not present the
installation will install MS SQL 2008 (Express)
application automatically. If MS SQL Express 2008
isinstalled manually, it must be installed asthe
Default instance for the Attendant Console to
function. Cisco Unified Attendant applications will
not work with aNamed instance of SQLExpress.

** Note: IIS is installed seperately to the
Attendant Console Server Installation and the
ASP.NET component must be enabled and
installed. This is done via the Add/Remove
Windows Component > Applications Server
and Details.

[l Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Hardware / Software Requirements 1l

The Server should be connected to the network via the TCP/IP protocol.
You will require appropriate Operating System Licenses.

Cisco Unified Enterprise Attendant Server is not supported within a 64 bit Operating System.

NIC Teaming is not supported.

Cisco Unified Enterprise Attendant Server is not supported on the Cisco MCS (Media Convergence
Server) Operating System.

Cisco Unified Attendant Server is only supported in a live environment on VMware ESXi 4.0 running
on Cisco UCS B200M1 hardware.

Cisco Unified Attendant Server is not supported in a live environment on HyperV or any other virtual
based operating system.

It is also worth noting that the Cisco TSP is only supported on VMware with Windows 2008, and not
with Windows 2003.

Access to the Cisco Unified Attendant Server is not supported at any time via Remote Desktop (RDP),
Terminal Services (TS) or any other session based application. These applications can cause stability
problems with the required TAPI/TSP and Wave Driver operation. Only local connection or VNC
Connection is supported. See http://support.microsoft.com/kb/308405.

Table 3-5 Minimum Specification Required by Cisco Unified Enterprise Attendant Console
Client
Applies To PC Specification
Cisco Unified Enterprise Attendant Console Pentium 4 Entry Level Specification
1GB RAM

1GB available Hard Drive space
CD-ROM/DVD-ROM

Network Card

Connected to Network via TCP/IP
SVGA (1024x768) display card
Windows Small Fonts

17 Monitor highly recommended

XP Professional / Vista Professional (32 bit and
WoW64) / Windows 2003/2008 and Windows 7
(32 bit and WoW64) (See Note below thistable).

SoundBlaster compatible sound card and speakers
are recommended for the Console Operator.

| oL-20135-01
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Backups

If the Cisco Unified Enterprise Attendant is installed on Windows 7, Windows 2003 or Windows 2008
Operating System then ‘Data Execution Prevention (DEP)’ must be enabled. See Installing Cisco
Unified Enterprise Attendant Console Client, page 4-15

If you are installing Cisco Unified Enterprise Attendant Console client on Windows Vista or Windows
7, or 2008, there is an additional process that you need to complete by disabling the User Account
Control. See Disabling the User Account Control in Windows 7/ Vista/ 2008, page 4-24.

As with all systems, we advise that backup facilities are provided to ensure application and data
integrity, should an unforeseen circumstance arise.

Examples:
e CD Writer
e Tape streamer. DLT, DAT, Travan etc
e Zip/ Jaz drive or other type of Magneto Optical drive

If possible, choose a solution that gives a one step disaster recovery. This is a solution that has the ability
to restore the complete contents of a hard drive from a bootable floppy disk and the restore media.

Server Redundancy

It is strongly recommended that the PC Server should be a redundant system with the following
redundancy methods. This is at the discretion of the customer

e Multiple hot-swap power supplies
e Hot-swap Hard Drive arrays
e UPS / power conditioners

e RAID

Security Considerations

There are many different AntiVirus products that are supported on a Cisco Unified Enterprise Attendant
Console system server. Supporting guidelines on AntiVirus software can be found on the following site:-

http://www.cisco.com/en/US/products/ps7282/products_implementation_design_guides_list.html
Folder/File Exclusions

It is important that the AntiVirus product supports "Exclusions". This is the ability for the user to specify
specific files and/or folders that will NOT be scanned by the AntiVirus program.

[l Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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The following exclusions should be set when using AntiVirus on a Cisco Unified Enterprise Attendant

Server

File Location Use

\\DBData Thisfolder is where the System Configuration
Databases are located

\\Program Files\Cisco\L ogging Thisiswhere al the system log files are stored.

\\Temp\Cisco\Trace Thisiswhere the Cisco TSP Trace files are located

Network Requirements

The files in the above table are constantly being written to and updated during standard operation of the
Cisco Unified Enterprise Attendant system.

Due to this, these files are permanently being accessed - an AntiVirus "Scan on access" policy for these
files will mean that the files are constantly being scanned for Viruses. This will in turn slow down the
operation of the Server. Therefore, excluding these files from being continuously scanned will allow the
Server to function as expected.

6. The following table outlines the network requirements for running Cisco Cisco Unified Enterprise
Attendant applications.

Table 3-6 network requirements for running Cisco Unified Attendant applications
Applies To Network Specification
All Network Types The network will need to support/run TCP/IP.

Cisco Unified Enterprise Attendant Admin
application will need to run under an Administrator
profile. (Local Administrator is acceptable)

Microsoft Windows Network If the network uses DHCP then the Cisco Unified
Enterprise Attendant Server will need astatic IP
address allocated to it.

SQL Considerations and Scalability

Cisco Unified Enterprise Attendant Console installs SQL 2008 Express by default as part of its standard
installation process. The performance limitation that SQL Server 2008 Express possesses is that it can
access only a single CPU and 1 GB of RAM with a maximum database size of 4Gb.

In sites where one or more of the following are expected;-
— A large number of operators — more than 10,
— A high call volume — greater than 500 calls per operator per day,
— A Large Directory — greater than 10,000 contacts;

The use of SQL Server 2008 Standard or Enterprise should be strongly considered. Where a system out
grows the SQL2008 Express deployment, the Standard or Enterprise versions of SQL 2008 can be used
to upgrade the existing implementation with minimal effort.

| oL-20135-01
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Product Feature Table

The following table displays a break down by feature of the following products. It is meant as a quick
reference to the product range and shows features as either Supported, Partial Support, or Unsupported.
For a more detailed features list it is recommented that the respective product data sheets are consulted
from http://www.cisco.com/en/US/products/ps7282/products_data_sheets_list.html.

e Cisco Attendant Console (CAC). (EOL (End of Lifed) April 2009).
e Cisco Unified Department Attendant Console (CUDAC)
e Cisco Unified Business Attendant Console (CUBAC)

¢ Cisco Unified Enterprise Attendant Console (CUEAC)
The symbols denote the level of support within the product :-
[ Supported, D = Partial Support O-= Unsupported

Table 3-7 Product Feature table
Version
() (X} (X
(1] << << <
2 5 2 5
Feature o o o
Installation Browser Web & Web & Web &
Wizard Wizard Wizard
Configuration CUCM Browser Browser Browser
Queue Features
Queues supported Hunt
Groups , @ per ®; ® 5o
Jinstance (5
Instanceson
aserver)

Configurable queue names and
priority

0

Show all calls in all queues option

Queue salutations

Show & pick calls from each Queue

Queue wait time overflow

Queue limit overflow (no of calls)

O @® @& ® O 0| OO0
® ® O ® O O

® & 6 &6 O o o
@ 6 &6 & o o o

Operator overflow (no operators)

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Table 3-7 Product Feature table
Version

o < = <

g S 2 =
Feature o x) o
Queue overflow destinations @) o o o
supported
Overflow options o o o o
Music in Queue (] @) o o
Operator Handset Ringing o o o o
Service options
Emergency mode switch @) @) o o
Emergency mode destination @) @) o o
Night service switch o @) o o
Night service hours/timing o @) o o
Night service destination o @) o o
Directory features
Directory size supported 100k 150 per 500 100k

instance (5
instanceson
aserver)

Search fields 2 3 4 6
Mobile number support @) ® ® o
Internal directory support o o o o
External directory support (@) D ] D
Speed dials o o o o
Alternative number search (hotkey) @) o o o
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Table 3-7 Product Feature table

Feature

Version

CAC

CUDAC

CUBAC

CUEAC

AND Searching

Alternate Contacts search

Directory to XML phones

Cross tab searching

Notes against person

0, 0|0 |0 O

® O/ 0 0 |0

® O/ 0 0 | @

® &6 O o o

Presence / Status features

Busy Lamp Fields / Phone Status
supported

Yes

150 per
instance (5
instanceson

aserver)

7000

Presence integration with CUP

Presence integration with OCS

@)

® Localy

o Localy

Telephony features

Transfer Reversion (Call Recall)

Hold Recall

Call toggle

Camp on

Call hold with notes

Undirected Call park (finds first slot)

Directed Call Park (to specific Park
location)

® ® O O ® 0|0

Call Hold

® & & O O o o o

® ®© & O O o o o
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Table 3-7 Product Feature table
Version
o < = <
g S 2 =

Feature o x) ]
Park recall ] o o o
Transfer o o o o
Conference o o ® )
System features

No of Clients o 2 6 25
Keyboard driven o ® ® o
System logging @) ] ] o
System Reports (@) @) o o
VMWare (ESXI-4) @) o o o
Cisco Unified Communications Manager Supported

Communications Manager Supported 4.3,5.1, 7.1,8.0, 7.1,8.0, 7.1,80,

6.0,6.1,7.0 85, 8.6 85,86 85, 8.6

Localisation and accessibility

Languages supported* 20 1% (15) 1* (15) 1*#(15)
Accessibility support (with JAWS @) o o o
Script)

Legend: ® = Supported, b = Partial Support, O = Unsupported

* = The initial CUEAC (v8.6.0.x) release supports English only. This will be expanded to the 15 core

languages within later versions scheduled 2011.

The 15 core languages that are supported are: English, French, Italian, German, Spanish, Portugese,
Chinese (simpl), Chinese (trad.), Japanese, Korean, Arabic, Dutch, Swedish, Russian & Danish

| oL-20135-01

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide g



Chapter3  Product Overview |

M Product Feature Table

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
m. 0L-20135-01 |



== CHAPTER I

Installation Checklist and Procedure for Cisco
Unified Enterprise Attendant Admin

This section describes in detail the installation procedures for the following applications,
e Cisco Unified Enterprise Attendant Server
e Cisco Unified Enterprise Attendant Console

In order to install Cisco Unified Enterprise Attendant Applications, you must configure an Application
User profile on the Cisco Unified Communications Manager. All other configuration on the Cisco
Unified Communications Manager will be handled by the Attendant Admin. Please refer to the following
installation checklist for step-by-step installation sequence.

If you are upgrading from one variation of Cisco Unified Attendant Console (such as a Business version
to an Enterprise version) it is strongly recommended that you start with a completely clean server
installation.

Please note that installation via Terminal Services/Remote Desktop is NOT supported. Only a local
installation or VNC connection is supported.

Earlier versions of Cisco Unified Enterprise Attendant Server used End User accounts. If upgrading from
a previous version of the software it is important to confirm that the connection account is an Application
Account.

Installation Overview

This overview is designed to guide you through the installation process for Cisco Unified Enterprise
Attendant Console in an easy to follow step-by-step sequence. A certain amount of preparation is
required to ensure that a quick setup is achieved. Table 4-1 provides an overview of the Installation and
Configuration steps that are required for a successful install of the software.

| oL-20135-01
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Installation Overview

Table 4-1 Installation and Configuration Overview

Step 1 Preperation

Formulate numbering plan for test install. Refer to
“Shows aNumbering Plan for a Test Install” on
page 3 - 4 for required Directory Numbers.

PrepareaServicewith Internet Information Services
(11S) installed and ASPNET. Refer to “Hardware /
Software Requirements” on page 3 - 6 for Server
Requirements.

Step 2 Cisco Unified Communications Manager Configuration

Create partition and Calling Search Space or add
to existing ones as required. (Note: All CTI
devices created for the Cisco Unified Enterprise
Attendant Console, as well as operators
extensions need to be able to receive and make
calls to a full range of destinations.)

For CUCM 7.x/8.x see “Creating the Attendant
Application User Account for Cisco Unified
Communications Manager 7.x” on page A - lor
“Creating the Attendant Application User for
Cisco Unified Communications Manager 8.x” on
page C - 1

Create an Application User

Create a User Group

Assign roles to User Group

Assign Application User to User Group

Assign Application User to CCM Super User
Group

Step 3 Install and Configure Cisco Unified Enterprise Attendant Admin

Install Cisco Unified Enterprise Attendant Admin.
See*“ Installing Cisco Unified Enterprise Attendant
Server” onpage4-4

Check Cisco Unified Communications Manager
connectivity.
See“ CUCM Connectivity” on page5 - 13.

Configure CT Gateway, Service and Park devices.
See* System Configuration” on page5 - 21.

Synchronize with CCM. Adds all required CTI
devicesto CCM, and adds them to the Application
User profilefor CTI control.

See* Synchronizing with CUCM” on page 5 - 24.

[l Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Installation Overview 1l

Step 3 Install and Configure Cisco Unified Enterprise Attendant Admin

Configure Directory Synchronization if required.
“Directory Synchronization” on page 5 - 29.

Configure Cisco Unified Enterprise Attendant
Console User Settings.

See “User Configuration” on page 5 - 33

General Properties,

Access Numbers

FAC and CMC Settings

Recall Timers

Working Days

Queue Management

General (Name, DDI, Priority)
Emergency destination
Overflow destinations

Night Service destination
Operator management
Operator login names and passwords

Queue Association

Step 4 Install Cisco TSP on Cisco Unified Enterprise Attendant Server
A

Note Installation of the Cisco TSP with Cisco Unified Communications Manager 8.x
is silent and is completed within the installation of the Cisco Unified Enterprise
Attendant Server

Run the CiscoTSP.exe. Aspart of theinstall thisfile
is extracted from the CUCM to the desktop. If you
require to manualy collect thefile go to
Communication Manager configuration and select
Application > Plugins. For CUCM 7.x See
“Installing the TAPI TSP” on page B - 1 or for
CUCM 8.x see” Manually Installing the TAPI TSP”
onpageD -1

Select Cisco Telephony Service Provider and run
theinstall following the onscreen instructions
After rebooting the Server configure the TSP

Install Cisco TAPI Wave Driver (instructionsarein
the TSPreadmefile). See* Installing the TAPI TSP”
onpageB-1

Reboot the server.

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Step 5 Test TAPI

Use Phonel.exe (TAPI Soft Phone) from
Julmar.com to test that,

a) all Associated devices appear in thelinelist, and
b) that aCTI Ports can be monitored and acall made
to anearby handset.

Step 6 Install Cisco Unified EnterpriseAttendant Console.

See “ Installing Cisco Unified Enterprise Attendant
Console Client” on page4 - 15

Installing Cisco Unified Enterprise Attendant Server

~

Note

Step 1

If you are upgrading from a previous version of the software you will follow the same installation
process as outlined below. It is important to note that on Step 12, you have the ability to retain your
existing configuration or create a brand new one.

It is also important that if the server is updated, then the Attendant Console will also need to be updated.
Attempting to use an older version of the Attendant Console with a new server may result in some
inconsistent system performance due to database changes.

If you are upgrading from one variation of Cisco Unified Attendant Console (such as a Business version
to an Enterprise version) it is strongly recommended that you start with a completely clean server
installation.

When installing the software you will need to be logged in with local administration rights.

Prior to installing the Cisco Unified Enterprise Attendant Console software, it has to be downloaded. For
information related to the download and registration of the software, refer to Appendix D “Downloading,
Updating and Registering Software” on page E - 1 of this manual.

1. Browse to the directory where the downloaded installation files are saved.

To install the application, perform the following steps:

Procedure

The initial part of the installation will install the 3rd party applications, including MS SQL Server 2008
Express, IE 6.0 and MS Dotnet 3.5 if they are not already installed. The default user name for the SQL
connection will be sa and the default password will be Z1ppyfOrever. Figure 4-1 shows the first window
that appears displaying a progress bar while the setup prepares the system for installation.

[l Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Installing Cisco Unified Enterprise Attendant Server

Figure 4-1 Displays the Screen that is Shown While the Setup Prepares for Installation

InstallShield Wizard

Preparing to Install...

Cizco Unified Attendant Server Setup is preparing the
InstallShield Wizard, which will guide you through the
program setup process. Please wait.

Extracting: Cizco Unified Attendant Server.msi

|

Step2  The next screen displays a welcome note and instructions on installing (Figure 4-2). Click Next.

Figure 4-2 Displays the Welcome Screen

Cisco Unified Attendant Server - InstallShield Wizard x|

Welcome to Cisco Unified Attendant Server
installation wizard

The wizard will install the Cizco Unified Attendant Server
components onto vour computer. To continue, click Mext

LCancel

Step3  The next window contains registration information (Figure 4-3). In the Name text box, type the name of

the license holder, and type the company name into the Company text box. Click the Next button to
proceed.

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Step 4

Note

Step 5

Note

Figure 4-3 Displays the Registration Information Screen of the Install
x|
Regizstration [nformation ‘M

Fleaze enter the name and company of the registered owner of Cigco Unified Attendant
Server inta the figlds below. Theze fields must be filed in to proceed.

Marne:

IDwnerN arne

Company Mame:

IEompanyN ame

InztallShield

< Back | Mest > I LCancel |

In the next window (Figure 4-4), it is necessary to type the Machine Name or IP Address of the machine
onto which the Server application is being installed. Click Next.

If you are unsure of the machine name, it is possible to find out through Control Panel >Network. This
must be done on the machine that runs Cisco Unified Enterprise Attendant Server.

Figure 4-4 Displays the Server Information Screen for the Installation
x|

Server Infarmation ‘«M

Pleaze enter Maching Mame / IP Address where the Cisco Unified Attendant Server is installed.

This is required to enable IP communication between the Cisco Unified Attendant Console
client applications and the Cisco Unified Attendant Server.
This field must be filled in to proceed.

Cizgco Unified Attendant Server Machine Mame / 1P Address:

192.168.1.50

IrstallStield

< Back | Mest > I LCancel I

In the next window you have to enter a Windws Username. This Username has to be configured for local
machine administrator rights. This is required for the IIS security configuration of the Cisco Unified
Enterprise Attendant Admin. You will not be able to proceed without entering this information. Click on
Next.

It is advised that you should not use a domain account. This should be a local account with machine
administration privileges.

[l Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Figure 4-5 Displays the IIS Security Configuration Screen for the Installation

Cisco Unified Attendant Server E3
N

i
115 Secuwity Configuration ' g —

Plaase erter & Windaws Usemame having local maching admiristratar rights. This should be &
lozal machine uzer and not & domain user.

This is requirad for Intarnet Infarmation S arvices [115) secunty sonfiguration of Ciseo Undied
Attendant Admin application

This field must be filed in to proceed.

Username:

rrstall=hield

cgack [ New> | Cancel |

Step6  If you already have MS SQL Server 2008 Express Edition, the screen in Figure 4-6 will be displayed.
Enter the Server Name, Username and Password to connect to MS SQL Server Express 2008 Edition.
The default user name for the SQL connection will be sa and the default password will be Z1ppyfOrever.
Click Next.

Note  If MS SQL Server is not installed on your machine, it will be installed automatically by Cisco Unified
Enterprise Attendant Server Installation. This is done during Step 1 (Figure 4-1).
IMPORTANTLY - If the SQL Server is installed this way, the following screen will not appear.

Figure 4-6 Displays the Server Login Information Screen for Installation

Cisco Unified Attendant Server b

SOAL Server Login Infarmation ' i

Pleaze enter the information for Microgoft SOL Server. This iz required to enable |P communication
between the SAL Server and the Cisco Unified Attendant Server.
These fields must be filed in to procesd.

Server Mame:

IWEB-2UDB-DD1

Usermame:

ISEI

Paszwond:

|rztallShield

< Back | Mext » I Cancel |

Step7  In order to connect to Cisco Unified Communications Manager, you must enter the IP address and
Port.This is shown in Figure 4-7. You must also specify the Cisco Unified Communications Manager
Application User ID and Password. Make sure the Application User account specified is available on
the Cisco Unified Communications Manager administration. The creation of an Application User ID has
been explained in the following appendices towards the back of this document. Appendix A, “Creating

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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the Attendant Application User Account for Cisco Unified Communications Manager 7.x.”and
Appendix C, “Creating the Attendant Application User for Cisco Unified Communications Manager
8.x.”. Click Next.

Figure 4-7 Displays the Cisco Unified Communications Manager Information Screen
x
Flease enter the following Cizco Unified Communications
I anager connection details. ‘\h

Please enter the following information that will allows the Cisco Unified Attendant
Admin tool to connect to the Cigco Unified Communications Manager.

Fleaze ensure that pou have zet up the required end user profile and agzsigned
appropriate roles ta it in CUCH before proceeding. Please refer ta Cizca Unified
Attendant Admin User Guide for details.

IP &ddress:
|192.188.‘I.50

IP Part:
|443

CLCM Application User ID:

IAppUser

Passward:

| ristallS hisld

< Back I Meut > I Lancel |

Step8  When you enter the Username and Password to connect to Cisco Unified Communications Manager in
the previous window (Figure 4-7), two security alerts will be displayed (Figure 4-8). Click Yes on both
the alerts to proceed.

Figure 4-8 Displays the Confirmation to Access Cisco Unified Communications Manager
x|

vy

it This page requires a secure connection which includes
?. server authentication.

The Certificate | ssuer for this site is untrusted or
unknown. Do vou wish to proceed?

No ‘Wiew Certificate Mare Info

Note  Step 8 is only available during an installation to Cisco Unified Communication Manager 8.x. For an
installation to Cisco Unified Communication Manager 7.x, move on to Step 9.

Step9  This next window will only appear if the installation is being completed with Cisco Unified
Communication Manager 8.x. You will be prompted to enter the IP Address or Host Name for the
Primary CTI Manager location (See Figure 4-9). There is also an option to add the IP Address or Host
Name for the Backup CTI Manager location.

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Figure 4-9

Cisco TSP Infarmation l\h

Installing Cisco Unified Enterprise Attendant Server

Displays the Cisco TSP location Information

x|

Please enter the following information required to configure the Cisco TSP,

Frimary CT1 Manager Location [Fequired)

" Host Mame: I

&+ |P Address:

B ackup CTI Manager Location [Dptional)

* |P Address: I

= Host Mame: I

IstallShield

< Back | Mest > I

LCancel |

Step 10

select a different path and directory. Click the Next button.

Figure 4-10

Cisco Unified Attendant Server

Chooze Destination Location L5

‘a.'..

X

The next window is for selecting the directory into which you wish to install the application
(Figure 4-10). The default location is C:\Program Files\Cisco. By using the Browse button, you can

Displays the Screen to Specify Location for the Files to be Installed

Select the folder where the application files will be installed.

Ta install ta this folder, click Mext. To install to a different folder, click Browse and select
another falder.

Destination Folder
’7 C:M\Program FileshCizco

Browse... |

| ristall5 higld

LCancel |

Step 11

proceed with installation or click Back to edit the settings made on the previous screens.

| oL-20135-01

A summary windows with the current settings specified will be displayed (Figure 4-11). Click Next to
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Figure 4-11

Cisco Unified Attendant Server - InstallShield Wizard

Start Copying Files

Fleaze review the seftings before proceeding.

Setup will now install your new software.

Current Settings;

Install Path: C:\Program FileshCizcah

Server [nformation
User Mame: MT
Server Mame: 172.12.252.70
Company Mame: &rc

CCM Information
CCM IP Address: 172.16.252.70

CCM Port: 443 -
Kl _'lJ
| ristallS hield

< Back

Step 12
(Figure 4-12).

Figure 4-12 Displays the Progress Bar for the Installation

Cisco Unified Attendant Server - InstallShield Wizard x|
Setup Status

Setup iz now inztaling vour new software

|rstallShield

Step 13
for the application (Figure 4-13). Click Next.

[l Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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The installation will start and a progress bar will reflect how much of the process is completed

Once the application has been installed, the Database Wizard will create and configure the databases
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Figure 4-13 Displays the Database Wizard Welcome Screen
x|

m“w Database Yizard
.,k .‘ Thiz *izard will guide pou through the steps

involved in the creation of the databaze.

It iz strongly recommended that before running the
Configuration ‘Wizard, please check that you have the
right Security privileges on Metwork Domain and on
SOL Server as a User.

< Back

LCancel

)

Note If a previous installation has been installed on the machine you will be prompted that the database

already exists. Clicking on Yes will give you a clean database with no configuration set. Clicking on No
will upgrade your existing configuration.

Create Configuration Database. |

P | A database with this name already exists,
\,) Do you want to overwrite the existing databaser

Step14 The next window shows the status of database installation (Figure 4-14). Once the installation is
complete.

| oL-20135-01
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Figure 4-14 Displays the Installation Progress of the Databases

Database Wizard x|

Installation Progress...

Thiz screen will advise you of the status of your installation and will ' ' I ' ' ' I l '
shiow details of any erors that may occur. On receiving an eror c I s c o
pleaze refer to your installation guide or contact pour Cisco

technical representative

Installation Details | Errars I
| | [ietailz |
+ Initiglize Corfiguration Database Ervionment,
/" Creating Configuration D atabaze.
+ Initiglizing Logging O atabase Erviorment,
" Creating Logaing DB
| Updating Registry.
« Updating Iri File

< Back Hest > Finish

Note  Step 14 is only applicable if you are connecting to Cisco Unified Communications Manager 8.x where
the installation and configuration of the TSP is integrated into this process. If you are connecting to
Cisco Unified Communications Manager 7.x move on to Step 15.

Step15 If you are installation is connected to Cisco Unified Communications Manager 8.x a progress bar will
appear while the Cisco TSP is being installed and configured (Figure 4-15).

Figure 4-15 Displays the Progress of the Cisco Unified Communications Manager TSP v8.0

Cisco Unified Communications Manager TSP

| Please wait while Windows configures Cisco Unified Communications
7T Manager TSP

Gathering required infarrmatiar. .

Cancel

Step16 The application has now been installed successfully (Figure 4-16). It is recommended that you restart
your computer. Click Finish.
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Figure 4-16 Displays the Screen Once the Installation is Complete

Cisco Unified Attendant Server - InstallShield Wizard

InstallShield Wizard Complete

Setup has finished instaling Cizco Unified Attendant Server on
pour cormputer,

% Heg, | want o restart my computber now.}

7 Mo, | will restart my computer later,

Remave any disks from their drives, and then click Finish to
complete setup.

< Back | Firizh I Cancel

Note After the restart and before using the software, the Cisco TSP and Cisco TAPI Wave driver have to be
installed and configured. This is covered in Appendix C “TAPI Configuration for CUCM 7.x” on page B
-1

Disabling the User Account Control in Windows 2003/2008

If you are installing Cisco Unified Enterprise Attendant Server on Windows 2003 or Windows 2008,
there is an additional process that you need to complete by disabling the User Account Control. To do
this perform the following steps:

Procedure

Note  To complete this procedure you will need to have administration rights.

Note  The Screens used in the following steps may vary between Window Versions. The ones used are based
on Windows 2008.

Step1  Select the Control Panel, and go to User Accounts.

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Step2  Click on Turn User Account Control on or off.

av Pe‘ ~ Control Panel ~ User Accounts

File Edit Wiew Tools Help

Tasks Make changes to your user account

Create a password reset disk

Change your password

Manage your network passwords 9= ¥ P
Remove your password

Manage your file encryption _

certificates Change your picture

Configure advanced user profile
properties -
r{ﬂ' Manage another account
Change my environment variables r{'ﬂ Turn User Accaunt Control on ar ofF

Step3  De-select the tick box, Use User Account Control (UAC) to help protect your computer. Then click

on OK.
&2, Turn User Account Control On or OFf
.
‘G( )v }:’{5 » User Accounts » Turn User Account Contrel On or OFF v K23 [searc

File Edit Yiew Tools Help

Turn on User Account Control (UAC) to make your computer more secure

User Account Control (UAC) can help prevent unauthorized changes to your computer. We recommend that you leave
UAC turned on to help protect your computer.

[T Use User Account Contral (UAC) to help protect your computer

QK I Cancel

Step4  You will be asked to Restart the machine for the change to take affect.
x

You must restart your computer to apply these changes

Before restarting, save any open files and close all programs.

Restart Now I Restart Later

Disabling Remote Access Connection Manager Service

The Microsoft Windows “Remote Access Connection Manager” service should also be disabled on the
Operating System. This service is known to cause stability issues with the CUXAC server and Cisco TSP,
which could result in a system failure. Ensuring that this service is disabled will remove the exposure to
this potential issue. Ensure that this service is set to Disabled. After making this change, a reboot of the

server is required for this change to become active.

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Installing Cisco Unified Enterprise Attendant Console Client

To install Cisco Unified Enterprise Attendant Console Client, perform the following steps:

Procedure

Note  When installing the software you will need to have administration rights.

Note If thisinstallation is an upgrade to a previous version then any user preferences that have been configured
will be maintained.

Step 1 Browse to the directory where the downloaded installation files are saved.

Step2  The first window appears displaying a message that Cisco Unified Enterprise Attendant Console
Installation Wizard is preparing to install (Figure 4-17). The progress bar on the screen shows the status
of the setup and also shows the names of the files being extracted. Once the installation wizard is ready
to install the application, a new screen will be displayed that will guide you through the setup process
for Cisco Unified Enterprise Attendant Console.

Figure 4-17 Displays the First Install Screen

Installshield Wizard

Preparing to Install...

Cizco Unified Enterprize Attendant Console Setup iz
prepating the InstallShield Wizard, which will guide you
through the program setup process. Pleaze wait.

Ewstracting: Cizco Unified Enterprize Attendant Conzole.msi

|

Step3  After the Preparing to Install window, a Welcome screen will appear (Figure 4-18). This screen
specifies that Cisco Unified Enterprise Attendant Console and its components will be installed on your
computer. To continue, click Next. If you wish to exit from the setup at this point, click Cancel.

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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W Installing Cisco Unified Enterprise Attendant Console Client

Figure 4-18 Displays the Welcome Screen to Installation

Cisco Unified Enterprise Attendant Console - Installshield Wizard 5[

‘Welcome to Cisco Unified Enterprise Attendant
Console installation wizard

The wizard will install the Cisco Unified Enterprise
Attendant Conzole components onto your computer. To
continue, click Nest

< Back LCancel |

Step4  The next window contains the registration information (Figure 4-19). In the Name text box, type the
name of the registered owner of Cisco Unified Enterprise Attendant Console, and type the owner’s
company name into the Company text box. Click the Next button to proceed.

Figure 4-19 Displays the Screen for Registration Information
zl

R eqiztration [nformation

Pleaze enter the name and company of the registered owner of Cisco Unified Enterprize
Attendant Conzole into the fields belaw. These fields must be filled in to proceed.

I ame:

IFlegistered Uszer Hame

Company Mame:

IHegistered Compaty

IrstallShield

< Back | Mest » I LCancel |

Step5  Select the folder where you wish to install the application (Figure 4-20). It is recommended to use the
default destination folder specified on the screen. The default destination folder is created on the
following path:

C:\Program Files\Cisco\

If you wish to install the application to a different location, use the Browse button to select a different
location. Click Next to proceed.

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Figure 4-20 Displays the Screen Used to Select a Location Where the Application must be Install
Cisco Unified Enterprise Attendant Console - Installshield |
Choose Destination Location “
Select folder where zetup will install files. I i

Setup will install Cizco Unified Enterprize Attendant Conzale in the following folder.

Toinstall to this Folder, click Mest. Tao install to a different folder, click Browse and select
another folder.

C:\Program FileshCiscoh Browsze... |

ImstallShield

" Destination Folder

Cancel |

Step6  In the next window, enter the IP Address or name of the machine running Cisco Unified Enterprise
Attendant Server (Figure 4-21). This is required in order to enable communication between Cisco
Unified Enterprise Attendant Console and Cisco Unified Enterprise Attendant Server. Click Next to
proceed.

Note If the IP address for Cisco Unified Attendant Server is entered incorrectly, Attendant Console will not
be able to connect to the server and will therefore not function.

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Figure 4-21 Displays the Screen for Server Information
x|

Server Informatian ‘\M

Flease enter baching Mame ¢ IP Address where the Cisco Unified Attendant Server is installed.

Thiz iz required to enable IP communication between the Cizco Unified Enterprise Attendant
Console client applications and the Cizco Unified Attendant Server.
Thisz field must be filled in to proceed.

Cizoo Urified Attendant Server Maching Mame / |P Address:

IrstallShield

< Back | Mest > I LCancel |

Step7  Inthe next window select which type of presence is required. The choice is between Microsoft Presence
Status, Cisco Presence Status or None. Click on Next to proceed.

Cisco Unified Enterprise Attendant Console x|

-

Prezence Information N 2

Please choose Default Presence Display for Cizco Unified Enterprize Attendant
Caonsale

' Microsoft Presence Status

' Cizco Presence Status

IrstallShield

< Back | Mest > I LCancel

Note  If required, this can be changed at a later date within the attendant console preferences window. In the
Attendant Console software, select Options from the meu bar, and Preferences and Presence.

Step8 In the next window select the language in which you want to install the application (Figure 4-22). Click
Next to proceed.

Note Where a DNS Server is not present on the network or the Servers Machine Name cannot be resolved, the
Hosts file (WINDOWS\system32\drivers\etc\) should be amended to reflect the IP Address and Server
Machine Name of the server

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Figure 4-22 Displays the Screen Used to Select the Language for the Application

Cisco Unified Enterprise Attendant Console x|

Language Infarmation I - T—

Fleaze choose the language for pour Cizco Unified Enterprize Attendant Console.

| ristall5 hild

< Back I Hest > I LCancel |

Step9  In the next window, select if the application is being installed for a visually impaired operator
(Figure 4-23). Click Next to Proceed.

Figure 4-23 Displays the Screen Used if the Application is being installed for a Visually Impaired

Operator.
Wisually Impaired O perator Support I - -
|z thiz application being installed for a Yisually Impaired Operator?
* Mg
 Yes
| Frstal|Stield
< Back LCancel |

Note  If this is selected there is an additional step required if the product is going to be used with JAWS screen
reading software, see for further details.

Step10 In the next window, select the check box to add an icon for Cisco Unified Enterprise Attendant Console
on the desktop (Figure 4-24). Click Next to proceed.

| oL-20135-01
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Figure 4-24 Displays the Screen that Asks to Add an Icon to Desktop

Cisco Unified Enterprise Attendant Console

lcon Information !

Please select 'Add lcon to Desktop' if vou would like a Cizco Unified Enterprize
Attendant Conzole Application lcon added to pour desktop.

[ < Back " Mest » l[ Lancel ]

The installation wizard will display a summary of the information you have entered so far (Figure 4-25).
You can review these settings on this screen and click Back if you wish to edit some information. If you
are satisfied with the settings, click Next to allow the setup to start copying the files.

Figure 4-25 Displays the Screen that Shows the Summary for the Setup

Cisco Unified Enterprise Attendant Console - InstallShield ¥ x|
Start Copying Files “ i
Review settings before copying files. |\h

Setup has enough information o start copying the progran files. [F you want to review ar
change any settings, click Back. IF you are zatisfied with the settings. click Mext to begin
copying files.

Curent Settings:
Install Path: C:\Program FileshCiscoh -

Fiegizster Information
Uszer Hame: Registered User Hame
Company Mame: Regiztered Company

Server Information
Server Mame: 172.22.241.29

Desktop lcon: YES -
< _'l_I

| rstallShield

Step11 A progress bar is displayed that shows the status of the installation configurations and the files being
copied (Figure 4-26). If you wish to exit the setup at this point, click Cancel.
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Figure 4-26 Displays the Progress Bar for the Software Configuration

Cisco Unified Enterprise Attendant Console - InstallShield Wiz ﬂ

Setup Status ﬂ i

Cizco Unified Enterprize Attendant Conzole iz configuring your hew software installation.

Fiemoving applications

|mstallShield

Step12 The final window displays the confirmation that Cisco Unified Enterprise Attendant Console has been
installed successfully (Figure 4-27). Click the Finish button.

Figure 4-27 Displays the Screen Notifying that the Installation is Complete

Cisco Unified Enterprise Attendant Console - InstallShield Wizal

InstallShield Wizard Complete

Setup hag finighed instaling Cizco Unified E nterprise Attendant
Conzola on your computer.

< Back Cancel

Installing Cisco Unified Enterprise Attendant Console Client on
Windows 2003/2008/Vista (32 bit and WoW64)/7 (32 bit and
WoW64)

If you are installing Cisco Unified Enterprise Attendant Console Client on Windows 2003 or Windows
2008, Vista (32 bit and WoW64), 7 (32 bit and WoW64) there is an additional process that you need to
complete by setting Data Execution protection on. To do this perform the following steps:

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Procedure

Installing Cisco Unified Enterprise Attendant Console Client on Windows 2003/2008/Vista (32 bit and WoW64)/7 (32 bit

Note  When installing the software you will need to have administration rights.

Step 1 Right Click on My Computer and select Properties.

d Open

Explore
Manage

Map Metwork Drive, ..
Disconnect Metwork Drive. ..

Create Shortouk
Delete
Renarne

Properties

Step2  The System window will open. Select Advanced System Settings. Note the image below shows the

Windows 2008,

|

Windows 2003

o — ) ———

System Properties
[T fgv;nﬁ__ | Automalic U
[ Genest | I Computet Nai
Syste
Mic
Sta

Windows 2008

i system

(\_)\_) |;E - Control Panel ~ System

File Edit Yiew Tools Help
Tasks
1@ Device Manager

\,‘-",' Remote settings

¥iew basic in

windows editic

r,r "J Sel windows =
[_'/l T ‘\f/‘ Advanced system settings Copyright
_ Regk Service Pa
E— mt
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Step3  Select the Advanced tab. Under the heading Performance, click on the Setting button.

System Properties
Camputer Mame | Hardware  Advanced I Rremote |

‘r'ou must be logged on as an Administrator to make most of theze changes.

- Performance
Wisual effects, proceszor scheduling, memorny usage, and virtual memony

i~ User Profiles

Diezktop zettings related to pour lagon

Settings... |

r— Startup and Recoveny

Spstem startup, spstem failure, and debugging information

Settings... |
E nvironment Y ariables. .. |

Ok | Cancel | Spply |

Step4  The Performance Option Dialogue Box will open. Select Data Execution Prevention tab.

Performance Options
Visual Effects |Advanced I Data Execution Prewvention I

Select the settings vou want to use for the appearance and
performance of Windows on this computer.

" adjust For best appearance
" adjust For best perfarmance
. Cuskom:

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Step5  On the Data Execution Prevention tab select the option to Turn on DEP for essential windows

programs and services. Click on Apply and OK to close this dialogue box.

Performance Options

Wisual Effects | Advanced Data Execution Prevention |

against d a5 and other security

: Data Execution Prevention {DEF) helps protect:
threats,

£ Turn on DEF for essential Windows programs and services
only

" Turn on DEF for all programs and services except those I
seleck:

fdd, . Remave

‘four computer's processor supports hardware-based DEP,

K I Cancel Apply

Disabling the User Account Control in Windows 7/ Vista/ 2008

If you are installing Cisco Unified Enterprise Attendant Console client on Windows 7, Vista, or Windows
2008, there is an additional process that you need to complete by disabling the User Account Control.

To do this perform the following steps:

Procedure

Note  To complete this procedure you will need to have administration rights.

Note  The Screens used in the following steps may vary between Window Versions. The ones used are based

on Windows 2008.

Step 1 Select the Control Panel, and go to User Accounts.

[l Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Step2  Click on Turn User Account Control on or off.

@ev'_ ﬁ!‘ ~ Cantrol Panel + User Accounts

File Edit View Tools Help

Tasks Make changes to your user account

Create a password reset disk

Change your password

Manage your network passwords B= "
Remove your password

Manage your file encryption -

certificates Change your picture

Configure advanced user profile
properties -
'C,' Manage another account
Change my environment variables |;{-f,| Turn User Account Control on ar off

Step3  De-select the tick box, Use User Account Control (UAC) to help protect your computer. Then click

on OK.
e
‘Gl\_)@ }3{, + User Accounts = Turn User Account Control On or Off - IE] ISEE.-:.-

File Edit Vview Tools Help

Turn on User Account Control (UAC) to make your computer more secure

User Account Contral {UAC) can help prevent unauthorized changes to your computer. We recommend that you leave
UAC turned on to help protect your computer.

[T Use User Account Contral (UAC) to help protect your computer

oK I Cancel

Step4  You will be asked to Restart the machine for the change to take affect.

5I

You must restart your computer to apply these changes

Before restarting, save any open files and dose all programs.

Restart Now I Restart Later

Installing JAWS scripts for Visually Impaired Operation

Cisco Unified Enterprise Attendant Console client can be used with JAWS screen reading software from
versions 10 upwards. For JAWS to work correctly some file scripts need to be copied from the folder that
Cisco Unified Enterprise Attendant Console client was installed in, to the JAWS folder.

Procedure

Step1  After the installation has finished, open a explorer window and navigate to the folder that the Attendant
Software was installed, by default the folder path is Program Files/Cisco/Attendant
Console/Accessibility Scripts. With exception to the PDF file, select the remaining files within this
folder and copy them.

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Step2  Navigate to the folder where the JAWS software has been installed. The typical default path is
C:\\Documents and Settings\ All Users\ Application Data\ Freedom Scientific\JAWS\ 12.0 (version)
Settings\enu (language)\

Figure 4-28 An example path for the JAWS scripts to be placed

Folders X [)MERGE
# S 3% Floppy [4:) &) DPackaged _
= G Local Disk () |J) PersonalizedS ettings
= |2 Documents and Settings |2 Placetarkers
# |2 Administrator JE;E?ESS
= |2 &l Uszers jz.
= Application D at ip
‘?SD;:D:: * _|NS55?B_ism
% ) Cisea [ szeis. st
# | 2) Downloaded Installations aEfS&E-Sb.|b
=l [ Freedom Scientific ““ abirame. s
= () Jws ) abrame.jsd
# () 100 abframe.JSS
=52 120 £ ac_mediajct
= 3 SETTINGS ac_media.isb
: dia.jzs
=] :.r'u B] ac_rnes
MERGE accent shl
# ) Packaged accentsa.sbl
=i PerznnalizedS etinn: .g AccExplorerJCF

Step3  Then paste the copied files.
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Cisco Unified Enterprise Attendant Admin

This section will guide you through the configuration for Cisco Unified Enterprise Attendant Console.

Cisco Unified Enterprise Attendant Admin allows you to create and manage the Attendant Console
system.

System configuration provides the facility to manage synchronization of devices and directories with
Cisco Unified Communications Manager. Cisco Unified Enterprise Attendant Console and Cisco
Unified Communications Manager communicate via AXL API, using SSL, to synchronize the system
devices used for queuing, servicing and parking calls. These devices are created as CTI Port and CTI
Route Point devices within the Cisco Unified Communications Manager database.

User configuration allows you to make configurations for the Cisco Unified Enterprise Attendant
Console. These settings are configured in order to make global configurations for internal/external calls
access, Force Authorization and Client Matter Codes and Recall timers. These settings are made in order
to manage the call flow.

In order to get started, an initial URL will be used to access Cisco Unified Enterprise Attendant Admin
web session. This URL will be in the following format:

http://<<ip address of Cisco Unified Enterprise Attendant Server>>/webadmin/login.aspx

The URL, as provided by the network administrator will be entered in the address bar of the web
browser, Figure 5-1 shows an example of the URL that would be used.

Figure 5-1 Displays an example of the URL Entered in the Internet Explorer Address Bar

a about:blank - Microsoft Internet Explorer ) ;IEIEI

J File Edit ‘iew Favarites Tools  Help

J d=Back -~ = - it | ‘Qisearch  [GfFavorites  lfMedia = JLinks

|Address | http:jf209, 165,200,224/ webAdminflogin. aspx| | e

You must login to Cisco Unified Enterprise Attendant Admin in order to configure settings for Cisco
Unified Enterprise Attendant Console.

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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B Administrator Login

Table 5-1 shows a list of the icons that are used while configuring the Cisco Unified Enterprise Attendant
Console,

Table 5-1 Provides the description for the icons used in the user guide

Icon Description

Save

Reset Password

Test Connection

Repair Database

Database Repair Report

Calendar: this will present a calendar page to
select a date from.

Start Server

Stop Server

Information Icon: Used to view runtime
information for a service.

Refresh

Synchronize with CUCM

G500 0 DWW &R L

Administrator Login

Step 1

Step 2
Step 3
Step 4

Cisco Unified Enterprise Attendant Admin requires authentication for users, and is accessible only to
Administrators for making new configurations for Cisco Unified Enterprise Attendant Console or
updating them. Most of the settings configured using Cisco Unified Enterprise Attendant Admin will be
made in real-time, however, some changes may require Cisco Unified Attendant Server to be restarted.
The default user name is ADMIN and the default password is CISCO (Username and Password are not
case sensitive).

To log on to Cisco Unified Enterprise Attendant Admin,

Enter the URL specified by your network administrator to access Cisco Unified Enterprise Attendant
Admin.

The Logon page will open.
Enter User name.

Enter Password.

l_ Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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Home Page M

Step5  Click Save.

Figure 5-2 Displays the login page for the application

—Logon
Lzer name: IADMIN

Pazzward: I"""*"

i Reset |

The following table gives a brief description for the fields mentioned in the form displayed above,

Table 5-2 provides the description for the fields of the login page
Field Example Description
User name ADMIN This field specifies the user name to log in with. The

user name is ADMIN by default (Not case sensitive).

Password okl The password used by the Administrator to log in
(Not case sensitive).

To clear the contents of the User name and Password fields, click Reset.

Home Page

Following a successful log in, you will be shown the home page that displays the main menus for
configuring the application. There are two main areas that can be accessed from this page:

e Cisco Unified Enterprise Attendant Admin
e Cisco Unified Reporting.

This is done by making the selection in the Navigation box on the top of the screen and then clicking
on Go.

Figure 5-3 Displays the navigation option to select either Attendant Admin or Reporting

VEWEt Ll Cicco Unified Enterprize Attendant Admin = || Go

ADMIN About Logout

The rest of this chapter focuses on the Attendant Admin area. For information reguarding the Cisco
Unified Reporting please see Chapter 6, “Cisco Unified Reporting”.

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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Engineering

Table 5-3 provides the details for different types of configurations available
Configuration Menu Description
Engineering This section provides connectivity and support

management facilities.

System Configuration This section provides the administrator with
facilities to manage synchronization of devices
and queues with Cisco Unified Communications
Manager.

User Configuration This section provides the administrator with
facilities to manage Cisco Unified Enterprise
Attendant Console configuration.

Help Provides help information and also includes a
section for licensing the applications.

As well as the configuration options the Home Page also displays version numbers and the registration
status.

Figure 5-4 displays the Cisco Unified Enterprise Attendent Console home page.

WEWLEULE Cicco Unified Enterprise Attendant Adm\n;l Go

aliil,  Cisco Unified Enterprise Attendant Admin
cisco S 2
For Cisco Unified Attendant Conscle o i levam

Engineering ¥ System Configuration * User Configuration ¥ Help *

Copyright @ 2010 Cisco Systems, Inc.
These configurations are explained in detail in the following sections.

Engineering

l_ Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide

The Engineering section provides connectivity and support management facilities. It allows
administrators to:

¢ Administrator Management
e Database Management

e Database Purge

e Service Management

e (Cisco Unified Communications (CUCM) Connectivity
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Engineering M

e CUPS Connectivity
e Logging Management

Administrator Management

N

Note

Step 1

Step 2
Step 3
Step 4
Step 5

This section allows you to change or reset the password used for logging into the Web Admin
application.

The Password is not case sensitive.

To change password,

Go to Engineering > Administrator Management.

Figure 5-5 displays the menu option for Administrator Management

- Spztern Confi
| Adminiztrator kM anagement I
D atabaze Management I
Dratabaze Puige
| Service Management
CLICHM Connectivity
CLPS Connectivity
Logaing Managerment

Enter Old Password.
Enter New Password.

Re-enter new password in the Confirm New Password field.

Click | J Save to save changes.

[ oL-20135-01
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Figure 5-6 displays the Administrator Management page

Administrator Management

— General

0ld paszward:*

Mew pazsword:®

Confirm new pazsword:® |""*"""

Feset Password |

The following table gives a brief description for the fields mentioned in the form displayed,

Table 5-4 descriptions for the fields mentioned on the Administrator Management page

Field Example Description

Old password ikl The existing password for the ADMIN user name.

New Password okl The new password you wish to switch to.

Confirm new ok ok The new password has to be re-entered in this field in

password order to confirm you did not mistype in the New
Password field.

Note Itis good practice to have a strong password that utilizes both numeric and alpha characters. The Cisco
Unified Attendant Server allows up to a maximum of 20 characters including the use of Special
Characters such as %,$.£,&.

To set the password back to its default value, that is, CISCO, click FE]) Reset Password.

Database Management

This web page allows configuration for database connectivity details. You can test and repair the
databases as well.

The Configuration database will be created at the time of installation. Only the connectivity details can
be modified through this page.

To manage database,

Step 1 Go to Engineering > Database Management.
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Step 2
Step 3
Step 4
Step 5

Step 6
Step 7

Step 8

Engineering M

Figure 5-7 displays the Database Management menu option

~ Syzstem Confi
| Adrminigtrator Management
Databagze Management I
Databaze Purge
| Semvice Management
CUCHM Connechivitg
CUPS Connectivity

Logging Management =

In the Server field, specify the name of the machine where the SQL Server is installed.
Enter User Name.
Enter Password.

To save changes, click Q Save. You will be prompted that Cisco Unified Enterprise Attendant Server
must be restarted for the changes to take affect. If you select the option, Cisco Unified Enterprise

Attendant Admin can restaricerver automatically.
To test the database, click Test Connection.

To repair database, click Q‘ Repair Database. You will be prompted that Cisco Unified Enterprise
Attendant Server must be stopped before repairing the database. If you select the option, Cisco Unified
Enterprise Attendant Admin can stop the server and repair the database. The server service will need to
be manually restarted.

If the database has required to be repaired, there is a facility to run a report by clicking on the -__]
Database Repair Report button. This will open a window that will display the following information:-

e Database Name

e SQL Server

e Activity Start Date
e Activity End Date
e Status

e Error Code

e Error Description

The following image shows the configurations you can set using the above-mentioned procedure.

[ oL-20135-01
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Figure 5-8 displays the Database Management page

Database Management

Database

Server:® |IMF-!_ANA-CUEAC

Username:*® |sa

Fazzward: |"“.".""".".

- Save | Test Connection Repair Databaze Databaze Repair Report| —

The following table gives a brief description for the fields mentioned in the form displayed above,

Table 5-5 provides description for the fields mentioned in the Database Management page
Field Example Description
Server 209.165.202.128 In this field you specify the IP Address of the

machine where MS SQL Server 2008 is installed.

User name usernamel You must enter the user name used to connect to SQL
Server. If MS SQL Server was installed through
Cisco Unified Enterprise Attendant Server
Installation Wizard, the user name would be sa.

Password kool You must enter the password used to connect to SQL
Server. If MS SQL Server was installed through
Cisco Unified Enterprise Attendant Server
Installation Wizard, the password would be
Z1ppyfOrever.

Note = Changesto the database configuration will require a stop and restart of Cisco Unified Enterprise Attendant
Server.

Database Purge

The Database Purge web page allows you to purge old call logging information and repair indexes
within the database.

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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Figure 5-9 displays the Database Purge menu option

»  Supstem Confi
| Adrinistratar Management
[ratabaze Management H
[Databaze Purge

| Service Management
CUCH Connectivity
CUPS Connectivity

Logging Management =

Enter Start Date either by entering the format yyyy-mm-dd
(year-month-date) or selecting it from the calendar using the icon.

Enter End Date either by entering the format yyyy-mm-dd
(year-month-date)or selecting it from the calendar using the icon.

Click Q‘ Repair and Purge the Database. You will be prompted that Cisco Unified Enterprise
Attendant Server must be stopped before repairing the database. If you select the option, Cisco Unified
Enterprise Attendant Admin can stop the server and repair the database. The server service will need to
be manually restarted.

If the database has required to be Purged, there is a facility to run a report by clicking on the -__J
Database repair report. This will open a window that will display the following information:- ~

e Database Name

e SQL Server

e Activity Date

e Purge Start Date

e Purge End Date

e Table Name

e Number of Records effected
e Status

e Error Code

e Error Description

[ oL-20135-01
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Figure 5-10

Database Purge

displays the Database Management page

Start date:*
End date:*

Purge Database

- Purge Database | Database Purge Report |

The figure shows a sample of the Database Purge Report that can be run from this screen.

Figure 5-11

displays the Database Purge Report

/2 Database Purge Report - EXALL,

Database Purge Report

N - Microsoft Internet Explorer provided by Mettoni Lbd

No crurrent purge records found

Rows Per Page: I 15 vl

r Database Purge Report
rCurrent Purge
rPurge History
1-16of 16
SQL Activity
Server Date
IMRANA- 2009-06-15
CUEAC 14:46:33
IMRAMA- 2009-06-15
CUEAC 14:46:33
IMRAMNA- 2009-06-15
CUEAC 14:46:33
IMRAMA- 2009-06-15
CUEAC 14:46:33
IMRAMNA- 2009-06-15
CUEAC 14:46:33
IMRANA-  2009-06-15
CUEAC 14:46:33
IMRAMNA- 2009-06-15
CUEAC 14:46:33
IMRANA-  2009-06-15
CUEAC 14:46:33
IMRAMA- 2009-06-15
CUEAC 14:45:34
IMRAMA- 2009-06-15
A

Start
Date
20065-
05-01
2008-
05-01
2005-
05-01
2008-
05-01
2008-
05-01
2008-
05-01
2008-
05-01
2008-
05-01
2009-
05-01
2008-

[E:tde Table Name Ef?:z‘tid
Sg_nlgi Call_Details_001 0
Eg_”f; Call_Details_002 0
gg_nlgg: Call_Details_003 0
ﬁg?lg; Call_Details_004 0
gg_nlgd: Agent_Details_001 | 0
32_0194-_ Stats_ Summary_001 |0
gg?lgd: Stats Summary_002 0
gg?lgg: Stats_Summary_003 |0
gg_ﬂugé Call_Details_001 0
2008- | call Details 002 0

Status
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed

Completed

Error
Code

Error
Description

Service Management

The Service Management web page allows you to start or stop the following servers,

1. Cisco Unified Attendant Server

l_ Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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2. Cisco Unified Attendant LDAP Plug-in
3. Cisco Unified Attendant CUPS Plug-in
4. Cisco Unified BLF Plug-in

Figure 5-12

The following controls are available,

displays the menu option for Service Management

» Syztem Confi
Administrator Management
D atabaze Management H
[ atabaze Purge
Service Management
CUCM Connectivity
CUPS Connectivity
Logging Management

Table 5-6 provides the description for server controls

Control Icon Description

Start Server o This button allows you to start the server.

Stop Server o This button allows you to stop the server.

Information @ Thisbutton allows you to view runtimeinformation for
the service. Theinformation is displayed in a separate
pop-up window.

Refresh The Refresh button and the icon shown on the | eft

G

allow you to see the current status of the server.

[ oL-20135-01
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Figure 5-13 displays the Service Managment page

v

— Service Management

— Cisco Unified Attendant Server

Status: Active - Server iz active and fully operational (”‘ o @

— Cisco Unified Attendant LDAP Plug-in

Status: Active - Server iz active and fully operational ( o @

— Cisco Unified Attendant CUPS Plug-in

Status: Active - Server iz active and fully operational (—" o @

— Cisco Unified Attendant BLF Plug-in
Status: Active - Server iz active and fully operational f"‘ o @

= Refreshl

The status window will display the statuses of the following for Cisco Unified Attendant Server,
e CUCM Link
e Configuration Database
e Logging Database
e Event Network

The status window will display the statuses of the following for Cisco Unified LDAP Plug-in,
e Primary Server
e Configuration Database
e Logging Database

The status window will display the statuses of the following for Cisco Unified CUPS Plug-in,
e Primary Server

The status window will display the statuses of the following for Cisco Unified BLF Plug-in,

e CT Link

¢ DRM

¢ COMMS

Table 5-7 displays the statuses for the Service Management page,

Status Description

Connected The server and databases are connected.

Not Connected The server and databases are not connected.

Standby This status can be viewed for Logging Database
only. It specifies that the connection between the
service and the Logging Database is currently not
in use.

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide



| Chapter 5 Cisco Unified Enterprise Attendant Console Admin

Engineering M

CUCM Connectivity

Step 1

Step 2
Step 3
Step 4

Step 5
Step 6

CUCM Connectivity is essential to allow system devices to be configured automatically on the Cisco
Unified Communications Manager. This section allows the connection details to be managed and tested,
initially using the details entered during the installation process.

To manage connectivity details,

Go to Engineering > CUCM Connectivity.

Figure 5-14 displays the menu option for CUCM Connectivity

~ Sypstemn Confi
| Adminiztrator b anagement I
[Dratabaze Management I
Databaze Purge
| Service Management
CUCK Connectivity
CUPS Connectivity

Logging kM anagement =

Enter CUCM name. This is the IP Address of the Cisco Unified Communications Manager Publisher.
Enter CUCM Port number. This should be left as 443 by default.

Enter User name and Password of the Application User profile that is used to connect to Cisco Unified
Communications Manager .

To save, click : J Save.
To test, click @ Test Connection.

The following image shows the configurations you can set using the above-mentioned procedure.

Figure 5-15 displays the CUCM Connectivity page

]

— Connectivity

CUCH namne ar [P |1?2 16.252.70

CUCH port* |4-43
[ serranne: I‘.-'alitlatil:llﬂ
Pazaword:* Illlllllllllllll

Test Connection |

[ oL-20135-01
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Table 5-8 provides description for the fields on the CUCM Connectivity page

Field Example Description

CUCM nameor IP 209.165.201.0 In thisfield you specify the IP Address of the machine
where CUCM isinstalled.

CUCM port 443 In this field you specify the CUCM port you wish to
connect to. Thisis set to 443 by defaullt.

Username usernamel You must enter the Application User id used to connect

to CUCM. The Application User is created through
CUCM administration. Thisis has been explained in
the appendices at the end of the guide.

Password kKKK You must enter the password used to connect to
CUCM.

A

Warning  The Username and Password provided here are case-sensitive. Please make sure you enter the
information in these fields in proper case.

The information provided in the Username and Password fields must not belong to an application user, for
example CCMAdministrator.

CUPS Connectivity

CUPS Connectivity details are used to configure the Cisco Unified Attendant CUPs Plug-in with the
Cisco Unified Presence Server, which is available with CUCM 6.0 upwards.

To manage connectivity details,

Step 1 Go to Engineering > CUPS Connectivity.

Figure 5-16 displays the menu option for CUPS Connectivity

~  Syztem Confi
| Adminiztratar bManagement I
D atabaze Management I
Dratabaze Purge
| Service Management
CUCKM Connectivity
CUPS Conneclivity

Logging Management =

Step2  Enter CUPS IP or FODN (Fully Qualified Domain Name). This is the IP Address of the Cisco Unified
Presence server.

Step3  Enter CUPS Port number.

Stepd  Enter Realm. The realm is used to authenicate the SIP communication. If this is left blank then the IP
address of the Cisco Unified Presence Server will be used.

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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Step5  Enter the CUPs TLS (Transport Layer Security) Port. By default this is set to -1 indicating that TLS is
switched off. To enable TLS, specify the correct Port number (Normally either 5061 or 5062).

Step6  Enter Certificate nickname and the Certificate Database password if TLS has been enabled.

Figure 5-17 displays the CUPs Connectivity page

CUPS Connectivity

&

r Connectivity

r Connection
CUPS IP or FQDN:

CUPS port:™

Proxy domain:

Leave empty to disable CUFPS

|s0s0

rSecurity
TLS port:™

Certificate nickname:*

Certificate database password:™®

(-1 - 85535, -1 =Dizabled)

Mot required when TLS or CURS |

Mot required when TLS ar CUFRS |

- Save | Test Connection |
Step 7 To save, click i H Save.
Step8  To test, click @ Test Connection.

Table 5-9 provides description for the fields on the CUCM Connectivity page

Field Example

Description

CUPS IP or FQDN 209.165.201.0
(Fully Qualified
Domain Name)

In this field you specify the IP Address of the
machine where CUPS is installed.

CUPS port 5060

In this field you specify the CUPS port you wish to
connect to. This is set to 5060 by default.(When not
using TLS)

Realm

The realm is used to authenicate the SIP
communication. If this is left blank then the IP
address of the Cisco Unified Presence Server will be
used.

TLS Port -1

Transport Layer Security Port. By default this is set
to -1 indicating that TLS is switched off. To enable
TLS, specify the correct Port number (Normally
either 5061 or 5062).

Certificate nickname |nicknamel

Transport Layer Security certificate nickname is used
to identify the correct certificate in the certificate
database

Cerificate database sk sk ook ok
password

Transport Layer Security certificate password will
validate the user name above to provide access to the
database.

[ oL-20135-01
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S,
Note IMPORTANT - The Cisco Unified Attendant CUPs Plug-in has to be added to the firewall information on

the Communi cations Manager. See section “Configuring Access for the Cisco Unified Attendant CUPS
Plug-In" on page A - 7

Logging Management

The Logging Management page allows real-time logging to be enabled or disabled for Cisco Unified
Attendant Server and Cisco Unified Attendant LDAP Plug-in.

To manage logging,

Step 1 Go to Engineering > Logging Management.

Figure 5-18 displays the menu option for Logging Management

»  Sysztem Confi
| Adriniztratar b anagement I
. Databaze Management I
| [Dratabaze Purge
| Service Management
CUCHKM Connectivity
CUPS Connectivity

Logging kM anagerment =

Step2  Enter Cisco Unified Attendant Server Logging Management details.

Step3  Enter Cisco Unified Attendant LDAP Plug-in Logging Management details.
Step4  Enter Cisco Unified Attendant CUPs Plug-in Logging Management details.
Step5  Enter Cisco Unified Attendant BLF Plug-in Logging Management details.
Step6  Click Q Save to save changes.

The following image shows the configurations you can set using the above-mentioned procedure.

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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Figure 5-19 displays the Logging Management page

Logging Management

—Logging Management
— Cisco Unified Attendant Server
¥ Main process ¥ Rauter process
¥ CTl process ¥ Database process
¥ Communication process
Logging path & fle name: C:WProgram FileshCisco' Logging' 3RV Logh ICDLog. TET ﬂ
Mumber of files: |1 000 [1-255]
Lines per file:* IQDDDD [1-10000000)
SR B T e C:yProgram FileshCiscohLogging 3RV Logh CTS3Log. TET ﬂ
— Cisco Unified Attendant LDAP Plug-in
Logging lewel: | Full ;I
) . C:'wFrogram Filea'CiscohLoggingy LDAPY Logh LDAPTrace . TET ;I
Logging path & file name: _I
Murnber of files:* I2DD [1-255]
Liries per file:* 50000 (1-10000000)
— Cisco Unified Attendant CUPS Plug-in
Laaaing lewvel: | Detailed [Default] ;’
Logging path & file name; ﬂ
Mumnber of files: I 11-255]
Lines per file:* I [1-10000000)
— Cisco Unified Attendant BLF Plug-in
Logging lewel: | Full ;I
Logging path & file name: Ci:wFrogram Filesh Ared bhre ConnecthLoggingy CTISYWCTIServer. log ﬂ
Murnber of files:* |1 oo [1-255]
Liries per files* {aoooo (1-1000000)

—  Submit |

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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The following table gives a brief description for the fields mentioned in the form displayed above,

Table 5-10

provides the description for the fields on the Logging Management page

Field

Example

Description

Logging Management

Cisco Unified Attendant Server

Main process

This checkbox is checked to log the main process.

CTI process This checkbox is checked to log the CTI process.
Communication This checkbox is checked to log the communication
process process.

Router process

This checkbox is checked to log the router process.

Database process

This checkbox is checked to log the database
process.

Logging path & file
name

C:\Program
Files\Cisco\Attendant
LDAP
Plug-in\Log\log.txt

In this field you specify the location where the log
file must be saved. Include the name of the log file
in the path so that the file is created by the name
specified.

Number of files

200

In this field you specify the number of log files that
can be created in the logging folder.

Lines per file 10000 In this field you specify the number of lines each log
file can contain.
Service logging path |C:\Program In this field you specify the location and name for

& file name

Files\Cisco\Attendant
Server\Log\ICD1.TXT

the file that stores the logs for the service.

Cisco Unified Attendan

t LDAP Plug-in

Logging level

Detailed (default)

This can be set from Detailed, Advanced, Minimum,
Full.

Logging path & file
name

C:\Program
Files\Cisco\Attendant
Server\Log\ICD.TXT

In this field you specify the location where the log
file must be saved. Include the name of the log file
in the path so that the file is created by the name
specified.

Number of files 200 In this field you specify the number of log files that
can be created in the logging folder.
Lines per file 10000 In this field you specify the number of lines each log

file can contain.

Cisco Unified Attendan

t CUPS Plug-in

Logging level

Detailed (default)

This can be set from Detailed, Advanced, Minimum,
Full.

Logging path & file
name

C:\Program
Files\Cisco\Attendant
Server\Log\CUPS.TXT

In this field you specify the location where the log
file must be saved. Include the name of the log file
in the path so that the file is created by the name
specified.

Number of files

200

In this field you specify the number of log files that
can be created in the logging folder.

l_ Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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Table 5-10 provides the description for the fields on the Logging Management page
Field Example Description
Lines per file 10000 In this field you specify the number of lines each log

file can contain.

Cisco Unified Attendant BLF Plug-in

Logging level Detailed (default) This can be set from Detailed, Advanced, Minimum,
Full.
Logging path & file |C:\Program In this field you specify the location where the log
name Files\Cisco\Attendant file must be saved. Include the name of the log file
Server\Log\CUPS.TXT |in the path so that the file is created by the name
specified.
Number of files 200 In this field you specify the number of log files that

can be created in the logging folder.

Lines per file 10000 In this field you specify the number of lines each log
file can contain.

Cisco Unified Attendant Server Logging

Step 1

Step 2
Step 3
Step 4
Step 5

Runtime logging for Cisco Unified Attendant Server maintains logs for each event that is fired by Cisco
Unified Attendant Server. The logs can be maintained for the following areas,

1. Main Process
Router Process
CTI Process

Database Process

e B2 w b

Communication Process

By default Main and Router processes will be activated at installation. You should only need to amend
these settings if requested as part os a Support Case investigation.

To manage logging for Cisco Unified Attendant Server,

You must select the areas for which the log is to be maintained. In order to keep the log file up to a
manageable size, it is recommended that you should keep only the required areas selected.

You must specify the Logging path and file name where the log must be created.
Specify the number of log files that must be created in the Number of files field.
Specify the number of lines each log file can contain in the Lines per file field.

Enter Service logging path and file name to maintain log of the services for Cisco Unified Attendant
Server.

Cisco Unified Attendant LDAP Plug-in Logging

Cisco Unified Enterprise Attendant Admin has the ability to keep records of all the events and processes
through the process of logging. It is structured to enable and support you to check LDAP Plug-in’s
performance and activity, determine functionality loss and the configuration issues.

[ oL-20135-01
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To manage logging for Cisco Unified Attendant LDAP Plug-in,

Step 1 Select the Logging Level for LDAP Plug-in. Cisco Unified Enterprise Attendant Admin provides the
following options:

e Detailed
e Advanced
e Minimum
e Full
Step2  Specify the Logging path and file name where the log must be created.
Step3  Specify the number of log files that must be created in the Number of files field.

Step4  Specify the number of lines each log file can contain in the Lines per file field.

Cisco Unified Attendant CUPS Plug-in Logging

Cisco Unified Enterprise Attendant Admin has the ability to keep records of all the events and processes
through the process of logging. It is structured to enable and support you to check CUPS Plug-in’s
performance and activity, determine functionality loss and the configuration issues.

To manage logging for Cisco Unified Attendant CUPS Plug-in,

Step 1 Select the Logging Level for CUPS Plug-in. Cisco Unified Enterprise Attendant Admin provides the
following options:

e Detailed
e Advanced
e Minimum
e Full
Step2  Specify the Logging path and file name where the log must be created.
Step3  Specify the number of log files that must be created in the Number of files field.

Step4  Specify the number of lines each log file can contain in the Lines per file field.

Cisco Unified Attendant BLF Plug-in Logging

Cisco Unified Enterprise Attendant Admin has the ability to keep records of all the events and processes
through the process of logging. It is structured to enable and support you to check BLF Plug-in’s
performance and activity, determine functionality loss and the configuration issues.

To manage logging for Cisco Unified Attendant BLF Plug-in,

Step 1 Select the Logging Level for BLF Plug-in. Cisco Unified Enterprise Attendant Admin provides the
following options:

e Detailed
e Advanced

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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e Minimum
e Full
Step2  Specify the Logging path and file name where the log must be created.
Step3  Specify the number of log files that must be created in the Number of files field.

Step4  Specify the number of lines each log file can contain in the Lines per file field.

System Configuration

This section provides facilities to manage the synchronization of devices and directories with Cisco
Unified Communications Manager. The following configurations are available under this menu,

1. System Device Management

2. Synchronise with CUCM

3. Directory Synchronization

4. Directory Field Mappings

5. Directory Rules

Figure 5-20 displays the menu System Configuration optiong
«~ Uzerl

System Device Management
Synchronize with CUCH
Chrectary Synchronization

Directory Field Mappings

Directary Rules

System Device Management

This web page allows device ranges to be configured and synchronized with Cisco Unified
Communciations Server.

To add devices,

Step 1 Go to System Configuration > System Device Management.

Step2  Select a Template Device. All device properties (such as device pool, partition, calling search space) of
the selected device will be mapped onto new devices being created.When you click on Find Template
Device you are able to search by a variety of criteria. This criteria is broken into the following entities:-

e Device type e.g. Device Name, Description, Directory Number.
e Search critera e.g. Begins with, Contains, Ends with, etc.

e Specific criteria: The variable to search.

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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* There is also facility by using the 4 | = | to add additional search criterias. This would be used
to narrow the search.

Tip When selecting a Template Device, it is important that the template has a unique, unused DN on the
UCM. If the same DN is used for multiple devices then this may cause configuration and operational
issues with calls routing to the correct devices.

Step3  Click on Find to run the Query.

Figure 5-21 displays the Device search functionality (with 2 criteria displayed)
Device Search
iDevice Rows Per Page: ITE
Find device where [Devios Name 7=1 [begins with =] |
| Device Name = | beging with =] I Find I Clear Filter |i|i|

Step4  Enter a device range for each of the following:
e CT Gateway Devices (See “CT Gateway Devices” on page 3 - 2)
e Service Devices (See “Service Queues” on page 3 - 2)

e Park Devices (See “Park Devices” on page 3 - 2)

Note By default the maximum internal device digit length is set to 4 digits.
To change this setting. See User Configuration > General Properties and Maximum internal device digit
length

Step5 Click U Save to save changes.

Step6  Clicking rjﬁ Synchronize with CUCM will redirect to Synchronizing with CUCM page within Cisco
Unified Attendant Admin application.

The following image shows the configurations you can set using the above-mentioned procedure.
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Figure 5-22 displays the System Device Management page

— System Device Management

— Template Device

Copy all device properties from this device: |MTCTIF‘ORT1D Find Ternplate Device

—CT Gateway Devices

From: 123456750 s
Te  [123456798 109

— Service Devices

From: [123456799 10-3)
Te  [123456600 10-3)

—Park Devices

From: [123456610 03
Te  [123456620 (0-5)

— Subrit | Synchronize with CUCH |

The following table gives a brief description for the fields mentioned in the form displayed above,

Table 5-11 provides description for the fields on the System Device Management page

Field ‘Example Description

Template Device

Copy all device When you click on Find Template Device you are able
properties from this to search by a variety of criteria. This is criteria is
device broken into the entity

e Device type e.g. Device name, Description,
Directory Number.

e Search critera e.g. Begins with, Contains, Ends
with, etc.

e Specific Criteria: The variable to search.

There is also facility by using the I_.:._| to add
additional search criterias.(To a maximum of 10).

CT Gateway Devices

From 6301 Specify the starting number for the range of devices to
be configured.

To 6302 Specify the last number in the range of devices to be
configured.

Service Devices

From 6401 Specify the starting number for the range of devices to
be configured.

To 6402 Specify the last number in the range of devices to be
configured.

Park Devices

[ oL-20135-01
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Table 5-11 provides description for the fields on the System Device Management page

Field Example Description

From 6501 Specify the starting number for the range of devices to
be configured.

To 6502 Specify the last number in the range of devices to be
configured.

Synchronizing with CUCM

l_ Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide

This web page is used to synchronize device configurations with Cisco Unified Communications
Manager via AXL API. It will create the devices that have been configured if they don’t already exist
and assign them to the Application User profile. The following devices will be displayed on this page,

e Queue Locations
e CT Gateway Devices
e Service Devices
e Park Devices
=14
To synchronize the above-mentioned devices with Cisco Unified Communciation Manager, click &1

Synchronize with CUCM. Cisco Unified Enterprise Attendant Admin will automatically synchronize
the devices with CUCM for you. You will not have to login to the CUCM administration.

When you are performing a Synchronize with CUCM you will get a dialogue box up to warn that the
process will take a few minutes to complete. There is an option to continue with the process by clicking
on the OK button, or cancelling the process by clicking on cancel.

Figure 5-23 Displays the Continue box prior to Synchronize with CUCM process.

Microsoft Internet Explore x|

“» | This process may take few minutes,
‘=-'.'/ “Whauld vaou like ko conkinue?

Cancel |
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Figure 5-24

System Configuration

displays the devices that will be synchronized with CUCM

sSynchronize with CUCM

G2

rSynchronize with CUCM

rSynchronisation Properties

Ignore call forwarding settings

Queue Locations

Device DN Device Type

1101 CTI Foute Paoint
1102 CTI Route Point
1103 CTI Route Point

CT Gateway Devices

Dewvice DN Device Type

1111 CTI Port

1112 CTI Port
rService Devices

Device DN Device Type

1113 CTI Port

1114 CTI Port

Park Devices

Device DN Device Type

11E CTI Port

1116 CTI Port
—|_Synchronize with CUCM ] [ CUCM Sync Report ]

Figure 5-24 shows an example where an existing Queue Location has already been synchronized.This
does not need to be done at this stage, and therefore the screen may appear without Queue Information.
Managing the Queues is explained in a section later in this document (Queue Management, page 5-35)

The following table gives a brief description for the fields mentioned in the form displayed above,

Table 5-12 provides description for the fields shown on the Synchronize with CUCM page
Field Example Description
Device DN 2000 This field specifies the directory number of each

configured device.

Device Type

CTI Route Point This field specifies the type of device.

There is facility to ignore any call forwarding settings that have been set against a template device. To
do this tick the box next to Ignore call forwarding settings.

Once the synchronization has been initialized, you can click on CUCM Sync Report to view the status
of synchronization. This will confirm that all devices have been created and assigned to the Application
User Profile.

[ oL-20135-01
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Figure 5-25 displays the CUCM Sync Report generated after the CUCM synchronization

rCUCM Sync Report

rSync Status

Status: Campleted Started at: 2011-(
Ignore call forwarding settings: Tes Ended at: 2011-c

rCUCM Connection Yalidation

User Mame Status Error Code Error Description

Adrninistrator Cornpleted

rDevice Sync

Device DN Device Type Status Error Code Error Description
1101 Queue Location  |Completed
110z Queue Location  |Completed
1103 Queue Location |Completed
The following table explains the fields shown in the image above,
Table 5-13 provides description for the fields mentioned on the CUCM Sync Report
Field Example Description

Sync Status

Status Completed This field specfies whether the synchronization was
successful or not. The following statuses can be
viewed,

In Progress - This is displayed when the
synchronization is taking place.

Completed - This is displayed when
synchronization is completed without any error.

Error - This is displayed when synchronization
process encounters an error.

Ignore call forward Yes This will reflect if Igrnore call forward settings

settings has been selected (Yes) or not (No).

Started At 2007-04-12 16:08:52  |This field specifies the date and time when CUCM
synchronization started.

Ended At 2007-04-12 16:08:52 | This field specifies the date and time when CUCM

synchronization ended.

CUCM Connection Validation

User Name usernamel This specifies the CUCM Application User profile
ID.
Status Completed This specifies whether the CUCM Connection

established or not.

Error Code 9400 This field specifies the code of the error that has
been encountered. The error codes have been
explained in detail in the next table.

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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Table 5-13 provides description for the fields mentioned on the CUCM Sync Report

Field Example Description

Error Description HTTP/1.1 503 Service |This field gives a brief description of the error that
Unavailable has been encountered.

Device Sync

Device DN 6101 This field specifies the number of the device being

synchronized.

Device Type

Queue Location

This field specifies the type of device being
synchronized.

Status Completed This field specifies the status of the device
synchronization.
Error Code 9550 This field specifies the error code in case an error

encountered synchronizing a device.

Error Description

HTTP/1.1 403 Access
to the requested
resource has been
denied

This field specifies the description of the error.

The table below gives a list of error codes and description that may be encountered during CUCM

synchronization.

Table 5-14

provides error codes that may be displayed in the CUCM Sync Report

Error Code

Error Description

AXL Errors

Less than 5000

These are errors that directly correspond to DBL
Exception error codes.

5000

Unknown Error—An unknown error occurred
while processing the request.

This can be due to a problem on the server, but can
also be caused by errors in the request.

5002

Unknown Request Error—This error occurs if the
user agent Saves a request that is unknown to the
APL.

5003

Invalid Value Exception—This error occurs if an
invalid value is detected in the XML request.

5004

AXL Unavailable Exception—This error occurs if
the AXL service is too busy to handle the request
at that time.

The request should be sent again at a later time.

[ oL-20135-01
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Table 5-14 provides error codes that may be displayed in the CUCM Sync Report

Error Code

Error Description

5005

Unexpected Node Exception—This error occurs
if the server encounters an unexpected element.
For example, if the server expects the next node to
be <name>, but encounters <protocol>, then this
error is returned. These errors are always caused
by malformed requests that do not adhere to the
latest AXL Schema.

-239

Duplicate value in a UNIQUE INDEX column -
This error occurs if the device being synchronized
already exists in CUCM.

9000

Exception in AXL component - This error occurs
if the device being synchronized already exists in
CUCM.

9200

Device already created - This error occurs if the
device being synchronized already exists in
CUCM.

9300

Template device not found - This error occurs if
the template device that you have selected to copy
all device properties from does not exist.

9400

HTTP/1.1 503 Service Unavailable - This error is
encountered when the CUCM limit for input
through AXL exceeds.

9500

HTTP/1.1 401 Unauthorized - This error occurs
due to problems in user authentification.

9550

HTTP/1.1 403 Access to the requested resource
has been denied - This error occurs when access
to a device is denied.

9600

Communications Manager OS not recognized -
This error occurs when access to CUCM is
denied.

9650

Communications Manager Version not detected -
This error occurs when access to CUCM is
denied.

9700

Socket error - This error occurs due to network
problems.

9750

Connection refused - This error occurs due to
network problems.

9755

Read Timeout - This error occurs due to network
problems.

10000

Connection timeout - This error occurs due to
network problem:s.

9900

An unknown error occured - This is an unknown
error.

l_ Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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Directory Synchronization

The Directory Synchronization web page provides the ability to synchronize the contact details for the
Cisco Unified Enterprise Attendant Console database with Cisco Unified Communications Manager via
AXL API. The page has been divided into following sections,

¢ Directory Import: In order to enable directory import, you must check the Enable contact
synchronization checkboXx. Auto Synchronization and Schedule Settings fields will remain disabled
if you do not select the Enable contact synchronization option.

e Auto Synchronization: You can set preferences for automatic synchronization. The following
options are available to do so,

— Onstart-up: If this checkbox is checked then the synchronization is started when Cisco Unified
Enterprise Attendant LDAP Server starts.

— On reconnect: If this checkbox is selected then the synchronization will start when Cisco
Unified Enterprise Attendant Server reconnects with the LDAP plug-in following a loss of
connection.

¢ Route Partition: This option is used to select a specific Route Partition. Select from either CUCM
(None), (None) or choose a specific partition if available. This will prioritize which DN to import
when identical DN’s in different partitions are copied over.
There are two default settings:-

— CUCM (none) - In the CUCM if a Device has been specified as (None) then selecting CUCM
(none) within the Web Admin will pick up only these devices.

— (none) - If (none) is selected in the Web Admin, this will disregard the route partition field as
a selection criteria when the directory is synchronized.

¢ Schedule Settings: This section requires information on the scheduling of the synchronization. You
must enter the following information,

— Type: This is an option list. The synchronization will take place on the basis of the type
selected. It has the following options,

1. None

ii. Hourly
iii.  Daily

iv.  Weekly
V. Monthly

— Every [(Number)(Type)]: The caption for this option changes with the selection of the Type.
For example, Every 2 Week(s) or Every 1 Day(s).

— Start date: This field is used to specify a date to start the synchronization.

— Start time: This field is used to specify the time to start the synchronization.

To configure directory synchronization for Cisco Unified Enterprise Attendant Console,

Step 1 Go to System Configuration > Directory Synchronization.

Step2  Enter specifications for the above-mentioned sections.

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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Step3  Once you have configured directory synchronization, click B Save would save the changes.

The following image shows the configurations you can set using the above-mentioned procedure.

Figure 5-26 displays the settings for Directory Synchronization

Ld

r Directory Synchronization

rDirectory Import

¥ Enable contact gynchronization

rAuto Synchronization
I~ Cn start-up

I On reconnect

rRoute Partition

Select a route partition: |{NonE} ;I
5
rSchedule Settings
Type: IHDurI',f ;I
Ewery: |1 Houri=)
Start date: [2008 -oz | -[os (Y -MM-DD)
Start time: [14 25 | t]i3 (HH:MM:S3)

- Save |

Directory Field Mapping

This web page is used to manage information coming from the Cisco Communications Manager database
to the Cisco Unified Enterprise Attendant Server. The table is broken into a selection column, a Source
Field (CUCM), Destination Field (Attendant Server) and a default value if the source file is empty.

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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Figure 5-27 displays the Directory Field Mapping

— Directory Field Mappings
— Field Mappings
Source Fields Destination Fields Default ¥alue

I Select department Department 04 Test
] Select firsthame First M arme Frank
[ Select lagthame Last Mame Bruno
] Select rnailid Email eevbota
[ Select middlename Middle Mame James
E Select telephonenumber Extension
[ Selact uzerid Jszer Profile HAl

—  AddMew |  Selectal | clearall | Delste Selected

To Add a New Field for Mapping

Step 1 Go to System Configuration > Directory Field Mapping.
Step2  Click on Add New.
Step3  On the Field MappingInformation, select a Source field from the dropdown selection.
Step4  Select a Destination field from the drop down selection.
Step5  Enter a default value which will be entered if the original Source field is empty.
Step6  Click Save to save the changes.
The following image shows the Field Mapping Information screen when a new field is added via the Add
New button.
Figure 5-28 displays the Field Mapping Information
— Directory Field Mappings
Field Mapping Information
Source fields: I department ;I
Destination fields: I Cepartment ;I
Default value: |
— submit |
Directory Rules

This web page is used to manage rules that are used to filter the LDAP information coming from the
Cisco Communications Manager database to the Cisco Unified Enterprise Attendant Server.

[ oL-20135-01
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Tip

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

Multiple rules can be created, each with a seperate filter then the import will use each one seperately,

using an ‘OR’ i.e. Rule 1 is lastname = T* and Rule 2 is Department = Product. The result will be an

import that includes all people with a lastname beginning with T and all people that are in the product
team.

If you create multiple filters within a single rule then an ‘AND’ is used. i.e. lastname = T* Department
= Product, will result in all people in the Product team that have a last name starting with T

The table is broken into a selection column, a Rule Name and a Filter Counter.

Figure 5-29 displays the Directory Rules
Directory Rules

Rules
Rule HName Filter Count
r Select CCMDefaultRule 0
—  AddMew |  Selectal | Clearal | Delete Selected

To Add a Directory Rule

Go to System Configuration > Directory Rules.
Click on Add New.
On the RuleFilter Information, select a Source field from the dropdown selection.

Select an Operator from the drop down selection. The selection includes Equal (=), Approx_Equal
(like), Less_Equal (<=), Greater_Equal (>=).

Enter a default value which will be entered if the original Source field is empty.

Click Save to save the changes.

The following image shows the Rule Filter Information screen when a field is addded.

Figure 5-30 displays the Directory Rules - Rule Filter Information

— Directory Rules

Rule Filter Information

Source fields: | department =]
Operator; | Equal ta ;I
Yalue: |QA

—  Submit |
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User Configuration

The User Configuration section provides administrators with facilities to manage Cisco Unified
Enterprise Attendant Console configuration. These include,

e General Properties
¢ Queue Management

e Operator Management

General Properties

This web page manages the global configuration for Cisco Unified Enterprise Attendant Console. It has
been divided into four sections,

1. Internal/External Access: These settings allow Cisco Unified Enterprise Attendant Console to
distinguish between internal and external calls. They also ensure that the correct digit is used that
allows you to access an external line. The fields required here are,

— Minimum internal device digit length: This text box requires you to enter the minimum
number of digits being used for an internal device.

— Maximum internal device digit length: This text box requires you to enter the maximum
number of digits being used for an internal device.

)

Note  The default setting for this is 4 digits. If your Internal Extension Numbers exceed this it will require
changing to accommodate this. This can be set to manage an internal device with a number of up to 24
digits.

— External access number: This field specifies the access number when making a call to an
external number.

— External international access number: This is the number that is to be dialled when making
a call to an international external number.

— External area code: This field represents the Country Code for where the CUCM is located.
When a call is dialled out by the system and the number string is determined to be in a standard
international format i.e +44 (0) 208 8241000, the Area code set here will determine if the call
is dialled as an international call or a domestic call. In this example an Area Code of 44 would
result in a domestic call being dialled.

2. Default FAC and CMC Settings : If Forced Authorization (FAC) and/or Client Matter Codes
(CMC) are configured in CUCM then these may be needed for any Attendant calls or transfers to be
made. The codes entered here are generic and will be used in certain situations that require the
system to place these calls or transfers. An example would be a blind transfer where the final
outbound call is made from a Service Queue CTI port. If a call or transfer is made which results in
the call being made from the operator’s handset externally, then the operator will be presented with
a CFAC or CMC dialog box, requiring them to manually enter the code from their application.

3. Recall Timers: This area is used for setting the time duration for the recall activity of the calls. You
can update three types of timers for the calls. These are as follows,

— Hold recall: This is the maximum time limit a call can be put on hold by an operator.

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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Tip

Step 1

Step 2
Step 3

— Transfer recall: When an operator transfers a call, and if the call is not received within the time
period specified in the Transfer recall field, it will come back to the same operator who had
transferred the call.

— Park recall: When an operator parks a call, and if the call is not received within the time period

specified in the Park recall field, it will come back to the same operator who had parked the call.

— Camp On recall: When an operator transfers a call to an extension that is busy. the Operator
can put that call on Camp On. The Call will wait for that extension to be free for the time as set
in 'Camp on Recall' Timer. After that time call returns back to the Operator.

4. Call Arrival Mode: This check box enables the Hold Queued Calls mode. This is used to trigger
the Music on Hold functionality that is configured within the CUCM.

The call will hit the gateway but instead of the caller receiving a ringing tone because the call is queued,
the call be classified as “on hold” and will receive the MoH that is configured for this gateway device.

5. Working Days: This section allows you to set specific days and hours when the Attendant Console
queues will be active. You must specify the following fields,

— The checkboxes provided allow you to select the days the queues are active.

— You must also enter the Working hours from time and Working hours to time in order to specify
the time period that the queues will be active during these working days.

Working Days is a global setting, and may not be suitable in a situation where Queues are specifc to
offices that are in different time zones. This scenario could be managed by using No Operator Overflow
which can be found in User Configuration > Queue Management. This would provide the facility to push
calls to a specific extension if No Operators are logged into the queue. This does not apply to a queue
where an operator is unavailble, i.e. busy with a call.

To configure General Properties,

Go to User Configuration > General Properties.

Figure 5-31 displays menu option for General Properties

+ He

I General Properties
Queue Management
Operator Management

Enter specifications for the above-mentioned sections.

Once you have configured the general properties, click ‘2 J Save to save the changes.

The following image shows the General Properties page used to configure Cisco Unified Enterprise
Attendant Console.

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide



| Chapter 5 Cisco Unified Enterprise Attendant Console Admin

User Configuration W

Figure 5-32 displays the setting made on the General Properties page

r Internal\External Access

Minimum internal device digit length:* |]. (1-24) The valus must be less than or equal

Maximum internal device digit length:* |-i (1-24)

External access number: |9 (+,2,0-8)
External international access number: | (+,=.0-9)
External area code: | (+,2,0-9)

r Default FAC and CMC Settings
Forced authorization code (FAC): | (0-2)

Client matter code (CMC): | (0-9)

rRecall Timers

Hald recall {zecs):® |30 S, 0 = Dizabled)
Transfer recall (secs):™ |30 5, 0 = Disabled)
Fark recall (secs):™ |90 (0-255, 0 = Disabled)
Camp Cn recall (secs):* |30 (0-255, 0 = Dizabled)
rCall Arrival Mode
W Hold queued calls
rWorking Days
7 Sunday pTuesday pThursday
v Monday W Wednesday 73 Friday

Working hours from time: I : I : I (HH:MM:35) Warking hours from time must be less than warking hours {
Working hours to time: I : I : I (HH:MM: S5

- Save |

Queue Management

The Queue Management web page allows you to manage the configuration for existing queues. This page
provides for the ability to add, modify or delete Queues.

To find a Queue,

Step 1 Go to User Configuration > Queue Management.

Step2  To find a queue using the filter options. Select either Name or DDI, then enter search criteria option and
then the specific criteria. This criteria is broken into the following entities

* Queue type: Name and DDI number.
e Search critera e.g. Begins with, Contains, Ends with, etc.
e Specific criteria: a variable to search.

e There is also facility by using the | o |_.=._| to add additional search criterias. This would be used
to narrow the search.

Step3  Click on Find to run the Query.

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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Figure 5-33 displays the Queue Management screen)
— Queue Management
‘Hueue Rows Per Page: r
Find quee where | Queue Name = | | begins with =] I Find Clear Filter |i|ﬂ

Mo active query. Please enter your search criteria using the options above.

‘—Select queue profile

The configuration is divided into four sections,

1. General: This section allows you to configure the general attributes of a queue. The following fields
can be edited in this section,

— Name: This field specifies the name of the queue.

— DDI: This is the number that is dialled internally to reach the respective queue session. External
calls must be routed to this DN to reach the queue.

— Priority: You can assign a priority number to a queue that determines which queue must be
given priority when calls are being routed.

— Salutation: A specific salutation or greeting can be entered here.

— Forced Delivery: Ticking this box will enable Forced Delivery. This will make an enquiry call
from the CTI Port to the Handset of the attendant deemed to be the next to take a call.

The distribution of the call is based on the longest waiting time for each attendant in the
respective Queue in which the call in question resides. If Attendants are in multiple queues, the
calculation is based on calls they have taken within ANY queue in which they are active.

2. Emergency : The Emergency number field allows you to specify a number in case the calls need to
be forwarded to another number in the event of sudden need.

3. Overflow: In case the number of calls waiting exceeds the number of calls that are allowed to wait
in a queue, an overflow occurs. This section allows you to manage such overflow by configuring the
following fields,

- Overflow number: In case of an overflow the exceeding number of calls will be transferred to
the number specified in this field.

— Maximum calls: This field allows you to set the total number of calls that can wait in a Queue
at any given time.

— Wait time Overflow: A maximum wait time can be configured here. This is set as
hours:Minutes:Seconds to a maximum of 23:59:59. The overflow can be disabled by setting
time to 00:00:00.

— No operator overflow: If there is no operator logged in to this selected queue, an incoming call
will be immediately routed to the Overflownumber if this checkbox is selected.

If the overflow destination is a Queue DDI for a Queue that is not yet configured any calls that overflow
will be shown in the reports against both queues. This can be resolved by restarting the CT server. The
recommended practice is to configure the queues before setting them as an overflow destination.

4. Night Service: This section allows you to specify a Night service number. The calls made outside
of the days and time specified for working day, are routed to this number.

To manage queues,
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Step 1 Go to User Configuration > Queue Management.

Figure 5-34 displays the menu option for Queue Management

+ He

General Properties
[ueus Management

O perator kM anagement

Step2  Select the queue profile that needs to be modified. Once the queue is selected, the form will be
automatically loaded with the queue configuration.

Step3  Edit the specifications for the above-mentioned sections.
Step4  Once you have modified the configuration, click | J Save to save the changes.

Step5 Click ﬂj Synchronize with CUCM will redirect to Synchronizing with CUCM page.

The following image shows the Queue Management page used to configure Cisco Unified Enterprise
Attendant Console.

Figure 5-35 displays the Queue Management page for Cisco Unified Enterprise Attendant Console
rQueue Management

rGeneral
Mame:™ IDE'-;].
DDI: |1150 (*,%,0-9)
Priority:* EE} (1-39)
Salutation: )
= Forced delivery

rEmergency
Emergency number: | (*.#,0-9)

roverflow
Owverflow number: |].D].2
Maximum calls:* ID = Dizabled)
Wait time overflow: IDD =|DD =|EIS
M e operator overflow

rNight Service
Might =ervice number: | (*,%,0-9)

Save Synchronize with CUCM |

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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Operator Management

Step 1

Step 2

Step 3
Step 4

Step 5
Step 6
Step 7
Step 8
Step 9

The Operator Management web page allows you to manage the configuration for the operator profile.
This includes associating Queues to the operator profile. This page provides for the ability to add,
modify or delete operator profiles.

To manage operators,

Select User Configuration > Operator Management.

Figure 5-36 displays the menu option for Operator Management

» He

I eneral Properties
Cueue Management
Operator kManagement

Select the operator profile that needs to be modified. To use the find option enter the following criteria,
e Login Name.
e Search critera e.g. Begins with, Contains, Ends with, etc.
e Specific criteria: The variable to search.

e There is also facility by using the = & | = | to add additional search criterias. This would be used
to narrow the search.

Click on Find to run the Query.

Once an operator profile is selected, the form will be automatically loaded with the operators profile
information.

Edit Login name.

Change Password.

Re-enter password to confirm in the Confirm password field.
Click Q Save to save changes.

Click ﬁ]) Reset password to reset the user password to be the same as the operator’s login name.

The following image shows the Operator Management page used to configure Cisco Unified Enterprise
Attendant Console.

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
m. 0L-20135-01 |



| Chapter 5 Cisco Unified Enterprise Attendant Console Admin

Step 1
Step 2
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Figure 5-37 displays Operator Management page
rOperator Management
rGeneral
Login name:* |oPERATORL
Password: |
Confirm password: |
rQueue Association
Cevl
: . |Support L
Associated Queues: iy Queue Association |
Forced Delivery

- Save I Reset Password I

To Associate Queues to an operators profile,

Select User Configuration > Operator Management.

Select the operator profile that needs to be modified. To use the find option enter the following criteria,

Login Name.

Search critera e.g. Begins with, Contains, Ends with, etc.

Specific criteria: The variable to search.

There is also facility by using the = & |_.=._| to add additional search criterias. This would be used

to narrow the search.

Click on Find to run the Query.

Once an operator profile is selected, the form will be automatically loaded with the operators profile

in

formation.

If any Queues have been associated, they will be listed in the Associated Queues dialogue box.

To Add to that list, or create an association, click on Queue Association.

A new screen will appear where you can select any Queues that need to be associated.

[ oL-20135-01
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Figure 5-38 displays Queue Association page
— Queue Association
Queue [1 - 10 of 50) FRows Per Page: |1D vl
Find queue where  [Name =] | beging with - | I Find Clear Filter |i|i|
— Select queues for association
Name DDI
v QUELE 1 E200
v QUELE 2
v QUELE 3
QUELE 4
[ QUELE &
r QUELE 6
[ QUELE 7
r GQUELE 8
[ GQUELE 3
- GUELE 10
4 4 Eo||1 of5 » M
—  Select All | Clear All | Select All In Search | Clear All In Search | Save Selected/Changes |—

There is an option to search for a specific queue if it is not displayed by using either:-
¢ Queue Name.
e Search critera e.g. Begins with, Contains, Ends with, etc.
e Specific criteria: The variable to search.

* There is also facility by using the 4 | = | to add additional search criterias. This would be used
to narrow the search.

Step6  Click on Find to run the Query.

Step7  Tick the respective Queues that are required to be associated then click on Save Selected/Changes to
return the operator profile. Click on Save to complete the process.

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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Cisco Unified Reporting

This section will guide you through the configuration for Cisco Unified Reporting.
Cisco Unified Reporting is accessed via the Cisco Unified Enterprise Attendant Admin.

In order to get started, an initial URL will be used to access Cisco Unified Enterprise Attendant Admin
web session. This URL will be in the following format:

http://<<ip address of Cisco Unified Enterprise Attendant Server>>/webadmin/login.aspx

The URL, as provided by the network administrator will be entered in the address bar of the web browser,
Figure 6-1 shows an example of the URL that would be used.

Figure 6-1 Displays an example of the URL Entered in the Internet Explorer Address Bar

a about:blank - Microsoft Internet Explorer ;IEIEI

J File Edit \iew Fawarites Toals  Help

J $=Eack - = - (£ i | ‘@hsearch  [GFavorites  dfMedia 2 JLinks

| Address | http:/{209,165, 200,224/ wWebAdminlagin. asp] | e

You must login to Cisco Unified Enterprise Attendant Admin.

Table 6-1 shows a list of the icons that are used while configuring the Cisco Unified Enterprise Attendant
Console,

Table 6-1 Provides the description for the icons used in the user guide

Icon Description

Save

Reset Password

Test Connection

Repair Database

Database Repair Report

<=
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B Administrator Login

Table 6-1 Provides the description for the icons used in the user guide
Icon Description
Calendar: this will present a calendar page to

select a date from.

Start Server

Stop Server

Information Icon: Used to view runtime
information for a service.

Refresh

Synchronize with CUCM

Gwe 0 0

Administrator Login

Cisco Unified Enterprise Attendant Admin requires authentication for users, and is accessible only to
Administrators for making new configurations for Cisco Unified Enterprise Attendant Console or
updating them. Most of the settings configured using Cisco Unified Enterprise Attendant Admin will be
made in real-time, however, some changes may require Cisco Unified Attendant Server to be restarted.
The default user name is ADMIN and the default password is CISCO.

To log on to Cisco Unified Enterprise Attendant Admin,

Step1  Enter the URL specified by your network administrator to access Cisco Unified Enterprise Attendant
Admin.

Step2  The Logon page will open.
Step3  Enter User name.

Stepd  Enter Password.

Step5  Click Save.

Figure 6-2 Displays the login page for the application

—Logon
Lzer narme: |ADM|N

Pazzward: |"" g

a
@
w
2
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The following table gives a brief description for the fields mentioned in the form displayed above,

Table 6-2 provides the description for the fields of the login page

Field Example Description

User name ADMIN This field specifies the user name to log in with. The
user name is ADMIN by default.

Password HA A The password used by the Administrator to log in.

To clear the contents of the User name and Password fields, click Reset.

Home Page

Following a successful log in, you will be shown the home page that displays the main menus for
configuring the application. There ae two main areas that can be accessed from this page:-

e Cisco Unified Enterprise Attendant Admin. See “Cisco Unified Enterprise Attendant Admin” on
page 5 - 1 for details.

¢ Cisco Unified Reporting

This is done by making the selection in the Navigation box on the top of the screen and then clicking
on Go.

Figure 6-3 Displays the navigation option to select either Attendant Admin or Reporting

WEWRERRNE Cisco Unified Business Attendant Admin | m

sco Unified Business Attendant Admin__ ¢
Cisco Unified Reporting

I B ogout

The rest of this chapter focuses on the Cisco Unified Reporting.

Table 6-3 provides the details for different types of configurations available
Configuration Menu Description
System Reports This section provides the administrator with

facilities to report on information coming through
the Cisco Unified Enterprise Attendant
environment.

Help Provides help information and also includes a
section for licensing the applications.

As well as the System Reports option the Home Page also displays version numbers and the registration
status.

[ oL-20135-01
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Figure 6-4 displays the Cisco Unified Enterprise Attendent Console home page.

alaln  Cisco Unified Reporting Cizco Unified Reporting
cisco For Cisco Unified Attendant Console

System Reportz  Help *

UNREGISTERED EVALUATION COF
CAYS REMAINIMNG: 5

These System reports are explained in detail in the following sections.

System Reports

There are four System Reports available:
¢ Incoming Calls by Date and Time
e Operator Calls by Time
e Operator Calls by Queue
e Overflowed Calls by Date

Setting Report Parameters

When a System Report is selected, the Report Parameters section of the screen will change to reflect
settings that can be made to customize the report to suit the required information. There are three types
of ways of entering the parameters:-

e Date Selection
e Time Selection
e Queue Type (this selection method is also used for Operators)

These are described in the next subsections.

Date Selection

Date Selection is available within all of the reports. Click on the Menu Icon and select the date.
The date then shows in a grey square. Today's date is automatically selected and shown with a black
outline. The report can be limited to one Day by selecting the same Date for From and To selection.

Some reports only report for a single day, and in this case will only use the From date selection window.

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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Time Selection

Queue Type

System Reports Il

Figure 6-5 displays the method for selecting a date

=

1 x

14 May2010 p |
Su Mo Tu We Th Fr Sa

i .

112|3]|4]|s]|6|7]s

(91011 12|13] 14]15

4 116 17 (18| 19|20 21 22

| |23|24|25] 26 27 28 29
30 A

Use the arrows to change the time. By default, the time setting is for one 24 Hour day i.e. from 12:00:00
AM To 11:59:59 PM.

Figure 6-6 displays the method for selecting times
Time Selection

From: foo =):joo =):f oo =]
To: fo0 =]:joo =):f oo =]

The time selected refers to the actual Start time of the call i.e the time the call hits the CUXAC system.
For example if the Start time is set at 09:00:00, a call that arrives at 08:59:59 will NOT be included, but
a call starting at 09:00:00 WILL be included. The End time also refers to the Starting time of the call
and includes all calls up to and including the time set, for example if the End Time is set to 17:00:00
then a call arriving in the Arc system at 17:00:00 will be included, but a call arriving at 17:00:01 will
not be.

Select whether the report will be based on figures for the Arrival Queue or the Delivery Queue.

Figure 6-7 displays the method for selecting Queues and Queue Types
Selections

CQueue
Queues: CQuesue
Cueue
Cueue

& Arrival Queue . Delivery Queue

[ R [ EA

[

While selecting this option, please keep in mind that the figures report may be different for each of the
Queue Types. Arrival Queue is where the call first reached after filtering, whereas Delivery Queue is the
queue from where the call was delivered to the Attendant Console. Depending on configuration calls
may be overflowing from one queue to another queue before reaching the console attendant.

Then select the Queue name by choosing it from the scroll list. Multiple Queues can be selected by
pressing down the Ctrl button and selecting the Queue names.

[ oL-20135-01
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Attendant Operators Accounts

Attendant Operator Accounts are selected by choosing them from the scroll list. Multiple Operator
Accounts can be selected by pressing down the Ctrl button and selecting the Attendant Operator

Accounts names.

Figure 6-8 displays the method of select Attendant Operator Accounts

OFERATOR1
COPERATCRZ

OFERATOR3
OPERATORA
OPERATORS |

When the parameters of the report have been set, click on Generate Report to process the request.

System Report - Incoming Calls by Date and Time

An overview summary report for the incoming calls in the Queues, for a specific date and time. A single
line of information is provided for a particular date and time duration.

Table 6-4

Description:

Incoming Calls by Date and Time

Field Names

Description

Total Calls

Total number of call entered in Attendant
Console. During the Date range selected for the
Report.

Answered Calls

Total number of calls answered in the Attendant
Console.

Abandoned Calls

Total number of calls abandoned in the Attendant
Console.

Overflowed Calls

Total number of calls overflowed to a device or
External number in the Attendant Console.

% Answered

The percentage of calls that were answered.

% Abandoned

The percentage of calls that were Abandoned.

% Overflowed

The percentage of calls that were Overflowed.

Average Answered Wait

Average Wait time for Answered Call in
Attendant Console. This is the average time a
caller has waited before the call is answered.

Average Answered Talk Time

Average Talk time for Answered Call in
Attendant Console.

Average Abandoned Wait

Average Wait time for Abandoned Call in the
Attendant Console. This is the average time a
caller has waited before the call is Abandoned.

Answer Time Profile

These are the five stats maintained for all the
answered call in term of wait.

..10: % Calls answered in less than 10 seconds.
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Field Names Description

..20: % Calls answered between 10 to 19 seconds.

..30: % Calls answered between 20 to 29 seconds.

..40: % Calls answered between 30 to 39 seconds.

..40+: % Calls answered after 40 seconds of wait.

Longest Wait Among all the answered calls, the longest wait a
caller has to bear before the call was answered.

The following selections are available for this report:
Date: From and To Date of the report.

Time Selection: From: Start Time; To: End Time.
Abandoned Call Timer

Queue(s): is selectable before running the report.

Arrival or Delivery Queue: type is selectable before running the report.

System Report - Operator Calls by Time

This is a summary report of Incoming and Outbound Calls for attendant operators in Attendant Console
by time, covering a single date. A single line of information is provided for each hour with a single page
per operator. Totals are given for each Attendant operator.

Table 6-5 Description: Operator Calls by Time
Field names Description
Operator Name of Attendant Operator
Total Calls Total number of inbound calls attended by the

Attendant Operator.

Console Total number of Console Queue calls attended by
the Attendant Operator.

Includes :-
Incoming Queue calls
Retrieved calls from F5

Calls retrieved from Park initiated by double
clicking the Park DN on screen

Others Total number of calls other than the Console
attended by the Attendant Operator. This would
normally be only calls direct to the operator's
handset i.e the same DN they use for answering
their console calls.

Inbound Total talk time Total Talk time for the Inbound QUEUE calls
only.

Inbound Average talk time Average Talk time for the Inbound QUEUE calls
only.

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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Field names

Description

Inbound Longest talk time

Longest Talk time for the Inbound QUEUE calls.

Total Outbound Calls

Total number of Outbound calls made by the
Attendant Operator.

Includes normal outbound calls

Consult transfer enquiry calls

Conference enquiry calls

Park calls retrieved by dialling the Park DN
ABANDONED calls

Outbound Total talk time

Total Talk time for the Outbound answered calls.

Outbound Average talk time

Average Talk time for the Outbound answered
calls.

Outbound Longest talk time

Longest Talk time for the Outbound answered
calls.

The following selections are available for this report:-

Time Selection : Start Time and End Time
Date Selection: From: Start Date:

Operator(s): is selected before running the report.

System Report - Operator Calls by Queue

This is a summary report of queued calls handled by attendant operators covering a specified date range.
The information allows a simple view of which queues are being handled by which attendant operators

on each date. The information is presented by date,

with each date showing a line of information per

operator.
Table 6-6 Description: Operator Calls by Queue

Field Names Description

Operator Logged in attendant operator's name.

Queue The Queue assigned to that selected attendant
operator.

No. of calls Total number of Queue Calls answered within
that queue.

Total Talk The total talk time by an operator for inbound
calls from that queue.

Average Talk Average Talk time for Answered Call from that
queue.

Longest Talk Longest Talk time for Answered Call in Attendant

Console from that queue.

The following selections are available for this report:
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Date Selection: From: Start Date: To: End Date.

Queue(s): Selected before running the report.

Operator(s): Selected before running the report.

System Report - Overflowed Calls By Date

System Reports

The report currently runs only against Arrival Queues. These are the first Attendant Console Queue that

the call hits, and can therefore be deemed as the main target destination for that call. Calls are either

answered within this queue or can be overflowed to another destination, based on a variety of criteria,

for example Out of Hours, No Operators, Maximum Wait Time etc. A list of queues can be selected for
reporting on from all the queues, but only queues that are listed as Arrival Queues are reported on. This
is determined by the data, and the call flow of each call. For example if calls are only ever routed into

Queue B via an overflow, then the Queue will NOT be shown in the report even if selected, however if
some calls are made directly into Queue B, then it will be shown. The stats shown for each queue
however will ONLY relate to calls where that queue is the Arrival Queue. So for example if 1 call is made
directly, and one is overflowed into that queue, then only 1 call will show up (the direct call).

Figure 6-9 Description: Overflowed Calls By Date
Field Names Description
Queue The name of the Queue for which the report is

generated.

Total Queue Calls

The total number of incoming calls in a Queue.

Total Overflow In

The total number of calls overflowed in a
respective Queue.

Overflow In

The number of calls overflowed in the selected
Queue from other call Queues during business
hours.

Night Service In

The number of calls overflowed in the Queue
during the break hours.

Overflow out Time Limit

The number of calls, which were overflowed out
to the other selected Queues. Reason being that
the time for a call waiting to be answered
exceeded the limit.

Overflow out No Operators

The number of calls that overflowed to other
destination due to no attendant operators being
logged into the queue.

Emergency

The number of calls that overflowed to other
destination due to queue been put under
emergency.

Overflow out Destination Time Limit

The destination to which the calls were
overflowed during the Time limit.

Overflow out Destination No Operators

The destination to which the calls were
overflowed when there were no attendant
Operators available in the default Queue.

[ oL-20135-01

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide g



Chapter 6 Cisco Unified Reporting |

M System Reports

Field Names Description

Emergency The destination to which the calls were
overflowed when queues are put under emergency
mode.

% In The calculated percentage of the Overflowed In
calls.

% Out The calculated percentage of the Overflowed Out
calls.

The following selections are available for this report:
Date Selection: From: Start Date: To: End Date.
Time Selection: From: Start Time: To: End Time.

Queue(s) is selectable before running the report.

Working with System Reports

When a report has been generated it will appear in a Systems Report window.

Figure 6-10 displays the menu bar in the Systems Report window.

alilie Cisco Unified Reporting Navigation [
cisco For Cisco Unified Attendant Console

System Reports  Help *
System Reports

4 4 1 of21 Pl Select a format = Export @ =1

The following table shows the functionality that is available from this menu.

Menu Option Function

Related Link provides for the option to revert
back to the System Reports selection screen.

Re'ahd A - 2Ck [0 System Reports j' - Choose this and click on Go to navigate.

This provides an option to navigate to a specific

page in a report, this can be done by either using

I 4 I'_ oft b M the icons Start Page, Back One Page, Forward

One Page, or Go to Last Page. You can also enter
in a number to go to a specific page.

A copy of the report can be exported by choosing
from the drop down selection. The choices are
Select a format |v| Export either Excel (.XLS) or Acrobat (.PDF) format.

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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Menu Option Function
Refresh the Report screen.

4]
The print icon will send a copy of the System
report to a printer. A printer has to be configured
3 on the Server for this to work.

Cisco Unified Enterprise Attendant Console Web Admin / Installation Guide
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Uninstall Attendant Admin

This section describes in detail how to uninstall the following:
e Cisco Unified Attendant Server
e SQL Server 2008
e BDE

e Net Framework

Uninstalling Cisco Unified Enterprise Attendant Server

Perform the following steps to uninstall the application:

Procedure

Step 1 Go to Start > Settings > Control Panel > Add/Remove Programs. Shown in Figure 7-1.

Figure 7-1 Displays the Add/Remove Programs Window
g Add /Remove Programs = ol =]

Currerithy inestalied programs: Sertbi[Hame =
B raorosoft Office 2000 Premium e 1908 |
*’ Hicrosolt Offics HTML Fiter 2,00 Sere MR
T3 Mioroscft Office: Praject Professional 2003 S 13000
[ Macrosoft SOL Server 2000 Soe  BI3ME
EH&MtWH?-DMWMPM S 105G
[ Hicromcft Visual SourceSafe hetSetup S 120040
[ Heorosoft Word Fonk Rrepair Macro e 4488
i H5H Massanger 7.0 Spe LL-3ME
1 BSAML 4.0 SP2 (KE92TITE) Sire L2600
I om
5 safuty alect 2006
= Security Update for Step By Step Interactive Training

(KESER2)
18] Security Updete For Windows 2000 (KBOD4TOE)
25 Sacurity Update for Windows Medis Player (KB911564) 5o 45288
H5) Security Update for Windows Medsa Plyyer 6.4 (KESZ53RE) 0 L |
gz I

Step2  Select Cisco Unified Enterprise Attendant Server from the list of Programs. Click Remove.

Step3  The next window that is displayed will show the status of the wizard while the files are being prepared
to uninstall the application (Figure 7-2).
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W Uninstalling Cisco Unified Enterprise Attendant Server

Figure 7-2 Displays the Preparing to Install Screen

TnstallShickd Wizasid

=

Preparing to lnstall...

Cisco Linified Aftenclanl Server Selup i proparing e
Instaltied WaTArd, which will guide you! thepugh the
program SHup process. Pisase wal

Condigurirg ‘windows Inslaller
B

Step4  The following message box will appear confirming whether you want to remove Cisco Unified

Enterprise Attendant Server from your machine or not (Figure 7-3). Click OK to continue.

Figure 7-3 Displays the Message Box that asks you if you Want to Remove the Application from

the System

Confrm Uminstall x|

e o Sure you want to complebely remane ‘Cisco Unified Attendant Sanver” and o of it features?

o | cwen |

Step5  The next window displays the progress of the un-installation (Figure 7-4).

Figure 7-4 Displays the Un-Installation Progress of the Application

Ciecn Liniled Attendant Seever - TrstaBShasld Wizard s A ,

o | g

Cipt Ursteed Alterddant Seive & configung you new tolliaie mibalaton

Wakdating insial

Step6  Once the files have been uninstalled successfully, the next window will ask whether you wish to restart
the computer now or later (Figure 7-5). It is recommended that you restart the machine. Click Finish.
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Figure 7-5 Displays the Options for Restarting the Machine

Ciscn Unified Attendant Server - InstaliShield Wizard

Mairtenance Complebe

Irisl S hasld Wizaid has bnedked pail pisrg marlenants
opesgtions on Cizco Unifed Atbendant Sener

& [res, | wank o iestai my compute: nov |

€ Ho Leell et oy computes Lates.

Remse anp ditks fom tes dives, s then oick Frash ta
complete setup

Uninstalling MS SQL Server

Once you have uninstalled the application, you are required to remove all the third-party components
installed with the application. Therefore we uninstall MS SQL Server as well.

To uninstall the SQL Server, perform the following steps:

Procedure

Step 1 Go to Start > Settings > Control Panel > Add/Remove Programs (Figure 7-6).
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Figure 7-6 Displays the Add/Remove Programs Window
Egg Add/Remove Programs = (=] |
Currently installed programs: Sertbs[Hame =]
3 Hicrosoft ffice 2000 Premium Sz Ll |
f Microsolt Offics HTML Fiter 2,0 S FMIE
3 Microsoft Office Praject Professional 2003 S 13008
(B Macrosaft SOL Server 2000 Sire vt L]
{5 Microsoft visual 1 2.0 Redistributable Package S 105G
D Microzoft sisual SourceSafe MetSstup o 128
[ Mecrosoft word Font Repair Macro Sz 44858 J
4 MSH Merssenger 7.0 S 1L3ME
"ff,.fﬂ’ {3 HESKML 4.0 562 (HBEETETE) Sme  L260B
li-:rrp:.n:r.ts- # o
15 safity Alsct 2005
= Secusity Uipdate for Step By Step Interactive Training
(KEsEITea)
Q Security Update for Windows. 2000 (KES04T06)
5 Security Update for Windows Medis Player (KB911554) S 452¢8
H5) Security Uipdate for Windaows Medis Player 6.4 (KESZ5IRE) S e x|
-

Step2  Select Microsoft SQL Server from the list of Programs. Click Remove.

Step3  The next window will display the list of server instances. Select the instance that you wish to be removed
(Figure 7-7).

Figure 7-7 Displays the Server Instance to be Removed

B2 Microsalt SOL Server 2005 Uninstall x|

Component Selection
Salact SO Servar 2005 componants Lo uniretal,

T unnstall axhRiveg comporsnls, Seack COMpONEntS b nefmens and chek Neot.
[+ Reemose S0L Server 2005 instance components]

Sedact an instarcs:
) MESOLSERVER:: Databese Ergine

blo common components have been installed,

Step4  The next window will display a summary of the components that will be removed (Figure 7-8). Click the
Finish button to proceed. Click Back in case you wish to change any of the information.
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Figure 7-8

Uninstalling MS SOL Server

Displays the Summary Screen for the Components that need to be Uninstalled

T8 Microsalt SOL Server 2005 Uninstall xj

Confirmation
Werfy S0 Sarver 205 component s bo urinstal

Thes Followang componerts il be uninstaled from your machine. Ta procesd,
A iy

= Database Engine: MESOLSERVIR =]

g of
<gk [ Fosh | cancel | hee |

Step5  In the next window, the status will be displayed for the components removal (Figure 7-9). Click Finish
once all the components have been removed.

Figure 7-9

displays the setup progress

P Micensalt SOL Server 2005 Setup x|

Setup Progress
e mebeected comporents ang being configuned

Record Instsl Sk in Windows Event Log

Step6  Once you have uninstalled MS SQL Server, you must delete the following location and the databases

within:

C:\DBdata\

[ oL-20135-01
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Uninstalling BDE Utility

Perform the following steps to uninstall BDE Utility:

Procedure

Step 1 Go to Start > Settings > Control Panel > Add/Remove Programs. This is shown in Figure 7-10.

Figure 7-10 Displays the Add/Remove Programs Window

Egg Add/Remove Programs I =] |
Currenithy installed programs: Zertbri[Hame 7]
& Microsoft Office: 2000 Premium e |
f Microsolt Offices HTHL Fiter 2,0 S S04EE
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[ Mecrosoft word Font Repair Macro Sz 44858 J
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(KES2IREH)
15} Security Updste For Windows 2000 (KBS4TOG)
25 Security Update for Windows Media Player (KB911554) Sze 45218
#3] Secusity Lipdate for Windows Hiedia Player 6.4 (KERZ530E) S e x|
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Step2  Select BDE Utility from the list of Programs. Click Remove.

Step3  The next window that is displayed will show the status of the wizard while the files are being prepared
to uninstall BDE (Figure 7-11).

Figure 7-11 Displays the Preparing to Install Screen

TnstallShickd Wizaed

E Preparing to lnstall...
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Step4  The next message box will confirm whether you wish to remove BDE or not (Figure 7-12). Click OK to

continue.
Figure 7-12 Displays the Message Box to Confirm Whether all Features of the BDE Ultility need to
be Removed or Not
£

Do you wank bo completely removs the sslected application and all of i fastures?

=] |

Step5  The next window will display the setup status and the progress for the features removed (Figure 7-13).

Figure 7-13 Displays the Setup Status for the Uninstallation of the Application

BRE Ltility - Instalihiekd Wizaed s =]

o . g
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Step6  Once the BDE Utility has been removed the following screen will appear. (Figure 7-14).

Figure 7-14 Displays the Screen that Shows that the Removal of BDE Ultility is Complete

BDE Lty - InstallShiekd Wizard

Upinztall Compleis

InstadShisld Wizard has finighed uningtaling EDE Uiy
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Uninstalling .NET Framework

Perform the following steps to uninstall .NET Framework:

Procedure

Step 1 Go to Start > Settings > Control Panel > Add/Remove Programs. This is shown in Figure 7-15

Figure 7-15 Displays the Add/Remove Programs Window

Egg Add/Remove Programs o (=] |
Currenthy installed programs: Tertbri[Hame =
B rhcrosoft Office 2000 Premium e - |
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B Security Uipdate for Windows Madis Player 6.4 [KESS398) e e |
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Step2  Select Microsoft .NET Framework 3.5 from the list of Programs. Click Remove.

Step3  The next window provides you with the option to either repair the installed files or uninstall NET
Framework (Figure 7-16).
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Figure 7-16 Displays the Option to either Repair or Uninstall .NET Framework

jis! Micrnsalt SET Framework 2.0 Setup

Maintenance mode

Select one of the options below:

2 Repair
Repar Microsoft WET Frameswsork 2.0 bo ks original state.

Uininstall Microsoft NET Framessork 2.0 from this computes.

[oet> [[ oo |

The next message box will appear confirming if you would like to remove .NET Framework

Step 4
(Figure 7-17). Click OK.
Figure 7-17 Displays the Message Box to Confirm whether you Wish to Remove .NET Framework
or Not
Fiicrsalt SET Framework 2.0 Setup T |
ﬁ Uninstallng Microsoft \NET Framessork 2.0 might cause other programs o stop working correctly. Are you are you
/ wiark o Lrirstal Microsolt WET Framework 2.07
e |
Step5  The next window will display the setup progress of the components being removed (Figure 7-18).
Figure 7-18 Displays the Setup Progress for the Uninstallation of .NET Framework
il Microsolt NET Framework 2.0 Sebup I [=1 S
Uninstalling components
Iiow uninet aling Microsoft WET Pramessork 2,00
Urninetall progress:
|
Unragistering System. Enbarpricatarvices, dl
Exmouting: T WINNT Hcroscft, MET|Frameworkiv2. 0, 50727\ Regsvs, s (bootstrapy
Step6  The next window will display that the components have been uninstalled successfully (Figure 7-19)

Click Finish.
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W Uninstalling the Cisco TSP

Figure 7-19 Displays the Message that the .NET Framework Components have been Removed
Successfully
SIS

Setup Complete

Plicrosalt SET Framework 2,0 has been successiully uninstalled,

Uninstalling the Cisco TSP

If there is a requirement to uninstall the Cisco TSP then it is should be done using the instructions found
in a file called ciscotsp.txt. This file is created when the TSP is installed, and the default location is
C:\Program Files\Cisco
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= APPENDIX

Creating the Attendant Application User Account
for Cisco Unified Communications Manager 7.x

Earlier versions of Cisco Unified Enterprise Attendant Server used End User accounts. If upgrading from
a previous version of the software it is important to confirm that the connection account is an Application
Account.

An Application User account is required within Cisco Unified Communications Manager to allow Cisco
Unified Enterprise Attendant applications to communicate with Cisco Unified Communications
Manager via TSP. This user is created in order to:

e Access AXL API
e All CTI related functionalities

The application user profile that is created here is later used to connect to Cisco Unified Communications
Manager through Cisco Unified Enterprise Attendant Admin. This application user profile provides you
enough roles and privileges to modify or synchronize information. These roles have been explained in
the following sections.

Creation of a user involves the following steps:

1. Set up an Application User

2. Creating a User Group with the correct roles associated
3. Associating the Application User with the User Group.

These steps have been explained in detail in the following sections.

If using Active Directory to Synchronize with the Cisco Unified Communications Manager, the
Application User profile must exist in AD.

Setting Up an Application User

To set up a new Application User, perform the following steps:

Procedure

[ oL-20135-01
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I Setting Up an Application User

Step1  From Cisco Unified Communications Manager Administration, Choose User Management >
Application User (Figure A-1).

Figure A-1 Displays User Management Menu Option for Application User Configuration

= | User Management + | Bulk Adminiztration -

Credential Policy Default

Credential Policy

Application User

End User

Role

User Group

User/Phone Add

Application User CAPF Profile
End User CAPF Profile

SIP Realm

Step 2 Click the Eﬂi button to Add New, or click on the ‘Add New’ button.

Step3  Enter information in the following fields (Figure A-2). The fields marked with * are mandatory.
e User ID*
e Password
e Confirm Password

e Presence Group*
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Stepd  Click Q Save to save the settings for newly created user.

Figure A-2

Displays the Application User Configuration Page

Creating a User Group Il

Application User Configuration

B Save

— Status

@ Status: Ready

— Application User Information

User ID* |

Password |

Confirm Password |

Digest Credentials |

Confirm Digest Credentials |

*
Presence Group | Standard Presence group

[[] Accept Presence Subscription
DAccept Out-of-dialog REFER
DAccept Unsolicited Motification

[] accept Replaces Header

Creating a User Group

Once the Application User is created, in order to associate it with a group, a new group must also be
configured. The User Group will then have Roles assigned to it which govern what can be done using

Step 1

this profile.

To create a new User Group, perform the following steps:

Procedure

Choose User Management > User Groups. (Figure A-3)

[ oL-20135-01
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W Assigning Roles and User to the User Group

Figure A-3 Displays the Menu Option for User Group

Uzer Managemert - | Bulk Adminis

Application User
End User

Fale

Lzer Group

UzeriPhone Add
Application User CAPF Profile
End Uzer CAPF Profile

ZIP Realm

Step 2 Click the EB:I button to Add New, or click on the ‘Add New’ button.
Step3  Enter Name for the new User Group (Figure A-4).

Figure A-4 Displays the User Group Configuration Page

User Group Configuration

— Status
(d@) Status: Ready

—User Group Information
Marme®

IUserGrDupName1|

— Save I

Step4  Click Q Save to save the settings for newly created User Group.

Assigning Roles and User to the User Group

To assign roles to the newly created User Group, perform the following steps:

Procedure

Step1  Choose Back To Find/List > Go or User Management > User Groups.
Step2  On Find and List User Groups page, search for the user group you created (Figure A-5).
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Creating the Attendant Application User Account for Cisco Unified Communications Manager 7.x

Step 3
Step 4
Step 5

Note

Step 6
Step 7

Step 1
Step 2
Step 3

Assigning Roles and User to the User Group 1l

Figure A-5 Displays the Field you may use to Search a User Group

— Search Options

Find User Group where Name |begins with x| [UserGroupNamed

(name begins with any)

In the Search Results, click on the Roles link @ for the user group.
Click Assign Role to Group to find and list roles for assignment.
Select the roles that need to be assigned to this group. The following checkboxes must be selected,
¢ Standard CTI Allow Call Park Monitoring
e Standard CTI Allow Calling Number Modification
¢ Standard CTI Allow Control of All Devices
e Standard CTI Allow Reception of SRTP Key Material
¢ Standard CTI Enabled
e Standard AXL API Access

Standard CTI Secure Connection should ONLY be enabled if required, as it may affect the operation
of the server that is not using CTI secure connections.

Standard CTI Allow Control of Phones supporting Rollover Mode and Standard CTI Allow
Control of Phones supporting Connected Xfer and conf have to be enabled for use with environments
using phone models 69xx, 7931, 7965, 89xx and 99xx. This is only available from Cisco Unified
Communications Manager 7.1.2 onwards.

Select Standard AXL API Access to use the scalable BLF functionality.

Click Add Selected to assign roles.
Click Save.

To add the Application User to the User Group, perform the following steps:

Procedure

Choose User Management > User Groups.
Click the newly created User Group.
Click Add App Users to Group to find and list the users (Figure A-6).
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Il Adding the Application User to CCM Super Users group

Figure A-6 Displays the User Group Configuration Page

User Group Configuration

Copy E:]i Add New

— Status

@ 0 records found

— User Group Information
*
Mame |Standard CCM Super Users

User
Find User where |User ID |+ | begins with + |(Find] [CClear Fiter [ ][

Mo active query. Please enter your search
([ AddEndUserstoGroup  |[__ Add App Usersto Group | [ Select All ][ Clear all [

Step4d  Select the newly created Application User from the list and click Add Selected to successfully add the
Application User to the group (Figure A-7).

Figure A-7 Displays the Search Field you may use to Search for a User ID
Application User (1-110f11) Rows |

Find Application User where User ID | begins with |+ |[Fir||:|] [ Clear Filter
N User ID *
r WDSecureSyslser
- WDSysUser
r cusac

[ Select all ][ Clear All ][ Add Selected ][ Close ]

Adding the Application User to CCM Super Users group

The standard CCM Super Users user group represents a named user group that always has full access
permission to all named roles. You cannot delete this user group. You can only make additions and
deletions of users to this group.

After you have added the Application User to the newly created group, you must also add this
Application User to the Standard CCM Super User group.

To add the Application User to Standard CCM Super User, perform the following steps:

Procedure

Step 1 Choose User Management > User Groups.

Step2  Find Standard CCM Super User using the search field (Figure A-8).
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Configuring Access for the Cisco Unified Attendant CUPS Plug-In Il

Figure A-8 Displays the Search Option you may use to Find and List User Group

Find and List User Groups

Search Options
’7Find User Groupwhere |hegin5 with j |Standard CCM Super Use [(Fi

Step3  In the Search Results, Click Standard CCM Super Users (Figure A-9) .

Figure A-9 Displays the Search Result for the User Group

-Search Results

|Name
Standard CCM Super Lsers
Add Mew | Select All Clear All Delete Selected ROws per F‘age|5|:| vI

Step4  Click Add App Users to the Group to find and list the users.

Step5  Select the newly created Application User from the list and click Add Selected to successfully add the
user to this group (Figure A-10).

Figure A-10 Displays the Selected Search Result that is to be Added to the User Group

Find and List Application Users

T.L]
@ Select Al @ Clear Al Add Selected E} Close

— Status
@ 1 records found
Application User (1-1o0f1) Rows per Page :
Find Application User where User ID | begins with | % |cueac [Find|[ clear Filter | —
I UserID * Copy
™ cuesc [
Select All ] [ Clear all ] [ Add Selected ][ Close ]

Configuring Access for the Cisco Unified Attendant CUPS
Plug-In

It is important that the Cisco Unified Enterprise Attendant Server Address is added to the firewall
information on the CUPs Server, perform the following steps:

Procedure

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Step 1 To do this go to Cisco Unified Presence menu, and select System > Security and Incoming ACL
(Access Control List) (Figure A-11)

Figure A-11 Displays Accessing the Cisco Unified Presence Security, Incoming ACL Menu.

alinln  Cisco Unified Presence Administration

cisco For Cisco Unified Communications Solutions

System = | Presence - Application = User Mansgement = Bulk Administration = Diagnostics = Help =

Topalogy
CLICH Publizher
Application Listeners

Licensing 3

Security 3

Incoming ACL

Service Parameters

Outgoing ACL

TLS Context Configuration

TLS Peer Subjects

The page Find and List Allowed Incoming Hosts will be displayed (Figure A-12).

Figure A-12 Displays Find and List Allowed Incoming Hosts Page

alilnn  Cisco Unified Presence Administration
CIS€OQ o Cisco Unified Communications Solutions

System w  Cizco Unified Presence «  Application +  User Management = Bulk Administration +  Help =

Find and List Allowed Incoming Hosts
SR Adtew [T seectan ] ciearmn % Dekete Selected

— Status
@ Records found: 4
Incoming ACL Entry (1 -4 of 4)
Find Incoming ACL Entry where IAddrEss Pattern ;" begins with ;" Find | Clear Filter (3 | = |
[ Address Pattern *
m| 172.22.240.172 Sam Munre (Test Rig)
r 172.22.240.220 Sam Munro {own machine)
| 172.22.240.243 Stefan Wloch
| 172.22.240.247 MT Test Rig
Add New I Select All | Clear All I Delete Selected |

Step2  Click on Add New and enter the Description and Address Pattern (Figure A-13).
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Configuring Access for the Cisco Unified Attendant CUPS Plug-In

Figure A-13 Displays Incoming Access Control List Configuration Page
o - - I 1
aliln  Cisco Unified Presence Administration
cisco For Cisco Unified Communications Solutions
System =  Cizco Unified Prezence -~  Application = User M t +  Bulk Administration =  Help -

Incoming Access Control List Configuration

LB Save

—Status

@ Status: Ready

—@ Incoming ACL Information

Configure an address which will be added to the SIP Prowy list of allowed incoming addresses. Note: any address added to this list will bypass digest
requests.

Description |Arc Cups Server

Address Pattern® Ilgz_ 163.1.5

—  Save

Step3  Click on Save.

Step4  Confirm the address and description have been added.
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W Configuring Access for the Cisco Unified Attendant CUPS Plug-In
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TAPI Configuration for CUCM 7.x

Note  If youupgrade your Cisco Unified Communication Manager, you will have to uninstall the previous TSP,
and install the TSP that is current to the new version of Cisco Unified Communication Manager. Both
of these processes are covered in this Appendix.

You must install Cisco Telephony Service Provider (TSP) on the machine that will run the Cisco Unified
Enterprise Attendant Server. This allows the Server to communicate with Cisco Unified
Communications Manager CTI Manager service to allow call control on all devices associated to the
Application User profile created for the Server.

Installing the TAPI TSP

To install the Cisco TSP you must follow the steps mentioned below.

The installation of the Cisco Unified Enterprise Attendant Console will download the TSP installation
file to the Desktop of the server machine.

To manually download the Cisco TSP, perform the following steps:

Procedure

Step 1 On the Server machine browse to Cisco Unified Communications Manager Administration. Select
Application > Plugins. (Figure B-1)

Figure B-1 Displays the Menu Option for Plugins

Application - | U=ser Managemert «  Bulk

Cizco IPMA Configuration YWizard

Cizco Unified CM Attendant Conzole »

Plugins

Step2  Find Cisco Telephony Service Provider using the search field (Figure B-2).

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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W Configuring the TAPI TSP

Figure B-2 Displays the Search Option to Find and List the Required Plugin

Search Options
Find Plugin where Plugin |Name j |hegin5 wiith j |Ci5|:c| Telephony Serice F
and Plugin Type eguals IInstaIIatiun j

Step3  In the Search Results, click Download on the Cisco Telephony Service Provider line.
Stepd  Save CiscoTSP.exe on your desktop.

Step5 Double Click the CiscoTSP.exe icon on the desktop and follow the on screen instructions to complete
the install.

Step6  During the installation, you will be asked if you want to install multiple instances of TSP (Figure B-3).
Click No.

Figure B-3 Displays the Message Box Confirming whether Multiple Instances for TSP are to be
Installed or Not

Question &

@ Do ol wank to Install Multiple Instances of Cisco Unified CallManager TSP

Step7  After a successful installation the setup will prompt you to restart the system. You must restart the
machine for the changes to take effect

Configuring the TAPI TSP

To configure TSP, perform the following steps:

Procedure

Step 1 Go to Start > Settings > Control Panel > Phone and Modem Options.
Step2  Select Advanced tab.

Step3  Select CiscoTSP001.tsp

Stepd  Click Configure, and select the User tab (Figure B-4).

Step5  Enter the Application User ID of the user that was created for the Communications Manager earlier in the
User Name field.

Step6  Enter the password of the user in the Password field, and verify the Password.
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Configuring the TAPITSP

Figure B-4 Displays the Application User ID Information to be Entered in the Fields

Cisco Unified CallManager TSP |

General User IETI Managerl Sec:urit_l,ll W ave I Trace I .-’-'-.dvanc:edl Languagel

Security

Izer Hame: ILlserID'I
Fazsword: Ix
Wenfy Pazsward: Ixmx

Step7  Select the CTI Manager tab (Figure B-5),

Figure B-5 Displays the CTI Manager Information to be Entered for the TAPI Configuration

Cisco Unified CallManager TSP x|

Eeneral I Izer

| Seu:urit_l,ll W ave I Trace I .ﬁ.dvancedl Languagel

— Primary CTI M anager Location

£ Mone

" Local Host

P Address: |

f* Host Mame: |MachineName

—Backup CT| Manager Location

" Maone

" Local Host

" |P Address: I

% Host Mame: IMachineName

Step8  Enter the Name or IP Address of the CTI Manager that you require to obtain your TAPI information
from. A second CTI Manager can be used for resilience if required and available.

Note  CTI Manager is a service that runs on each of the CUCM Nodes within a cluster. It is recommended that
the primary CTI Manager points to the publisher CUCM and the backup on one of those subscriptions.

Step9  Select the Wave tab (Figure B-6).

Step10  Enter the number of desired Voice Lines. You must enter a value that will allow all of your CTI Ports
being monitored by this TSP in this field. You may want to add a higher figure at this point for future
expansion of ports.

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
[ oL-2m35-m .m



Appendix B TAPI Configuration for CUCM 7.x |

W Installing the Cisco TAPI Wave Driver

Figure B-6 Displays the Wave Configuration for TAPI

Cisco Unified CallManager TSP 1 x|

Generall Izer I CTI Managerl Security

| Trace I .ﬁ.dvancedl Languagel

Ao

—Autornated Woice Callz
Desired number of pozzible Automated Yoice lines: |2':":| (0- 255]

[Current number of pozzible open Automated Woice lines 1z 5.]
™ Erumerate only ines which support Automated Yoice

[Currently enurmerating all linesz. ]

— Silence Detection
¥ Al phones and gateways perform silence supprezsion

16 bit linear PCKM energy level: |2|:||:| [0- 32767)

Note By default Voice lines is set to 5. If when your installation is complete, your devices are not monitored,
this should be the first place to check that the number set is sufficient to cover the CTI Ports required.

Note  You will also need to uninstall and reinstall the Cisco TAPI Wave driver every time you change the Voice
Lines figure.

Step11  Click OK.

Step12 Select Advanced tab.

Step13  In the Provider Open Completed Timeout (secs) field enter 300.
Step14 Click OK. Reboot the machine.

)

Note  After completing the TSP configuration you will need to install the Cisco TAPI Wave driver.

Installing the Cisco TAPI Wave Driver

The following instructions are also in the Cisco TSP readme file located in C:\Program
Files\Cisco\ciscotsp.txt and relate to installation on a Windows 2003 Server.

Step 1 From Control Panel execute the Add Hardware utility. Click the Next button.

Step2  Select Yes, I have already connected the hardware Radio button. Click Next.

Step3  Select Add a new Hardware device from the list. Click the Next button.

Step4  Select Install the hardware that I manually select from a list radio button. Click the Next button.

Step5  Select Sound, video and game controller when prompted for hardware type. Click the Next button.
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Step 6

Step 7
Step 8

Step 9

Step 10
Step 11

Uninstalling the Cisco TSP

Click the Have Disk button when prompted to Select a Device Driver. Click the Browse button on the
Install from Disk window. Browse to C:\Program Files\Cisco\Wave Drivers and select the file
OEMSETUP.

Click Open to install the Cisco Wave Driver and select OK.

Highlight the Cisco TAPI Wave Driver in Select a Device Driver window and select Next. Select Next
in Start Hardware Installation window.

If Prompted for Digital signature Not Found click on Continue Anyway button.

When prompted for Install from disk 1 for file avaudio32.dll, choose Browse button and select path
C:\Program Files\Cisco\Wave Drivers and click Open to install the avaudio32.dll.

You will be prompted to reboot the server. Do so.

TAPI has now been successfully installed.

Uninstalling the Cisco TSP

If there is a requirement to uninstall the Cisco TSP then it is should be done using the instructions found
in a file called ciscotsp.txt. This file is created when the TSP is installed, and the default location is
C:\Program Files\Cisco

[ oL-20135-01
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W Uninstalling the Cisco TSP
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= APPENDIX

Creating the Attendant Application Userfor Cisco
Unified Communications Manager 8.x

Earlier versions of Cisco Unified Enterprise Attendant Server used End User accounts. If upgrading from
a previous version of the software it is important to confirm that the connection account is an Application
Account.

An Application User is required within Cisco Unified Communications Manager to allow Cisco Unified
Enterprise Attendant applications to communicate with Cisco Unified Communications Manager via
TSP. This user is created in order to:

e Access AXL API
e All CTI related functionality

The application user profile that is created here is later used to connect to Cisco Unified Communications
Manager through Cisco Unified Enterprise Attendant Admin. This application user profile provides you
enough roles and privileges to modify or synchronize information. These roles have been explained in
the following sections.

Creation of a user involves the following steps:

1. Setting up an Application User

2. Creating a User Group with the correct roles associated
3. Associating the Application User with the User Group.

These steps have been explained in detail in the following sections.

If using Active Directory to Synchronize with the Cisco Unified Communications Manager, the
Application User profile must exist in AD.

Setting Up an Application User

To set up a new Application User, perform the following steps:

Procedure

[ oL-20135-01

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide g



Appendix C  Creating the Attendant Application User for Cisco Unified Communications Manager 8.x |

I Setting Up an Application User

Step1  From Cisco Unified Communications Manager Administration, Choose User Management >
Application User (Figure C-1).

Figure C-1 Displays User Management Menu Option for Application User Configuration

= | Uzer Management » | Bulk Administration «

Credential Policy Default

Credential Policy

Application User

End User

Role

Uzer Group

U=er/Phone Add

Application User CAPF Profile
End User CAPF Profile

SIP Realm

Step 2 Click the EE: button to Add New, or click on the ‘Add New’ button.

Step3  Enter information in the following fields (Figure C-2). The fields marked with * are mandatory.
e User ID*
e Password
e Confirm Password

e Presence Group*
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Figure C-2

Displays the Application User Configuration Page

Application User Configuration

LB Save

— Status

Creating a User Group Il

@ Status: Ready

— Application User Information

User ID* |

Password |

Confirm Password |

Digest Credentials |

Confirm Digest Credentials |

*
Fresence Group |Standard Presence group

DAccept Presence Subscription
DAccept Out-of-dialog REFER
DAccept Unsolicited MNotification

| Accept Replaces Header

Stepd  Click Q Save to save the settings for newly created user.

Creating a User Group

Once the Appication User is created, in order to associate it with a group, a new group must also be
configured. The User Group will then have Roles assigned to it which govern what can be done using

this profile.

To create a new User Group, perform the following steps:

Procedure

Step 1 Choose User Management > User Groups. (Figure C-3)

[ oL-20135-01
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W Assigning Roles and User to the User Group

Figure C-3 Displays the Menu Option for User Group

Uzer Managemert - | Bulk Adminis

Application User
End User

Fale

Lzer Group

UzeriPhone Add
Application User CAPF Profile
End Uzer CAPF Profile

ZIP Realm

Step 2 Click the EB:I button to Add New, or click on the ‘Add New’button.
Step3  Enter Name for the new User Group (Figure C-4).

Figure C-4 Displays the User Group Configuration Page

User Group Configuration

— Status
(d@) Status: Ready

—User Group Information
Marme®

IUserGrDupName1|

— Save I

Step4  Click Q Save to save the settings for newly created User Group.

Assigning Roles and User to the User Group

To assign roles to the newly created User Group, perform the following steps:

Procedure

Step1  Choose Back To Find/List > Go or User Management > User Groups.
Step2  On Find and List User Groups page, search for the user group you created (Figure C-5).
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Creating the Attendant Application User for Cisco Unified Communications Manager 8.x

Step 3
Step 4
Step 5

Note

Step 6
Step 7

Step 1
Step 2
Step 3

Assigning Roles and User to the User Group 1l

Figure C-5 Displays the Field you may use to Search a User Group

— Search Options

Find User Group where Name |begins with x| [UserGroupNamed

(name begins with any)

In the Search Results, click on the Roles link @ for the user group.
Click Assign Role to Group to find and list roles for assignment.
Select the roles that need to be assigned to this group. The following checkboxes must be selected,
¢ Standard CTI Allow Call Park Monitoring
e Standard CTI Allow Calling Number Modification
¢ Standard CTI Allow Control of All Devices
e Standard CTI Allow Reception of SRTP Key Material
¢ Standard CTI Enabled
e Standard AXL API Access

Standard CTI Secure Connection should ONLY be enabled if required, as it may affect the operation
of the server that is not using CTI secure connections.

Standard CTI Allow Control of Phones supporting Rollover Mode and Standard CTI Allow
Control of Phones supporting Connected Xfer and conf have to be enabled for use with environments
using phone models 69xx, 7931, 7965, 89xx and 99xx. This is only available from Cisco Unified
Communications Manager 7.1.2 onwards.

Select Standard AXL API Access to use the scalable BLF functionality.

Click Add Selected to assign roles.
Click Save.

To add the Application User to the User Group, perform the following steps:

Procedure

Choose User Management > User Groups.
Click the newly created User Group.
Click Add Application Users to Group to find and list the users (Figure C-6).
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Il Adding the Application User to CCM Super Users group

Figure C-6 Displays the User Group Configuration Page

User Group Configuration

Copy Ifl]i Add New

— User Group Information
*
Mame |Standard CCM Super Users

User
Find User where [User ID v | begins with |+ |(Find] (Cclear Filter ][]

Mo active query. Please enter your search
([ AddEndUsersto Group _ |[___ Add App Usersto Group | [ Select All ] [ Clear all [

Stepd  Select the newly created Application User from the list and click Add Selected to successfully add the
user to the group (Figure C-7).

Figure C-7 Displays the Search Field you may use to Search for a User ID

Application User (1-11o0f11) Rows [

Find Application User where User ID | beqins with vl |[Fir||:|] [ Clear Filter
r User ID *
|— WDSecureSysser
- WDSysUser
- cugac

[ Select All ][ Clear All ][ Add Selected ][ Close ]

Adding the Application User to CCM Super Users group

The standard CCM Super Users user group represents a named user group that always has full access
permission to all named roles. You cannot delete this user group. You can only make additions and
deletions of users to this group.

After you have added the user to the newly created group, you must also add this user to the Standard
CCM Super User group.

To add the user to Standard CCM Super User, perform the following steps:

Procedure

Step 1 Choose User Management > User Groups.

Step2  Find Standard CCM Super User using the search field (Figure C-8).
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Configuring Access for the Cisco Unified Attendant CUPS Plug-In Il

Figure C-8 Displays the Search Option you may use to Find and List User Group

Find and List User Groups

Search Options
’7Find User Groupwhere |hegin5 with j |Standard CCM Super Use [(Fi

Step3  In the Search Results, Click Standard CCM Super Users (Figure C-9) .

Figure C-9 Displays the Search Result for the User Group

-Search Results

|Name
Standard CCM Super Lsers
Add Mew | Select All Clear All Delete Selected ROws per F‘age|5|:| vI

Step4  Click Add App Users to Group to find and list the users.

Step5  Select the newly created Application User from the list and click Add Selected to successfully add the
user to this group (Figure C-10).

Figure C-10 Displays the Selected Search Result that is to be Added to the User Group

Find and List Application Users

1]
@ Select Al @ Clear Al Add Selected [ Close
— Status
® 1 records found
Application User (1-1o0f1) Row

Find Application User where User ID | begins with % |cueac Clear Filter
[ UserID *
[ CUEaC 3

Select all ][ Clear all ][ Add Selected ] [ Close ]

Configuring Access for the Cisco Unified Attendant CUPS
Plug-In

It is important that the Cisco Unified Enterprise Attendant Server Address is added to the firewall
information on the CUPs Server, perform the following steps:

Procedure

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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| Configuring Access for the Cisco Unified Attendant CUPS Plug-In

Step 1 To do this go to Cisco Unified Presence menu, and select System > Security and Incoming ACL
(Access Control List) (Figure C-11)

Figure C-11 Displays Accessing the Cisco Unified Presence Security, Incoming ACL Menu.

alinln  Cisco Unified Presence Administration

cisco For Cisco Unified Communications Solutions

System = | Presence - Application = User Mansgement = Bulk Administration = Diagnostics = Help =

Topalogy
CLICH Publizher
Application Listeners

Licensing 3

Security 3

Incoming ACL

Service Parameters

Outgoing ACL

TLS Context Configuration

TLS Peer Subjects

The page Find and List Allowed Incoming Hosts will be displayed (Figure C-12).

Figure C-12 Displays Find and List Allowed Incoming Hosts Page

alilnn  Cisco Unified Presence Administration
CIS€OQ o Cisco Unified Communications Solutions

System w  Cizco Unified Presence «  Application +  User Management = Bulk Administration +  Help =

Find and List Allowed Incoming Hosts
SR Adtew [T seectan ] ciearmn % Dekete Selected

— Status
@ Records found: 4
Incoming ACL Entry (1 -4 of 4)
Find Incoming ACL Entry where IAddrEss Pattern ;" begins with ;" Find | Clear Filter (3 | = |
[ Address Pattern *
m| 172.22.240.172 Sam Munre (Test Rig)
r 172.22.240.220 Sam Munro {own machine)
| 172.22.240.243 Stefan Wloch
| 172.22.240.247 MT Test Rig
Add New I Select All | Clear All I Delete Selected |

Step2  Click on Add New and enter the Description and Address Pattern (Figure C-13).
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Step 3
Step 4

Figure C-13

Configuring Access for the Cisco Unified Attendant CUPS Plug-In

Displays Incoming Access Control List Configuration Page
ot - - I 1

alial  Cisco Unified Presence Administration
CIS€O  Epr Cisco Unified Communications Solutions

System =  Cizco Unified Prezence -~  Application = User M t +  Bulk Administration =  Help -

Incoming Access Control List Configuration

LB Save

—Status

@ Status: Ready

—@ Incoming ACL Information

Configure an address which will be added to the SIP Prowy list of allowed incoming addresses. Note: any address added to this list will bypass digest
requests.

Description |Arc Cups Server

Address Pattern® Ilgz_ 163.1.5

—  Save

Click on Save.

Confirm the address and description have been added.
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= APPENDIX

TAPI Configuration for CUCM 8.x

If you upgrade your Cisco Unified Communication Manager, you will have to uninstall the previous TSP,
and install the TSP that is current to the new version of Cisco Unified Communication Manager. Both
of these processes are covered in this Appendix.

The Cisco Telephony Service Provider (TSP) is installed and configured automatically on the machine
that will run the Cisco Unified Enterprise Attendant Server during the installation process when
connected to Cisco Unified Communications Manager 8.0. This allows the Server to communicate with
Cisco Unified Communications Manager CTI Manager service to allow call control on all devices
associated to the Application User profile created for the Server.

There may be occasions when there is a requirement to install and configure the TAPI TSP manually,
and the following section will outline this process.

Manually Installing the TAPI TSP

~

Note

Step 1

This process is only required if you need to manually install the Cisco TAPI TSP, normally this process
is automated and happens during the installation of the Cisco Unified Enterprise Attendant Server.

To install the Cisco TSP you must follow the steps mentioned below.

The installation of the Cisco Unified Enterprise Attendant Console will download the TSP installation
file to the Desktop of the server machine.

To manually download the Cisco TSP, perform the following steps:

Procedure

On the Server machine browse to Cisco Unified Communications Manager Administration. Select
Application > Plugins. (Figure D-1)

[ oL-20135-01
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W Manually Installing the TAPI TSP

Figure D-1 Displays the Menu Option for Plugins

Application = | User Managemert = Bulk

Cizco IPMA Configuration YWizard

Cizco Unified Ch Attendant Conzale »

Pluginz

Step2  Find Cisco Telephony Service Provider using the search field (Figure D-2).

Figure D-2 Displays the Search Option to Find and List the Required Plugin
Find and List Plugins

Search Options
Find Plugin where Plugin IName j Ihegins with j ICiscu Telephany Service
and Plugin Type equals IInstaIIatiun =

Step3  In the Search Results, click Download on the Cisco Telephony Service Provider line.
Step4  Save CiscoTSP.exe on your desktop.

Step5  Double Click the CiscoTSP.exe icon on the desktop and follow the on screen instructions to complete
the install.

Step6  During the installation, you will be asked if you want to install multiple instances of TSP (Figure D-3).
Click No. You can also select the Destination Folder to install the TSP.

Figure D-3 Displays the Message Box Confirming whether Multiple Instances for TSP are to be
Installed or Not

i'\%’" Cisco Unified Communications Manager TSP - InstallShield 1'

Choose Destination Location H,
R
Select Folder where setup will install files, 1 .

How many Cisco Unified Communications Manager TSPs ko install {choose from 1 to 10)?

S

G Setup will install Cisco Unified Communications Manager TSP 8.0(1.2) in the fol...

Toinskall to this Folder, click Mext. To install ko a different Folder, click Browse
and select another folder,

Destination Folder
’7 Ct\Program Files\Ciscol, Browse |
Installshisld

< Back I ek = I Cancel |
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TAPI Configuration for CUCM 8.x

Manually Installing the TAPITSP W

Step7  Enter the Application User ID of the user that was created for the Communications Manager and
Password (including verifying the Password) required. Enter the IP Address of the CTI Manager.Click

on Next.

Figure D-4 Displays the User ID, Password and CTl Manager Location

i'é‘- Cisco Unified Communications Manager TSP - InstallShield 1'

Configure TSP Instance: CiscoTSPOD1.tsp ‘

Userid Icue ac

Password I PR
‘erify Passuord I

CTIManagzr 1 172 16,252.80 f1Pve |

CTI Managsr 2 | ISet address typej

Configure Security ... |

InstallShisld

< Back "WI Cancel |
Step8  Select Use New Cisco Media Driver and enter the ports 50000 to 51019. Click on Next.

Figure D-5 Displays the Cisco Media Driver Port Range

i'\‘!r“ Cisco Unified Communications Manager TSP - InstallShield 5'

MediaDriver/AutoUpgrade,/TFTP Server IP Address ‘

- Choose Driver
" Use Cisco Wave Driver (Requires manual configuration)

% Use New Cisca Media Driver
Cisco Media Driver UDP Port Range Start ISDDDD

Cisco Media Driver Udp Port Range End |51019|

—Auko-Upgrade Options
& ASK

© ALWAYS
" MEVER

[T Mon-Adminiskr ative Users bo manage their UserIDPassword credentisls

¥ start Cisco TSP Mokifer when Windows starks (Recommended)

Mulki-Language Settings:

Configure the TFTP server IP address where language files are located.

TFTP server IP Address

Instal|Shisld
< Back I Mext = | Cancel

Step9 A window will display the progress of the installation.

[ oL-20135-01
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Bl Manually Configuring the TAPI TSP

Figure D-6 A Window Displays the Progress of the Installation

i'.‘% Cisco Unified Communications Manager TSP - InstallShiel

Installing Cisco Unified Communications Manager TSP

The program features yvou selected are being installed.

Please wait while the Installshield Wizard installs Cisco Unified
Communications Manager TSP, This may take several minutes.

Status:

Installshield

= Back | [dext =

Step10 The Installation is complete, click on Finish to complete.

Figure D-7 Confirmation that the Installation is complete

i'-§' Cisco Unified Communications Manager TSP - InstallShield ¥ 5[

InstallShield Wizard Completed

Setup has finished installing Cisco Unified Communications
Manager TSP,

Please install the Cisco Unified Communications Manager TSP
Wave drivers as directed in the CiscoMediaReadMe.txt file,
CiscoMediaReadMe. txt location:

C:\Program Files\Cisco\CiscoMediaReadMe. bxt

v Wigw CiscoTSP.kxk

< Back . Zance] |

Step 11 After a successful installation the setup will prompt you to restart the system. You must restart the

machine for the changes to take effect

Manually Configuring the TAPI TSP
N

Note

This process is only required if you need to manually configure the Cisco TAPI TSP, normally this

process is automated and happens during the installation of the Cisco Unified Enterprise Attendant
Server.

To configure TSP, perform the following steps:

[l Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Manually Configuring the TAPITSP W

Procedure

Step1  Access to configuring the TSP has been simplified with CUCM 8.0. Go to Start > All Programs > Cisco

TSP > Cisco TAPI Configuration

Figure D-8 Accessing Cisco TAPI Configuration via the Start > All Programs menu.

o . Remote Assistance |
Cisco TAPT Med i - : :
Canfiguration Microsoft SQL Server 2008 » [ Cisco TART Configuration

Dﬁ ‘Windows PowerShell 1.0 b ™ Cisco TAPI Media Driver Configuration

Ultravc v [ Launch Cisco TAPI Matifier
} Cisco » (] Open Cisco TAPI Media Driver Readme
H Paint Cisca Urified Attendant Conscle
Cisco Unified Attendant Server

» 1 Open Cisco TAPI Readme
CiscoTAPT

SOL Server Cor
Manager

» ] Open Cisco TAPI Release Motes
ld ) Uninstall Cisco TAPT

Log OFf @ Shut Down

All Prograrns

[#/start | B & |

Alternatively you can configue it by going through Start > Settings > Control Panel > Phone and
Modem Options. Select Advanced tab, Select CiscoTSP001.tsp and click Configure, and select
the User tab (Figure D-9).

Step2  Enter the Application User ID of the user that was created for the Communications Manager earlier in the

User Name field. Enter the password of the user in the Password field, and verify the Password.

Figure D-9 Displays the Application User ID Information to be Entered in the Fields

Cisco Unified CallManager TSP [

General User IETI Managerl Sec:urit_l,ll W awve I Trace I .-’-'-.dvanc:edl Languagel

Security

Izer Hame: ILlserID'I

Ixxxxx

Pasgword:

Werfy Pazsword:

Ixxxxx

Step3  Select the CTI Manager tab (Figure D-10),

[ oL-20135-01
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Bl Manually Configuring TAPI Media Driver

Step 4

Note

Figure D-10 Displays the CTI Manager Information to be Entered for the TAPI Configuration

Cisco Unified Communications Manager TSP

Generall User  CTIManager |Security| Wave' Trace | Advanced' Language'

— Primary CT| Manager Location
' Mone

@ |P addiess: |1?2.15.252.59
1 |PYvE Address: I

= Host Name: I

~ Backup CTI Manager Location
' Mone

€ |P Address: I

" IPvk Address: I
€ Host Mame: I

 |P Addressing Preference

Preferred IP Addressing Mode = |Pyd  IPvE

Enter the IP Address, IPv6 Address or Host Name of the CTI Manager that you require to obtain your
TAPI information from. A Backup CTI Manager can be used for resilience if required and available.

CTI Manager is a service that runs on each of the CUCM Nodes within a cluster. It is recommended that
the primary CTI Manager points to the publisher CUCM and the backup on one of those subscriptions.

Manually Configuring TAPI Media Driver

N

Note

Step 1

This process is only required if you need to manually configure the Cisco TAPI Media Driver, normally
this process is automated and happens during the installation of the Cisco Unified Enterprise Attendant
Server.

Procedure

Access to configuring the TSP Media Driver has been simplified with CUCM 8.0. Go to Start > All
Programs > Cisco TSP > Cisco TAPI Media Driver Configuration

[l Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Uninstalling the Cisco TSP

Figure D-11 Accessing Cisco TAPI Configuration via the Start > All Programs menu.
" Remate Assistance |

== Cisco TAFT Med = - —
Configuration @ Microsoft SOL Server 2005 4 ﬁ Cisco TAPT Configuration

@ Windows PowerShell 1.0 » [ cisco TAPI Media Driver Canfiguration
SOL Server Cor
Manager I Uleravhic » [ Launich Cisca TAPI Matifier
1 I disca » 1 Open Cisco TAPI Media Driver Readme
‘H Pairit @ Cisco Unified Attendant Cansole  » [ Open Cisco TAPI Readme

I Cisco Unified Attendant Server b (| Open Cisco TAPI Release Motes
AllBrograms - MEs ciscoTapt .2} Uninstall Cisca TAPT

Log OFf @ Shut Down

[#istart |G & |
Step2  On the Driver screen, select Use New Cisco Media Driver and enter the ports 50000 to 51019. Click on

OK to complete the configuration.(Figure D-12). Reboot the machine to complete the configuration.

Figure D-12 Displays the Wave Configuration for TAPI
x|

Choose Diriver

i Use Legacy Cizco wave Driver Cancel |

% Use New Cisco Media Driver

UDP Port Range Start |5DDDD
UDP Port Range End |51D19

Number of Media Channels  [255

Uninstalling the Cisco TSP

If there is a requirement to uninstall the Cisco TSP then it is should be done using the instructions found
in a file called ciscotsp.txt. This file is created when the TSP is installed, and the default location is
C:\Program Files\Cisco

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
[ oL-2m35-m .m



Appendix D TAPI Configuration for CUCM 8.x |

W Uninstalling the Cisco TSP
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= APPENDIX E

Downloading, Updating and Registering
Software

The following Appendix outlines the process of downloading, updating and licensing the Cisco Unified
Enterprise Attendant Applications. This is done via the Solutions + website.

Updating From an Earlier Version of Cisco
Unified Enterprise Attendant Applications

Note

The Cisco Unified Enterprise Attendant Console Applications are designed in such a way that to upgrade
from an earlier version of the software, you simply run the installation processes as outlined in Chapter
4 of this manual.

As with any software upgrade, it is worth taking a backup prior to the install, incase there is a failure of
any sort. In the case of the Cisco Unified Enterprise Attendant Console Applications it is recommended
that you back up the Cisco Folder, backup of DBs and within the Registry the backup of Arc Solutions
folder.

During the upgrade/installation process (Step 11) there is an option to retain the existing configuration,
or create a brand new one.

Accessing the Solutions + Website

Note

Step 1

To download or register a version of the Cisco Unified Enterprise Administration Console you will need
to have a valid account on the Solutions + Website.

Go the website http://www.cisco.com/go/ac, and perform the following steps:

Procedure

The User Name and Password are NOT your CCO (Cisco Connection Online) ID and Password!

Enter your User Name and Password to Log In to the web site (Figure E-1).
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M Creating an Account

Figure E-1 Solutions + Log In Screen

@ Register - Internet Explorer provided by Dell [

@\J | &) http//cisco-ac.arcsolutions.com/UserWebSite/ CiscofciscoRegister.asp ~ [ 49] x| Googie 2 -

Eile Edit View Favorites Toels Help

& & [Bregin = Bv B v @ v e r @Tuc e

"cll's"clo" Welcome to Cisco Unified Attendant Console software procurement and documentation

Company
Usemame:
Email:
First Name:
Last Name:
Job Title:
Phone Number:

RECOVER PA

e Street Address: :

City:

Creating an Account

To create an account you will have to click on the link to Register your details. This will take you
through a series of questions.

When these questions have been answered, click on Register to complete. (Figure E-2)
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m. 0L-20135-01 |



| Appendix E

Downloading, Updating and Registering Software

Creating an Account Il

Figure E-2 Cisco User Registration
W ‘gRagister I_| BB - ¥ i Page ¥ {( Tools

.(':|||s.(|:lc|>‘ Welcome to Cisco Unified Attendant Console software procurement and documentation

Cisco User Registration

Company
Username:
Email:
First Name:
Last Name:
Job Title:

Phone Number:

Street Address:

LOG IN -
City:

State/County/Province:

Postcode/Zip:

Country: United Kingdom -
Preferred Language: English / American -

Contacts & Feedback | Help | Site Map
© 1992-2007 Cisco Systems Inc. All rights reserved. Terms & Conditions | Privacy 5

cosie Policy | Tradem

Done € Internet | Protected Mode: OFff H100%

After you have clicked on Register you will be prompted to confirm your Reseller from a drop down
selection. Alternatively if your Reseller is not in the drop down selection you can Add New Reseller.

Click on Save to complete the registration of this account(Figure E-3).

Figure E-3 Confirming Your Reseller
Company [Mettoni |
Username: [M_Kent |
Ermail: |mark.kent@mettoni.com |
First Name: [Mark |
Last Mame: [ent |
Job Title: |Technical Author |
Phone Number: |o118 972 8552 |

ER PASSWORD

Strect Address- Gresn Fark, Fincents Lane, ~
Lo Tilenurst ~

City: |Readmg |
State/County/Province: |Berkshire |
Postcode/Zip: |rg31 4uh |
Country: |Urmed Kingdom v‘
Preferred Language: | English / American v‘

Contacts & Feedback | Help | Site Map

@ 1992-2007 Cisco Systems Inc. All rights reserved. Terms & Gonditions | Privacy Statement | Gookie Palicy | Trademarks of Cisco Systar
Inc

Done €D Internet 100%.

A confirmation screen will appear and you will then be sent an email containing your password which
will enable you to access the website (Figure E-4).
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M Logging into the Site

Figure E-4 Completing the Account Creation

.lcllls'élt;. Welcome to Cisco Systems Unified Attendant Console solutions

Welcome Back The user account has been created successfully. An email containing your password will be sent to

address you specified. Once you have received the email you will be able to log on and use the site.
you have requested Engineer level access a separate email will be sent to confirm this when your re

RUPERTA

i MY DETAILS has been approved by the ARC team.
CHANGE PASSWORD Contacts & Feedback | Help | Site Map
© 1992-2007 Cisco Systems Inc. All rights reserved. Terms & Conditions | Privacy Statement | Cookie Policy
LOG OUT Tr arks of Cisco Systems Inc

Logging into the Site

When you log into the account, the initial Welcome screen provides the following options (Figure E-5):
¢ About this Site — Is a link back to this Welcome page when you are in other screens.

e My Details — Selecting this will display a page with the information that was requested when you
registered the account.

e Downloads — Selecting this will display a page with the facility to download the software and other
supporting documentation if required.

e Activate Evaluation Software — After the inital 5 days the software requires registration. This
Evaluation license lasts for 60 days.

e My 60 Day Evaluations — Displays all information related to activated software including
Customer Name, Product, Site, Product Key and Date.

¢ Activate Purchased Software — Selecting this will provide a screen where you are required to
enter the registration details to confirm the purchase and activate the full product license.

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Figure E-5

My Details

Welcome Screen
e b e NVSILUNITS IVITAWLIY | W 120U 2 Y DS WIS ALLSTIUAT L WU 12UIs WL iz

cisco

ABOUT THIS SITE

MY DETAILS

DOWNLOADS

ACTIVATE EVALUATION

A

SOFTWARE

WY 80 DAY ACTIVATIONS

ACTIVATE PURCHASED
SOFTWARE

CHANGE PASSWORD

LOG OUT

My Details W

This website is for the use of registered engineers to download evaluation software and su

RECCVER PASSWORD
Once you are registered you can use this menu link on the Home Page to be allocated a
You can then change that password to one more memorable to you using the cHanGE Pa

MY DETAILS
Allows you to edit certain of the personal details you have recorded when registering

DOWNLOADS
You can download .zip files of software for evaluation as well as supporting documents

ACTIVATE EVALUATION SCFTWARE
You can extend the software evaluation period by 60 days

MY 80 DAY ACTIVATIONS
This menu item shows you the Customer, Product, Site, Product Key and Date of all act

ACTIVATE PURCHASED SOFTWARE
If your Customer or Reseller has paid for software this menu item allows you to permaner

Contacts & Feedback | Help | Site Map
© 1992-2007 Cisco Systems Inc. All rights resemnved. Tems & Conditions | Privacy Statement | ¢

My details screen provides a summary of the information that was entered when the account was
registered. There is facility to Edit the User Details, but the User Name and Email Address is read

only.

Downloads

Selecting Downloads from the right hand menu will present you with information regarding the
available downloads, and any criteria or constraints that may impact on the use of the software

(Figure E-6).
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Bl To Activate the 60 Day Evaluation Software

Note

Figure E-6 Download Screen

Obtaining, evaluating and activating Cisco Unified Attendant Console (CUDAC, CUBAC and CUEAC) products

ABOUT THIS SITE ¢ Downloaded software is available for & days for free evaluation, before you must activate the software using this site
& The software ray be activated for free evaluation or permanently using the LAC code provided on the letter frorm Cisco Systems
M DETAILS o If you do not activate the software it will stop working after 5 days of use
— * Once you have activated your software, it will be available to you for evaluation for B0 days
& After the B0 day evaluation period you rust purchase the software from Cisco
DOWNLOADS & Evaluation periods beyond 60 days are not available
® Cisco Unified Business Attendant Console (CUBAC) and Cisco Unified Department Attendant Console (CUDAC)
ACTIVATE EVALUATION are fully supported by Cisco Technical Assistance Centre (TAC)

SOF TWARE

Cigoo Unified Business Atendant Consale

W B0 DAY ACTIVATIONS

Select Download required [
ACTIVATE PURCHASED
SOFTUWARE

Cisco Unified Enterprise Attendant Console

2456 MB

Contacts & Feedback | Help | Site Map
1932-2007 Cisco Systems Inc. All rights reserved. Terms & Conditions | Privacy Statement | Cookie Policy | Trademaiks of Cisco Systems Ine.

CHANGE PASSNORD

LOG OUT

When the software required is selected the screen will display the file format and the size of the
download.

Click on Download to continue.

You will be prompted to Open or Save the Download (Figure E-7). Saving the file to a local area is
recommended

Figure E-7 File Download prompt to either Open or Save

File Download 4 &J

Do you want to open or save this file?

] Name: 07.06.11_CUBAC_FCS_ANl_Lang_V1.11.21 zip
Type: Compressed (zipped) Folder, 254MB
From: arcsolutions fileburst.com

Open ] I Save ] [ Cancel

Always ask before opening this type of file

I I While files from the Intemet can be useful, some files can potentialy
d ham your computer. ¥ you do not trust the source. do not open or
= save this file. What's the risk?

The download for Cisco Unified Enterprise Attendant Console is around 500mb. The contents include SQL
database, explorer, installs, languages and the software.

When the software has been downloaded, continue with the installation process described in
Section 4 Installation Checklist and Procedure for Cisco Unified Enterprise Attendant Admin of this
manual.

To Activate the 60 Day Evaluation Software

Initially the download can be used for 5 days. After that period the software must be registered with
Cisco to extend it to a 60 day evaluation copy.

You will require:
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Note

To Activate the 60 Day Evaluation Software

¢ To enter the Reseller, Customer and Site Details. This is done via a drill down method across three

screens.

e Registration code from an installed Cisco Unified Enterprise Attendant Console software. This
information is obtained from the Help menu within Cisco Unified Enterprise Attendant Console
Web Admin. Figure E-8 shows the License Management screen.

Figure E-8

License Management Screen within Cisco Unified Enterprise Software
Liconse Management coner:
Bﬂ Thiz Page I

Licensing
About

— License Management

— Licenses
Product Status Serial No.  Information
Cisco Unified Enterprise Attendant Console Server Evaluation 44 Evaluation Days Left

— Product Details

Registration code:

— & Registration Key
Serial number:™ I .I _I

Registration key:* I .I .I .I .l

— " Registration File

File hame & path: I

Log into the account, and select Activate Evaluation Software. You will be prompted to select your
Reseller (Figure E-9).

If your Reseller is not available thereisfacility to Add a Reseller.

Figure E-9

60 Day Software Activation - Selecting a Reseller

v LI WVEILUINIS MU LA LY D0 DY DS UHITTSU ALLST UAT L U DU DUIAaUNS
Cisco

Y DETAILS i i 1
60 Day Cisco Software Activation

DOWNLOADS . . . . .

E— Completing this process will extend the activation of your software for 60 days

ACTIVATE EVALUATION -

T Arc Solutions Morth America ADD A RESELLER

- Selecta

ACTIVATE FURCHASED Reseller CHOOSE SELECTED RESELLER

- . Contacts & Feedback | Help | Site Map

CHANGE PASSWORD

i = © 1992-2007 Cisco Systems Inc. All rights reserved. Terms & Conditions | Privacy Cookie Policy |

Trademarks of Cisce Systems Inc

LOG OUT

When you have completed the Reseller, Customer and Site Details you will be prompted to enter the
Product Key from installed Cisco Unified Enterprise Attendant Console software. This information is
obtained from the Help> Licensing menu within the Cisco Unified Enterprise Attendant Console Web

Admin.
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S,
Note  Within the Cisco Unified Enterprise Attendant Console Web Admin the Product Key isrefered to as
Registration Code within the Help>L icensing menu.

Figure E-10 60 Day Software Activation - Software Activation (Product Key)
ABOUT THIS SITE

v DETAILS

Cisco Software Activation

DOMHLOADS

Completing this process will extend the activation of your software for 60 days
ACTIVATE EWALUATION

FOF TWARE
Enter the Product Key
MY B0 DAY ACTIVATIONS

ACTIVATE PURCHASED
SOFTWARE o Unified Ente

Cigco Unified Department Attendant Co

nsole |
ole

ftendar

CHANGE PASSWORD Contacts & Feedback | Help | Site Map
- 1992-2007 Cisco Systems Inc. All rights reserved. Terms & Conditions | Privacy Statement | Cookie F

Select the Product that you have installed (Figure E-10).

When you click Next, an Activation Code will be emailed out to the registered email address, and a
confirmation screen will confirm this. Figure E-11shows the Activation Confirmation screen and
Figure E-12 shows an example of the email that is sent.

Figure E-11 60 Day Software Activation - Confirmation Screen

A ML VVEICUITIE MUFCR 1A W GISLO DYSIENIS UNINEU ALENUENL LUNSOIE SOILLONIS
cisco

MY DETAILS

DOWNLOADS The Activation Code

- D:/Cisco/EFD2AFCA rgf

ACTIVATE EVALUATION has been emailed to you at

SOFTWARE rupert.adair@idl-mettoni.com

VATE FURCHASED

SOFTWARE

Contacts & Feedback | Help | Site Map

© 1992-2007 Cisco Systems Inc. All rights reserved. Terms & Conditions | Privacy Statement | Cookie Palicy |
Trademaris of Cisco Systems Inc
CHANGE PASSWORD
Figure E-12 The Confirmation Email with the Activation Code
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Cc:
Subject: Your 60 day Activation Code

Attachments: || _Cisco_EFD2AFC1.rgf (313E)

The Cisco 60 Day Software Activation Code you
requested is attached

This email and any files transmitted with it are confidential and

Save the Activation code to a location where it can be browsed to from the Cisco Unified Enterprise
Attendant Console Web Admin server.

Return to the Cisco Unified Enterprise Attendant Console Web Admin Server and bring up the License
Management screen (Help > Licensing) (Figure E-13).
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Figure E-13 License Management Screen
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Figure E-14 License Management Screen - Registration File
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Use Browse to locate the Registration File (Figure E-14). When the file has been found, Click on Save
to complete the process

After Applying the License the services should be stopped and restarted.

The Registration Key section is not usually required. Its inclusion on this page is to cater for existing
customers that do not have physical access to the server and are required to enter the registration
numbers manually.

This is done by opening the Registration file with Notepad and entering the two respective codes into
the Serial Number and Registration Key.

Activate Purchased Software

Note

The Activation of the purchased software is done in a similar way to the 60 evaluation except there are
several considerations to be made:

e This activation is permanent and you can not revert back to a trial version.

e It can be completed at any point within either the 5 day free evaluation, or the 60 day activated
evaluation period.

e Requires 27 digit LAC (entitlement code) provided by Cisco on purchase of software.

ONE LAC per system, regardless of number of client licenses ordered

Log into the account, and select Activate Purchased Software. You will be prompted to select your
Reseller, Customer and Site Details you will be prompted to select the version of software
(Figure E-15)and LAC number that you are activating (Figure E-16).

[ oL-20135-01
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Figure E-15 Activate Purchased Software
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The License Code (LAC) is obtained from the reseller when the product is purchased.
Figure E-16 Activate Purchased Sofware - Entering the LAC Code
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—_ Completing this process will fully activate your software
DOWNLOAD
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ACTIVATE EVALUATION X
SOFTWARE Please enter your License Code m

MY 80 DAY ACTIVATICNS

When you click Submit, another screen will appear and you will be prompted to enter the Product Key
(Figure E-18). This information is obtained from the Help>Licensing menu within the Cisco Unified
Enterprise Attendant Console Web Admin (Figure E-17).

Note  Within the Cisco Unified Enterprise Attendant Console Web Admin the Product Key isrefered to as
Registration Code within the Help>L icensing menu.
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Figure E-17 License Management Screen within Cisco Unified Enterprise Attendant Console
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Figure E-18 Activate Purchased Software - Product Key
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When you click Submit. The Activation Code will be emailed out to the registered email address, and
a confirmation screen will confirm this. Figure E-19shows the Activation Confirmation screen and
Figure E-20 shows an example of the email that is sent.

Figure E-19 Software Activation - Confirmation Screen
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Figure E-20 The Confirmation Email with the Activation Code

Subject:  Your 60 day Activation Code
Attachments: || _Cisco_EFD2ZAFC1.rgf (313 B)
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Save the Activation code to a location where it can be browsed to from the Cisco Unified Enterprise
Attendant Console Web Admin server.

Return to the Cisco Unified Enterprise Attendant Console Web Admin Server and bring up the License
Management screen (Help > Licensing) (Figure E-21).
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Figure E-21 License Management Screen
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Figure E-22 License Management Screen - Registration File
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Use Browse to locate the Registration File. When the file has been found, Click on Save to complete the
process.

After Applying the License the services must be stopped and restarted.

The Registration Key section is not usually required. Itsinclusion on this page isto cater for existing
customers that do not have physical access to the server and are required to enter the registration numbers
manually.

Thisis done by opening the Registration file with Notepad and entering the two respective codes into the
Serial Number and Registration Key.

Relicensing the software

There are certain instances when changes to the server environment can result in a requirement to
relicense the software. The following scenarios will result in a different Registration Code being
displayed:-

¢ Reinstallation of the Operating System (but with the same hardware),
¢ Installing a different Operating System (but with the same hardware),
¢ Adding or removing certain new hardware (eg. NIC card) could impact on the Registration Code,
¢ Installing on different hardware,
e Installing a different Operating System and hardware,
Within a VM Environment:-
e Copying VM Image (Will Change)

This will result in the license showing as expired, and the Cisco Unified Enterprise Attendant Console
Web Admin server will show restricted menus (Engineering and Help option will be available, System
and User Configuration will not be displayed.

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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To resolve this the software will need to be relicensed using the new Registration Code. See Appendix E,
“License Management Screen within Cisco Unified Enterprise Software”

Cisco Unified Enterprise Attendant Console Web Admin and Installation Guide
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Glossary

AXL API

The AVVID XML Layer (AXL) Application Programming Interface (API)
provides a mechanism for inserting, retrieving, updating, and removing data
from the database using an eXtensible Markup Language (XML) Simple
Object Access Protocol (SOAP) interface. This allows a programmer to access
Cisco Unified Communications Manager data using XML and receive the data
in XML form, instead of using a binary library or DLL.

Call Parking Devices

Virtual devices where calls can be held temporarily and picked from any other
call centre extension.

CMC

Client Matter Code (CMC) is used to provide extra call logging facilities
within the Communications Manager. This is used to log calls from different
destinations. The user has to enter their CMC Code before their external
consult transfer can proceed. The call detail records are updated with the CMC
code along with the call information. This can then be used later on to charge
calls to different cost centres.

CTI Port

The Computer Telephony Integration (CTI) port is actually a virtual device
that allows you to create a virtual line. A CTI port must be added for each
active voice line intended to be used on a Cisco IP SoftPhone.

CTI Route Point

A computer telephony integration (CTI) route point designates a virtual device
that can receive multiple, simultaneous calls for application-controlled
redirection.

CUPs

Cisco Unified Presence is a standards-based platform that collects information
about a user's availability and communications capabilities to provide unified
user presence status and facilitate presence-enabled communications for Cisco
Unified Communications and critical business applications.

[ oL-20135-01
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FAC

Forced Authorization Code (FAC) is used to provide security in the
Communications Manager for dialling "Route Patterns". Traditionally, this is
used to block calls to external numbers. For example, often in call centres, only
some callers are allowed to make external consult transfers to certain numbers.
In order to enforce security, these callers are provided with a Forced
Authorization Code. The concept of FAC is that if the user makes such an
external call transfer that is protected by a FAC, the user must enter the FAC
before the call can continue. If an incorrect FAC is entered, or if no FAC is
entered, the call fails.

Night Service

This facility allows you to take the queue out of operation at certain times of
the day. During this time, calls are routed to some other destination. For
example, if you close down the 'Accounts service' queue every day at 7pm,

beyond that time calls can be routed to a destination - device or another queue.

SSL

Short for Secure Sockets Layer, a protocol used for transmitting private data
through the Internet.
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