CHAPTER

Directory Issues

This chapter covers the solutions for the most common issues related to a
Cisco CallManager DC Directory (DCD), which uses a Lightweight Directory
Access Protocol (LDAP) directory, and the Microsoft Active Directory (AD).

This chapter covers the following directory issues:
e DC Directory Stability

e Application Profiles Are Not Shown for User Configuration with the DC
Directory

e Add a New User Does Not Work and You Cannot Access the DC Directory
Administrator

If the following procedures do not solve your directory issues, contact TAC for a
more detailed investigation.

A

Caution  Using Katakana, Cyrillic, or other double-byte character sets with DC Directory,
Netscape Directory, or Active Directory can cause directory database errors. This
release of Cisco CallManager does not support using any double-byte character
set with any directory.
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M Replication Issues

For IP phone directory issues, refer to the following URL for detailed
information:

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_ipphon/index.htm

Replication Issues

For replication issues, see Chapter 4, “Cisco CallManager System Issues” and the
section Replication Fails Between the Publisher and the Subscriber.

DC Directory Stability

The DCD Instability procedure is valid for Cisco CallManager servers running
versions 3.0(5a) - 3.3(2¢).

~

Note Do not use this procedure for Cisco CallManager 3.3(3) and above.

DCD Instability

Symptom

The following issues relate to the instability of the DCD:

e Cisco CallManager publisher server has correct user data and one or more
Cisco CallManager subscriber servers either do not have user data or the user
data is out of date with the Publisher's database.

e DC Directory Service on the Cisco CallManager publisher server takes a long
time to start-up (appears to stall’/hang on startup).

e DC Directory Replication errors are logged to the Cisco CallManager
publisher and/or subscriber server(s) in the Application Event Viewer.
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Probable Cause

>

Warning

DC Directory Stability

Examination of C:\dcdsrvr\run\dcx500\dcx500.out shows duplicate and/or invalid
replication agreements.

The presence of invalid replication agreements causes the DC Directory database
(files in C:\dcdsrvr\run\dcx500\database) to grow extremely large (over 100 MB),
which results in the DC Directory to taking a large amount of time to shutdown
and startup.

These duplicate and invalid agreements are caused by one of the following:

e The customer reinstalling the Cisco Customer Response Application (CRA)
server (or a Cisco CallManager subscriber) one or more times (each reinstall
of CRA server/Cisco CallManager server will cause the publisher to have a
new replication agreement to the subscriber).

e Decommissioning an existing CRA server (or a Cisco CallManager
subscriber) without performing the DC Directory reconfiguration procedure
in the Cisco CallManager cluster.

>
Note  When removing a directory node from a Cisco CallManager cluster, the

DC Directory replication agreements to the removed subscriber are not
automatically cleaned up.

e Manually running the avvid_scfg command on the subscriber more than once
(for instance, a partial DC Directory reconfiguration procedure was
attempted).

Never perform a partial DC Directory reconfiguration procedure, (for example,
run avvid_scfg without a preceding cleandsa on the publisher and the CRA
server and/or Cisco CallManager subscriber).

The root cause of the database growing to such large sizes is that DC Directory
tries to save state for each and every replication operation that it fails to perform.
Over a period of time this saved state information for the invalid replication
agreements causes the database to grow to several hundred MBs.

DcDirectory replication should not be confused with SQLServer replication. They
are two completely independent processes.
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I DC Directory Stability

If you perform a reinstallation of a Cisco CallManager subscriber or CRA server
2.2(4) and earlier or CRA server 3.0(1) you must perform the DC Directory
reconfiguration procedure on all of the nodes in the cluster, including the
standalone CRA servers, starting with the DC Directory publisher.

Corrective Action

Note

Step 1

Step 2

Step 1

While performing these tasks, it is required to be either directly at the console of
the Media Convergence Server (MCS) servers, connected through a
Keyboard/Video/Mouse (KVM) switch, or connected via Telnet to the servers.
Performing these specific tasks while connected through a Terminal Services
Client connection has not been fully tested and may produce unexpected results.

Cisco recommends that you schedule a downtime to run the procedure.

The two steps involved are:
¢ Installation

e Reconfiguration

Installation

Download DCDScripts.1-0-5.exe from the Cisco CallManager Version 3.2 (
registered customers only) website.

Copy and run DCDScripts.1-0-5.exe on all the nodes in the Cisco CallManager
cluster and on the CRA/CRS application servers. Accept the default settings when
prompted to do so and click Unzip.

Reconfiguration

There are two possible scenarios when you go to reconfigure your DC Directory
after installation.

When the DC Directory database is larger than 100 Mb, refer to the Reconfiguring
DC Directory on Cisco CallManager Publisher (database more than 100 Mb)
section.
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Step 2

Step 1

Step 2

Step 3

DC Directory Stability

When the DCD database is less than 100 Mb, refer to the Reconfiguring DC
Directory on Cisco CallManager Publisher (database less than 100 Mb) section.

Reconfiguring DC Directory on Cisco CallManager Publisher (database more than 100
Mb)

These steps ensure that your user data in DC Directory on the publisher

Cisco CallManager server is backed up in case of a failure during these steps or
otherwise when the DC Directory database is larger than 100 Mb
(C:\dcdsrvri\run\dcx500\database).

Backup your current directory information by either using the MCS backup utility
or running the debckdib /y backup C:\dcdsrvr\backup command from a DOS
command prompt.

~

Note  The C:\dcdsrvr\backup folder must exist prior to running the preceding
command.

On the Publisher server, while logged in as the Administrator, open a command
prompt by selecting Start > Run and entering cmd.

Type the command avvid_migrate_save.cmd <servername><password> and press
any key when prompted.

The output of this command will look similar to the following:

C:\>avvid_migrate_save jayas-w2k ciscocisco
A subdirectory or file C:\dcdsrvr\log already exists.

Khhkhkkkhkhkhhkhkhkhkhkhhkhkhhkhkdhhkhkhkhkhkkhkhkhkxk*x

* *
* —— CISCO User Preferences Support -- *
* *

E R R R R

A subdirectory or file C:\dcdsrvr\suspense already exists.

Run the perl script avvid_migrate_save.pl

A subdirectory or file C:\dcdsrvr\log already exists.
A subdirectory or file
C:\dcdsrvr\run\DCX500\config\Migration-Backup already
exi
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I DC Directory Stability

Step 4

Step 5

Step 6
Step 7

Step 8

sts.

Saving User Information...
Saving Profile Information...
Saving Apps20 Information...
Saving Admin Information...
Saving PA node Information...
Saving E911 node Information...
Saving systemProfile...

Saving MITRA data...

Saving Groups data...

C:\>
Stop the DC Directory service by entering net stop dedirectory from the
command prompt.

Run cleandsa.cmd or run deletedib.cmd if cleandsa.cmd reports that it is not
supported.

Run avvid_migrate_cfg.exe. (Usage: avvid_migrate_cfg "<password>")

Run avvid_migrate_restore.cmd. (Usage: avvid_migrate_restore <Server
Name> <DCDpassword>)

Run reconfig_cluster.cmd. (Usage: reconfig_cluster <DCDAdminPassword>)

This command establishes replication agreements to all Cisco CallManager
subscribers; there is no need to perform any tasks on any of the
Cisco CallManager subscribers.
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Step 1
Step 2

Step 1
Step 2

Step 3

DC Directory Stability

Reconfiguring DC Directory on Cisco CallManager Publisher (database less than 100 Mb)

Use the following procedure to reconfigure DC Directory in the
Cisco CallManager publisher when the DCD database is less than 100 Mb
(C:\dcdsrvr\irun\dcx500\database).

Procedure

Run reconfig_cluster.cmd.

This command establishes replication agreements to all Cisco CallManager
subscriber servers; no additional steps need to be performed on any of the
Cisco CallManager subscribers.

Reconfiguring DC Directory on the CRA/CRS Server

Use the following procedure to reconfigure the DC Directory on the CRA/CRS
server.

Procedure

Stop DC Directory service.

Run cleandsa.cmd or run deletedib.cmd if cleandsa.cmd reports that it is not
supported.

Run avvid_scfg.cmd. (Usage: reconfig_cluster <DCDAdminPassword>)

~

Note  If the network has a single Cisco CallManager server with or without
co-located CRA/CRS, run reconfig_cluster.cmd. In this case, do not run
the steps listed for the Cisco CRA/CRS server.

>

Note  If you upgrade, reinstall, or add a new Cisco CallManager server 3.2(2c)
and earlier, or CRA 2.2(4) or earlier, and CRA 3.0(1), you must copy and
run DCDScripts.1-0-5.exe as described in the Installation section.
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I DC Directory Stability

Verification

Use the following procedure to verify that the DCD is stable and efficiently
running.

Procedure

Step 1 From Cisco CallManager Administration, choose
User > Global Directory.

Step2  Search for users.

Application Profiles Are Not Shown for User Configuration with
the DC Directory

Symptom
When you are adding a user to the directory, the Application Profiles (such as

AutoAttendant, Softphone, and Extension Mobility) do not display, and a user
cannot be linked to those profiles.

Probable Cause

The Application Profiles were configured incorrectly.

Corrective Action

Use the following procedure to configure the application profile, so you can add
or view users in the DC Directory.

Procedure

Step 1 Connect to the DC Directory Administrator.

Step2  Choose Directory > cisco.com > CCN.

Troubleshooting Guide for Cisco CallManager Release 4.0(1)
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Step 3
Step 4
Step 5
Step 6

Step 7
Step 8
Step 9
Step 10
Step 11
Step 12

Step 13
Step 14
Step 15
Step 16
Step 17
Step 18
Step 19

Verification

DC Directory Stability

Click systemProfile.
Right-click systemProfile and choose Properties.
Click the Application Install Status tab.

Check the values for the applications. If the values for “AA Installed,” “Softphone
Installed,” “ASR Installed,” and “Hotelling Installed” are blank, go to Step 7.

Otherwise, proceed to Step 11.

Choose Modify.

Change the values from true to false and those that are false to true.
Click Apply.

Click OK.

Repeat Step 4 and Step 5.

Click Modify.

All values should be visible.

Change the value of the installed applications to true.

Click Apply.

Click OK.

Click Services.

In the right panel, choose World Wide Web Publishing Service.
Click the Restart Service icon.

Repeat all steps for all servers in the cluster in which you experienced the
problem.

The Application Profiles display in the DC Directory.

[ oL-4617-01
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Add a New User Does Not Work and You Cannot Access the DC
Directory Administrator

Symptom

You cannot add a user from Cisco CallManager Administration. Also, cannot log
in to the DC Directory Administrator.

Adding a new user returns the following error.

Error Message Sorry your session object has timed out. Click here
to Begin a New search.

Searching for a new user results in the page refreshing and waiting for input.

Probable Cause

The Directory Manager user password contains special characters, such as “A”.

Corrective Action

Use the following procedure to change the DC Directory password to one that
does not contain special characters.

Note  You must have superuser account privileges before you can change the DC
Directory Manager password.

Note  When you have a publisher server and one or more subscriber servers in a cluster,
you must perform the steps in the following procedures on all
Cisco CallManagers within the cluster.

Troubleshooting Guide for Cisco CallManager Release 4.0(1)
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Step 1

Step 2
Step 3

Step 4
Step 5
Step 6
Step 7

Step 8

Step 9

DC Directory Stability

Procedure

From Cisco CallManager Administration, choose Start > Programs > DC
Directory Administrator.

Click Next.

In the Password field, enter the default password, cisco, and click Finish.
The DC Directory Administrator window displays.

From the Tools menu, choose Change Password.

The Change User Password window appears.

In the OId Value field, enter cisco.

In the New Value field, enter a new password, without special characters.
In the Confirm New Value field, reenter your new password.

Click OK.

The DC Directory password is changed.

Continue with Configuring the Windows Registry.

Cisco CallManager Administration also uses the Directory Manager account to
perform add, remove, or update operations on the DC Directory LDAP server.

Configuring the Windows Registry

Step 1
Step 2

Step 3

Use the following procedure to update the information that is stored in the registry
to ensure that the registry is pointing to the correct directory.

Procedure

Open a command line and enter c:\dcdsrvr\bin.

Enter the passwordutils.exe password.

passwordutils.exe password

Press Enter.

You need the Encrypted Password value information for the registry.
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Step 4
Step 5

Step 6

Step 7

Step 8

Step 9
Step 10

Step 11

Step 12

Note

Step 13
Step 14

Step 15
Step 16
Step 17
Step 18

Choose Start > Run.
In the Open field, enter regedit.
The Registry Editor window displays.

Go to My Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Cisco Systems,
Inc.\Directory Configuration.

LDAPURL must point to the correct directory.

ldap://host:port

Double-click DCDMGRPW.
The Edit String window appears.

In the Value Data field, enter the Encrypted Password value that you obtained in
Step 3.

Click OK.
From the Registry Editor window, double-click MGRPW.
The Edit String window appears.

In the Value Data field, enter the Encrypted Password value that you obtained in
Step 3.

Click OK.

You have successfully changed the password in the registry.

After changing the registry entries, you must restart the WWW and IIS services
on the Cisco CallManager node to pick up the latest settings from the registry.

Choose Control Panel > Administrative Tools.
Double-click Services.

The Services window displays.

Choose Worldwide Web Publishing Service.
Click Stop.

Click Start.

Choose DC Directory Server.

i Troubleshooting Guide for Cisco CallManager Release 4.0(1)
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Step 19
Step 20

DC Directory Stability

Click Stop.
Click Start.

If you use CRA 2.x that connects to the DC Directory, you must update the
password in the Application Administration pages. Continue with Reconfiguring
the Directory Manager Password for CRA and E-services.

Reconfiguring the Directory Manager Password for CRA and E-services

Step 1

Step 2
Step 3

Step 4
Step 5

Verification

Step 1

If you use CRA 2.x that connects to the DC Directory, use the following procedure
to update the password in the Application Administration pages.

Procedure

Enter http://servername/AppAdmin where servername is the DNS name or IP
address of your application server.

When prompted, enter the network user name and password.
Choose Directory Configuration.

The Directory Configuration window appears.

In the Directory Password field, enter your new password.

Click OK.

To verify that you successfully changed the Cisco CallManager DC Directory
Manager password, use the following procedure.

Procedure

From Cisco CallManager Administration, choose User > Global Directory.

The User Information window appears.

[ oL-4617-01
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Step2  Click Search.

Step3  If you can view the users that are configured in the system, the configuration was
successful.

If you cannot view the users that are configured in the system, verify the following
information:

e The new password is effective: Log in to the DC Directory with the new
password.

e The encrypted password was entered correctly into the registry.

e The directory is pointing to the correct directory and not another directory
(such as AD or an old directory which could be empty).

e The Worldwide Web Publishing and DC Directory services are restarted and
running after the restart.

Related Information

For directory installation and configuration information, go to the following URL:

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/4_0/install

Troubleshooting Guide for Cisco CallManager Release 4.0(1)
= ovaErron |



	Directory Issues
	Replication Issues
	DC Directory Stability
	DCD Instability
	Symptom
	Probable Cause
	Corrective Action
	Verification

	Application Profiles Are Not Shown for User Configuration with the DC Directory
	Symptom
	Probable Cause
	Corrective Action
	Verification

	Add a New User Does Not Work and You Cannot Access the DC Directory Administrator
	Symptom
	Probable Cause
	Corrective Action
	Verification


	Related Information



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


