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Preface 
This document covers the installation and configuration of all the required software that is essential 
for achieving a Single Sign-On solution with Cisco Unified Communications Manager 8.5/8.6 and 
Cisco Unity Connection 8.6. Here is a brief picture of coverage in each chapter. 

Chapter 1: This chapter contains a brief introduction to the products that are installed and 
configured as part of this document. 

Chapter 2: This chapter covers installation of Active Directory Service on domain controller. Skip 
this chapter if you already have the domain controller set up in your environment. 

Chapter 3: This chapter covers installation of DNS on domain controller. Skip this chapter if you 
already have the DNS configured on your domain controller. 

Chapter 4: This chapter covers configuring the desktop as the domain computer of the previously 
set-up domain controller. Skip this chapter if your desktop is already a domain computer of the 
domain controller that is under test. 

Chapter 5: This chapter contains a brief introduction to OpenSSO and OpenAM. 

Chapter 6: This chapter covers installation and configuration of Linux OS/Windows OS for OpenAM 
deployment. 

Chapter 7: This chapter covers installation and configuration of Apache Tomcat with SSL on the 
Linux and Windows Platform that is set up in Chapter 6. 

Chapter 8: This chapter covers provisioning Active Directory for Windows Desktop SSO 
Authentication. 

Chapter 9: This chapter covers installing OpenSSO Enterprise on Linux/Windows platform. 

Chapter 10: This chapter covers configuring OpenSSO with policies, agents, and authentication 
module instance. 

Chapter 11: This chapter covers uninstalling OpenSSO Enterprise on Linux/Windows platform. 

Chapter 12: This chapter covers configuring browsers for Single Sign-On. 

Chapter 13: This chapter covers SSO Enable/Disable/Status on Cisco Unified Communications 
Manager 8.5. 

Chapter 14: This chapter covers SSO Enable/Disable/Status on Cisco Unified Communications 
Manager 8.6 

Chapter 15: This chapter covers SSO Enable/Disable/Status on Cisco Unity Connection 8.6. 

Chapter 16: For the high-availability OpenSSO Server, OpenSSO Enterprise session failover can be 
implemented. This chapter explains how to configure OpenSSO Enterprise session failover. Ignore 
this chapter if you do not wish to have OpenSSO session failover. 
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1 Introduction  
This document covers the installation and configuration of the required software components 
that are essential for achieving a Single Sign-On (SSO) solution with Cisco Unified 
Communications Manager 8.5/8.6 and Cisco Unity Connection 8.6. 

Below is the list of products that are installed and configured as part of this guide: 

• Microsoft Windows 2003 server with SP2—For domain controller and DNS 
configurations. For instance, in this guide the domain controller is configured for the 
domain vrajoli.com. 

• Redhat Enterprise Linux (RHEL) 5.5—For OpenAM deployment 

• Microsoft Windows 2003 Server—For OpenAM deployment 

• Windows XP with SP3—Client Desktop 

Note: If you are planning to use Windows 2008 Server for configuring Active Directory, 
make sure Windows 2008 Server has SP2 installed. 

2 Configuring Domain Controller on Windows 2003 
Server 

Setting up Active Directory using the run command dcpromo is a straightforward procedure. To 

begin, from your Windows 2003 Server desktop go to Start. Click Run, type dcpromo, and then click 

Enter. 

The Active Directory Installation Wizard appears. Click Next.   
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In the following window, you get a warning about compatibility issues with other Operating Systems. 
Improved security settings in Windows Server 2003 affect older versions of Windows. 
 
After reading and evaluating the consequences, click Next.   

 

In the next window, you see two options. The first option asks you if you want the server to become a 

domain controller for a new domain or if you want the server to be an additional domain controller 

for an existing domain. 

Select the first option, “Domain controller for a new domain,” and click Next. 

 
 
In the next window, you get three options: 

1) The first option is to set up the domain in a new forest. Select this option if this is the first 
domain controller in your organization, or if you want it to be totally independent of any 
forest.  
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2) The second option is to create a new child domain in an existing domain tree. Select this 
option if you want the domain to be a child domain from an existing domain.  

3) The third option is to create a domain tree in an existing forest. If you do not want any of the 
above, select this option. 

In our case, choose the first option, “Domain in a new forest,” and click Next. 

 
 
In the next window, type the full DNS name for the new domain (for example, “vrajoli.com”) and click 
Next. 
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In the next window, you will see the Domain NetBIOS name field. This is the name that users of 
earlier version of Windows will use to identify the new domain. 
 
Choose the Domain NetBIOS name, and click Next.   
 

 
 
In the next window, you can choose the location where you want to store the database and log files. 
For best performance, store them on separate disks. 
 
Choose the location where you want to store the Active Directory database and logs, and click Next. 
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The Shared System Volume window appears. Here, choose the location where you want to store the 
SYSVOL folder. This folder contains the domain public files and is replicated to all the domain 
controllers in the domain. 
 
Choose the folder location, and click Next. 

  
 
In the next window, the DNS registration diagnostics appear. Here, you will likely see the message 
Diagnostic Failed.  
 
You have three options.  

1) “I have corrected the problem. Perform the DNS diagnostic test again.” 

2) “Install and Configure the DNS server on this computer…” 

Allow the Active Directory wizard to install and configure DNS for you, and use this DNS as 
the primary DNS for this server.  

3) “I will correct the problem later by configuring DNS manually” 

Bypass this window if you plan to correct the problem later on. 

Choose option two, “Install and configure DNS server on this computer, and set this 
computer to use this DNS server as its preferred DNS server,” and click Next. 
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In the next window, choose what type or permissions you want for users and group objects. Here you 

have two options: 

1) Permissions compatible with pre-Windows 2000 server operating systems 

Select this option if you run server programs with a version of Windows earlier than 
Windows 2000.  

2) Permissions compatible only with Windows 2000 or Windows 2003 Server operating 
systems 

Select this option if you only run Windows Servers 2000 and Windows Servers 2003 on your 
domain. 

Select the second option, “Permissions compatible only with Windows 2000 or Windows 2003 
Server operating systems,” and click Next. 

 

 

In the next window, enter the Directory services restore mode administrator password. This 
password is used when you start the computer in directory services restore mode. This account is 
different from the domain administrator account. 
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Type your chosen password, and click Next. 

 

Next, you see the summary of all the options you have chosen in the Active Directory wizard. 

Remember, the domain administrator account password is the same as the current local 

administrator password. 

Click Next. 
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The Active Directory installation begins. 

 

During this process, Active Directory starts installing DNS and prompts you to insert the 

Windows Server 2003 CD-ROM. Please insert the CD-ROM and click OK. 

 

Installation of DNS server begins. 
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Then, the wizard configures Active Directory. 

 

The following window appears. 

Click Finish. 

 

Click Restart Now to restart the computer.   

 

 
 
Active Directory is now installed. 
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3 Configuring DNS on Windows 2003 Server Domain 
Controller 

DNS is installed along with Active Directory configuration, only the configuration must be done on 
the  DNS Server.  

To configure DNS, go to Start Menu > Programs > Administrative Tools > DNS. 

The following window appears. In the Forward Lookup Zones, you see the domain controller 
configured.  

 

Now you must create the Reverse Lookup Zone. Right-click on Reverse Lookup Zones and click New 
Zone. 
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The following window appears. Click Next.   

 

 

The  Zone Type window appears. Select Primary zone. 
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You are asked to configure a Reverse Lookup Zone name. Enter the network ID and then click Next. 

 

Select the type of dynamic updates that DNS Zone accepts. Click Allow only Secure dynamic 
updates and then click Next. 
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When the following window appears, you have successfully completed the new zone creation. 

 

Now configure the Local Area Connection properties for this server. 

• In the Local Area Connection Properties dialog box, click Internet Protocol (TCP/IP), 
and then click Properties.  

• In the Internet Protocols (TCP/IP) Properties dialog box, click Use the following IP 
address, and then type the static IP address, subnet mask, and default gateway for this 
server.  

• In Preferred DNS, type the IP address of this server.  

• In Alternate DNS, type the IP address of another internal DNS server, or leave this box 
blank. 

• When you finish setting up the static addresses for your DNS, click OK, and then click Close.  

4 Configuring Windows Client Desktop as Domain 
Computer of Domain Controller 

In this example, we use Windows XP desktop for joining the vrajoli.com domain. Create a DNS 

entry on DNS server for this client host (Windows XP). 

Configuring LAN properties for this client desktop 

• In the Local Area Connection Properties dialog box, click Internet Protocol (TCP/IP), 
and then click Properties.  

• In the Internet Protocols (TCP/IP) Properties dialog box, click Use the following IP 
address, and then type the static IP address, subnet mask, and default gateway for this 
server.  

• In Preferred DNS, type the IP address of DNS server (vrajoli).  

• In Alternate DNS, type the IP address of another internal DNS server, or leave this box 
blank. 

• When you finish setting up the static addresses for your DNS, click OK, and then click Close.  
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Make a DNS entry for this Client desktop. Open the DNS utility on domain controller (Administrative 
Tools > DNS), in the forward lookup zone, create a new host under the domain name (vrajoli.com). 
Click the check box to create associated reverse pointer. Verify that Client desktop host was added to 
DNS. 

Right-click My Computer > Properties.  

 

Go to Computer Name tab and click on the Change button. 

Change the computer name. 
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Click the More button on the Computer Name Changed window, and enter Primary DNS Suffix of 

this computer with the DNS name (DNS running on domain controller). In our case the DNS 

name is “vrajoli.com.” 

Click OK. 

 

Click the Domain radio button then put in your domain name, not including the extension (in this 

example we use the domain "vrajoli" but when joining the computer to a domain, we will only 

type "vrajoli"). 
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Then you will be presented with a username and password prompt.  Enter the username and 

password of a domain administrator. 

Click OK 

 

After a minute or two, you receive a message welcoming you to the domain. Click OK. 

 

 Then you receive a message telling you that a restart is required; click OK to restart.   

 

The procedure is complete. You now know how to add a Windows XP computer to a Windows 

Server 2003 domain. 

After the XP computer boots to Control-Alt-Delete, you may need to change it from logging on to 

itself (which will use the local info) to logging on to the domain.   
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To change to logging on to the domain, press Ctrl-Alt-Del, and then click the Options button in 

the logon window.  Then select the domain from the drop-down box. 

 

After these steps, you can log on using domain credentials. 

 

5 Brief History of OpenSSO and OpenAM 

OpenSSO is an open source access management and federation server platform originally created 

by Sun Microsystems. The main purpose of OpenSSO is to provide an easy and powerful way to 

enable using Single Sign-On with many legacy software products. Oracle completed the 

acquisition of Sun Microsystems in February 2010 and announced that OpenSSO would no 

longer be their strategic product. OpenSSO will continue to be developed and supported by 

ForgeRock under the name of OpenAM.  

More information about OpenAM is available at http://www.forgerock.com/openam.html. 

6 System Requirements for OpenAM Installation 
Active Directory, domain controller and DNS should be installed and configured before getting 
started with OpenAM. 

6.1 OpenAM Installation on Linux Platform 

• Get the compatible hardware for installing RHEL 3/4/5 version (32bit/64bit). 

• Install the RHEL and make sure the installation is successful. 

• After the successful installation, configure the network settings and get the machine up in 
the network. 

• Configure the hostname for this OpenAM host machine and create a DNS entry for this host 
on the above DNS setup. 
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• Configure DNS and domain name, which should point to the above configured AD and DNS 
setup. 

• Install JAVA on this machine. The latest version of JAVA can be downloaded from 
http://www.oracle.com/technetwork/java/javase/downloads/index.html. The latest 
version of JAVA as of September 13, 2010 is JDK 6 Update 21. 

• Note: The latest version of java (JDK 6 Update 21) has some issue with Kerberos; please visit 
http://forums.sun.com/thread.jspa?threadID=5448003 to know more. 

• You can use JDK 6 Update 20, which can be downloaded from 
http://java.sun.com/products/archive/j2se/6u20/index.html.  

• Define JAVA_HOME, JRE_HOME environment variables in your user profile (.bash_profile) as 
below: 

o export JAVA_HOME=/usr/java/jdk1.6.0_20 

o export JRE_HOME=/usr/java/jdk1.6.0_20/jre 

• Create java keystore, which is required for enabling SSL on Tomcat, which is installed and 
configured in section 7.1. 

Execute ‘$JAVA_HOME/bin/keytool -genkey -alias tomcat -keyalg RSA –validity 1825’ 
command on the terminal, default keystore password is changeit.  

Next you are prompted to input certain requests. When prompted to “Enter the first name 
and last name,” enter the FQDN(hostname.domainname) of your OpenAM host 
(ex:vrajlnx.vrajoli.com). E x a m p l e :

[root@vrajlnx ~]# $JAVA_HOME/bin/keytool -genkey -alias tomcat -keyalg RSA -
validity 1825 

Enter keystore password:   

What is your first and last name? 

  [Unknown]:  v r a j l n x . v r a j o l i . c o m
 

What is the name of your organizational unit? 

  [Unknown]:  IPCBU 

What is the name of your organization? 

  [Unknown]:  CSIPL 

What is the name of your City or Locality? 

  [Unknown]:  Bengaluru 

What is the name of your State or Province? 

  [Unknown]:  Karnataka 

What is the two-letter country code for this unit? 

  [Unknown]:  IN 

Is CN=vrajlnx.vrajoli.com, OU=IPCBU, O=CSIPL, L=Bengaluru, ST=Karnataka, C=IN 
correct? 

  [no]:  yes 

Enter key password for <tomcat> 
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        (RETURN if same as keystore password):   

[root@vrajlnx ~]# 

6.2 OpenAM Installation on Windows Platform 

• Install Windows OS (XP/2003 Server/2008 Server/Windows7/Vista). 

• After successful installation, configure the network settings and get the machine up in the 
network. 

• Join this computer to the domain controller (ex: vrajoli.com), refer to the section 4 for the 
procedure to be followed for joining the computer to the domain controller. 

• Install JAVA on this machine. The latest version of JAVA can be downloaded from 
http://www.oracle.com/technetwork/java/javase/downloads/index.html. The latest 
version of JAVA as of September 13, 2010 is JDK 6 Update 21. 

• Note: The latest version of java (JDK 6 Update 21) has some issue with Kerberos; please visit 
http://forums.sun.com/thread.jspa?threadID=5448003 to know more. 

• You can use JDK 6 Update 20, which can be downloaded from 
http://java.sun.com/products/archive/j2se/6u20/index.html.  

• Create java keystore, which is required for enabling SSL on Tomcat, which is installed and 
configured in section 7.2. 

• Open the command prompt and execute the following command. In this test setup, JAVA is 
installed under c:\Program Files\Java. Please enter the right path of keytool.exe in your 
setup when executing this command. The default keystore password is changeit C : \ > " c : \ P r o g r a m F i l e s \ J a v a \ j d k 1 . 6 . 0 _ 2 0 \ b i n \ k e y t o o l . e x e " - g e n k e y - a l i a s t o m c a t- k e y a l g R S A - v a l i d i t y 1 8 2 5 - k e y s t o r e c : \ k e y s t o r e

Enter keystore password: 

What is your first and last name? 

  [Unknown]:  v r a j l n x . v r a j o l i . c o m
 

What is the name of your organizational unit? 

  [Unknown]:  IPCBU 

What is the name of your organization? 

  [Unknown]:  CSIPL 

What is the name of your City or Locality? 

  [Unknown]:  Bengaluru 

What is the name of your State or Province? 

  [Unknown]:  Karnataka 

What is the two-letter country code for this unit? 

  [Unknown]:  IN 

Is CN=vrajlnx.vrajoli.com, OU=IPCBU, O=CSIPL, L=Bengaluru, ST=Karnataka, C=IN 
corr 

ect? 

  [no]: yes 
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Enter key password for <tomcat> 

        (RETURN if same as keystore password): 

 

Keystore will be created under c:\>. 

 

7 Installation and Configuration of Apache Tomcat with 
HTTPS 

7.1 Installation and configuration of Apache Tomcat on Linux 
platform 

• Download the latest version of Apache Tomcat; refer to 
http://tomcat.apache.org/index.html for the latest version; download the zip/tar 
archives specific to your processor architecture (32bit/64bit). We use apache-
tomcat-7.0.0 in this guide. 

• Copy the downloaded apache-tomcat-7.0.0.tar.gz to the specific location on the 
OpenAM server that was set up in section 6.1. 

• Extract the apache-tomcat-7.0.0.tar.gz archive. In this guide, we are extracting it 
under root home directory (/root). 

• Increase the JVM heap size on Tomcat by setting     JAVA_OPTS="$JAVA_OPTS -
Xmx1024m -XX:MaxPermSize=256m -Xms512m property in the catalina.sh under  
/root /apache-tomcat-7.0.0/bin directory. 

Example: JAVA_OPTS="$JAVA_OPTS -Xmx1024m -XX:MaxPermSize=256m -Xms512m -
Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager" 

• Open the server.xml file under /root/apache-tomcat-7.0.0/conf directory, 

o Comment the 8080 connector port:  Make the code read as below < ! - -
 <Connector port="8080" protocol="HTTP/1.1" 

connectionTimeout="20000"  

redirectPort="8443" /> 
- - >

 

o Uncomment the 8443 connector port: Remove <!--  code at the beginning 
and --> at the end of 8443 connector, make the code read as below 

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true" 

maxThreads="150" scheme="https" secure="true" 

clientAuth="false" sslProtocol="TLS" /> 

Save the server.xml file after making the above changes. 

• Start the Tomcat by executing startup.sh under /root/ apache-tomcat-7.0.0/bin 
directory. 

• Launch a browser and go to: https://localhost:8443/tomcat.gif. If your certificate 
is self-signed, your browser warns you. Instruct the browser to import the 
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certificate and proceed. You should then see the little Tomcat logo. If you do, Tomcat 
is configured. 

   

7.2 Installation and Configuration of Apache Tomcat on 
Windows Platform  

• Download the latest version of Apache Tomcat for windows platform; refer to 
http://tomcat.apache.org/index.html for the latest version. Download the Tomcat 
service installer (32-bit/64-bit Windows Service Installer -  apache-tomcat-
7.0.0.exe). We use apache-tomcat-7.0.0 in this guide. 

• Install the apache-tomcat-7.0.0.exe. In this guide, Tomcat is installed under 
c:\Program Files\Apache Software Foundation\Tomcat 7.0. 

• Set the JAVA_HOME, JRE_HOME and JAVA_OPTS environment variables by creating a 
file called setenv.bat under c:\Program Files\Apache Software Foundation\Tomcat 
7.0\bin and set the above variables. 

Content of setenv.bat in testing this guide: 

set JAVA_HOME=c:\Program Files\Java\jdk1.6.0_20 

set JRE_HOME=c:\Program Files\Java\jdk1.6.0_20\jre 

set JAVA_OPTS=%JAVA_OPTS% -Xms512m -Xmx1024m 

• Open the server.xml file under c:\Program Files\Apache Software 
Foundation\Tomcat 7.0\conf  folder: 

o Comment the 8080 connector port:   

Make the code read as below < ! - -
 <Connector port="8080" protocol="HTTP/1.1" 

connectionTimeout="20000"  

redirectPort="8443" /> 
- - >

o Uncomment the 8443 connector port:  

Remove <!--  code at the beginning and --> at the end of 8443 connector, in 
this 8443 connector we have added two more attributes: keystoreFile 
(location of the keystore file that was created in section 6.2, in this test it 
was created under C:\keystore) and keystoreType. Because we have 
keystore created with default password changeit, no need to set 
keystorePass attribute. Make the code read as below: 

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true" 

maxThreads="150" scheme="https" secure="true" 

clientAuth="false" sslProtocol="TLS"  k e y s t o r e F i l e = " C : \ k e y s t o r e "k e y s t o r e T y p e = " J K S "
 /> 

Save the server.xml file after making the above changes. 

• Start the Tomcat service from services.msc utility or from Administrative Tools > 
Services > Apache Tomcat 7 > Start. 
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• Launch a browser and go to https://localhost:8443/tomcat.gif. If your certificate 
is self-signed, your browser warns you. Instruct the browser to import the 
certificate and proceed. You should then see the little Tomcat logo. If you do, Tomcat 
is configured. 

8 Provisioning Active Directory for Single Sign-On 

• Log on to AD Server. 

• From the Start menu, go to Programs > Administration Tools. Select Active 
Directory Users and Computers.       

• Go to Users > New > Users and create a new user with the OpenSSO Enterprise host 
name as the User ID (example: vrajlnx).    

• The OpenSSO Enterprise hostname should not include the domain name.   

• Create a keytab file on the AD server using the following command from the 
command prompt. 

ktpass -princ HTTP/hostname.domainname@DCDOMAIN -pass password -
mapuser userName-out hostname.HTTP.keytab -ptype KRB5_NT_PRINCIPAL -
target DCDOMAIN E x a m p l e :
ktpass -princ HTTP/vrajlnx.vrajoli.com@VRAJOLI.COM -pass <password> -mapuser 
vrajlnx -out vrajlnx.HTTP.keytab -ptype KRB5_NT_PRINCIPAL -target VRAJOLI.COM 

• After successful creation of the keytab file, copy the keytab file to a location on the 
OpenAM server; this path will later be specified in OpenAM configuration. 

For OpenAM configured on Linux, you can create a directory under root, and copy 
the above keytab file. Example: /root/keytab/ vrajlnx.HTTP.keytab 

For OpenAM configured on Windows, you can create a directory under C:\>, and 
copy the above keytab file. Example: c:/keytab/ vrajlnx.HTTP.keytab 

9 Deploying OpenSSO (OpenAM) Enterprise on Apache 
Tomcat 

9.1 Deploying OpenSSO Enterprise War on Apache Tomcat 
over Linux platform 

• Go to the ForgeRock site http://www.forgerock.com/downloads.html and download 
the stable release OpenAM Release9  / February 7, 2010(20100207). 

• Copy the openam_release9_20100207.zip to OpenAM server to any location and 
unzip it. 

• Stop the Tomcat service if it is running on this OpenAM server. 

• After unzipping, copy the opensso.war file under opensso/deployable-war directory 
and paste it under  /root /apache-tomcat-7.0.0/webapps directory. 

• Start the Tomcat by executing startup.sh under /root/ apache-tomcat-7.0.0/bin 
directory. 
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9.2 Deploying OpenSSO Enterprise War on Apache Tomcat 
over Windows Platform 

• Go to the ForgeRock site http://www.forgerock.com/downloads.html and download 
the stable release OpenAM Release9  / February 7, 2010(20100207) 

• Copy the openam_release9_20100207.zip to OpenAM server to specific location and 
unzip it. 

• Stop the Tomcat service if running on this OpenAM server. (Administrative Tools > 
Services > Apache Tomcat 7 > Stop) 

• After unzipping, copy opensso.war file under opensso\deployable-war folder and 
paste it under  c:\Program Files\Apache Software Foundation\Tomcat 7.0\webapps 
folder. 

• Start the Tomcat  from Administrative Tools > Services > Apache Tomcat 7 > Start 

10  Configuring OpenSSO Enterprise Using the GUI 
Configurator 

OpenAM server and policy agents require FQDNs for the hostname of the machines where you 

will do your installations. You can NOT use a host name like "localhost" and can NOT use 

numeric IP addresses like "192.168.1.2" as hostnames either, because this will cause problems 

in installation, configuration and usage. 

When accessing the OpenAM for the first time, you should use FQDN of OpenAM server in the 

URL (https://vrajlnx.vrajoli.com:8443/opensso). When you access OpenSSO Enterprise for the 

first time, you are directed to the Configurator to perform the OpenSSO Enterprise initial 

configuration.  

The Configuration Options window appears when you access the OpenSSO for the first time. 

Select the configuration option: 

• Default Configuration: You specify and confirm passwords for the OpenSSO Enterprise 
administrator (amAdmin) and the default policy agent user (UrlAccessAgent), which is the policy 
agent user that connects to OpenSSO Enterprise server. The Configurator uses default values for 
the other configuration settings. 

The default policy agent user is also referred to as an application user. This user can connect to 
OpenSSO Enterprise server from a client such as the client SDK or a distributed authentication UI 
server. 

Choose Default Configuration for development environments or simple demonstration purposes 
when you just want to evaluate OpenSSO Enterprise features. Click Create Default 
Configuration and continue with Configuring OpenSSO Enterprise with the Default 
Configuration. 

OR 

• Custom Configuration: You specify the configuration settings that meet the specific 
requirements for your deployment (or accept the default settings). Choose Custom Configuration 
for production and more complex environments, for example, a multiserver installation with 
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several OpenSSO Enterprise instances behind a load balancer. Click Create New Configuration 
and continue with Configuring OpenSSO Enterprise with a Custom Configuration.  

For Custom configuration, refer to Chapter 14. 

 

In this section, we select Default Configuration. When the configuration is complete, the Configurator 
displays a link to the OpenSSO. 

Use the Enterprise Administration Console to perform any additional configuration required for your 
deployment. 

If a problem occurred during the configuration, the Configurator displays an error message. If you 
can, correct the error and retry the configuration. 

Also, check the web container log files and the install.log, which if created, will be in the configuration 
directory (default /opensso). These logs might contain information about the cause of a configuration 
problem.  

By default, OpenSSO is deployed under /root/opensso directory on Linux platform; on Windows 
platform OpenSSO is deployed under C:\opensso. 

Click Proceed to log in. 
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The following window appears. Log in to the OpenSSO server with the amAdmin username and 
password you created during the default configuration.  

 

 

Go to Access Control tab and click on / (Top Level Realm), then go to the Authentication tab as 
shown below. 

Click the All Core Settings button. 
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Set the User Profile to Ignored. Click the Save button to save the configuration. 

 

 

10.1 Configuring Policies on OpenSSO Server 

10.1.1 Configuring Policies on OpenSSO Server for Cisco Unified 
Communications Manager 8.5, 8.6 

Log in to OpenSSO server with amAdmin username and password 

Go to Access Control tab and click on / (Top Level Realm). The following window appears. 
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Go to the Policies tab and add a new policy; enter the PolicyName.  

  

 

Create a new rule from the Policy Configuration window.  

In the window that appears, select service type as URL Policy Agent (with resource name).  

Enter the Rule Name and Resource URL as Web Application URL. In our case it is CUCMUser 
application URL (https://<CUCM FQDN>:8443/*).   

Check the GET and POST check boxes and then click Finish. 
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Create another rule for the requests involving query patterns (*?*) in Find and List windows of 
CUCMUser application. 

 

 

From Cisco Unified Communications Manager Release 8.6, SSO support is provided for RTMT 
application as well. To achieve SSO for RTMT, along with the above policy rules, you should create 
one more new rule for requests involving RTMT query patterns (*?*?*). 
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Click the New button under Subjects on the Policy Configuration window. Select subject type as 
Authenticated Users. 

 

 

Enter the Subject Name and Click Finish. Now Policy is created with defining Rules and Subjects.  

 

Click the New button under Conditions. Under select condition type, select Active Session Time and 
then click Next.  
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Configure active session timeout as 120 minutes. 

 

 

10.1.2 Configuring Policies on OpenSSO Server for Cisco Unity 
Connection 8.6 

Log in to OpenSSO server with amAdmin username and password. Go to Access Control tab and click 
on / (Top Level Realm). The following window appears. 
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Go to policies tab and add a new policy. Enter the PolicyName. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Create a new Rule from the Policy Configuration window. The following window appears. Select 
service type URL Policy Agent (with resource name). 

 

Then create rules for Cisco Unity Connection application(s) with below resource URLs configured in 
protected resources. 

• https://<FQDN>:8443/* 

• https://<FQDN>:8443/*?* 
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• https://<FQDN>/* 

• https://<FQDN>/*?* 

• http:/<FQDN>/* 

• http:/<FQDN>/*?* 

where FQDN is the fully qualified domain name of Cisco Unity Connection server. The following 
window shows OpenSSO Policy configured for Cisco Unity Connection server. 

 

Click the New Button under Subjects on the Policy Configuration window. Select subject type 
Authenticated Users. 
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Enter the Subject Name and click Finish. Now Policy is created with defining Rules and Subjects.  

 

Click the New button under Conditions. Under select condition type, select Active Session Time and 
then click Next. 

 

 

 

 




























































































































