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Getting Started

This chapter contains basic information on Cisco SPA300 Series, Cisco SPA500
Series, and Cisco Wireless-G IP phones. This chapter contains the following
sections:

« Overview of the Phones

= Network Configurations

« Updating Firmware

« Using the Web-Based Configuration Utility
» Viewing Phone Information

« Using IVR on IP Phones Without Screens
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Getting Started 1
Overview of the Phones

Overview of the Phones

The Cisco SPA IP Phone family is a line of full-featured VolIP (Voice-over-Internet
Protocol) phones that provide voice communication over an IP network. They
provide all the features of traditional business phones, such as call forwarding,
redialing, speed dialing, transferring calls, conference calling, and accessing voice
mail. Calls can be made or received with a handset, a headset, or a speaker.

For more information on phone features, see the data sheets for each product.

Cisco Attendant Console

The Cisco Attendant Console is an accessory console for the Cisco SPA500
Series IP phones, providing 32 three-color (red, green, and orange) programmable
LEDs. The Cisco Attendant Console attaches to the IP phone with the attachment
arm provided. It obtains power directly from the IP phone; it does not require a
separate power supply. Two Cisco Attendant Console units can be attached to a
single IP phone to monitor a total of 64 separate lines.

The Cisco Attendant Console can can be configured by using the same phone
web user interface for the IP phone to which the Cisco Attendant Console is
attached. Detailed information on the installation of the Cisco Attendant Console is
provided in the Cisco Small Business Attendant Console Quick Start Guide.
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Network Configurations

Network Configurations

The Cisco SPA IP phones can be used as part of a Cisco SPA9000 Voice System
phone network, any vendor SIP network, or Cisco Unified Communications 500.
The Cisco SPA IP phones support Session Initiation Protocol (SIP). The

Cisco SPA300 Series or the Cisco SPA500 Series IP phones also support Smart

Phone Control Protocol (SPCP).
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Getting Started
Network Configurations

Cisco SPA9000 Voice System

The Cisco SPA9000 Voice System is an affordable and feature-rich voice-over-IP
(VolP) telephone system that is designed for small businesses. The

Cisco SPA9000 Voice System uses standard TCP/IP protocols and can provide
global connectivity through any Internet Telephony Service Provider (ITSP) that
supports SIP.

At minimum, the Cisco SPA9000 Voice System includes a Cisco IP PBX and one or
more Cisco SPA IP phones. These devices are connected through a switch to a
local area network (LAN). With an Internet connection, the Cisco SPAS000 Voice
System can subscribe to ITSP services to take advantage of low calling rates. With
the optional Cisco SPA400, the Cisco SPA9000 Voice System can connect to the
Public Switched Telephone Network (PSTN) to support legacy phone lines and
provide local voice mail service.

You can configure and manage the Cisco SPA IP phones by using the Interactive
Voice Response (IVR) system, the Cisco SPA9000 Voice System Setup Wizard, or
a built-in web server.

The phone web user interface is limited when the phone is connected to a
Cisco UC320W. For information on configuring the network phone system, refer to
the Cisco UC320W Administration Guide.

Cisco Unified Communications 500 Series for Small Business

The Cisco Unified Communications 500 Series for Small Business is an affordable
SPCP appliance that provides voice, data, video, network security, and wireless
communications capabilities while integrating with existing desktop applications,
such as calendar, e-mail, and customer relationship management (CRM) programs.
The Cisco SPA300 Series and Cisco SPA500 Series IP phones can be configured
to work with this system.

Other SIP IP PBX Call Control Systems

Cisco SPA IP phones are compatible with other SIP IP PBX call control systems,
such as BroadSoft and Asterisk. Configuration of these systems is not described in
this document. For more information, see the documentation for the SIP PBX
system to where you are connecting the Cisco SPA IP phones.

Cisco Small Business SPA300 Series, SPA500 Series, and WIP310 IP Phone Administration Guide 14
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Updating Firmware

Updating Firmware

Phones should be updated to the latest firmware before using any administration
features. There are several ways to update your firmware:

SIP Phones

Cisco SPA9000 Voice System Setup Wizard—If you are using the

Cisco SPA IP phones with a Cisco SPA9000 Voice System, see the

Cisco SPA9000 Voice System Setup Wizard User Guide for instructions.
(The Setup Wizard does not support Cisco SPA300 Series IP phones; you
must use a different process to upgrade that firmware.)

Autoprovisioning—A configuration file that includes firmware upgrade
information is downloaded by a phone when it is powered on or configured
to do so. The configuration file (also referred to as a profile) includes
parameters that direct how and when the phone firmware is to be updated.
See the “Updating Profiles and Firmware” section on page 161 for more
information.

Cisco SPA300 Series, Cisco SPA500 Series, and Cisco WIP310 Executable

Firmware Update Executable File—Download the firmware update utility
from the related product page on Cisco.com to your PC. Run the update by
double-clicking the executable file. Your computer must be on the same
subnetwork as the Cisco SPA IP phones.

Cisco SPA525G and Cisco SPA525G2

Configuration Utility—You can download the latest phone firmware
configuration utility from Cisco.com onto your PC and use that utility to
upgrade your firmware.

Cisco WIP310

TFTP or HTTP server—The latest firmware image file is loaded onto an
HTTP/TFTP server and is accessed by a web browser. See the Cisco
WIP3 10 User Guide for more information.

Cisco Small Business SPA300 Series, SPA500 Series, and WIP310 IP Phone Administration Guide 15
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Updating Firmware

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

Determining the Firmware Version

To determine the current firmware version:

Cisco SPA301G

Quickly press the asterisk (*) button four times to enter the IVR menu.

Enter 150#. The firmware version is recited.

Cisco SPAS501G

Press the Setup button. The IVR configuration menu is announced.

Enter 150#. The firmware version is recited.

Cisco SPA303, Cisco SPA500 Series

Press the Setup button.

Scroll to Product Info and press Select. The current firmware is displayed under
Software Version.

Cisco SPA525G or Cisco SPA525G2

Press the Setup button.
Scroll to Status and press Select.

Select Product Information. The firmware version is displayed under Software
Version.

Cisco WIP310

In the Home screen, press Options, highlight Phone Info, and press Select.

Scroll to Software Version. The firmware is displayed.
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Getting Started
Updating Firmware

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

Determining the IP Address of the Phone

Before you update the device, you must know the IP address of the phone you are
upgrading. Often an IP address is assigned by a DHCP server, so the phone must
be booted up and connected to the subnetwork.

To display your IP address:
Cisco SPA301

Quickly press the asterisk (*) button four times to enter the IVR menu.

Enter 110#. The IP address is recited.

Cisco SPAS501G

Press the Setup button. The IVR configuration menu is announced.

Enter 110, then press #. The IP address is recited.

Cisco SPA500 Series

Press the Setup button.

Scroll to Network and press Select. The IP Address is displayed under Current IP.

Cisco SPA525G or Cisco SPA525G2

Press the Setup button.
Scroll to Status and press Select.

Scroll to Network Status and press Select. The IP address is displayed.

Cisco WIP310

In the Home window, press Select and navigate to Settings.

Press Select and navigate to Phone Info.
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STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

3 The IP Address field displays the IP address.

Downloading the Firmware

To download firmware from Cisco.com to your PC:

Direct your browser to the URL http://www.cisco.com/cisco/software/
navigatorhtml?a=a&i=rpm.

Follow the instructions on the page to locate your product and download the
firmware file.

If the firmware file you download is in zip format, double-click the file and extract
its contents to a single folder or to the desktop.

Installing the Firmware

Your computer must be on the same subnetwork as the phone you are upgrading.

Cisco SPA300 Series and Cisco SPA500 Series

With your PC attached to the same subnetwork as the phone, run the executable
file for the firmware update.

Click Continue after reading the message regarding updating and your service
provider information.

Enter the IP address of the phone.

Follow the on-screen directions.

Cisco SPA525G or Cisco SPA525G2

Log in to the configuration utility for the phone.
Choose the Firmware Upgrade tab.

Click Firmware Upgrade Window.
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Getting Started

Using the Web-Based Configuration Utility 1

STEP 4

STEP 1

STEP 2

STEP 3

STEP 4

Browse to select the firmware file from your PC. Click Submit. The firmware is
installed and your phone reboots.

Cisco WIP310

Turn off your Cisco WIP310 and connect it to your computer by using a USB cable.

Double-click the executable file for the firmware upgrade (for example, double-
click wip310-5-0-11.exe).

Follow the on-screen instructions.

When the upgrade is complete, disconnect the phone from your PC and power it
on.

Using the Web-Based Configuration Utility

NOTE

Your phone system administrator can allow you to view the phone statistics and
modify some or all of the parameters by using the phone web user interface. The
features of the Cisco SPA phones that can be modified by the user by using the
phone web user interfaceare described in this document; however, not all features
are available on all phones.

If you are using the Cisco SPA IP phones with the Cisco Unified Communications
500 Series for Small Business for Call Control, use Cisco Unified Communication
Manager Express or Cisco Configuration Assistant (CCA) for phone administration.
For more information, refer to the Cisco Unified Communications 500 Office
Administrator Guide or the Cisco Configuration Assistant Smart Business
Communications System Administrator Guide.

To access the IP phone configuration utility, launch a web browser on a computer
that can reach the phone on the subnetwork and enter the IP address of the phone
in your web browser address bar. For example, http://192.168.1.8.To get
the IP address of your phone, see Determining the IP Address of the Phone. If
you are connected to a VPN, you must first exit the VPN.

If your service provider disabled access to the configuration utility, you must
contact the service provider to proceed.
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Using the Web-Based Configuration Utility 1

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

Allowing Web Access to the IP Phone

To view the phone parameters by using the phone web user interface, the
configuration profile must be enabled. To make changes to any of the parameters
by using the phone web user interface, the configuration profile must be writable.
Your system administrator might have disabled the phone option to make the
phone web user interface viewable or writable.

Cisco SPA303, Cisco SPA500 Series

To allow or disallow from the phone viewing of the phone web user interface:

Press the Setup button.
To display the Web Server Writable option either:

Select Network > Enable Web Server.

Select Settings > Security Configuration > Web Access Enabled.
Press Edit to change the status of the Web Access Enabled parameter.

If the option to edit the parameter is not displayed, press **# to display the option.
If the edit option still does not display, it might be set by your phone system
administrator such that you cannot modify this parameter.

Press Y/N to toggle the parameter and press ok to set the parameter.

To save your change, press save.

Making the Profile Writeable

On some models you can enable modifying the configuration profile by using the
phone web user interface or disable the ability to modify the profile making the
phone web user interface read only.

To toggle the write access:

Press the Setup button.

To display the Web Server Writable option, select Settings > Security
Configuration > Web Server Writable.

3 To change the status of the Web Server Writable, press Edit.

4 Press Y/N to toggle the parameter and press OK to set the parameter.
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Using the Web-Based Configuration Utility 1

STEP 5 To save your change, press Save.

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

1

Cisco SPA501G

To allow or disallow from the phone viewing of the phone web user interface by
using the IVR:

Press the Setup button on the phone. The configuration menu is announced.
In the IVR menu, enter 7932.
Press 1 to enable the web server, then press #.

To save the configuration, press 1; to review, press 2; to re-enter, press 3; to exit,
press *.

Cisco SPA525G or Cisco SPA525G2

To view the phone parameters by using the phone web user interface, the phone
web server must be enabled. Your system administrator might have disabled the
phone option to make the phone web user interface viewable or writable.

To allow or disallow from the phone viewing of the phone web user interface:

Press Setup.

To display the Web Server Writable option, select Settings > Network
Configuration > Web Server.

To change the status of the Web Server parameter, press the Right Arrow key to
toggle the feature enabled (checked) or disabled (unchecked).

To save your change, press Set.

Cisco WIP310

To allow or disallow from the phone viewing of the phone web user interface:

In the Home screen, press Select to choose Settings.

2 Press Select again to reach the Settings menu.

Cisco Small Business SPA300 Series, SPA500 Series, and WIP310 IP Phone Administration Guide
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Understanding Administrator and User Views 1

STEP 3 Scroll to highlight Misc Settings and press Select.

STEP 4 Press the left arrow to ensure that Enable Web Server is set to On.

STEP 5 Press Select to save this setting.

Saving the Configuration Profile

Click Submit All Changes when you have finished modifying the fields in the
phone web user interface to update the configuration profile. The phone is
rebooted and the changes are applied.

Click Undo All Changes if you want to clear all changes made this session and
return to the parameter values set before the session began or since the last time
you clicked Submit All Changes.

Understanding Administrator and User Views

The Cisco IP phone firmware provides specific privileges for login to a user
account and an administrator account. The Administrator account name is admin,
and the User account name is user. These account names cannot be changed. The
Admin account is designed to give the service provider or VAR configuration
access to the Cisco IP phone, while the User account is designed to give limited
and configurable control to the end user of the device.

The User and Admin accounts can be independently password protected. If the
service provider set an Administrator account password, you are prompted for it
when you click Admin Login. If it does not yet exist, the screen is refreshed,
displaying the administration parameters. No default passwords are assigned to
either the Administrator or the User accounts. Only the Administrator account can
assign or change passwords.

The Administrator account can view and modify all web profile parameters,
including web parameters available to the user login. The phone system
administrator can further restrict the parameters that a User account can view and
modify by using a provisioning profile.

The configuration parameters available to the User account are configurable in the
Cisco IP phone. User access to the Cisco IP phone web user interface can be
disabled.
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Understanding Administrator and User Views 1

Restricting User Access to the Phone Interface Menus
(Cisco SPA300 and Cisco SPA500 Series)

The Admin account can set the phone web user interface to allow or disable
access by the User account. Allowing User account access gives a user the option
of setting parameters, such as speed dial numbers and caller ID blocking through
the phone web user interface.

The ability to configure individual parameters can be restricted by using phone
profile provisioning. For more information on provisioning, see the Cisco Smal/
Business IP Telephony Devices Provisioning Guide on cisco.com.

To change User account access to the web administration interface, navigate to
Admin Login > advanced > Voice > System. Under System Configuration in the
Phone-Ul-user-mode field, choose yes.

Accessing Administrative Options

To access administrative options, either:
Log in to the configuration utility, then click Admin Login.

Enter the IP address of the phone in a Web browser and include the admin/
extension. For example: http://192.168.1.220/admin/

Using the Web Administration Tabs

Each tab contains parameters related to that feature. Some tasks require that you
set multiple parameters in different tabs.

Appendix A, “Cisco SPA IP Phone Field Reference,” briefly describes each
parameter available on the phone web user interface.
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Viewing Phone Information

You can check the current status of the Cisco SPA IP phones by clicking the Info
tab. The Info tab shows information about all phone extensions, including phone
statistics and the registration status.

Viewing Reboot Reasons

The phone stores the most recent five reasons the phone was refreshed or
rebooted. When the phone is reset to factory defaults, this information is deleted.

The list describes the reboot and refresh reasons (Cisco SPA300 Series and
Cisco SPA500 Series IP phones).

Reason

Description

DHCP Failed

The reboot was the result of a DHCP error caused
when the lease expired, or when the renewal or
verification failed.

Upgrade

The reboot was a result of an upgrade operation
(regardless whether the upgrade completed or
failed).

Provisioning

The reboot was the result of changes made to
parameter values by using the IP phone screen or
phone web user interface, or as a result of
synchronization.

SIP Triggered

The reboot was triggered by a SIP request.

Link Down

The reboot was triggered when the link to the
network went down.

VLAN Changed

The reboot was triggered when the VLAN was
changed.

RC

The reboot was triggered as a result of remote
customization.

User Triggered

The user manually triggered a warm reboot.

Software Req

The warm reboot was triggered by a remote server.
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Reason Description

Systemn The reboot was triggered by system events (for
example, running out of resources).

IP Changed The reboot was triggered after the phone IP address
was changed.

The following is a list of the supported reboot/refresh reasons (Cisco SPA525G or

Cisco SPA525G2):

Reason Description

Upgrade The reboot was a result of an upgrade operation
(regardless whether the upgrade completed or
failed).

Provisioning The reboot was the result of changes made to
parameter values via the IP phone screen or phone
web user interface, or as a result of synchronization.

SIP Triggered The reboot was triggered by a SIP request.

RC The reboot was triggered as a result of remote
customization.

User Triggered The user manually triggered a warm reboot.

Software Req The warm reboot was triggered by a remote server.

Systemn The reboot was triggered by system events (for
example, running out of resources).

IP Changed The reboot was triggered after the phone IP address
was changed.

You can view the reboot history from the phone web user interface, the IP phone
screen, and the phone SPA Status Dump file (http://phonelP/status.xml or http://
phonelP/admin/status.xml).
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Viewing the Reboot History on the Phone Web User Interface

The Info > System Information > Reboot History page displays the device
reboot history, the five most recent reboot dates and times and a reason for the

reboot. Each field displays the reason for the reboot and a time stamp indicating

when the reboot took place. For example:

Reboot Reason 1: Provisioning(06/22/2011 13:29:33)
Reboot Reason 2: Upgrade (06/22/2011 13:01:43)
Reboot Reason 3: Provisioning(06/22/2011 10:40:12)

The reboot history is displayed in reverse chronological order; the reason for the

most recent reboot is displayed in Reboot Reason 1.

Viewing the Reboot History on the IP Phone Screen

Reboot History is located under the Setup menu. On the Reboot History Page,
the reboot entries are displayed in reverse chronological order, similar to the
sequence displayed on the phone web user interface.

Viewing the Reboot History in the SPA Status Dump File

The reboot history is stored in the SPA Status Dump file

(http://<phone_IP_address>/admin/status.xml). In this file, tags Reboot_Reason_1

to Reboot_Reason_5 store the reboot history, as shown in this example:

<Reboot History><Reboot String/>

<Reboot_ Reason_l>Provisioning(06/13/2011 14:03:43)</Reboot Reason 1>
<Reboot_Reason_2>Provisioning(06/13/2011 13:58:15)</Reboot Reason 2>
<Reboot_ Reason_3>Provisioning(06/13/2011 12:08:58)</Reboot Reason_ 3>
<Reboot_Reason_4>Provisioning (05/26/2011 15:26:49)</Reboot_Reason_4>
<Reboot_ Reason_5>System 4(05/24/2011 10:20:06)</Reboot_Reason_5>
<Reboot History/>

Using IVR on IP Phones Without Screens

The Cisco SPA301 and Cisco SPA501G provides an IVR menu to perform
configuration tasks and obtain information about the phone.

To access the IVR menu:

= Cisco SPA301: Press the asterisk (*) four times. Enter the number of the
option and press #.

= Cisco SPA501G: Press Settings. Enter the number of the option and press

#.
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Some menus require entering of more information or numbers.

Press 9 on the IVR menu to be guided through a list of commonly used tasks or
enter the number of the desired menu to go directly to that feature.

Enter the number of the settings you want to change:
1—Network

- 1—Connection Type—Recites the connection type.
Press 1 to change the connection type, then press O for DHCP or press 1
for static IP.
To save, press 1.
To review, press 2.
To reenter, press 3.
To exit, press ™.

- 2—IP Address—Recites the IP address

- 3—Netmask—Recites the network mask.

- 4—Gateway Address—Recites the gateway IP address.
- B5b—MAC Address—Recites the MAC (hardware) address.
- 6—DNS—Recites the primary DNS server address.
2—Protocol

- 1—Call Control Protocol—Recites the current call control protocol.
Press 1 to change, or * to go back.

- 2—NMulticast Address—Recites the multicast address.
Press 1 to change, or * to go back.

- 3—CDP—Tells you if CDP is enabled.
Press 1 to change, or * to go back.

-  4—SPCP Auto Detection—Indicates that SPCP auto detection is
enabled.
Press 1 to change, or * to go back.

3— Other Options
- 1—Software Version—Recites the software version.
- 2—Primary Extension—Recites the primary extension.

- 83—Reboot—Reboots the phone. Hang up to exit.
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4—Factory Reset—Restores the phone to the factory default software
and settings. Enter 1 to confirm or * to cancel.

5—Debug Server—Recites the address of the debug server.
Press 1 to change, or * to go back.

The following table lists the IVR options that you can enter immediately after
accessing the IVR system.

Number

Option

100

Indicates that Dynamic Host Configuration Protocol (DHCP) is enabled.

110

Recites the IP address of the phone.

120

Recites the netmask of the phone.

130

Recites the gateway address.

140

Recites the MAC (hardware) address of the phone.

150

Recites the phone software version.

160

Recites the primary DNS server address.

170

Recites the HTTP port on which the web server listens. Defaults to 80.

180

Recites the IP multicast address (used by the Cisco SPA 9000 to
communicate with the IP phone).

220

Recites the method of call control (SIP or SPCP).

221

Set call control—enter the value for the call control method and press #:
= O:SIP
= 1:SPCP

To save, press 1; to review, press 2; to re-enter, press 3; to exit, press *.

73738

Restores the phone to the factory default software and settings.

Enter 1 to confirm, or * to exit. If you chose to reset, hang up to exit and
begin the restore process.

Cisco Small Business SPA300 Series, SPA500 Series, and WIP310 IP Phone Administration Guide 28



Getting Started
Using IVR on IP Phones Without Screens

Number

Option

87778
(Cisco
SPA501G)

Restore the phone user settings to the default. (Clears all user settings
such as speed dials.)

Enter 1 to confirm, or * to exit. If you chose to reset, hang up to exit and
begin the restore process.

732668

Reboot the phone. Enter # and hang up to begin rebooting.

111

Set a static IP address. Enter the IP address (use * to enter the decimal
(), then press #.

To save, press 1; to review, press 2; to re-enter, press 3; to exit, press *.

NOTE DHCP must be disabled to use this option; if DHCP is not
disabled, you receive an error message.

121

Set a netmask. Enter the address (use * to enter the decimal (.)), then
press #.

To save, press 1; to review, press 2; to re-enter, press 3; to exit, press *.

NOTE DHCP must be disabled to use this option; if DHCP is not
disabled, you receive an error message.

131

Set a gateway. Enter the address (use * to enter the decimal (.)), then
press #.

To save, press 1; to review, press 2; to re-enter, press 3; to exit, press *.

NOTE DHCP must be disabled to use this option; if DHCP is not
disabled, you receive an error message.

161

Set the address of the primary Domain Name Server (DNS). Enter the
address (use * to enter the decimal (.)), then press #.

To save, press 1; to review, press 2; to re-enter, press 3; to exit, press *.

181

Set the IP multicast address (used by the Cisco SPA 9000 to
communicate with the IP phone). Enter the address (use * to enter the
decimal ())), then press #.

To save, press 1; to review, press 2; to re-enter, press 3; to exit, press *.

7932

Enable or disable the web-based configuration utility. Press 1 to enable
or 0 to disable, then press #.

To save, press 1; to review, press 2; to re-enter, press 3; to exit, press *.
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Number

Option

723646

Enable or disables access to the administrative (admin) login on the
configuration utility. Press 1 to enable or 0 to disable, then press #.

To save, press 1; to review, press 2; to re-enter, press 3; to exit, press *.

Ensuring Voice Quality

Voice quality perceived by the subscribers of the IP Telephony service should be
indistinguishable from that of a PSTN.

Supported Codecs

The table shows the codecs (voice compression algorithms) supported by
Cisco SPA IP phones. The Mean Opinion Score (MOS) measures the voice quality
by using a scale of 1-5, where 1 is the lowest quality and 5 is the highest quality.

Codec Complexity and Description MOS
G.711 (A-law | Very low complexity. Supports uncompressed 4.5
and u-law) 64 kbps digitized voice transmission at one to ten
5ms voice frames-per-packet. This codec
provides the highest voice quality and uses the
most bandwidth of any of the available codecs.
G.726 Low complexity. Supports compressed 16, 24, 4.1
32, or 64 kbps digitized voice transmission at (32 kbps)

one to ten 10ms voice frames per packet. When
no static payload value is assigned per
RFC-1890, Cisco SPA IP phones can support
dynamic payloads for G.726.

G.726 is supported only for 32 kbps on the
Cisco SPA525G or Cisco SPA525G2.
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Codec

Complexity and Description

MOS

G.729 and
G.729A

G.729A low-medium complexity. G.729 medium
complexity.

G.729A requires about half the processing power
of G.729. The G.729 and G.729A bit streams are
compatible and interoperable, but not identical.

G.7231

High complexity. Cisco SPA IP phones support
the use of ITU G.723.1 audio codec at 6.4 kbps.
Up to two channels of G.723.1 can be used
simultaneously. For example, Line 1 and Line 2
can use G.723.1 simultaneously, or Line 1 or
Line 2 can initiate a three-way conference with
both call legs using G.723.1.

G.723.1 is not supported on the Cisco SPA525G
or Cisco SPA525G2 or Cisco WIP310 phones.

3.8

G.722

Only one G.722 call at a time is allowed. If a
conference call is placed, a SIP re-invite message
is sent to switch the calls to narrowband audio.

Not supported on the Cisco WIP310.

4.3
(approx)

Bandwidth Requirements

Depending on how you have your IP phones configured, each call requires 55 to
110 kbps of the bandwidth in each direction. For example, using G.729 with an

average business-grade broadband Internet connection supporting 1.5 Mbps
downstream and 384 kbps upstream, a total of seven (7) simultaneous

conversations can be reliably supported with adequate bandwidth available for
file downloads.

We recommend using Cisco SPA IP phones with QoS-capable networking
equipment that can prioritize the VolIP traffic. A QoS-enabled device prioritizes the
packets going upstream to the ISP,
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The table approximates the bandwidth budget for each side of the conversation
(in each direction) using different codecs and the number of calls the network
might support. The table is based on the following assumptions:

Bandwidth calculated with no silence suppression, as the use of silence
suppression can reduce the average bandwidth budget by 30 percent or

more.

20 millisecond of payload per RTP packet

Codec Estimated 2 Calls 4 Calls 6 Calls 8 Calls
Bandwidth

G.711 110 kbps 220 kbps 440 kbps 660 kbps 880 kbps
G.722 110 kbps 220 kbps 440 kbps 660 kbps 880 kbps
G.726-40 87 kbps 174 kbps 348 kbps 522 kbps 696 kbps
G.726-32 79 kbps 158 kbps 316 kbps 474 kbps 632 kbps
G.726-24 71 kbps 142 kbps 284 kbps 426 kbps 568 kbps
G.726-16 63 kbps 126 kbps 252 kbps 378 kbps 504 kbps
G.729 55 kbps 110 kbps 220 kbps 330 kbps 440 kbps

For more information about bandwidth calculation, refer to the following web sites:

http://www.erlang.com/calculator/lipb/

http://www.packetizer.com/voip/diagnostics/bandcalc.html

Factors Affecting Voice Quality

The following factors contribute to voice quality:

Audio compression algorithm—Speech signals are sampled, quantized,
and compressed before they are packetized and transmitted to the other
end. For IP Telephony, speech signals are usually sampled at 8000 samples
per second with 12-16 bits per sample. The compression algorithm plays a
large role in determining the voice quality of the reconstructed speech
signal at the other end. Cisco SPA IP phones support popular audio
compression algorithms for IP Telephony: G.7 11 a-law and u-law, G.726,
G.729a, G.722 (not supported on Cisco WIP310) and G.723.1. (not
supported on the Cisco SPA525G or Cisco SPA525G2 or Cisco WIP310.)
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The encoder and decoder pair in a compression algorithm is known as a
codec. The compression ratio of a codec is expressed in terms of the bit
rate of the compressed speech. The lower the bit rate, the smaller the
bandwidth required to transmit the audio packets. Although voice quality is
usually lower with a lower bit rate, it is usually higher as the complexity of
the codec gets higher at the same bit rate.

Silence suppression—Cisco SPA IP phones apply silence suppression so
that silence packets are not sent to the other end to conserve more
transmission bandwidth. IP bandwidth is used only when someone is
speaking. Voice activity detection (VAD) with silence suppressionis a
means of increasing the number of calls supported by the network by
reducing the required bidirectional bandwidth for a single call. A noise level
measurement is sent periodically during silence suppressed intervals so
that the other end can generate artificial comfort noise by using a comfort
noise generator (CNG).

Packet loss—Audio packets are transported by UDP. Packets might be lost
or contain errors that can lead to audio sample drop-outs and distortions
and lower the perceived voice quality. The Cisco SPA IP phones apply an
error concealment algorithm to alleviate the effect of packet loss.

Network jitter—The IP network can induce varying delays of received
packets. The RTP receiver in Cisco SPA IP phones keep a reserve of
samples to absorb the network jitter, instead of playing out all the samples
as soon as they arrive. This reserve is known as a jitter buffer. The bigger the
jitter buffer, the more jitter it can absorb, but this also introduces bigger
delay.

- Jitter buffer size should be kept to a relatively small size whenever
possible. If jitter buffer size is too small, many late packets might be
considered lost and thus lower the voice quality. Cisco SPA IP phones
dynamically adjust the size of the jitter buffer according to the network
conditions that exist during a call.

- The minimum jitter buffer size is 30 ms or 10 ms plus the current RTP
frame size, whichever is larger, for all jitter level settings. However, the
starting jitter buffer size value is larger for higher jitter levels. This setting
controls the rate at which the jitter buffer size is adjusted to reach the
minimum.

- Jitter Buffer Adjustment—Controls how the jitter buffer should be
adjusted.
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Echo—Impedance mismatch between the telephone and the IP telephony
gateway phone port can lead to near-end echo. Cisco SPA IP phones have
a near-end echo canceller with at least 8 ms tail length to compensate for
impedance mismatch. Cisco SPA IP phones implement an echo suppressor
with CNG so that any residual echo is not noticeable.

Hardware noise—Certain levels of noise can be coupled into the
conversational audio signals because of the hardware design. The source
can be ambient noise or 60 Hz noise from the power adaptor. The Cisco
hardware design minimizes noise coupling.

End-to-end delay—End-to-end delay does not affect voice quality directly,
but is an important factor in determining whether IP phone subscribers can
interact normally in a conversation. A reasonable delay should be 50 to
100 ms. End-to-end delay larger than 300 ms is unacceptable to most
callers. Cisco SPA IP phones support end-to-end delays well within
acceptable thresholds.

Adjustable Audio Frames Per Packet—Allows you to set the number of
audio frames contained in one RTP packet. Packets can be adjusted to
contain from 1-10 audio frames. Increasing the number of frames
decreases the bandwidth utilized, but it also increases delay and can affect
voice quality.

SIP Publish Signaling Improvements

The Cisco SPA IP phones resend the SIP PUBLISH messages with the voice
quality report once per 5xx response with a valid Retry-After header.

A valid time value in seconds is a positive integer from 0 to 65536. A SIP message
with a Retry-After time value of Oistreatedasa 500 Server Internal Error
message. A time value less than O is ignored.

The following is a summary of the 5xx messages with Retry-After header that the
phone supports:

5xx SIP Response Description

500 Server Internal Error An unexpected server condition prevents the

fulfillment of request.

503 Service Unavailable The server is unavailable due to a temporary

overload or maintenance.
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Configuring Lines

The Cisco SPA IP phones provide different numbers of lines depending on the
phone model. Each line corresponds to a phone number (or extension) used for
calls. Each line can support two calls. For example, a four-line phone can handle
eight calls. One call can be active (in conversation) and seven can be on hold.

This chapter contains the following sections:
« Configuring a Line Key

= Assigning Busy Lamp Field, Call Pickup, or Speed Dial Functions to
Unused Lines

« Configuring Audio Indication for Call Pickup Event
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Configuring a Line Key

STEP 1

STEP 2

STEP 3

Each line key can be assigned multiple extensions, a short name, and share call
appearance. The number of line keys depends on the model of the IP phone (does
not apply to the Cisco WIP310). Generally you should reserve Line Key 1 on the IP
phone as the primary and private extension of the designated user.

To configure a phone line:

Click Admin Login > advanced > Voice > Phone.
Under each line key for the phone, configure the following:
Extension—Assign an extension number to the line key. Defaults to 1.

Short Name—Enter a short name or a number to display on the IP phone
screen.

Share Call Appearance—Select shared to share incoming call appearances
with other phones. See Configuring Shared-Line Appearance. If you
select private, the call appearance is not shared with any other phone.
Defaults to private.

Extended Function—See Assigning Busy Lamp Field, Call Pickup, or
Speed Dial Functions to Unused Lines.

Click Submit All Changes.

Configuring Shared-Line Appearance

You create a shared-line appearance by assigning the same directory number to
different devices. A Cisco system considers a directory number to be a shared line
if it appears on more than one device. In a shared-call appearance, for example,
you can set up a shared line, so a directory number appears on line 1 of a manager
phone and on line 2 of an assistant phone. Another example of a shared line
involves a single incoming 800 number that is set up to appear as line 2 on every
sales representative phone in an office.

Most devices with a shared-line appearance can make or receive new calls or
resume held calls at the same time. Incoming calls display on all devices that share
a line, and anyone can answer the call. Only one call remains active at a time on a
device.
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STEP

STEP

STEP

STEP

STEP

Call information (such as calling party or called party) displays on all devices that
are sharing a line. If one of the devices turns on the Privacy feature, other devices
that share the line will not see outbound calls that are made from the device that
turned on privacy. All devices will still see inbound calls to the shared line.

Devices with shared-call appearances can initiate independent transfer or
conference transactions.

When a call is made to the extension number for the shared-call, all sharing
Cisco SPA IP phones ring. Any IP phone can answer the call. If the active phone
places the shared call on hold, the call can be resumed from any of the sharing
Cisco SPA IP phones by pressing the corresponding line key (except for the
Cisco SPA502G) or the Select button when the Resume icon is displayed
(Cisco WIP310).

The Cisco SPA300 Series and Cisco SPAS00 Series IP phones support the private
hold feature for MetaSwitch and BroadSoft. Users who have a shared line can
press PrivHold, and the call can only be resumed by the user who placed the call
on hold.

Each IP phone can be configured independently. Although the account information
is usually the same for all of the Cisco SPA IP phones, settings such as the dial plan
or the preferred codec can vary between phones and continue to support shared-
line appearance.

To configure the line:

Click Admin Login > advanced > Voice.
Click the Ext_n tab of the extension that is shared (do not use Ext 1).
Under General in the Line Enable list, choose yes.

Under Share Line Appearance in the Share Ext list, select shared. If you set this
extension to private (not shared), the extension does not share calls, regardless of
the Share Call Appearance setting on the Phone tab. If you set this extension to
shared, calls follow the Share Call Appearance setting on the Phone tab. On the
Cisco SPA500 Series phones that have line buttons, a hollow telephone icon is
displayed next to the shared line button. For the Cisco SPA525G or

Cisco SPA525G2, a telephone icon is displayed.

In the Shared User ID field, enter the user ID (hame) of the phone with the extension
that is being shared.
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STEP 6

STEP 7

STEP 8

STEP 9

STEP 10

STEP 11

STEP 12

In the Subscription Expires field, enter the number of seconds before the SIP
subscription expires. Until the subscription expires, the phone gets NOTIFY
messages from the SIP server on the status of the shared phone extension. The
default is 60 seconds.

In the Restrict MWI (message waiting indicator) field, choose yes to set the
message waiting indicator to light only for messages on private lines (SIP). Choose
no to set the message waiting indicator to light for all messages.

Under Proxy and Registration, in the Proxy field, enter the IP address of the proxy
server (for example, the IP address of the Cisco SPA9000).

Under Subscriber Information, enter a Display Name and User ID (extension
number) for the shared extension. These are shown on the IP phone screen.

(Optional) In the Phone tab, under Miscellaneous Line Key Settings, configure line
mapping. Each LED (line/extension) can hold two calls. You can assign an extension
to two LEDs. The first call always causes the assigned LED to flash. Choose one of
the following:

Vertical first—The next LED on the phone flashes with the second incoming
call.

Horizontal first—The same LED to flashes with the second incoming call.

(Optional) In the Phone tab, under Miscellaneous Line Key Settings, configure SCA
Barge-In Enable. Choose yes to allow users sharing call appearances to take over
the call on a shared line. Choose no to prevent users from taking over the call on a
shared line.

For example, Bob and Chris share the extension 401. Adam, calls extension 401.
Bob answers the call. Adam and Bob are connected. If Chris has the SCA Barge-In
Enable field on her phone set to yes, she can press the line button for extension
401. Chris and Adam are connected in a call and Bob is dropped from the call.

The Cisco SPA525G or Cisco SPA525G2 support the private hold feature for
MetaSwitch and Broadsoft. Users who have a shared line can press PrivHold, and
the call can only be resumed by the user who placed the call on hold; no barge-in
can be performed on these calls.

Click Submit All Changes.
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Configuring Call Appearance Per Line

In the Phone tab, Call Appearance Per Line (under Miscellaneous Line Key
Settings) lets you choose the number of calls per line button. The default value is 2.

This option is not supported on the Cisco SPA501G and Cisco SPA301 phones.
Also, this feature is only supported when the phones are operating in SIP mode.

When you increase the number of calls per line to a value greater than 2, you must
set the following:

Line ID Mapping (under Miscellaneous Line Key Settings) to Horizontal
First.

Line Navigation (under Miscellaneous Line Key Settings) to Per Call.
Programmable Softkey Enable (under Programmable Softkeys) to Yes.

When the maximum numbers of calls per phone is reached, the phone does not
allow you to make a new call and rejects incoming calls. Table 1 lists the maximum
number of calls per phone for each model.

Table1 Maximum Number of Allowed Calls Per Phone

Phone Maximum Number of Calls
Cisco SPA303, SPA502G, 10

SPA504G

Cisco_SPA508G 16

Cisco SPA509G 24

Cisco SPA512G and 10

Cisco SPA514G

Cisco SPA525G or 10

Cisco SPA525G2
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Expand Call Appearance Per Line

To expand the call appearances per line:

STEP 1 Click Admin Login > advanced > Voice > Phone.

STEP 2 Inthe Miscellaneous Line Key Settings section in the Call Appearance Per Line
field, choose how many calls per line to allow from the drop-down.

Configuring Unused Line Keys to Access Services

On the Cisco SPA300 Series and Cisco SPA500 Series IP phones, unused or idle
phone lines can also be configured to access services, such as:

XML services

MP3 player (Cisco SPA525G or Cisco SPA525G?2)
Weather (RSS)

News (RSS)

To configure line keys to access services:

STEP 1 Click Admin Login > advanced > Voice > Phone
STEP 2 Inthe Line Key to configure (line 4 in this example):
a. From the Extension drop down list, choose Disabled.
b. Enter the following string in the Extended Function field:
fnc=type
where:

fnc: function
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type:

xml: pressing the line button accesses XML services. The XML service
configured on the Phone tab under the launches the page identified in
the XML Service field (see Configuring XML Services). You can specify
a different XML service to connect to by using the syntax
fnc=xml;URL=http://xxx.xx.xxx/entry.html

where xxx . xx . xxx is the URL of the XML service.

mp3: pressing the line button starts the mp3 player.
weather: pressing the line button accesses weather information.

news: pressing the line button accesses news.

For example, to configure line 4 for the mp3 player:

fnc=mp3

STEP 3 Click Submit All Changes. After the phone reboots, configured lines glow orange
and display the following icons next to the extension label:

xml: XML icon

mp3: mp3 player icon (Cisco SPA525G or Cisco SPA525G2)

news: RSS icon

weather: thermometer icon

Configuring Call Park on the Cisco SPA525G or
Cisco SPA525G2 (MetaSwitch)

Unused line keys can be enabled to allow call park (for the MetaSwitch soft switch)
on the Cisco SPA525G or Cisco SPA525G2. Users can press this line button to
park a call or retrieve a parked call.

To configure unused line keys for call park and retrieval:

STEP 1 Click Admin Login > advanced > Voice > Att(endant) Console.

STEP 2 Inthe General section under Server Type, choose RFC3265_4236.

STEP 3 Click the Phone tab.
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STEP 4 Choose the line key to configure (line 5 in this example):
a. From the Extension drop down list, choose Disabled.
b. From the Share Call Appearance drop-down list, choose private.
c. Enter the following string in the Extended Function field:
fnc=prk;sub=05@domain.com
where:
- fnc: function
- prk: call park

- sub: call park orbit, or location where the call is parked. Valid value range
is from 01 through 10. In this example, 5 is used.

- domain.com: phone domain, usually the same as the proxy value in the
Ext 1 tab. You can also use fnc=prk;sub=05@SPROXY to set this value.

STEP 5 Click Submit All Changes.

Assigning Busy Lamp Field, Call Pickup, or Speed Dial
Functions to Unused Lines

You can configure unused or idle lines on a Cisco SPA300 Series or Cisco SPA500
Series IP phones to interact with another line in the system. For example, if you
have two idle lines on an assistant’s phone, you can configure those lines to show
the status of a supervisor’s phone (Busy Lamp Field [BLF]). You can also configure
the idle lines so that they can be used to speed dial the supervisor’s phone, or pick
up calls that are ringing on the supervisor’s phone.

A monitored extension must be private, not shared. Additionally, if using the
Cisco SPA900O for call control, an extension can only be monitored by one other
extension.

For detailed instructions on configuring the phones with the BroadSoft Busy Lamp
Field (BLF) feature, see Configuring SPA303 and 5xxG IP Phones with Broadsofts
BLF, available on the Cisco Support Community at
https://supportforums.cisco.com/docs/DOC-9977
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Configuring Call Pickup and Busy Lamp Field

You must enable BLF to configure call pickup.

In this example, the assistant Bob (extension 200) has an idle line (line 4) on his
Cisco SPA508G. He would like to be able to see if his supervisor Stephanie
(extension 300) is on the phone, and pick up calls that are ringing at her extension.

To configure this feature for Bob:

STEP 1 Click Admin Login > advanced > Voice > Phone.
STEP 2 Inthe Line Key to configure (line 4 in this example):
a. From the Extension drop down list, choose Disabled.
b. From the Share Call Appearance drop-down list, choose private.
c. Enter the following string in the Extended Function field:
fnc=blf+cp;sub=Stephanie@$SPROXY;ext=300@S$SPROXY
Using the following syntax:
fnc=type;sub=stationname@$PROXY;ext=extension#@$PROXY
where:
- fnc: function
- blf: busy lamp field
- cp: call pickup
- sub: station name

- extor usr: extension or user (the usr and ext keywords are
interchangeable)

STEP 3 Click Submit All Changes. After the phone reboots, the phone in this example
displays the following color LEDs for the monitored lines:

Green: Available
Red: Busy
Red Fast Blink: Ringing

Cisco Small Business SPA300 Series, SPA500 Series, and WIP310 IP Phone Administration Guide 44



Configuring Lines

Assigning Busy Lamp Field, Call Pickup, or Speed Dial Functions to Unused Lines 2

If the phone LEDs display orange or slow blinking orange, there is a problem:
Orange indicates that the phone failed to subscribe (received a 4xx response) and
slow-blinking orange denotes an undefined problem (there might be no response
to the subscribe request, or the BLF).

When the phone is successfully configured, Bob can monitor Stephanie’s line.
When a call is ringing at Stephanie’s line, he can press line button 4 to pick it up.

Configuring Speed Dial

In this example, the assistant, Bob (extension 200), has another idle line (line 5) on
his Cisco SPA508G. He wants to speed dial his supervisor Mark (extension 400)
from that line.

To configure this feature for Bob:

STEP 1 Click Admin Login > advanced > Voice > Phone.

STEP 2 Inthe Line Key to configure (line 5 in this example):

a. From the Extension drop down list, choose Disabled.
b. From the Share Call Appearance drop-down list, choose private.
c. Enter the following string in the Extended Function field:
fnc=sd;ext=400Q@$SPROXY
Using the following syntax:
fnc=type;ext=extension#@S$SPROXY
where:
- fnc: function
- sd: speed dial

- extor usr: extension or user (the usr and ext keywords are
interchangeable)

STEP 3 Click Submit All Changes.

When the phone is successfully configured, Bob can press line button 5 to dial
Mark’s line.
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Configuring Audio Indication for Call Pickup Event

STEP

STEP

STEP

STEP

STEP

You can configure the phone to play the Call Pickup tone when there are incoming
calls to any of the lines that the user is monitoring with the Call Pickup function.

To configure Audio Indication:

Click Admin Login > advanced > Voice > Att(endant) Console.
In the General section under Call Pickup Audio Notification, select Yes,

To configure this parameter by using the configuration file, configure the following
line to the profile:

<Call Pickup Audio Notification ua="na">Yes
</Call Pickup Audio Notification>

Click the Regional tab.
In the Call Progress Tones section under the Call Pickup Tone parameter.
The default value is 440@-10;30(.3/9.7/1),same as the call waiting tone.

To configure this parameter by using the configuration file, configure the following
line the profile:

<Call Pickup Tone ua="na">440@-10;30(.3/9.7/1)</Call_Pickup_ Tone>

Click Submit All Changes.
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This chapter describes customizing the Cisco SPA IP phones and contains the
following sections:

Configuring Phone Information and Display Settings

Configuring Linksys Key System Parameters

Enabling Call Features

Customizing Phone Softkeys

Configuring the Message Waiting Indicator

Configuring Ring Tones

Configuring RSS Newsfeeds (Cisco SPA525G or Cisco SPA525G2)
Configuring Audio Settings

Enabling Wireless (Cisco SPA525G or Cisco SPA525G2 only)
Configuring Bluetooth (Cisco SPA525G or Cisco SPA525G2 only)
Enabling SMS Messaging

Enabling and Configuring the Phone Web Server

Configuring LDAP for the Cisco SPA300 Series and Cisco SPA500
Series IP Phones

Configuring BroadSoft Settings (Cisco SPA300 Series and
Cisco SPA500 Series)

Configuring XML Services
Configuring Music On Hold
Configuring Extension Mobility

Configuring Video Surveillance on the Cisco SPA525G or
Cisco SPA525G2
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Configuring Phone Information and Display Settings

STEP 1

STEP 2

STEP 3

STEP 4

The phone web user interface allows you to customize settings such as the phone
name, background photo, logo, and screen saver.

Configuring the Phone Name

Navigate to Admin Login > advanced > Voice > Phone.

Under General, enter the Station Name for the phone. This name displays in the
corporate directory.

Configuring Voice Mail

This configures the internal or external phone number or URL for the the voice mail
system. If you are using an external voice-mail service, the number must include
any digits required to dial out and any required area code.

To configure the phone to connect to voice mail:

Click Admin Login > advanced > Voice > Phone
Under General, enter the Voice Mail Number.

(Optional) Enter the Voice Mail Subscribe Interval; the expiration time in seconds,
of a subscription to a voice mail server.

Click Submit All Changes. The phone reboots.

Configuring Internal Voice Mail for Each Extension (Using a
Cisco SPA400)

To configure internal voice mail, navigate to Admin Login > advanced > Voice >
Ext n. Under Call Feature Settings, enter the voice mail line number and phone
extension in the Mailbox ID field. For example, 2101 indicates that the Cisco
SPA400 voice mail server is configured on the Cisco SPA9000 Line 2, phone
extension 101.
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Customizing the Startup Screen

You can create a text or 128-by-48 pixel by 1-bit deep image logo to display when
the IP phone boots up. (Not applicable to Cisco WIP310 or the Cisco SPA501G.) A

logo displays during the boot sequence for a short period after the Cisco logo
displays.

To configure a custom logo:

STEP 1 For the Cisco SPA303 and Cisco SPASXXG, click Admin Login > advanced >
Voice > Phone.

For the Cisco SPA525G or Cisco SPA525G2, click Admin Login > advanced >
Voice > User.

STEP 2 To display a text logo, in the Text Logo field enter text as follows:
Up to two lines of text
Each line must be less than 32 characters

Insert a new line character (\n) and escape code (%0a) between the two
lines

For example, Super\n%0aTelecom displays:

Super
Telecom

Use the + character to add spaces for formatting. You can add multiple +
characters before and after the text to center it.

STEP 3 To display a picture logo:
a. Inthe BMP Picture Download URL field, enter the path, for example:

http://192.168.2.244/pictures/image04 128x48.bmp
(you can also use a TFTP server)

b. Change Select Logo to BMP Picture.

STEP 4 Click Submit All Changes. The phone reboots, retrieves the .omp file, and displays

the picture when it next boots.
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STEP 1

STEP 2

STEP 3

STEP 4

Changing the Display Background

You can use a picture to customize the background on your IP phone screen. (Not
applicable to Cisco WIP310 or the Cisco SPA501G.) Phone models and
acceptable image file types are:

Cisco SPA303 and Cisco SPA500 Series: Bitmap format, 1 bit-per-pixel
color, size 128-by-48 pixels.

Cisco SPA525G or Cisco SPA525G2: Either .jpg format (recommended) or
bitmap (1, 2, 4, 8, or 24 bits-per-pixel). Recommended image size is
320-by-240 pixels. Other image sizes are scaled to fit, which can cause
distortion.

When the BMP Picture Download URL is changed, the phone compares the URL to
the previous image URL. (If the URLs are the same, the phone does not perform the
download.) If the URLs are different, the phone downloads the new image and
displays it (providing the Select Background Picture field is set to BMP Picture).

The phone does not reboot after you change the background image URL.
Cisco SPA303 and Cisco SPA500 Series

A background image is displayed while the phone is running. To display a logo
during the phone boot sequence.

Copy the image to a TFTP or HTTP server that is accessible from the phone.
Click Admin Login > advanced > Voice > Phone.
Select the background picture in the Select Background Picture menu:
None-Does not display a background picture.
BMP Picture-Displays the BMP Picture Download URL picture.
Text Logo-Displays the text string in the Text Logo field.

If you selected None, in STEP 3, go to STEP 6. If you selected Text Logo in STEP
3, go to Otherwise, enter the URL of the image file you want in BMP Picture
Download URL. The URL must include the TFTP or HTTP server name (or IP
address), directory, and filename, for example:

tftp://myserver.mydomain.com/images/downloadablepicture.bmp
or

http://myserver.mydomain.com/images/downloadablepicture.bmp
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STEP 5

STEP 6

STEP 1

STEP 2

STEP 3

STEP 4

STEP 5

If the HTTP Refresh Timer is set in the server response to BMP Picture Download
URL, the phone downloads the picture from the link and displays it on the IP phone
screen. The phone automatically retrieves the picture after the specified number
of seconds.

If you selected Text Logo, enter a text string in the Text Logo field.

Click Submit All Changes.

Cisco SPA525G or Cisco SPA525G2

Copy the image to an HTTP server that is accessible from the phone. (TFTP is not
supported.)

Click Admin Login > advanced > User.

In the Screen section, Background Picture Type field, select Download BMP
Picture.

Enter the URL of the .omp file you want in the BMP Picture Download URL field. The
URL must include the HTTP server name (or IP address), directory, and filename,
for example:

http://myserver.mydomain.com/images/downloadablepicture. jpg

If the HTTP Refresh Timer is set in the server response to BMP Picture Download
URL, the phone downloads the picture from the link and displays it on the IP phone
screen. The phone automatically retrieves the picture after the specified number
of seconds.

Click Submit All Changes.

Configuring the Screen Saver

You can configure a screen saver for the Cisco SPA300 Series and Cisco SPA500
Series IP phones. (Not applicable to Cisco WIP310 or the Cisco SPA501G.) When
the phone is idle for a specified time, it enters screen saver mode. (Users can set

up screen savers directly by using phone Setup button.)

Any button press or on/off hook event triggers the phone to return to normal mode.
If a user password is set, the user must enter it to exit screen saver mode.
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STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

To configure the screen saver:

Cisco SPA303 or Cisco SPASXXG

Click Admin Login > advanced > Voice > Phone.
In the General section, in the Screen Saver Enable field, choose yes to enable.

In the Screen Saver Wait field, enter the number of seconds of idle time to elapse
before the screen saver starts.

In the Screen Saver Icon field, choose the display type:
A background picture.
The station time in the middle of the IP phone screen.

A moving padlock icon. When the phone is locked, the status line displays a
scrolling message “Press any key to unlock your phone.”

A moving phone icon.
The station date and time in the middle of the IP phone screen.
A blank power save screen.”

Click Submit All Changes.

Cisco SPA525G or Cisco SPA525G2:

Click Admin Login > advanced > Voice > User.
Under Screen, in the Screen Saver Enable field, choose yes to enable.
In the Screen Saver Type field, choose the display type:
Black Background—Displays a black screen.
Gray Background—Displays a gray screen.
Black/Gray Rotation—The screen incrementally cycles from black to gray.

Picture Rotation—The screen rotates through available pictures on the
phone.

Digital Frame—Shows the background picture.

STEP 4 Inthe Screen Saver Trigger Time field, enter the number of seconds that the phone

remains idle before the screen saver turns on.
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STEP 5

STEP 6

STEP 1

STEP 2

STEP 3

STEP 1

STEP 2

STEP 3

STEP 1

STEP 2

In the Screen Saver Refresh Time field, enter the number of seconds before the
screen saver should refresh (if, for example, you chose a rotation of pictures).

Click Submit All Changes.

Configuring the LCD Contrast

You can configure the LCD contrast on the Cisco SPA300 Series and
Cisco SPA500 Series IP phones. (Not applicable to the Cisco WIP310.)

To configure the contrast for the IP phone screen on the phone:

Cisco SPA303 and Cisco SPASXXG

Click Admin Login > advanced > User.

Under LCD, in the LCD Contrast field, enter a number value from 1 to 30. The higher
the number, the greater the contrast on the IP phone screen.

Click Submit All Changes.

Cisco SPA525G or Cisco SPA525G2:

Click Admin Login > advanced > Voice > User.

Under Screen, in the LCD Contrast field, enter a number value from 1 to 30. The
higher the number, the greater the contrast on the IP phone screen.

Click Submit All Changes.

Configuring Back Light Settings (Cisco SPA525G or
Cisco SPA525G2)

To configure the back light settings for the IP phone screen on the phone:

Click Admin Login > advanced > Voice > User.

Under Screen in the Back Light Enable field, choose yes to enable the screen back
light.
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STEP 3 Inthe Back Light Timer field, enter the number of seconds of idle time that can
elapse before the back light turns off.

STEP 4 Click Submit All Changes.

Configuring Linksys Key System Parameters

To configure the phone as part of a Linksys Key System (for use with the
Cisco SPA9000):

STEP 1 Click Admin Login > advanced > Voice > SIP.
STEP 2 Under Linksys Key System Parameters, configure the following fields:

Linksys Key System—Enables or disables the Linksys Key System for use
with the Cisco SPA9000. Defaults to yes. See the Cisco SPA9000 System
Administration Guide for more details.

Multicast Address—Used by the Cisco SPA9000 to communicate with
Cisco SPA IP phones. Defaults to 224.168.168.168:606 1. (The

Cisco SPA501G, can be configured by using the IVR. See the “Using IVR on
IP Phones Without Screens” section on page 26.)

Key System Auto Discovery—Enables or disables auto discovery of the call
control server (for example, the Cisco SPA9000). Disable this feature for
teleworkers or other scenarios where multicast does not work.

Key System IP Address—IP address of the call control server IP. Enter the IP
address for teleworkers or other scenarios where multicast does not work.

Force LAN Codec—Used with the Cisco SPA9000. Choices are none,
G.711u, or G.711a. Defaults to none.

STEP 3 Click Submit All Changes.
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Enabling Call Features

STEP 1

STEP 2

STEP 3

STEP 4

This section describes how to enable and disable call features on the phone.

Enabling Anonymous Call and Caller ID Blocking Services

To enable Anonymous Call and Caller ID Blocking navigate to Admin Login >
advanced > Voice > User. Under Supplementary Services under the type of call
blocking, choose yes to enable or no to disable:

Block ANC Serv—Blocks anonymous calls.

Block CID Serv—Blocks outbound caller ID.

Enabling ACD Service

Typically used for call centers, Automatic Call Distribution (ACD) handles incoming
calls and manages them based on a database of instructions. You can enable this
with the SIP B parameter (“Configuring SIP” section on page 102).

To enable ACD

Click Admin Login > advanced > Voice > User.

Under Supplementary Services from the ACD Login Serv list, choose yes to
enable. (Defaults to no (disabled).)

In the ACD Ext field, choose the extension used for handling ACD calls. Select 1-6
(depending on your phone model). Defaults to 1.

Click Submit All Changes.

Enabling Call Back Service

Call back forces the phone to repeatedly try a number that received a busy
response. The busy number is tried until the call goes through and the target
phone rings.

To enable call back service, navigate to Admin Login > advanced > Voice >
Phone. Under Supplementary Services in the Call Back Serv field, choose yes to
enable.
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STEP 1

STEP 2

Enabling Call Park and Call Pickup Services

Call park allows users to put a call on a line and make it available for another user
to pick up. Call pickup allows a user to pick up a phone that is ringing at another
user phone. Call park and call pickup are available on IP phones when used with a
Cisco SPA9000 system.

To enable call park and call pickup, navigate to Admin Login > advanced > Voice >
Phone. Under Supplementary Services, under the type of call feature to enable,
choose yes to enable or no to disable:

Call Park Serv—Enables call parking.

Call Pickup Serv—Enables call pickup.

Enabling Call Transfer and Call Forwarding Services

You can transfer or forward a call when the service is enabled.

Click Admin Login > advanced > Voice > Phone.

Under Supplementary Services, under the transfer type you want to enable,
choose yes:

Attn Transfer Serv—Attended call transfer service. The user answers the call
before transferring it.

Blind Transfer Serv—BIlind call transfer service. The user transfers the call
without speaking to the caller.

You can also enable or disable call forwarding:
Cfwd All—Forwards all calls.
Cfwd Busy—Forwards calls only if the line is busy.

Cfwd No Ans—Forwards calls only if the line is not answered.

STEP 3 Click Submit All Changes.
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Enabling Conferencing

To allow the user to perform call conferencing, navigate to Admin Login >
advanced > Voice > Phone. Under Supplementary Services in the Conference
Serv field, choose yes to enable.

Enabling Do Not Disturb

You can allow users to turn the Do Not Disturb feature on or off. This feature directs
all incoming calls to voice mail or, if voice mail is not configured, plays a message
to the caller saying the user is unavailable. On the Cisco SPA300 Series and
Cisco SPA500 Series IP phones, users can press the Ignore softkey to divert a
ringing call to another destination.

To allow users to use Do Not Disturb (enabled by default), navigate to Admin Login
> advanced > Voice > Phone. Under Supplementary Services under DND Sery,
choose yes to enable. (This feature can also be configured from the User tab,
under Supplementary Services.)

Enabling the Missed Call Shortcut

The IP phones can display a notification that a call has been missed. (Not
applicable to Cisco WIP310.) To enable this notification, navigate to Admin Login >
advanced > Voice > User. Under Supplementary Services in the Miss Call
Shortcut list, choose yes to enable.

Logging Missed Calls

You can disable or enable missed call logging per extension. For example, if you
have set up a line to monitor another user line, you can disable missed call logging
for the monitored line.

To enable logging, navigate to Admin Login > advanced > Voice > User. Under
Supplementary Services in the Log Missed Calls for Ext <number> field, choose
yes to enable.
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STEP 1

STEP 2

Enabling Paging (Intercom)

The paging, or intercom feature, allows two types of paging, single page and
group paging. When paging occurs, the speaker on the paged IP phone is
automatically activated unless the handset or headset is being used.

A user can directly contact another user by phone. If the person being paged has
configured their phone to automatically accept pages, the phone does not ring; a
direct connection between the two phones is automatically established when
paging is initiated.

Group Paging lets the user page all the client Cisco SPA IP phones at once, or
page groups of phones. If the client phone is on an active call while a group page
starts, the incoming page is ignored. Group page is one-way; the paged client IP
phones can only listen to the call from the originator.

To enable paging, navigate to Admin Login > advanced > Voice > Phone. Under
Supplementary Services in the Paging Serv list, choose yes to enable.

To configure a phone to automatically accept pages, navigate to Admin Login >
advanced > Voice > User. Under Supplementary Services in the Auto Answer
Page list, choose yes to enable.

Configuring Paging Groups

You can configure a phone to be a member of a paging group. Users can then
direct pages to specific groups of phones.

Limitations:
A phone can be a listening member of no more than two paging groups.
No more than five paging groups can be configured on a phone.

To configure a phone as part of a paging group:

Click Admin Login > advanced > Voice > Phone.

Under Multiple Paging Group Parameters, enter the paging commands into the
Group Paging Script field. The syntax is as follows:

pggrp=ip-address:port; [name=xxx; |num=xxx; [listen={yes|no}]1];
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Where:

IP address: Multicast IP address of the phone that listens for and receives
pages.

port: Port on which to page; use different ports for each paging group. All
phones in the same paging group must use the same port number.

name (optional): The name of the paging group. In this name, do not use the
pggrp string because it is reserved. Using it causes the script not to work,
as in these examples:

Pggrp=224.168.168.168:3141;name=ITGPgGrp; num=800; listen=y
es;
pPggrp=224.168.168.168:3141;name=PgGrp; num=800; listen=yes;

num: The number users will dial to access the paging group; must be unique
to the group.

listen: If the phone being configured is a listening member of the page
group. A phone can be a listening member of a maximum of two groups. If
no value is entered, the default is to not listen as a member of this group.

STEP 3 Click Submit All Changes.

Paging Group Example

This example sets up four paging groups: A/, Sales, Support, and Engineering.
Users will press 801 to send pages to all phones, 802 to send pages to phones
configured as part of the Sales group, 803 to send pages to phones configured as
part of the Support group, and 804 to send pages to phones configured as part of
the Engineering group.

A phone that is configured with this example is a listening member of the “All” and
“Sales” paging groups. That phone will automatically receive pages sent to those
two paging groups. For each Sales phone, enter the following in the Phone >
Multiple Paging Groups Parameters > Group Paging Script field:

pggrp=224.123.123.121:43210;name=A11l; num=801;listen=yes;
P9grp=224.123.123.121:43211;name=Sales;num=802; listen=yes;
P9grp=224.123.123.121:43212; name=Support;num=803;
P9grp=224.123.123.121:43213; name=Engineering; num=804;
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Enabling Service Announcements

Service Announcements allows a user to send announcement requests to a
customer-supplied announcement server. (Not applicable to the Cisco WIP310.)

To configure Service Announcements, navigate to Admin Login > advanced >
Voice > Phone. Under Supplementary Services, in the Service Annc Serv list,
choose yes to enable.

Customizing Phone Softkeys

STEP 1

STEP 2

STEP 3

NOTE

You can customize the softkeys displayed on the phone. The default softkeys
(when the phone is in an idle state) are Redial, Directory, Call Forward, and Do Not
Disturb. Other softkeys are available during specific call states (for example, if a
call is on hold, the Resume softkey displays).

This feature is not available on the IP phones that are using SPCP.

To program softkeys:

Click Admin Login > advanced > Voice > Phone.

(Cisco SPA525G or Cisco SPA525G2 only) Under Programmable Softkey Enable,
choose yes to enable.

Edit the softkeys depending on the call state that you want the softkey to display.
Refer to the table for information about softkeys.

In the Programmable Softkeys section, each phone state is displayed and the
softkeys that are available to display during that state are listed. Each softkey is
separated by a semicolon. Softkeys are shown in the format:

softkeyname| [position]

where softkeyname is the name of the key and positionis where the key is
displayed on the IP phone screen. Positions are humbered, with position one
displayed on the lower left of the IP phone screen, followed by positions two
through four. Additional positions are accessed by pressing the right arrow key on
the phone. If no position is given for a softkey, the key will float and appears in the
first available empty position on the IP phone screen.

On a Cisco SPA525G or Cisco SPA525G2 in the Off Hook state, the More softkey
is fixed in position 4 and cannot be changed.
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The table below lists each softkey and the phone state under which the softkey
displays. You can have a maximum of 16 softkeys for each call state field.

Keyword Key Label Definition Available Phone
States
acd_login Login Logs user in to Automatic Call Idle
Distribution (ACD).
acd_logout | Logout Logs user out of ACD. Idle
alpha Alpha Enter alphabetic charactersina | Off-Hook, Dialing
data entry field. Input
answer Answer Answers an incoming call. Ringing
avail Avail Denotes that a user who is Idle
logged in to an ACD server has
set his status as available.
barge Barge Allows another user to interrupt | Shared-Active,
a shared call. Shared-Held
bxfer BlindXfer/ Performs a blind call transfer Connected,
bxfer (transfers a call without Connected
speaking to the party to whom
the call is transferred). Requires
that Blind Xfer Serv is enabled.
cancel Cancel Cancels a call (for example, Dialing Input
when conferencing a call and
the second party is not
answering).
cfwd Forward Forwards all calls to a specified | Idle, Off-Hook,
number. Hold, Shared-
Active, Shared-
Held
chkcfwd Cir Fwd/- Deactivates call forwarding. Idle
cfwd
chkdnd Cir DND/- Deactivates Do Not Disturb. Idle
dnd
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Keyword Key Label Definition Available Phone
States
clear Clear Clears an entire text/number Input
field.
conf Conf Initiates a conference call. Connected,
Requires that Conf Serv is Start-Conf
enabled and there are two or
more calls that are active or on
hold.
conflLx Conf Line Conferences active linesonthe | Connected
phone. Requires that Conf Serv
is enabled and there are two or
more calls that are active or on
hold.
delchar delChar Deletes a character when Dialing (input)
entering text.
dial Dial Dials a number. Dialing (input)
dir Dir Provides access to phone Idle, Connected,
directories. Start-Conf, Start-
Xfer, Off-Hook
(no input), Redial
dnd DND Sets Do Not Disturb to prevent | Idle, Off-Hook
calls from ringing the phone. (no input), Hold,
Shared-Active,
Shared-Held
em_login Login Logs user in to Extension Idle
Mobility.
em_logout | Logout Logs user out of Extension Idle

Mobility.
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Keyword Key Label Definition Available Phone
States
endcall End Call Ends a call. Connected, Off-
hook,
Progressing,
Start-Xfer, Start-
Conf,
Conferencing,
Releasing,
Resume
gpickup GrPickup/ | Allows user to answer a call Idle, Off-Hook
grPick ringing on an extension by (no input)
discovering the number of the
ringing extension.
hold Hold Put a call on hold. Connected,
Start-Xfer, Start-
Conf,
Conferencing
ignore Ignore Ignores an incoming call. Ringing
join Join Connects a conference call. Conferencing
Icr Call Rtn/lcr | Returns the last missed call. Idle, Missed-Call,
Off-Hook (no
input)
left Left Moves the cursor to the left. Dialing Input
miss Miss Displays the list of missed calls. | Missed-Call
newcall New Call Begins a new call. Hold, Shared-
Active
option Option Opens a menu of input options. | Off-Hook (no
input), Dialing
(input)
park Park Puts a call on hold at a Connected
designated “park” number.
phold PrivHold Puts a call on hold on an active | Connected

shared line.
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Keyword Key Label Definition Available Phone
States
pickup Pickup Allows user to answer a call Idle, Off-Hook
ringing on another extension by | (no input)
entering the extension number.
redial Redial Displays the redial list. Idle, Connected,
Start-Conf, Start-
Xfer, Off-Hook
(no input), Hold
resume Resume Resumes a call that is on hold. Idle, Hold,
Shared-Held
right Right Moves the cursor to the right. Dialing (input)
starcode Input Star Displays a list of star codes that | Off-Hook, Dialing
Code/ can be selected. (input)
*code
toggle Toggle Switches between two calls Connected
that are active or on hold.
(Cisco SPA502)
unavail Unavail Denotes that a user who is Idle
logged in to an ACD server has
set his status as unavailable.
unpark Unpark Resumes a parked call. Idle, Off-Hook
(no input)
xfer Transfer/ Performs a call transfer. Connected,
xfer Requires that Attn Xfer Servis | Start-Xfer
enabled and there is at least
one connected call and one
idle call.
xferLx Xfer Line/ Transfers an active line on the Connected
xferLx phone to a called nhumber.

Requires that Attn Xfer Serv is
enabled and there are two or
more calls that are active or on
hold.
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STEP 4

STEP 1

STEP 2

Click Submit All Changes.

Programmable Softkeys

The Cisco SPA300 Series and Cisco SPA500 Series IP Phones provide six
programmable softkeys (fields PSK 1 through PSK 6). These keys can be defined
by either a speed dial script or an XML service script.

To configure programmable softkeys:

Click Admin Login > advanced > Voice > Phone.

(Cisco SPA525G or Cisco SPA525G2 only) Under Programmable Softkey Enable,
choose yes to enable.

To configure a speed dial script, enter the following in the PSK field:
fnc=sd;ext=extensionname@S$SPROXY; vid=outboundextnum; nme=name

where 7ncis the function of the key (speed dial), ext (extensionname) is the
extension being dialed, vidis the extension on the calling phone from which the
outbound call is sent, and nameis the name of the speed dial being configured.

Vertical service activation codes (* codes) are supported in speed dial
configurations.

The namefield displays on the softkey on the IP phone screen. Cisco recommends
a maximum of 8 characters for a Cisco SPA30X or Cisco SPA50X phone and 10
characters for a Cisco SPA525G or Cisco SPA525G2 phone. If more characters
are used, the label can be truncated on the IP phone screen.

To configure an XML script, enter the following in the PSK field:
fnc=xml;url=http://scriptURL.xml;nme=scriptname

where fncis the function of the key (an XML script), scriptURL.xml/is the URL
where the script is located, and scriptnameis the name of the script.

The scriptname field displays on the softkey on the IP phone screen. Cisco
recommends a maximum of 8 characters for a Cisco SPA300 Series or

Cisco SPA500 Series phone and 10 characters for a Cisco SPA525G or

Cisco SPA525G2 phone. If more characters are used, the label can be truncated
on the IP phone screen.
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You can use macro variables in XML URLs. The following macro variables are
supported:

User ID—UID1, UID2

Display name—DISPLAYNAME1, DISPLAYNAME?2
Auth ID—AUTHID1, AUTHID?2

Proxy—PROXY1, PROXY?2

MAC Address—MA

Product Name—PN

Product Series Number—PSN

Serial Number—SERIAL_NUMBER

STEP 3 Click Submit All Changes.

Softkey Example

Configure the Cisco SPA525G or Cisco SPA525G2 phone with softkey that, when
pressed, dials the Sales Department extension (200). You want this button to
display on the far lower left of the IP phone screen when the phone is idle, when
the phone is off hook, or when the phone is connected on a call. You want the
outbound call (that is going to the speed dial) to originate from the second
extension on the user phone, not the primary extension.

STEP 1 Click Admin Login > advanced > Voice > Phone.
STEP 2 Under Programmable Softkey Enable, choose yes to enable.
STEP 3 Inthe Programmable Softkeys section, edit the following:
Programmable Softkey Enable: yes
PSK1: fnc=sd;ext=200@SPROXY;vid=2;nme=Sales

Idle Key List: Edit the field to add psk1l1 to the beginning of the string; for
example:

pskl|l;em login;acd login;acd logout;avail;unavail;
redial;dir;cfwd;dnd;lcr;pickup;gpickup;unpark;em logout;
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Off Hook Key List: Edit the field to add psk1l1 to the beginning of the string;
for example:

pskl|1l;option;redial;dir;cfwd;dnd; lcr;unpark;pickup;
gpickup;

Connected Key List: Edit the field to add psk1l1 to the string, editing the
existing softkeyname to PSK1. For example, the original string:

hold|1l;endcall|2;conf|3;xfer|4;bxfer;conflLx;xferLx;park;p
hold; flash;

becomes:

pskll;hold|2;endcall|3;conf|4;xfer;bxfer;conflx;xferlx;
park;phold; flash

STEP 4 Click Submit All Changes. The Sales speed dial softkey is displayed in the lower
left of the IP phone screen when the phone is idle, when the phone is connected
on a call, and when the phone is off hook.

Configuring the Message Waiting Indicator

You can configure the message waiting indicator (MWI) for separate extensions on
the phone. The MWI lights based on the presence of new voicemail messages in
the mailbox.

To enable the indicator at the top of your Cisco SPA300 Series or Cisco SPA500
Series IP phone to light when voice mail is left, or on a Cisco WIP310 display a
seeing message waiting notification, navigate to Admin Login > advanced >
Voice > Ext_n. Under Call Feature Settings in the Message Waiting list, choose yes
to enable.
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Configuring Ring Tones

STEP 1

You can define up to 12 ring tones for a Cisco SPA300 Series or Cisco SPA500
Series IP phone. In addition to these 12 ring tones, 4 user-configurable ring tones
can be used in place of some of the default ring tones. See Appendix A, “Ring
Tone (Cisco SPA300 Series and Cisco SPA500 Series),” for more information
about ring tones.

Cisco WIP310 ring tones are not configurable from the phone web user interface.
You can define:
The default ring tone for the extension

Specific ring tones assigned to individual callers in the personal directory.
These override the default ring tone.

To configure ring tones:

Click Admin Login > advanced > Voice > Phone and scroll to the Ring Tone
section.

Configure the characteristics of each ring tone by using a Ring Tone script.
Specify:

Name (n)—Ring tone name, such as Classic, Simple, or Office
Waveform (w):
- (Not supported on the Cisco SPA300 Series or Cisco SPASXXG.)

- (Cisco SPA525G or Cisco SPA525G2) 1, 2, 3, 4, file://Pulsel.raw, file://
Ring7Zraw, file://Warble.raw, w=file://Low.raw, file://Floor.raw, file://
Reverb.raw

Cadence (¢)—1, 2, 3, 4, or 5 (Not supported on the Cisco SPA300 Series or
Cisco SPASXXG.)

You can also use the configuration file to configure a ring tone. For example, to
configure Ring1 to play the Warble ring tone, change the Ring1 parameter as
follows

Cisco SPA300 Series or Cisco SPASXXG

<Ringl ua="na">n=warble;w=7;c=1</Ringl>

(Cisco SPA525G or Cisco SPA525G2)
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STEP 2

STEP 1

STEP 2

<Ringl ua="na">n=warble;w=file://Warble.raw;c=1</Ringl>

You can also download one of two available ring tones (user ring tone 1 or 2) by
using TFTP:

http://phone ip addr/ringtonel?[url]
The [url] syntaxis tftp://host[:port]/path.
The default host is the TFTP host.
Port is optional. The default port is 69.
The link is case sensitive.

On the IP phones, user-downloaded ring tones are labeled User 1 and User 2 in
the choices for the Default Ring. On the phone ring tone menu, the User 1 and
User 2 choices are replaced by the corresponding name of the ring tone. Not
Installed appears if the user ring tone slots are not used.

For ring tone User 1 and User 2, the cadence is fixed with the on-time equals to the
duration of the ring tone file and off-time equals to four seconds. The total ring
duration is fixed at 60 seconds. The user ring tone names displayed on the IP
phone screen are derived from the ring tone file header file.

The phone does not require rebooting after downloading a ring tone.
To remove the User 1 ring tone from the phone, set the pathto delete, as follows:

http://phone ip addr/ringtonel?/delete
Click Submit All Changes.

Configuring On-Demand Ring Tones (Cisco SPA525G or
Cisco SPA525G2)

The Cisco SPA525G or Cisco SPA525G2 support on-demand ring tones; ring
tones are downloaded from a TFTP server and played when a call comes in. To
configure:

Click Admin Login > advanced > Voice > Phone.

Scroll to the Ring Tone section.
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STEP 3

STEP 4

STEP 1

STEP 2

STEP 3

STEP 4

In one or more of the ten ring tone fields, enter the following:
n=office;w=[tftp://]host[:port]/path;c=0

Specify the URL to download in the host/port/path field. If the connection
cannot be established, a default ring tone is played.

Click Submit All Changes.

User-Created MP3 Ring Tones (Cisco SPA525G or
Cisco SPA525G2)

A Cisco SPA525G or Cisco SPA525G2 user can create up to two ring tones from
an MP3 audio file stored on a USB memory device. For instructions, see the
Cisco Small Business SPA525G and SPA525G2 SIP IP Phones User Guide,
located on Cisco.com.

Creating and Uploading Ring Tones Using the Ring Tone
Utility (Cisco SPA300 Series and Cisco SPA500 Series only)

To convert a file for use as a ring tone, use the Ring Tone Utility, available at:
https://supportforums.cisco.com/docs/DOC-9944

You must have a .wav file of less than 8 seconds in length saved to your computer.
You can also use a sound editor to create the file with the following restrictions:

16-bit PCM mono
8000 samples per second
Less than 6000 ms in length

To create aring tone and upload it to a phone:

Open the Ring Tone Utility.
Enter the IP address of the phone.

Click Browse and navigate to the directory on your computer where the source
.wav file is stored. Select the wav file and click Open.

Click Load Source File.
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STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

Enter a name for the ring tone. This name will appear in the display on the phone.
You choose the file name later.

Enter the target. You can have up to two customized ring tones uploaded to the
phone.

(Optional) Click Preview to preview the ring tone. Click Options to change the start
or end positions, or to squeeze or stretch the audio.

Click Upload to Phone to upload the ring tone to the phone. Click OK when the
success status message appears.

Close the open Ring Tone Utility windows.

To create a ring tone and save it to a file:

Open the Ring Tone Utility.

Enter the IP address of the user phone or press Skip to create the ring tone and
save it as afile.

Click Browse and navigate to the directory on your computer where the source
wav file is stored. Select the wav file and click Open.

Click Load.

Enter a name for the ring tone. This name will appear in the IP phone screen. You
choose the file name later.

(Optional) Click Preview to preview the ring tone. Click Options to change the start
or end positions, or to squeeze or stretch the audio.

Click Save As to save the file to your computer. Enter the file name and press Save.

Close the open Ring Tone Utility windows.

To delete a ring tone from a phone:

Open the Ring Tone Utility.
Enter the IP address of the phone.
Click the Delete button next to the ring tone you want to delete.

Click OK.
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STEP 5 Close the Ring Tone Utility windows.

Assigning a Ring Tone to an Extension

To assign a ring tone to an extension:

STEP 1 Click Admin Login > advanced > Voice > Ext Ext <number> tab.
STEP 2 Under Call Feature Settings in the Default Ring field, choose from the following:
No Ring
1 through 12
- User1
- User?2

STEP 3 Click Submit All Changes.
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Configuring RSS Newsfeeds (Cisco SPA525G or

Cisco SPA525G2)

The Cisco SPA525G or Cisco SPA525G2 provides the option to view RSS
newsfeeds for news in the categories of local, world, finance, sports, and politics.
Newsfeeds provided by Yahoo are supported for U.S. customers only.

To configure newsfeeds:

STEP 1 Click Admin Login > advanced > Voice > User.

STEP 2 Under Web Information Service Settings, you can edit the following fields:

Parameter

Description

RSS Feed URLs 1-
5

URLSs for Local and World news, Finance, Sports, and
Politics. Default values are:

1—Local News (defaults to URL http://rss.cnn.com/
rss/cnn_us.rss)

2—World News (defaults to URL http://
newsrss.bbc.co.uk/rss/newsonline_uk_edition/
world/rss.xml)

3—Finance News (defaults to URL http://
finance.yahoo.com/rss/topstories)

4—Sports News (defaults to URL http://
rss.news.yahoo.com/rss/sports

5—Politics News (defaults to URL http://
rss.news.yahoo.com/rss/politics)

Weather
Temperature Unit

Choose which unit to display for weather information
(Fahrenheit or Celsius).

STEP 3 Click Submit All Changes. The phone reboots.
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Configuring Audio Settings

You can configure default audio settings for the phone. The volume settings can be
modified by the user by pressing the volume control button on the phone, then
pressing the Save soft button. (Not applicable to the Cisco WIP310.)

To configure the audio volume settings:

STEP 1 Click Admin Login > advanced > Voice > User.

STEP 2 Inthe Audio Volume section, configure a volume level between 1 and 10, with 1
being the lowest level:

Parameter Description

Ringer Volume Sets the volume for the ringer.

Speaker Volume Sets the volume for the full-duplex
speakerphone.

Handset Volume Sets the volume for the handset.

Headset Volume Sets the volume for the headset.

Bluetooth Volume Sets the volume for the Bluetooth device

(Cisco SPA525G or Cisco SPA525G2 only).

Handset Version Handset Version—Change the handset version
manually.

Auto—Phone automatically sets the handset
version based on the hardware version and
model. (Default)

Original—Handset set to Version 2 and below.

V3—Handset set to Version 3.

Deep Bass Sets a standard tone or an enhanced bass tone.

STEP 3 Click Submit All Changes.
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Configuring Audio Input Gain (Cisco SPA300 Series and
Cisco SPAS500 Series)

The value on the handset, headset, or speakerphone parameters default to zero,
indicating that the volume is set to a base level. This does not mean that the sound
is turned off; it is set to a level the average person can hear in a normal office
environment.

To amplify or reduce the sound level, navigate to Admin Login > advanced >
Voice > Phone. Under Audio Input Gain (dB), choose the item to configure:

A positive value increases amplification (sound is louder).
A negative value decreases amplification (sound is quieter).

Set a value that is loud enough to hear clearly without producing echo (an
indication that the input gain is too high).

Enabling Wireless (Cisco SPA525G or Cisco SPA525G2 only)

The Cisco SPA525G or Cisco SPA525G2 provides a Wireless-G interface. If a
wired link is connected to the phone, the wireless connection is automatically
disabled.

To enable wireless communications, navigate to Admin Login > advanced > Voice
> System. Under Wi-Fi Settings, in the SPA525-wifi-on field, choose yes to enable
or no to disable.
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Configuring Bluetooth (Cisco SPA525G or Cisco SPA525G2

only)

STEP 1

STEP 2

STEP 3

STEP 1

STEP 2

The Cisco SPA525G or Cisco SPA525G2 supports Bluetooth to allow use of the
phone with a wireless Bluetooth-enabled headset. The Cisco SPA525G2 also
supports Bluetooth communications with a Bluetooth-enabled mobile phone. You
can do the following:

Pair your Bluetooth-enabled mobile phone and Cisco SPA525G2. Your
mobile phone is assigned a line button on your Cisco SPA525G2. You can
make and receive mobile network calls by using the Cisco SPA525G2.

Switch audio for in-progress calls between your mobile phone and the
Cisco SPA525G2.

Import your mobile phone address book to your Cisco SPA525G2 personal
address book.

Use your Cisco SPA525G2 as a handsfree device for your mobile phone.

For a list of supported Bluetooth headsets, see https://supportforums.cisco.com/
docs/DOC-9926.

Enabling Bluetooth from the Web Interface

To enable Bluetooth from the phone web user interface:

Click Admin Login > advanced > Voice > System.

Under Bluetooth Settings in the Enable BT field, choose yes to enable or no to
disable.

Click Submit All Changes.

Enabling Bluetooth from the Phone

To enable Bluetooth from the IP phone screen:

Press the Setup button.

Scroll to User Preferences and press Select.
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STEP 3

STEP 4

STEP 5

STEP 1

STEP 2

STEP 3

STEP 4

STEP 5

STEP 6

STEP 1

STEP 2

STEP 3

STEP 4

STEP 5

Scroll to Bluetooth Configuration and press Select.

With Bluetooth selected, press the Right Arrow key until a blue check mark
appears indicating that the feature is enabled.

Press Save.

Pairing a Bluetooth Headset

To enable a Bluetooth headset from the phone web user interface:

Click Admin Login > advanced > Bluetooth.

Under Bluetooth Device, choose On.

Under Bluetooth Device List, press Scan for Bluetooth Devices.

In the Bluetooth Device List, click the name of the Bluetooth headset.
Enter the PIN for the Bluetooth headset.

Press Submit All Changes.

To enable a Bluetooth headset from the IP phone screen:

Enable Bluetooth as described in “Enabling Bluetooth from the Web Interface.”
Press the Setup button.

Scroll to User Preferences and press Select.

Scroll to Bluetooth Configuration and press Select.

Scroll to Bluetooth Mode and press the Right Arrow key to choose one of the
following:

Phone—Configures a Cisco SPA525G2 with a Bluetooth-enabled mobile
phone. (The Cisco SPA525G pairs with headsets only; it does not pair with
mobile phones.)
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STEP 6

STEP 7

NOTE

STEP 8

STEP 9

STEP 10

STEP 11

Both—The Cisco SPA525G2 uses a Bluetooth headset or operates with a
Bluetooth-enabled mobile phone (see Pairing Your Cisco SPA525G2 with
a Bluetooth-Enabled Mobile Phone). The Cisco SPA525G2 connects to
only one device at a time (either a Bluetooth headset or a Bluetooth-enabled
mobile phone).

If multiple Bluetooth devices are in range of the Cisco SPA525G2, the order
of devices in the Bluetooth Configuration > Bluetooth Profiles list is used,
and the device with a higher priority is activated first.

Scroll to Bluetooth Profiles and press the Right Arrow key to enter the profile
screen.

Press Scan to scan for your headset.

Depending on the network environment (such as the number of Bluetooth devices
and noise level), your Bluetooth headset might not appear on the found devices list.
Ensure the headset is powered on and has Bluetooth activated, and retry the scan.

In the list of found devices, select your headset and press Select to edit the
profile.

Scroll to PIN and enter the PIN for your Bluetooth headset.
Scroll to Connect Automatically and press the Right Arrow key to turn to On.

Press Connect. The profile screen displays and a check mark appears next to the
headset if the connection was successful.

Pairing Your Cisco SPA525G2 with a Bluetooth-Enabled
Mobile Phone

This feature is based on the following standard Bluetooth profiles:
Phone Book Access Profile 1.0
Handsfree Profile 1.5
Handset Profile 1.1

Make sure your mobile phone provides support for one of the above profiles.
Cisco provides a reference list of Bluetooth-enabled mobile phones supported
with the Cisco SPA525G2. See the Cisco support community at
http://www.cisco.com/go/smallbizsupport and consult the latest

Cisco SPA525G2 release notes, available at cisco.com.
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STEP 1

STEP 2

STEP 3

STEP 4

STEP 5

STEP 6

STEP 7

STEP 8

For more detailed instructions, see the Cisco Small Business Cisco SPA525G or
Cisco SPA525G2 IP Phone User Guides.

To pair your Cisco SPA525G2 with your Bluetooth-enabled mobile phone, you can
either initiate pairing from the Cisco SPA525G2, or from your mobile phone.

Initiating Pairing from the Cisco SPA525G2

Enable Bluetooth as described in Enabling Bluetooth from the Web Interface.
Press the Setup button.

Scroll to User Preferences and press Select.

Scroll to Bluetooth Configuration and press Select.

Scroll to Bluetooth Mode and press the Right Arrow key to choose one of the
following:

Handsfree—Your Cisco SPA525G2 operates as a handsfree device with a
Bluetooth-enabled mobile phone.

Both—Your Cisco SPA525G2 operates with your Bluetooth-enabled mobile
phone or operate with a Bluetooth headset. The Cisco SPA525G2 connects
to only one device at a time (either the Bluetooth headset or the Bluetooth-
enabled mobile phone.)

If multiple Bluetooth devices are in range of the Cisco SPA525G2, the order
of devices in the Bluetooth Configuration > Bluetooth Profiles list is used,
and the device with a higher priority is activated first.

Scroll to Bluetooth Profiles and press the Right Arrow key to enter the profile
screen.

Press Scan to scan for your mobile phone.

Depending on the network environment (such as the number of Bluetooth devices
and the noise level), your Bluetooth headset might not appear on the found
devices list. Ensure the headset is powered on and has Bluetooth activated, and
retry the Scan.

In the Select a Bluetooth Device to Pair list, select the mobile phone to which you
want to pair and press Connect.
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STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

STEP

Initiating Pairing from Your Bluetooth-Enabled Mobile Phone

The procedure varies depending on your phone model. The example in this
section uses an Apple iPhone.

Before starting, it is helpful to find the MAC address of your Cisco SPA525G2 IP
phone. From your IP phone, go to the Setup menu and select Status. Select
Product Information. The MAC address is displayed.

On your iPhone, click Settings.
Under General, choose Bluetooth. Ensure Bluetooth is turned on.

In the Bluetooth Window, under Devices, find the MAC address of your
Cisco SPA525G2 IP phone.

Select the MAC address of the Cisco SPA525G2.
Enter the PIN (the default is 0000) and press Connect.

When paired with your mobile phone, the Cisco SPA525G2 IP phone screen
assigns one of your line buttons to the mobile phone. A mobile phone icon with a
flashing lightning bolt icon is displayed next to the mobile phone number.

To verify the mobile phone configuration:

On the Cisco SPA525G2, press the Setup Button.

Scroll to User Preferences and press Select.

Scroll to Bluetooth Configuration and press Select.

Scroll to Bluetooth Profiles and press the Right Arrow key.

The mobile phone appears in the list of Bluetooth devices.
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Enabling SMS Messaging

STEP 1
STEP 2

STEP 3

STEP 4

STEP 1

STEP 2

STEP 3

STEP 4

The Cisco SPA IP phones can receive and display text messages by using SIP
(RFC-3428). Cisco WIP310 users can send andreceive text messages.

When this feature is enabled, the IP phone screen displays messages up to 255
characters in length. The message appears on the IP phone screen along with the
date and time.

Service providers could use text messages to:
Send billing information, calling minutes consumed, minutes available.
Include additional text with a call to facilitate call processing.

Cisco SPA303 and Cisco SPASXXG

To enable text message receipt on the Cisco SPA303 or Cisco SPA500 Series
phones:

Click Admin Login > advanced > Voice > User.
Under Supplementary Services in the Text Message field, choose yes to enable.

(Optional) To enable receipt of text messages from a third party directly without
proxy involvement, in the Text Message from 3rd Party field, choose yes to enable.

Click Submit All Changes.

Cisco SPA525G or Cisco SPA525G2

To enable text messaging on Cisco SPA525G or Cisco SPA525G2 phones:

Click Admin Login > advanced > Voice > User.

Under Supplementary Services in the Display Text Message on Recyv field, choose
yes to enable.

(Optional) To enable receipt of text messages from a third party directly without
proxy involvement, in the Text Message from 3rd Party field, choose yes to enable.

Click Submit All Changes.
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Cisco WIP310

STEP 1 Click Admin Login > advanced > Phone.

STEP 2 Under SMS Enable, choose yes to enable.

STEP 3 Click Submit All Changes.

Enabling and Configuring the Phone Web Server

STEP

STEP

STEP

STEP

STEP

STEP

The web server allows administrators and users to log in to the phone by using a
phone web user interface. Administrators and users have different privileges and
see different options for the phone based on their role.

Configure the Web Server from the Phone Web Interface

To enable the web server:

Click Admin Login > advanced > System.

Under the System Configuration section in the Enable Web Server field, verify
that the parameter is set to yes to enable the web administration server. (For the
Cisco 301 and Cisco SPA501G, this can be configured by using the IVR. See the
“Using IVR on IP Phones Without Screens” section on page 26.)

In the Web Server Port field, enter the port to access the web server. The default is
port 80.

In the Enable Web Admin Access field, you can enable or disable local access to
the Admin Login of the phone web user interface. Defaults to yes (enabled). (For
the Cisco SPA301 and Cisco SPA501G, can be configured using the IVR. See the
“Using IVR on IP Phones Without Screens” section on page 26.)

In the Admin Passwd field, enter a password if you want the system administrator
to log in to the phone web user interface with a password. The password prompt
appears when an administrator clicks Admin Login. The maximum password
length is 32 characters.

In the User Password field, enter a password if you want users to log in to the
phone web user interface with a password. The password prompt appears when
users click User Login. The maximum password length is 32 characters
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STEP 7 Click Submit All Changes.

STEP

STEP

STEP

STEP

STEP

Configure the Web Server from the Phone Screen Interface

To enable the phone web user interface from the Phone tab (does not apply to the
Cisco WIP310):

Press menu.

Select Network and Enable Web Server.

Select the Edit.

Press y/n to toggle the selection to Yes and enable.

Click OK > Save.

Configuring LDAP for the Cisco SPA300 Series and
Cisco SPA500 Series IP Phones

The Cisco SPA300 Series and Cisco SPAS00 Series IP phones support
Lightweight Directory Access Protocol (LDAP) v3. LDAP Corporate Directory
Search allows a user to search a specified LDAP directory for a name, phone
number, or both. LDAP-based directories, such as Microsoft Active Directory 2003
and OpenLDAP-based databases, are supported. (LDAP is not supported on the
Cisco WIP310.)

Users access LDAP from the Directory menu on their IP phone. There is a limit of
20 records returned from a LDAP search.

The instructions in this section assume you have the following equipment and
services:

A LDAP server, such as OpenLDAP or Microsoft Active Directory Server
2003

A Cisco SPA300 Series or Cisco SPA500 Series IP phone running firmware
version 6.1.3a or higher
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STEP

STEP

STEP

STEP

STEP

STEP

To prepare the LDAP Corporate Directory Search:

Click Admin Login > advanced > System.

In the Optional Network Configuration section, under Primary DNS, enter the IP
address of the DNS server. (Only required if using Active Directory with
authentication set to MD5.)

In the Optional Network Configuration section, under Domain, enter the LDAP
domain. (Only required if using Active Directory with authentication set to MD5.)

Some sites might not deploy DNS internally and instead use Active Directory
2003. In this case, it is not necessary to enter a Primary DNS address and an LDAP
Domain. However, with Active Directory 2003, the authentication method is
restricted to Simple.

Click the Phone tab.

Under LDAP, in the LDAP Dir Enable field, choose yes to enable LDAP and cause
the name defined in LDAP Corp Dir Name to appear in the phone directory.

Configure values for the fields in the following table and click Submit All Changes.

Parameter Description

LDAP Corp Dir Name Enter a free-form text name, such as Corporate
Directory.

LDAP Server Enter a fully qualified domain name or IP address of

LDAP server, in the format nnn.nnn.nnn.nnn.

Enter the host name of the LDAP server if the MD5
authentication method is used.
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Parameter

Description

LDAP Auth Method

Select the authentication method that the LDAP
server requires:

None—No authentication is used between the client
and the server.

Simple—The client sends its fully-qualified domain
name and password to the LDAP server. Might create
security issues.

Digest-MD5—The LDAP server sends authentication
options and a token to the client. The client returns an
encrypted response that is decrypted and verified
by the server.

LDAP Client DN

Enter the distinguished name domain components
[dc] ; for example: dc=cv2bu, dc=com

If using the default Active Directory schema
(Name(cn)->Users->Domain), example of the client
DN:

cn="David Lee",dc=users,dc=cv2bu, dc=com

LDAP Username

Enter the username for a credentialed user on the
LDAP server.

LDAP Password

Enter the password for the LDAP username.

LDAP Search Base

Specify a starting point in the directory tree from
which to search. Separate domain components [dc]
with a comma. For example: dc=cv2bu, dc=com

LDAP Last Name Filter

Define the search for surnames [sn], known as last
name in some parts of the world. For example,
sn: (sn=*$VALUE*) . This searches for the text
string anywhere in the beginning, middle, or at the
end of a name.

You must enter a value in both the last name and first
name fields so that the LDAP corporate directory
option displays on the phone. If both fields are empty,
the directory does not display.
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Parameter

Description

LDAP First Name Filter

Define the search for the common name [cn]. For
example, cn: (cn=*$VALUE*). This searches for
the text string anywhere in the beginning, middle, or
at the end of a name.

You must enter a value in both the last name and first
name fields so that the LDAP corporate directory
option displays on the phone. If both fields are empty,
the directory does not display.

LDAP Search ltem 3

Enter a customized search item. Can be blank if not
needed.

LDAP Item 3 Filter

Enter a customized filter for the searched item. Can
be blank if not needed.

LDAP Search Item 4

Enter a customized search item. Can be blank if not
needed.

LDAP Item 4 Filter

Enter a customized filter for the searched item. Can
be blank if not needed.
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Parameter

Description

LDAP Display Attrs

Enter the format of LDAP results display on phone where:
= a—Attribute name

« cn—Common name

= sn—Surname (last name)

= telephoneNumber—Phone number

= n—Display nhame

For example, n=Phone causes Phone : to be displayed
in front of the phone number of an LDAP query result when
the detail soft button is pressed.

t—type

When t=p, tis of type phone number and the retrieved
number can be dialed. Only one number can be made
dialable. If two numbers are defined as dialable, only the
first number is used. For example, a=ipPhone, t=p;
a=mobile, t=p;

This example results in only the ipPhone number being
dialable and the mobile number is ignored.

=  p—phone number

When p is assigned to a type attribute, example t=p, the
the retrieved number is dialable.

LDAP Number Mapping

With the LDAP number mapping you can manipulate
the number that was retrieved from the LDAP server.
For example, you can append 9 to the number if your
dial plan requires a user to enter 9 before dialing.
Add the 9 prefix by adding (<:9>xx.>) tothe LDAP
Number Mapping field. For example, 555 1212 will
become 9555 1212. Can be blank if not needed.

If you do not manipulate the number in this fashion, a user
can use the Edit Dial feature to edit the number before
dialing out.

For more information on LDAP, including troubleshooting information, see the
Configuring LDAP Directory Search on SPA SIP IP Phones Application Note,
available from http://www.cisco.com/web/partners/sell/smb/products/
voice_and_conferencing.html#~vc_technical_resources (partner log on required).
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Configuring BroadSoft Settings (Cisco SPA300 Series and
Cisco SPA500 Series)

Configuring BroadSoft Directory

The BroadSoft directory service enables users to search and view their personal,
group, or enterprise contacts. This application feature uses BroadSoft's Extended
Services Interface (XSI).

To configure the BroadSoft Directory service:

STEP 1 Click Admin Login > advanced > Voice > Phone.
STEP 2 Under Broadsoft Settings, configure the following:
Directory Enable: Set to yes.

XSl Host Server: Enter the name of the server; for example,
xsp.xdp.broadsoft.com.

Directory Name: Name of the directory. Displays on the user phone as a
directory choice (for example, John’s Personal Directory).

Directory Type: Select the type of BroadSoft directory:

- Enterprise (default): Allows users to search on last name, first name, user
or group ID, phone number, extension, department, or email address.

- Group: Allows users to search on last name, first name, user ID, phone
number, extension, department, or email address.

- Personal: Allows users to search on last name, first name, or telephone
number.

Directory UserlD: BroadSoft User ID of the phone user; for example,
johndoe@xdp.broadsoft.com.

Directory Password: Alphanumeric password associated with the User ID.
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To improve security, the SPA phone firmware places access restrictions on the
host server and directory name entry fields.

Field Access Restriction

Dir. Name Admin password required (if set)
Host Server Admin password required (if set)
Type None

User ID None

Password None

STEP 3 Click Submit All Changes.

Configuring Synchronization of Do Not Disturb and Call
Forward on a Per Line Basis (Applicable to Broadsoft)

Enabling synchronization of Do Not Disturb (DND) and Call Forward (CFWD) allows
the phone to synchronize with the call server (for example, the BroadSoft server)
so that if Do Not Disturb or Call Forwarding settings are changed on the phone,
changes are also made on the server; if changes are made on the server, they are
propagated to the phone. You can enable DND/CFWD per extension.

This feature is disabled by default.
Limitations:

Cisco SPA301 or Cisco SPA501G—The softkey and phone menu settings
are not available.

Cisco SPA509—Lines 9-12 cannot be set by using the SoftKeys or Menu
settings.

Configuring Synchronization of DND and CEWD

To enable synchronization:

STEP 1 Click Admin Login > advanced > Voice.

STEP 2 Click the Ext n tab.
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STEP 3

STEP 4

STEP 5

Under Call Feature Settings in the Device Feature Sync field, choose yes to
enable DND/CFWD.

Under SIP, enable the relevant event package (Talk Package, Hold Package, and
Conference Package).

Click Submit All Changes.

Configuring Synchronization of DND and CEWD by Using the
Configuration File

You can also configure broadsoft DND and CFWD on a per line basis by modifying
your configuration. For example, to configure this feature on line 1, add the
following line to the configuration file:

<Device_Feature Sync_l_ ua="na">Yes</Device Feature Sync_1l >

Configuring Broadsoft ACD Support

To support basic Broadsoft Automatic Call Distribution (ACD), enable the relevant
Broadsoft ACD option. This option is available for each extension under Call
Feature Settings.

The supported values for this option are Yes and No (default).

If you set Broadsoft ACD to Yes, the phone sends a Subscribe message
according to the Broadsoft specification.

If you set Broadsoft ACD to No, the phone may still send out a Subscribe
message because another feature is using ACD, but the phone ignores any Notify
message from the Broadsoft server related to ACD.

Limitations:

Cisco SPA301 or Cisco SPA501G—ACD is not supported. The ACD Login
and Status keys are not visible.

Cisco SPA509—Lines 9-12 cannot be used as ACD Agents since the Lines
cannot be selected for Login/Logout and Agent status.
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Configuring Broadsoft ACD Support

To enable broadsoft ACD support, navigate to Admin Login > advanced > Voice >
Ext n. Under Call Feature Settings, in the Broadsoft ACD list, choose yes to
enable broadsoft ACD support.

You can also configure broadsoft ACD support by adding the following line to your
configuration file to configure this feature on line 1:

<Broadsoft ACD_1_ ua="na">Ye s</Broadsoft_ACD_1_>

Configuring XML Services

The Cisco SPA300 Series and Cisco SPA500 Series IP phones provide support
for XML services, such as an XML Directory Service or other XML applications.

The following table shows some Cisco XML objects that are supported:

Cisco XML Object Supported Phone

CiscolPPhoneMenu Cisco SPASXXG, Cisco SPA30X,
Cisco SPA525G or Cisco SPA525G2

CiscolPPhoneText

CiscolPPhonelnput

CiscolPPhoneDirectory

CiscolPPhonelconMenu

CiscolPPhoneStatus

CiscolPPhoneExecute
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Cisco XML Object

Supported Phone

CiscolPPhonelmage

CiscolPPhonelmageFile

CiscolPPhoneGraphicMenu

CiscolPPhoneFileMenu

CiscolPPhoneStatusFile

CiscolPPhoneResponse

CiscolPPhoneErrror

CiscolPPhoneGraphicFileMenu

Cisco SPA525G or Cisco SPA525G2

Init:CallHistory

Key:Headset

EditDial:n

Cisco SPASXXG

You can use macro variables in XML URLs. The following macro variables are

supported:
User ID—UID1, UID2

Display name—DISPLAYNAME1, DISPLAYNAME?2

Auth ID—AUTHID1, AUTHID2
Proxy—PROXY1, PROXY?2

MAC Address—MA

Product Name—PN

Product Series Number—PSN

Serial Number—SERIAL_NUMBER

For more information on XML support, see the Cisco Small Business Support
community. The URL is given in Appendix B, “Where to Go From Here.”
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STEP 1

STEP 2

STEP 3

STEP 1

STEP 2

STEP 3

To configure the phone to connect to an XML Directory service:

Click Admin Login > advanced > Voice > Phone.
Enter the following information:

XML Directory Service Name: Name of the XML Directory. Displays on the
user phone as a directory choice.

XML Directory Service URL: URL where the XML Directory is located.
Click Submit All Changes.

To configure the phone to connect to an XML application:

Click Admin Login > advanced > Voice > Phone.
Enter the following information:

XML Application Service Name: Name of the XML application. Displays on
the user phone as a menu item.

XML Application Service URL: URL where the XML application is located.

If you have configured an unused line button to connect to an XML application, the
button connects to the URL configured here, unless you enter a different URL when
configuring the line button. See the “Configuring Unused Line Keys to Access
Services” section on page 41.

Click Submit All Changes.
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Configuring Music On Hold

STEP 1

STEP 2

STEP 3

Your phone can play music on hold if it is part of a system that has a music-on-hold
(MOH) server. To configure music on hold:

Click Admin Login > advanced > Voice > Ext_n.

Under Call Feature Settings in the MOH Server field, enter the user ID or the URL of
the MOH streaming audio server. If you enter a user ID (no server), the current or
outbound proxy is contacted. Defaults to blank (ho MOH). If used with a

Cisco SPA9000, it defaults to /music. For more information, see the

Cisco SPA9000 Administration Guide.

Click Submit All Changes.

Configuring Extension Mobility

STEP 1

STEP 2

Extension mobility allows mobile users to access their personalized phone
settings, such as the personal extensions, shared lines, and speed dials, from
other phones. For example, people who work different shifts or who work at
different desks during the week can share an extension, yet have their own
personalized settings. EM is supported for BroadSoft and other servers. EM
dynamically configures a phone according to the current user.

A Login prompt appears on the IP phone screen when EM is enabled on a phone
(for example, a conference room phone). A user can either enter their User ID and
Password to access their personal phone settings, or ignore the login and use the
phone as a guest. After logging on, users have access to personal directory
numbers, services, speed dials, and other properties on the phone. When a user
logs out, the phone reverts to a basic profile with limited features enabled.

This feature is not available on the Cisco WIP310.

To configure extension mobility:

Click Admin Login > advanced > Voice > Phone.

Under Extension Mobility, in the EM Enable field, choose yes to enable.
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STEP 3 Inthe EM User Domain field, enter the domain for the phone, or the authentication
server. For example, @domain . com, which is appended to the user ID
(userID@domain.com) for authentication to the HTTP server.

STEP 4 Click Submit All Changes. The phone reboots.

You must also configure the Extension Mobility parameters in the profile rule field
in the Provisioning tab. See the Provisioning Parameters for 