I
CISCO.

Design Guide for the Cisco Unified
Videoconferencing Solution Using
Desktop Component Release 7.1
May 2010

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000

800 553-NETS (6387)
Fax: 408 527-0883

Text Part Number: OL-22089-01


http://www.cisco.com

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL
STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT
SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE
OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB'’s public
domain version of the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “ASIS” WITH
ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT
LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF
DEALING, USAGE, OR TRADE PRACTICE.

IN'NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING,
WITHOUT LIMITATION, LOST PROFITSORLOSSORDAMAGE TODATA ARISING OUT OF THEUSE ORINABILITY TOUSE THISMANUAL, EVEN IF CISCO
OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

CCDE, CCENT, CCsl, Cisco Eos, Cisco Explorer, Cisco HealthPresence, Cisco IronPort, the Cisco logo, Cisco Nurse Connect, Cisco Pulse, Cisco SensorBase,

Cisco StackPower, Cisco StadiumVision, Cisco TelePresence, Cisco TrustSec, Cisco Unified Computing System, Cisco WebEx, DCE, Flip Channels, Flip for Good, Flip
Mino, Flipshare (Design), Flip Ultra, Flip Video, Flip Video (Design), Instant Broadband, and Welcome to the Human Network are trademarks,; Changing the Way We Work,
Live, Play, and Learn, Cisco Capital, Cisco Capital (Design), Cisco:Financed (Stylized), Cisco Store, Flip Gift Card, and One Million Acts of Green are service marks; and
Access Registrar, Aironet, AllTouch, AsyncOS, Bringing the Meeting To Y ou, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, CCVP, Cisco, the

Cisco Certified Internetwork Expert logo, Cisco 10S, Cisco Lumin, Cisco Nexus, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Collaboration Without Limitation, Continuum, EtherFast, EtherSwitch, Event Center, Explorer, Follow Me Browsing, GainMaker, iLYNX, 10S, iPhone, IronPort, the
IronPort logo, Laser Link, LightStream, Linksys, MeetingPlace, MeetingPlace Chime Sound, MGX, Networkers, Networking Academy, PCNow, PIX, PowerKEY,
PowerPanels, PowerTV, PowerTV (Design), PowerVu, Prisma, ProConnect, ROSA, SenderBase, SMARTnet, Spectrum Expert, StackWise, WebEx, and the WebEx logo are
registered trademarks of Cisco and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or website are the property of their respective owners. The use of the word partner does not imply a partnership relationship
between Cisco and any other company. (1002R)

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and figures included in the
document are shown for illustrative purposes only. Any use of actual |P addresses in illustrative content is unintentional and coincidental.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
© 2010 Cisco Systems, Inc. All rights reserved.



CONTENTS

chapTer 1 Selecting a Deployment Topology ~ 1-1

About Cisco Unified Videoconferencing Solution Deployments  1-1
Selecting a Deployment  1-2
Selecting a Deployment Topology ~ 1-2
Selecting Components  1-3

About a Basic Deployment of the Cisco Unified Videoconferencing Solution  1-4
Basic Deployment Functionality =~ 1-5
Basic Deployment Limitations  1-6

About a Small Centralized Topology of the Cisco Unified Videoconferencing Solution  1-6
Small Centralized Deployment Functionality — 1-8
Small Centralized Deployment Limitations  1-9

About a Large Centralized Topology of the Cisco Unified Videoconferencing Solution  1-10
Large Centralized Deployment Functionality — 1-11
Large Centralized Deployment Limitations ~ 1-12

About Large Distributed Single-zone Deployment of the Cisco Unified Videoconferencing Solution  1-12
Large Distributed Single-zone Deployment Functionality ~ 1-14
Large Distributed Single-zone Deployment Limitations  1-15

CHAPTER 2 Installing and Upgrading Components of the Cisco Unified Videoconferencing Solution  2-1

Prerequisites for Installing the Cisco Unified Videoconferencing Solution Components ~ 2-2
Cisco Unified Videoconferencing Solution Installation ~ 2-2

About Installing Cisco Unified Videoconferencing Solution Hardware Components  2-5

How to Install Cisco Unified Videoconferencing Solution Software Components  2-5
Installing the Resource Manager Component of the Cisco Unified Videoconferencing Manager — 2-6
Installing Cisco Unified Videoconferencing Desktop Server  2-6

About Upgrades  2-6

cHapTER 3 Configuring Cisco Unified Videoconferencing Solution Components ~ 3-1
How to Configure a Cisco Unified Videoconferencing Desktop Server — 3-1
Cisco Unified Videoconferencing Desktop Server ~ 3-2
Cisco Unified Videoconferencing Desktop Recording Server  3-2
Cisco Unified Videoconferencing Desktop Streaming Server ~ 3-2
Configuring Basic Cisco Unified Videoconferencing Desktop Server Settings ~ 3-3
Configuring Meeting Access Instructions ~ 3-5

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
[ oL-22089-01 .“



W Contents

Restricting H.323 Ports between Cisco Unified Videoconferencing Desktop Server and MCU ~ 3-5
How to Configure an MCU  3-6
Performing Basic Configuration of Cisco Unified Videoconferencing 3500 MCU  3-6
Performing Basic Configuration of the Cisco Unified Videoconferencing 5000 Series MCU ~ 3-7
Configuring Auto-Attendant Feature in Multiple-MCU Deployments 3-8
Configuring Cisco Unified Videoconferencing 3500 Series Gateway — 3-9
How to Configure Cisco Unified Videoconferencing Manager  3-11
Performing Basic Cisco Unified Videoconferencing Manager Configuration  3-11
Configuring an Auto-Attendant Session ~ 3-15
How to Configure Solution Components for Recording  3-15
Configuring Cisco Unified Videoconferencing Desktop Server for Recording  3-16
Configuring Cisco Unified Videoconferencing Manager for Recording ~ 3-19
Configuring a Gatekeeper  3-21
How to Configure Cisco Unified Videoconferencing Desktop Server to Allow Streaming ~ 3-21
Desktop Server Limitations ~ 3-22
Guidelines for Configuring Streaming in Load Balancing Deployments  3-22
Configuring This Desktop Streaming Server to Manage Streaming ~ 3-22
Configuring an Alternate Desktop Server for Watching Webcasts — 3-23
Configuring Streaming for Playback Using the UDP Connection  3-24
How to Enable Streaming Over Port 80  3-24
How to Configure Third-Party Equipment  3-26
Configuring a Firewall ~ 3-27

cHaprTER 4 Configuring Cisco Unified Videoconferencing Desktop Servers for Scalability and High
Availability  4-1

Scalability with Round Robin DNS  4-1
Round Robin DNS Functionality  4-1
Round Robin DNS Limitations ~ 4-2

Scalability with Generic Load Balancer  4-2
Generic Load Balancer Functionality ~ 4-2
How to Configure Round Robin DNS and Generic Load Balancers ~ 4-2
Generic Load Balancer Limitations ~ 4-7

Scalability with Radware WSD ~ 4-7
Radware WSD Functionality — 4-7
How to Configure Radware WSD ~ 4-7
Radware WSD Limitations ~ 4-11

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
[ iv | 0L-22089-01 |



cHAPTER 5

APPENDIX A

APPENDIX B

Contents I

Testing your Cisco Unified Videoconferencing Solution Deployment  5-1

Testing Desktop Connectivity ~ 5-1

Testing Room System Connectivity and Moderation ~ 5-2
Testing Webcast Access  5-2

Testing gateway Functionality  5-3

Testing Load Balancing  5-3

Finding Further Information  5-4

Configuring Secure Connection Between Cisco Unified Videoconferencing Solution
Components  A-1

About Server Certificates  A-1
Configuring Secure Access to the Cisco Unified Videoconferencing Manager — A-2

Configuring Secure Access to Cisco Unified Videoconferencing Desktop Server  A-4
Configuring Cisco Unified Videoconferencing Desktop Server to Use HTTPS ~ A-4
Configuring Conference Server with a Certificate  A-5
Configuring Desktop Clients to Accept Generated Certificate Located on the Conference Server  A-6

Configuring Secure Communication Between Cisco Unified Videoconferencing Desktop Server and
Cisco Unified Videoconferencing Manager ~ A-7

Configuring Cisco Unified Videoconferencing Desktop Server and Cisco Unified Videoconferencing
Manager to Use Encryption ~ A-7

Enabling Mutual Authentication  A-8
Configuring Windows Firewall ~ A-12
Example of Using the Microsoft Certificate Service — A-13
Configure Desktop When Using Microsoft CA  A-13
Generating a PKCS12 Certificate Using Microsoft Certificate Service  A-14
Export the Certificate ~ A-15
Importing the Server Certificate into the Personal Certificate Store on the Local Computer  A-16

Configuring Dual-NIC Cisco Unified Videoconferencing Solution Deployments  B-1
About the Functionality of Dual-NIC Deployments  B-1

Using Cisco Unified Videoconferencing Desktop Server in Dual-NIC Deployments  B-2
Installing Cisco Unified Videoconferencing Desktop Server with Dual-NIC ~ B-2
Limiting Available IP Addresses in a Dual-NIC Deployment  B-3

Configuring Settings for Dual/Single-NIC Deployments  B-3
Deployment Examples  B-4
Configuring Cisco Unified Videoconferencing Desktop Server Network Interface  B-5
Modifying Static Routing Configuration ~ B-6

[ oL-22089-01

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1 g



W Contents

appenpix C Configuring the Cisco Unified Videoconferencing Manager Prefix — c-1

apPENDIX D Configuring a Firewall  D-1
Firewall Rules D-1
NAT Rules  D-5

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
[ vi | 0L-22089-01 |



- About Cisco Unified Videoconferencing Solution Deployments, page 1-1

- About aBasic Deployment of the Cisco Unified Videoconferencing Solution, page 1-4
- About a Small Centralized Topology of the Cisco Unified Videoconferencing Solution, page 1-6
- About aLarge Centralized Topology of the Cisco Unified Videoconferencing Solution, page 1-10

« About Large Distributed Single-zone Deployment of the Cisco Unified Videoconferencing Solution,
page 1-12

About Cisco Unified Videoconferencing Solution Deployments

Deployments described in this chapter suit a Cisco Unified Videoconferencing Desktop Server with a
single NIC. However, Cisco Unified Videoconferencing Desktop Server is designed to handle advanced
topologies involving dual-NIC deployments. For information about dual-NIC deployments, see
Appendix B, “Configuring Dual-NIC Cisco Unified Videoconferencing Solution Deployments”.

Deployments use these connections:

» Tunneled—The normal UDP or TCP ports used for the media or control are not open in the complete
path from Desktop Client to Cisco Unified Videoconferencing Desktop Server allowing you to use
either alimited UDP port or a TCP port or just HTTP. The media is repacketized to accommodate
the open connection; in some instances the mediais made compatible with HTTP in order to tunnel
through open ports or proxy servers. For the real time media this means:

— For Desktop Client—SRTP/RTP/UDP traffic is tunneled through TCP or HTTP on port 80 or
443,

— For streaming—TCP port 7070 or port 80 is used for web access and control (port 80, 443 or
8080).

— For web access and conference control—TCP port 80, 443 or 8080 is used.

» Untunneled—The normal port ranges of operation for UDP or TCP are opened so that the Desktop
Client or Cisco Unified Videoconferencing Desktop Server can communicate without repackaging
or redirecting to alternate ports or protocol (UDPto TCP or HTTP).

» Selecting a Deployment, page 1-2
» Selecting a Deployment Topology, page 1-1
» Selecting Components, page 1-3
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Chapter1  Selecting a Deployment Topology |

B About Cisco Unified Videoconferencing Solution Deployments

Selecting a Deployment

To select your deployment, review the list of features different Cisco Unified Videoconferencing
Solution deployments provide and determine the deployment that meets your needs.

Table 1-1 Selecting a Deployment
If you want to provide this functionality Select this deployment
- Group conferencing Basic deployment

» Moderating meetings using Desktop Client
interface or Cisco Unified
Videoconferencing 3500 MCU Conference
Control interface

« Recording and playback
» Sametime Integration

» Capacity—support as many callsasasingle
Cisco Unified Videoconferencing 3500 MCU
is capable of supporting

- Group conferencing Advanced deployment, including the following
topologies

- Small Centralized
« Large Centralized
« Distributed Single-Zone

» Personal virtual rooms
« Multiple Desktop portals
« Multiple MCUs

» Scalable recording and playback of both
public and private recordings

» Scheduling and reservation through Desktop
Outlook Plug-in or the Cisco Unified
Videoconferencing Manager Outlook Add-on

« Service preservation
« Built-in NAT and Firewall Traversal
« Sametime integration

» Hosting third-party H.323 and SIP endpoint
on Cisco Unified
Videoconferencing 3545 EMP

Selecting a Deployment Topology

» About Cisco Unified Videoconferencing Solution Deployments, page 1-1

- About a Basic Deployment of the Cisco Unified Videoconferencing Solution, page 1-4

« About a Small Centralized Topology of the Cisco Unified Videoconferencing Solution, page 1-6
« About aLarge Centralized Topology of the Cisco Unified Videoconferencing Solution, page 1-10

» About Large Distributed Single-zone Deployment of the Cisco Unified Videoconferencing Solution,
page 1-12
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[ 12 | 0L-22089-01 |



| Chapterl Selecting a Deployment Topology

About Cisco Unified Videoconferencing Solution Deployments

Selecting Components

Table 1-2 lists components deployed in different deployments.

Table 1-2 Selecting Components
For this deployment You can deploy these components
Basic - Cisco Unified Videoconferencing Desktop Server (including the

Streaming and Recording Server)

« Single Cisco Unified Videoconferencing 3500 Series MCU and
Cisco Unified Videoconferencing 3545 EMP or Cisco Unified
Videoconferencing 5000 Series MCU

» Cisco |OS H.323 Gatekeeper (optional)
Advanced - Cisco Unified Videoconferencing components:

— Cisco Unified Videoconferencing Desktop Server
— Streaming Server

— Recording Server

— Presence Server

— Cisco Unified Videoconferencing Manager

— Multiple Cisco Unified Videoconferencing 3500 Series
MCUs with EMPs and/or Cisco Unified Videoconferencing
5000 Series MCUs

— Cisco |0S H.323 Gatekeeper (neighbored)
- SIPB2BUA
e Third-party components:
— Load balancer
— SIP Proxy
— H.323 gatekeepers
» Optional third-party components:
— IBM Domino
— IBM Sametime Connect
— IBM Web Collaboration
— Microsoft Server domain
— Microsoft Exchange Server
— Microsoft Active Directory
— Microsoft Office Communications Server (OCS)

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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M About a Basic Deployment of the Cisco Unified Videoconferencing Solution

About a Basic Deployment of the Cisco Unified
Videoconferencing Solution

Note

Thisisthe most basic deployment availableif the Cisco Unified Videoconferencing Desktop Server uses
asingle NIC card. This deployment is particularly attractive for small and medium enterprises having a
single main site.

If necessary, you can configure a second NIC with a private address for the Cisco Unified
Videoconferencing Desktop Server.

This topology contains these solution components:
- Cisco Unified Videoconferencing Manager with the following components activated:
— Desktop
— Desktop Streaming Server
— Desktop Recording Server
— Internal Gatekeeper (optional)
%‘4

Note Al components are installed, but only the above components are required for this type of
deployment and only these components are activated.

» Cisco Unified Videoconferencing 3500 MCU or Cisco Unified Videoconferencing 5000 Series
MCU

The connection outside the enterprise is handled by the Desktop Client only.
Figure 1-1 shows basic Cisco Unified Videoconferencing Solution deployment.

] Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Selecting a Deployment Topology

Note

About a Basic Deployment of the Cisco Unified Videoconferencing Solution 1l

Figure 1-1 Basic Deployment
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We recommend to open UDP ports on the firewall for Real Time Transport Protocol for the untunneled
connection between the Desktop Client and the Cisco Unified Videoconferencing Desktop Server.

Related Topics
- Basic Deployment Functionality, page 1-5

» Basic Deployment Limitations, page 1-6

Basic Deployment Functionality

This solution supports conference participants belonging to the same enterprise. The deployment allows
moderation of meetings using either the Desktop Client interface or the Conference Control interface of
the MCU. The Desktop technology supports firewall and NAT traversal for Desktop connection via
public networks.

This solution also supports | P dialing to the MCU and the auto-attendant (video 1VR) feature. The MCU
IP address should be used for IP dialing into the auto-attendant (video IVR) systems.

To enablethe video VR feature for external users, the MCU I P address must be remotely accessible and
you must configure the internal and external firewall for H.323 signaling.

The number of desktops and room systems that can attend the same meeting depends on the MCU model
and configuration deployed.

To configure afirewall correctly for this deployment, see recommendations described in Configuring
Windows Firewall, page A-12.

[ oL-22089-01
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M About a Small Centralized Topology of the Cisco Unified Videoconferencing Solution

Basic Deployment Limitations

This topology does not support the resource reservation feature.

The IP dialing for this deployment is only supported inside the private network.When a tunnelled
connection is used, the rate of TCP callsislimited to 384 Kbps.

Since the Resource Manager component of the Cisco Unified Videoconferencing Manager is not
activated in this topology, features such as virtual rooms, automatic MCU cascading and conference
resource reservation are not supported.

This topology has only one MCU component; therefore, a conference cannot span multiple MCUs. In
this case automatic cascading is not possible.

About a Small Centralized Topology of the Cisco Unified
Videoconferencing Solution

This deployment suits medium and large networks, and provides this functionality:

« Usesasingle Cisco Unified Videoconferencing Desktop Server together with multiple MCU
components to connect desktop clients both inside and outside the corporate network.

- Connects room systems inside a corporate network.

» Conferencing solution for ISDN systems on the PSTN network using Cisco Unified
Videoconferencing 3500 Series Gateways.

» Usesthe Resource Manager component to provide scheduling, resource reservation, virtual MCU
scalability across multiple MCUs.

- Support for IP dialing both from inside and outside the enterprise network.

- Support for auto-attendant (video 1VR) which allows a participant using an endpoint to hear and
view alist of conferences currently running on all MCUs and to join one of them.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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About a Small Centralized Topology of the Cisco Unified Videoconferencing Solution 1l

Figure 1-2 Small Centralized Deployment
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Note  We recommend to open UDP ports on the firewall for Real Time Transport Protocol for the untunneled
connection between the Desktop Client and the Cisco Unified Videoconferencing Desktop Server.

This deployment typically includes these components:

- Multiple Cisco Unified Videoconferencing 3500 MCU or Cisco Unified Videoconferencing 5000
Series MCU—L ocated in the firewall-protected private network.

» Cisco Unified Videoconferencing Desktop Server—L ocated in the firewall-protected DMZ.

» Cisco Unified Videoconferencing Manager—Provides support of Directory Server integration and
virtual rooms as well as user management including user authentication. Located in the
firewall-protected DMZ. This component can be installed on the same server as Cisco Unified
Videoconferencing Desktop Server or Cisco Streaming Server, or on separate dedicated servers for
better performance and capacity.

» Cisco |0S H.323 Gatekeeper—L ocated in the firewall-protected network.
» Room videoconferencing systems

- Cisco Unified Videoconferencing 3500 Series Gateways

- |ISDN videoconferencing endpoints on the PSTN/ISDN network

For this deployment, the Desktop and Streaming components of the Cisco Unified Videoconferencing
Manager are typically installed on the same server as the Cisco Unified Videoconferencing Manager.
Multiple MCUs are located on the private network.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
[ oL-22089-01 .m



Chapter1  Selecting a Deployment Topology |

M About a Small Centralized Topology of the Cisco Unified Videoconferencing Solution

Related Topics
- Small Centralized Deployment Functionality, page 1-8

- Small Centralized Deployment Limitations, page 1-9

Small Centralized Deployment Functionality

The Cisco Unified Videoconferencing Desktop Server resides in the DMZ. The deployment supports:
- Desktop Clients both inside and outside the corporate network
« Room systems inside the corporate network
- Directory Server integration
- Video conference scheduling viaweb or Microsoft Outlook
- MCU resource reservation for scheduled conferences
- Virtualization of multiple-MCU deployments for seamless scalability
» |ISDN systems on the PSTN/ISDN network
« [P dialing from inside the enterprise network
« Auto-attendant (video IVR) which allows to join any current conference.

To configure afirewall correctly for this deployment, see recommendations described in Configuring
Windows Firewall, page A-12.

About Using Cisco Unified Videoconferencing 3500 MCUs and Cisco Unified Videoconferencing
5000 Series MCUs in the Same Deployment

In deployments using both Cisco Unified Videoconferencing 3500 MCU and Cisco Unified
Videoconferencing 5000 Series MCU, the MCUs are managed by Cisco Unified Videoconferencing
Manager.

For consistent user experience and most effective utilization of the resources, we recommend that you
define and distinguish between types of services. For example, service prefixes XX on the Cisco Unified
Videoconferencing 3500 MCU and service prefixes YY defined on the Cisco Unified
Videoconferencing 5000 Series MCU.

These types of services can then be provisioned accordingly to the various user groups in the
organization (for example, while one user group receives Cisco Unified Videoconferencing 5000 Series
MCU High Definition Services, other user groups receive the Cisco Unified

Videoconferencing 3500 MCU Standard Definition Services) or be defined as different service typesto
different types of meetings (for example, low bandwidth, Standard Definition, Desktop-only meetings
using Cisco Unified Videoconferencing 3500 MCU Service, High Bandwidth Desktop and Room-based
Systems, requiring HD video, are using Cisco Unified Videoconferencing 5000 Series MCU Service).

When virtual rooms are deployed, each virtual room can be associated to the relevant service prefix,
according to the owner’s group provisioning and without affecting the dial plan. In this case the same
virtual room prefix isused for all users; each user group is associated to the relevant service prefix and
therefore to the Cisco Unified Videoconferencing 3500 MCU or Cisco Unified Videoconferencing 5000
Series MCU pool of resources.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Note

About a Small Centralized Topology of the Cisco Unified Videoconferencing Solution 1l

Multiple virtual rooms per person can also be defined. Each virtual room is associated to its required
service type. For example, one virtual room may be associated to a Cisco Unified

Videoconferencing 3500 M CU Service Prefix XX and used for the My Desktop-only standard definition
meetings, while another virtual room is associated to a Cisco Unified Videoconferencing 5000 Series
MCU Service Prefix YY and used for the My Desktop & Rooms high definition meetings.

Cisco Unified Videoconferencing Manager version 7.1 introduces fallback meeting types, enabling you
to configure an automatic fallback from one MCU to another to ensure constant up-time in the event of
an MCU failure or lack of resources. This feature allows you to specify one MCU as the default device,
like a Cisco Unified Videoconferencing 5000 Series MCU, while a different MCU is defined as the
fallback device.

If the MCU fails when a scheduled or ad-hoc meeting is about to start, the system automatically turnsto
the fallback M CU, allowing the meeting to take place as planned. The dial plan remains unchanged and
participants may use the original published meeting number to join.

We recommend using the Cisco Unified Videoconferencing 5000 Series MCU as the main device, and
using a Cisco Unified Videoconferencing 3500 MCU as the fallback. This provides the best user
experience and high availability when an MCU failure or lack of resources occurs.

The fallback feature can also be used to switch the media used in a call. For example, you can define a
fallback from a video-enabled meeting type to an audio-only meeting type.

While it is not a recommended approach, cascading the Cisco Unified Videoconferencing 3500 MCU
and Cisco Unified Videoconferencing 5000 Series MCU, is possible when performed manually. To
perform manual cascading, dial out from a conference running on the MCU belonging to one type to a
second conference running on the MCU of other type. Once established, the cascaded conference is
seamlessly managed by the latest release of the Cisco Unified Videoconferencing Manager in terms of
conference control and moderation capabilities.

In both centralized and distributed topol ogies of advanced mixed-MCU deployments, the auto attendant
feature, is also supported and shows ongoing conferences running on MCUs of both types.

Small Centralized Deployment Limitations

Because all components of Cisco Unified Videoconferencing Manager areinstalled in asingle server in
the DM Z, the maximum capacity achievable on supported Cisco Media Convergence Servers (MCS) is
50 simultaneous Desktop client connections and 150 simultaneous live conference streams.

The network must provide sufficient bandwidth between the DMZ and internal network to support up to
250 endpoints, depending on the license.When a tunnelled connection is used, the rate of TCP callsis
limited to 384 Kbps.

The network must provide sufficient bandwidth between the DMZ and internal network to support up to
250 endpoints, depending on the license.When a tunnelled connection is used, the rate of TCP callsis
limited to 384 Kbps.

Toincrease scalability by expanding the small centralized deployment, you can install the Streaming and
Recording components on separate servers.

[ oL-22089-01
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M About a Large Centralized Topology of the Cisco Unified Videoconferencing Solution

About a Large Centralized Topology of the Cisco Unified
Videoconferencing Solution

This deployment suits large enterprises providing:

- Conferencing solution using multiple Cisco Unified Videoconferencing Desktop Servers together
with multiple Cisco Unified Videoconferencing 3500 MCU or Cisco Unified Videoconferencing
5000 Series MCU components to provide scalable support of Desktop participants both inside and

outside the corporate network.

- Conferencing solution for room systems inside the corporate network using the Internal Gatekeeper.

» Conferencing solution for ISDN systems on the PSTN network using Cisco Unified
Videoconferencing 3500 Series Gateways.

« [P dialing from external H.323 endpoints.

Figure 1-3 shows the large centralized Cisco Unified Videoconferencing Solution deployment.

Figure 1-3 Large Centralized Deployment
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Note  We recommend to open UDP ports on the firewall for Real Time Transport Protocol for the untunneled

connection between the Desktop Client and the Cisco Unified Videoconferencing Desktop Server.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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About a Large Centralized Topology of the Cisco Unified Videoconferencing Solution

This deployment typically includes these components:

- Multiple Cisco Unified Videoconferencing 3500 MCU or Cisco Unified Videoconferencing 5000
Series MCU components—L ocated in the firewall-protected private network.

- Cisco Unified Videoconferencing SolutionCisco Unified Videoconferencing Manager components:

— Cisco Unified Videoconferencing Desktop Servers —Multiple servers deployed in the firewall
protected DMZ. The load from the Desktop participant connections is evenly distributed
between the Desktop Servers by clustering or a load balancer (see Configuring Cisco Unified
Videoconferencing Desktop Servers for Scalability and High Availability, page 4-1)

— In cases where the load balancer is deployed we recommend to configure the load balancing
deployment so that Desktop Clients joining the same meeting are routed to the same
Cisco Unified Videoconferencing Desktop Server.

Note  Additional Cisco Unified Videoconferenci ng Desktop Servers can be deployed for secure
internal access.

— Desktop Streaming Server—Dedicated server for live streaming audience.

— Resource and Network Manager Server, including the Internal Gatekeeper—Providing the
scheduling, resource reservations, virtualization of multiple MCUs, and network management
of videoconferencing infrastructure.

— Desktop Recording Servers—L ocated in the firewall-protected DMZ.

- Cisco Unified Videoconferencing 3500 Series Gateway—L ocated on the firewall-protected private
network.

» Room (H.323, SIP, SCCP) videoconferencing endpoints
« |SDN (H.320) videoconferencing endpoints on the PSTN/ISDN network

Note  For optimal streaming scalability, we recommend installing the Streaming Server and the Desktop
Recording Server components on a separate server. You can also deploy a Streaming Server and a
Desktop Recording Server per each Cisco Unified Videoconferencing Desktop Server for enhanced
scalability.

Related Topics
» Large Centralized Deployment Functionality, page 1-11

» Large Centralized Deployment Limitations, page 1-12

Large Centralized Deployment Functionality

The deployment supports Desktop participants both inside and outside the corporate network, and room
systems inside the corporate network. The deployment also supports ISDN systems on the PSTN/ISDN
network. Cisco Unified Videoconferencing Manager provides scheduling, resource reservation, network
management, support of Directory Server integration and virtual rooms (reservationless personal
videoconferencing IDs).

To configure afirewall correctly for this deployment, see recommendations described in Configuring
Windows Firewall, page A-12.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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B About Large Distributed Single-zone Deployment of the Cisco Unified Videoconferencing Solution

For more information about deploying MCUs of different types in the same deployment, see About
Using Cisco Unified Videoconferencing 3500 MCUs and Cisco Unified Videoconferencing 5000 Series
MCUs in the Same Deployment, page 1-8.

Large Centralized Deployment Limitations

The deployment requires a load balancer. However, aload balancer is not necessary for using Desktop
in streaming mode. The chat and ‘raise hand’ Desktop participant features do not function properly in
deploymentswith multiple Cisco Unified Videoconferencing Desktop Servers. If multiple Cisco Unified
Videoconferencing Desktop Servers are used in the same call, additional MCU ports are used. The IP
dialing into auto-attendant (video IVR) systems is supported for internal network H.323 systems only.

To enable the video I VR feature for external users, the MCU and Cisco 10S H.323 Gatekeeper IP
addresses must be remotely accessible and you must configure the internal and external firewall for
H.323 signaling.

About Large Distributed Single-zone Deployment of the
Cisco Unified Videoconferencing Solution

This deployment suits large multi-site enterprises providing:

Conferencing solution using multiple Cisco Unified Videoconferencing Desktop Servers with
multiple Cisco Unified Videoconferencing 3500 MCU/EMP or Cisco Unified Videoconferencing
5000 Series MCU systems for each location to provide scalable Desktop Clients both inside and
outside the corporate network.

Support for multiple Desktop Clients both inside and outside the corporate network, and room
systems inside the corporate network.

Conferencing solution for ISDN systems on the PSTN network using Cisco Unified
Videoconferencing 3500 Series Gateway.

Bandwidth and conferencing resources management solution using Cisco Unified
Videoconferencing Manager.

IP dialing support and enterprise-wide auto-attendant (video IVR).

Figure 1-4 shows the large distributed single-zone Cisco Unified Videoconferencing Solution
deployment.

] Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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About Large Distributed Single-zone Deployment of the Cisco Unified Videoconferencing Solution

Figure 1-4 Large Distributed Single-Zone Deployment
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This deployment includes these components:

- Multiple Cisco Unified Videoconferencing 3500 MCU with EMP or Cisco Unified
Videoconferencing 5000 Series M CU—L ocated on the firewall-protected enterprise network, to
support virtual meetings across zones.

- Cisco Unified Videoconferencing Desktop Servers—L ocated on the firewall-protected enterprise
network for enterprise users, or in the DMZ to allow external users to connect. Each branch office
is equipped with Cisco Unified Videoconferencing Desktop Servers to provide Desktop Client
services coverage to the specific geographical area.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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B About Large Distributed Single-zone Deployment of the Cisco Unified Videoconferencing Solution

- Cisco Unified Videoconferencing Manager—L ocated on the firewall-protected enterprise network
at the headquarters site. It accesses each Desktop which can be secured with TLS encryption.

» Alternate Cisco |0S H.323 Gatekeeper—L ocated on the firewall-protected enterprise network at the
headquarters site, to route calls to multiple MCUs in different zones.

- Cisco Unified Videoconferencing 3500 Series Gateway—L ocated on the firewall-protected
enterprise network, each branch office is equipped with Cisco Unified Videoconferencing 3500
Series Gateway to provide ISDN room system services coverage to the specific geographical area.

« Internal Enterprise Room systems

« |SDN endpoints on the PSTN/ISDN network
- SIP B2BUA—Routes SIP calls

- Desktop Streaming Servers

- Desktop Recording Servers

Related Topics
» Large Distributed Single-zone Deployment Functionality, page 1-14

» Large Distributed Single-zone Deployment Limitations, page 1-15

Large Distributed Single-zone Deployment Functionality

The large distributed single-zone deployment consists of a headquarters site and several remote sites
which are referred to as “islands’. Cisco Unified Videoconferencing Manager situated at the
headquarters site is used to manage all deployment components and resources in agreement with the
network topology configuration. For example, if avideo conference is created on island A, users from
island B can join the conference using theisland B Cisco Unified Videoconferencing 3500 MCU,
because Cisco Unified Videoconferencing Manager can manage cascading between island A MCU and
island B MCU, allowing the users to seamlessly join the conference.

Note  In multiple-MCU deployments using both Cisco Unified Videoconferencing 3500 MCUs and
Cisco Unified Videoconferencing 5000 Series MCUs, Cisco Unified Videoconferencing Manager can
manage automatic cascading only between MCUs of the same type. Cascading between MCUs of
different types can be achieved by manual cascade. For more information, see About Using
Cisco Unified Videoconferencing 3500 M CUsand Cisco Unified Videoconferencing 5000 SeriesMCUs
in the Same Deployment, page 1-8.

While a Desktop conference is created at the Cisco Unified Videoconferencing Desktop Server located
on one of the islands, users from any island in the topology can connect to it due to Cisco Unified
Videoconferencing Manager resource management.

Cisco Unified Videoconferencing Manager provides support for Directory Server integration and virtual
rooms of multi-site enterprises.

This deployment supports up to 250 Desktop Clients per Cisco Unified Videoconferencing Desktop
Server.

This deployment assumes that islands are interconnected using a third-party VPN solution. Islands
which are connected to unprotected public network, such as Internet, must be protected by a firewall.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
[ 1-14 | 0L-22089-01 |



| Chapterl Selecting a Deployment Topology

About Large Distributed Single-zone Deployment of the Cisco Unified Videoconferencing Solution

Large Distributed Single-zone Deployment Limitations

A single-zone dial plan must be used since this deployment supports only the single H.323 zone
topol ogy.

When atunnelled connection is used, the rate of TCP callsis limited to 384 Kbps.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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CHAPTER 2

Installing and Upgrading Components of the
Cisco Unified Videoconferencing Solution

This chapter describes Cisco Unified Videoconferencing Solution Server hardware requirements,
installation procedures for Cisco Unified Videoconferencing Manager and Cisco Unified
Videoconferencing Desktop Server, and upgrade information. The following topics are covered:

» Prerequisites for Installing the Cisco Unified Videoconferencing Solution Components, page 2-2
« About Installing Cisco Unified Videoconferencing Solution Hardware Components, page 2-5
- How to Install Cisco Unified Videoconferencing Solution Software Components, page 2-5

« About Upgrades, page 2-6
)

Note  Werecommend that you perform installation procedures in the order described in this chapter.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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B Prerequisites for Installing the Cisco Unified Videoconferencing Solution Components

Prerequisites for Installing the Cisco Unified
Videoconferencing Solution Components

Table 2-1 describes the prerequisites for installing Cisco Unified Videoconferencing Solution
components.

Table 2-1 Prerequisites for Installing Cisco Unified Videoconferencing Solution Components

For This Component Do This

Hardware components  Prepare and mount these hardware components:
- Cisco Unified Videoconferencing 3500 MCUs and EMPs
» Cisco Unified Videoconferencing 3500 Series Gateway
» Cisco Media Convergence Server (MCS)
Software components  Verify you have these items:
» Desktop product CD-ROM
« Desktop license key

- Cisco Unified Videoconferencing Manager product CD-ROM

- Cisco Unified Videoconferencing Manager permanent license and serial
number

» Cisco Unified Videoconferencing 3500 MCU and EMP product
CD-ROMs

- Cisco MCS Server operating system CD-ROM (shipped with
Cisco Unified Videoconferencing Manager product CD-ROMS)

Related Topics

« For information about the Cisco Unified Videoconferencing 3500 MCU and Cisco Unified
Videoconferencing 3500 Series Gateway, see the User Guides at:
http://www.cisco.com/en/US/products/hw/video/ps1870/products_user_guide_list.html.

» For information about the Cisco Unified Videoconferencing 5000 Series MCU, see the User Guides
at http://www.cisco.com/en/US/products/ps10767/products_user_guide_list.html and
http://www.cisco.com/en/US/products/ps10463/products_user_guide_list.html.

« For more information about Cisco MCS Servers, see Table 2-3 on page 4.

- For information about obtaining appropriate Cisco Unified Videoconferencing Manager and
Desktop license keys, see the Cisco Unified Videoconferencing Manager License Fulfillment
Instruction at: http://cisco.com/en/US/products/ps7088/prod_installation_guides_list.html.

Cisco Unified Videoconferencing Solution Installation

» Server Preparation, page 2-3
« Providing Sufficient Bandwidth, page 2-3

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Prerequisites for Installing the Cisco Unified Videoconferencing Solution Components 1l

Server Preparation

You must use either the Cisco MCS 7825, Cisco MCS 7835 or Cisco MCS 7845 RC1 Servers for the
Cisco Unified Videoconferencing Manager installation.

Observe these guidelines to prepare a server for the Cisco Unified Videoconferencing Solution
installation:

» Usetheright duplex configuration on your Ethernet NIC cards. It is essential for optimizing the
videoconferencing experience.

» Use 100 Mb full duplex NIC settings for the switch and the Cisco Unified Videoconferencing
Solution server.

« If you use a Gigabit NIC and switch, set the duplex setting to auto-sense. Do not use the auto-sense
setting if you are not using a Gigabit NIC and switch because auto-sense might cause significant
packet loss.

» Use a 32-hit operating system for Cisco Unified Videoconferencing Manager installation. 64-bit
operating systems are not supported at this time.

- Verify that the operating system is Windows® 2003 with the |atest Service Releases. You can
download the Media Convergence Server Operating System software Updates from the Cisco.com
Software Download tool at this location:

http://tool s.cisco.com/support/downl oads/pub/Redirect.x ?mdfid=268438148.

Providing Sufficient Bandwidth

Note

Cisco Unified Videoconferencing Desktop Server acts as a gateway between the participant personal
computers and the Cisco Unified Videoconferencing 3500 MCU. Table 2-2 shows the bandwidth
resources reguired to enable between 10 and 250 users to connect through the system and initiate
hundreds of streaming sessions. We recommend that you use statistics provided in Table 2-2 to plan your
deployment and NIC card requirements.

Use bonded 100 Mbit NICs or a Gigabyte NIC. Default settings are 384 Kbps (interactive), 256 Kbps
(streaming).

For each Desktop Client the following traffic is handled by a single Cisco Unified Videoconferencing
Desktop Server:

- Desktop Client sends mediato Cisco Unified Videoconferencing Desktop Server.

- Cisco Unified Videoconferencing Desktop Server forwards mediato Cisco Unified
Videoconferencing 3500 MCU.

- Cisco Unified Videoconferencing 3500 M CU returns media to Cisco Unified Videoconferencing
Desktop Server.

- Cisco Unified Videoconferencing Desktop Server sends media to Desktop Client.
Therefore, the formula for calculating bandwidth required for interactive session is as follows:
Bandwidth = bandwidth required for one connection x 4 x number of connections

Thus, for a 384 Kbps call there is 1536 Kbps of media going through the Cisco Unified
Videoconferencing Desktop Server for each client.

[ oL-22089-01
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Streaming connections are used to send media from the Cisco Unified Videoconferencing Desktop
Server to Desktop Clients. The formulafor calculating the bandwidth required for streaming session is
asfollows:

Bandwidth = bandwidth required for one connection x number of connections

For ahigh definition call, Cisco Unified Videoconferencing Desktop Server sends512 Kpbsand receives
1 Mb, which doubles the bandwidth required for the 384 Kbps standard definition call, for which
Cisco Unified Videoconferencing Desktop Server sends and receives 384 Kpbs for atotal of 768 Kbps.
Thus, a high definition call reduces the number of supported interactive connections to 50 percent as
shown by Table 2-2 and Table 2-3.

Table 2-2 Required Bandwidth Resources—Standard Definition Connections
Bandwidth for
Bandwidth for Streaming
Interactive Streaming Interactive Connections
Connections  Connections  Connections (Kbps) (Kbps) Total Bandwidth (Kbps)
384 384
10 30 15360 11520 26880
25 75 38400 28800 57200
50 150 76800 57600 134400
100 300 153600 115200 268800
150 450 230400 172800 N/A (install streaming server
on separate computer)
200 600 307200 230400 N/A (install streaming server
on separate computer)
250 0 38400 0 N/A (install streaming server

on separate computer)

Table 2-3 Required Bandwidth Resources—High Definition Connections
Bandwidth for
Bandwidth for Streaming

Interactive Streaming Interactive Connections

Connections  Connections  Connections (Kbps) (Kbps) Total Bandwidth (Kbps)

1 768/1024 384

5 15 17920 11520 26880

12 36 38400 28800 57200

25 75 76800 57600 134400

50 150 153600 115200 268800

75 225 230400 172800 N/A (install streaming server
on separate computer)

100 300 307200 230400 N/A (install streaming server
on separate computer)

125 600 38400 0 N/A (install streaming server

on separate computer)

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Note

About Installing Cisco Unified Videoconferencing Solution Hardware Components 1l

Using Desktop Clientsin HD mode requires larger bandwidth as well as a more powerful Cisco Unified
Videoconferencing Desktop Server.

The Recording Server is managed separately. Set the maximum bandwidth for recording playback based
on the server hardware capabilities. In deployments where the Recording Server isinstalled on the same
server as the Cisco Unified Videoconferencing Desktop Server, users watching recorded meetings take
up Desktop bandwidth which can be used for other purposes, such as meetings. Use the Playback
Bandwidth area to configure bandwidth usage for such deployments. Set the Total Bandwidth Allowed
value to define a total amount of bandwidth Desktop uses for playing back recorded meetings.

For example, if you set the Total Bandwidth Allowed value to 100 Mbps, Desktop allows a bandwidth
of 100 Mbps if one user watches a recording, and a bandwidth of 50 Mbps for each user if two users
watch recordings. Set the Minimum Bandwidth required for download val ue to prevent too many users
watching recordings at the same time.

In general, you should not allow atotal bandwidth of more than 350 Mbps interactive, streaming and
recording connections on the server.

About Installing Cisco Unified Videoconferencing Solution
Hardware Components

Install the Cisco Unified Videoconferencing Solution hardware components as described in the
corresponding installation manuals supplied on product CD-ROMSs.

How to Install Cisco Unified Videoconferencing Solution
Software Components

This section describes how to perform installation of Cisco Unified Videoconferencing Solution
components and covers the following topics:

« Installing the Resource Manager Component of the Cisco Unified Videoconferencing Manager,
page 2-6
» Installing Cisco Unified Videoconferencing Desktop Server, page 2-6

[ oL-22089-01
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M About Upgrades

Installing the Resource Manager Component of the Cisco Unified
Videoconferencing Manager

Install the Resource Manager component of the Cisco Unified Videoconferencing Manager as described
in the Installation Guide of the Cisco Unified Videoconferencing Manager.

Installing Cisco Unified Videoconferencing Desktop Server

For deployments of more than 100 usersin which streaming is heavily used or for deploymentsin which
port 80 is used for streaming, we recommend that you install the streaming server on a separate server.

The Streaming Server software component of the Cisco Unified Videoconferencing Manager is always
installed under C:\Program Files, even if the rest components of Cisco Unified Videoconferencing
Desktop Server software are installed at a different location.

For advanced deployments using load balancing devices, install the Cisco Unified Videoconferencing
Streaming Server component on all servers.

Install a Cisco Unified Videoconferencing Desktop Server as described in the Installation Guide for
Cisco Unified Videoconferencing Manager.

About Upgrades

This section provides general information about upgrading Cisco products.

Unlessinstructed by Cisco Technical Support, the Cisco Unified Videoconferencing components should
maintain the software release stated in this section.

Magjor releases are indicated by the number to the left of first decimal point in the release number. Minor
releases are indicated by the number to the right of first decimal point in the release number.
Maintenance releases are indicated by the number to the right of the second decimal point in the release
number or by the number in parenthesis.

In release number 5.7 (1.0.13) 5 is the major Release, 7 is minor release, and 1.0.13 is maintenance
release.

We recommend that upgrades of the Cisco Unified Videoconferencing Solution components are
performed in this order:

1. Cisco Unified Videoconferencing Manager, Release 7.1 or greater

2. Desktop components of the Cisco Unified Videoconferencing Manager (including any Streaming
components/servers), Release 7.1

3. Cisco Unified Videoconferencing 3500 M CUs (including the M CU modulesin both the 3515 Series
MCUs and 3545 System), Release 7.1

4. Cisco Unified Videoconferencing 5000 Series MCU Release 7.1

5. Cisco Unified Videoconferencing EMP 3500 modules (including EMP modules in the 3515 Series
MCUs and the 3545 System)

6. Cisco Unified Videoconferencing 3500 Series Gateways (including the 3522/3527 Gateway
appliances and the 3540 System Gateway modules)

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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About Upgrades Il

The Desktop Client software is upgraded automatically after the Cisco Unified Videoconferencing
Desktop Server is upgraded. For operational information about upgrading a specific component, see the
component release notes.

Verify that the release number of the component rel ease notes corresponds to the software release of the
component you want to upgrade.

Note  If you chooseto upgrade by uninstalling and then reinstalling while preserving settings, write the license
key in a separate location and use it during the reinstall, since this information is not preserved during
uninstallation.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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CHAPTER 3

Configuring Cisco Unified Videoconferencing
Solution Components

How to Configure a Cisco Unified Videoconferencing Desktop Server, page 3-1

How to Configure an MCU, page 3-6

Configuring Cisco Unified Videoconferencing 3500 Series Gateway, page 3-9

How to Configure Cisco Unified Videoconferencing Manager, page 3-12

How to Configure Solution Components for Recording, page 3-16

Configuring a Gatekeeper, page 3-21

How to Configure Cisco Unified Videoconferencing Desktop Server to Allow Streaming, page 3-21
How to Configure Third-Party Equipment, page 3-27

How to Configure a Cisco Unified Videoconferencing Desktop

Server
This section describes how to perform a basic Cisco Unified Videoconferencing Desktop Server
configuration after the Cisco Unified Videoconferencing Desktop Server isinstalled. After this
configuration is performed, Cisco Unified Videoconferencing Desktop Server is operational and ready
to be used for video calls.
- Cisco Unified Videoconferencing Desktop Server, page 3-2
- Cisco Unified Videoconferencing Desktop Recording Server, page 3-2
- Cisco Unified Videoconferencing Desktop Streaming Server, page 3-2
- Configuring Basic Cisco Unified Videoconferencing Desktop Server Settings, page 3-3
» Configuring Meeting Access Instructions, page 3-5
Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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How to Configure a Cisco Unified Videoconferencing Desktop Server

Cisco Unified Videoconferencing Desktop Server

Depending on the topology, there may be more than one Cisco Unified Videoconferencing Desktop
Servers used in your deployment.

In deployments where a Cisco Unified Videoconferencing Desktop Server is configured to work with
Cisco Unified Videoconferencing Manager and Cisco |0S H.323 Gatekeeper, Desktop continues to
function if it loses connection with Cisco Unified Videoconferencing Manager. In this case Desktop
switches to a reduced mode and connects to Cisco Unified Videoconferencing 3500 MCU through
Cisco 10S H.323 Gatekeeper.

When Desktop is in the reduced mode;

« Usersneed to dial the full dial plan conference numbers including the zone and the service prefix.
For example, 108512345.

» Moderator functions are not available.

Cisco Unified Videoconferencing Desktop Recording Server

Recording can be managed either by a single Cisco Unified Videoconferencing Desktop Server or by
multiple Cisco Unified Videoconferencing Desktop Servers.

If asingle Cisco Unified Videoconferencing Desktop Server is set to manage recording, only
participants connected through that Cisco Unified Videoconferencing Desktop Server can start or stop
recording. In this case other Cisco Unified Videoconferencing Desktop Servers in the deployment can
be configured to display thelist of recordings from the Cisco Unified Videoconferencing Desktop Server
configured to manage recording.

If multiple Cisco Unified Videoconferencing Desktop Servers are configured to manage recording, they
manage recording independently causing each Desktop portal to display its own list of recordings.

To designate a single Cisco Unified Videoconferencing Desktop Server to manage recording, enable
recording on this Cisco Unified Videoconferencing Desktop Server. In this case you must disable
recording on other Cisco Unified Videoconferencing Desktop Server in the same deployment, and
enable them to allow playback of recordings from an alternate Cisco Unified Videoconferencing
Desktop Server in order to display alist of recordingsin the portal.

To enable multiple Cisco Unified Videoconferencing Desktop Server for managing recording, enable
recording on each Cisco Unified Videoconferencing Desktop Server in this deployment.

Cisco Unified Videoconferencing Desktop Streaming Server

] Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1

Streaming can be managed either by a single Cisco Unified Videoconferencing Desktop Server or by
multiple Cisco Unified Videoconferencing Desktop Servers. If asingle Cisco Unified
Videoconferencing Desktop Server is set to manage streaming, all other participants are directed to this
server. If multiple Cisco Unified Videoconferencing Desktop Servers are configured to manage
streaming, they manage streaming independently.

To designate a single Desktop Server to manage streaming, enable streaming on this Cisco Unified
Videoconferencing Desktop Server. In this case you must disable streaming on other Cisco Unified
Videoconferencing Desktop Serversin the same deployment. However, you can configure those servers
to allow watching of webcasts from the Cisco Unified Videoconferencing Desktop Server on which
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Note

How to Configure a Cisco Unified Videoconferencing Desktop Server Il

streaming is enabled. To enable multiple Cisco Unified Videoconferencing Desktop Servers for
managing streaming, enable streaming on each Cisco Unified Videoconferencing Desktop Server in this
deployment. By default Cisco Unified Videoconferencing Desktop Server uses port 7070 for streaming.

Note When multiple Cisco Unified Videoconferencing Desktop Servers manage streaming, streaming
must be enabled or disabled on each individual Cisco Unified Videoconferencing Desktop Server. For
example, if streaming is enabled for a meeting or virtual room, a moderator cannot disable it, because
each Cisco Unified Videoconferencing Desktop Server manages streaming independently. If a
moderator connected to one Cisco Unified Videoconferencing Desktop Server disables streaming, the
other Cisco Unified Videoconferencing Desktop Server still continuesto stream, unlessit is disabled by
its moderator as well.

You can enable and configure multicast streaming to allow unlimited number of simultaneous streaming
connections. Multicast streaming in Cisco Unified Videoconferencing Desktop Server is performed
without Streaming Server support. During multicast configuration you need to define the Time to Live
value—the number of hops of a multicast packet that Cisco Unified Videoconferencing Desktop
initiates. Setting this value to 1 means that a multicast packet stays within alocal network. The change
in the multicast streaming configuration applies only to meetings created after the change takes place;
the change does not effect meetings in progress.

Obtain the internal | P address range of accessible Cisco Unified Videoconferencing Desktop Clients to
define clients that will be able to watch multicasts.

Configuring Basic Cisco Unified Videoconferencing Desktop Server Settings

Step 1

Step 2

Step 3

This section describes how to configure basic settings after Cisco Unified Videoconferencing Desktop
Server isinstalled and the Desktop Administrator web user interface opens in the configuration wizard
mode.

Before You Begin
If you configure multicast streaming:

» Ensure multicast is enabled on the deployment routers and firewalls.
« Verify the number of packet hops to correctly define the Time to Live value.

» Obtain theinternal |P address range of accessible Desktop Clients to define clients that will be able
to watch multicasts.

Procedure

Access the Cisco Unified Videoconferencing Desktop Server Administration interface using the
following URL: http://<ip_address: port>cuvnvadmin.

Enter your user name and password.

N

Note  The default user name and password are both “admin”.

The configuration wizard welcome page opens.
Select Next to begin the configuration wizard.
The Server page opens. Configure servers used in your deployment.

[ oL-22089-01
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How to Configure a Cisco Unified Videoconferencing Desktop Server

Step 4

Step 5

Step 6

Step 7
Step 8

Step 9

To configure a basic deployment, perform these steps:

a. Select Basic from the deployment list.

b. Enter the MCU IP address.

c. Enter auser name and password for accessing the MCU Administration web user interface.
d. Re-enter the password in the Confirm field.

The default user name is “admin”. There is no default password for Cisco Unified
Videoconferencing 3500 MCU Release 5.x; for Cisco Unified Videoconferencing 5000 SeriesM CU
Release 7.x the default password is “password”.

e. If Cisco Unified Videoconferencing Desktop Server isconfigured with multiple | P addresses, select
the relevant address from the Desktop Network Interface list.

f. To enable recording, select the Recor ding check box, and then enter the Recording Server address.

g. To enable streaming, select the Streaming check box, and then enter the Cisco Unified
Videoconferencing Streaming Server address.

To configure an advanced deployment, perform these steps:
a. Select Advanced from the deployment list.
b. Enter the address of Cisco Unified Videoconferencing Manager.

c. If the Cisco Unified Videoconferencing Desktop Server is configured with multiple | P addresses,
select the relevant address from the Desktop Network Interface list.

d. Enter IP address of the gatekeeper.

e. Enter the source H.323 ID of the Desktop Server, which matches the H.323 ID configured in the
Cisco Unified Videoconferencing Manager for this Cisco Unified Videoconferencing Desktop
Server.

f. To enable recording, select the Recording check box, and then enter the Recording Server address.
g. To enable streaming, select the Streaming check box, and then enter the Streaming Server address.
Select Next.

The Settingstab is displayed.

Select Finish. The Desktop Status page opens.

Verify that all four types of servers are connected.

)
Note  Thelight next to each link indicates whether or not the connection to the target server or

registration with the Gatekeeper is successful. When the light is red, a tooltip containing error
detailsis available. Select the red light to view further error information.

If you installed and configured the Desktop Recording Server, select the Recor ding Status tab, and
verify that the Desktop Recording Server is connected.

S

Note  The light next to each link indicates whether or not the connection to the server is successful.
When the light is red, atooltip containing error details is available. Select the red light to view
further error information.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Related Topics
« Configuring Streaming for Playback Using the UDP Connection, page 3-24

Configuring Meeting Access Instructions

This section describes how to view the default instructions for joining a meeting that the Cisco Unified
Videoconferencing Desktop Server Outlook add-on sendsto invitees, and how to modify the contents of
these email invitations.

Procedure

Stepl  Select Messages and I nvitations in the sidebar.
Step2  Select the Invitations tab.

The default instructions for accessing the meeting from a desktop, phone or video conferencing device
appear on the screen.

Step3  Inthe Desktop Access section:
« Select Meeting URL to insert alink to the meeting.

» Select Client Installation to insert alink used to ensure that the Desktop Client isinstalled and
up-to-date.

If you have multiple Cisco Unified Videoconferencing Desktop Servers and want participants to
know about them, insert link information for each of them into each Desktop e-mail configuration.
For example, if you have one Desktop in Europe, onein Asia, and another inthe US, you could place
the following information in your e-mail:

“From Europe, connect to http://europe.server.com/cuvm?ID=1234& autojoin

From Asia, connect to http://asia.server.com/cuvm?D=1234& autojoin

From the US, connect to http://us.server.com/cuvm? D=1234& autojoin.”

The automatically inserted server address is the Desktop FQDN specified during installation.
Step4  Inthe Phone Access area, select E.164 to insert the required E.164 alias.
Step5  Inthe Video-Conference Device Access area, select E.164 to insert the required E.164 alias.
Step6  Select OK or Apply.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Restricting H.323 Ports between Cisco Unified Videoconferencing Desktop
Server and MCU

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
Step 9
Step 10
Step 11
Step 12

Perform these stepsto limit the H.323 TCP ports between the Cisco Unified Videoconferencing Desktop
Server and the MCU to a predefined port range.

Procedure

Navigate to this location:

<CUVCDINSTALLDIR>\Confsrv

where <CUVCDINSTALLDIR> is the default installation directory.
Locate the ConfSrv directory.

Edit config.val.

Locate the [1 system] section.

Insert an empty line in that section.

Add the words “2 portFrom =".

Enter the lowest port number in the range of available ports.
Insert another empty line in that section.

Add the words “2 portTo =".

Enter the highest port number in the range of available ports.
Save thefile.

Restart the service "Cisco Unified Videoconferencing Desktop - Conference Server".

How to Configure an MCU

» Performing Basic Configuration of Cisco Unified Videoconferencing 3500 MCU, page 3-6

» Performing Basic Configuration of the Cisco Unified Videoconferencing 5000 Series MCU,
page 3-7
» Configuring Auto-Attendant Feature in Multiple-MCU Deployments, page 3-8

Performing Basic Configuration of Cisco Unified Videoconferencing 3500 MCU

Step 1
Step 2

Procedure

Access the MCU Administration web interface.

Configure an |P address of the MCU:

a. If using Cisco Unified Videoconferencing 3545 MCU, select Board on the sidebar.
b. If using Cisco Unified Videoconferencing 3515 MCU, select Device on the sidebar.
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c. Perform any of these steps:

- Enter the IP address you want to assign to the MCU in the IP Address field.

« Enter the IP address of the router you want the MCU to use in the Router IP field.

« Enter the IP address of the subnet mask you want the MCU to use in the Subnet Mask field.
Step3  Select MCU on the sidebar.
Step4  Verify that the EMP modules appear in the Media Processing tab.
Step5  Select H.323 in the Protocols tab.
Step6  Enter the IP address in the Gatekeeper Address field.

If you use Cisco Unified Videoconferencing Manager as your meeting control server, enter the
Cisco Unified Videoconferencing Manager | P address in the Gatekeeper address field so that the MCU
uses the Cisco Unified Videoconferencing Manager internal gatekeeper.

Step7  Select Upload.
Step8  To enable High Definition Continuous Presence conferences, perform the following steps:

N

Note Enabling High Definition Continuous Presence conferences reduces the MCU capacity.

a. Select Basics in the Settings tab.
b. Select Enable High Definition Continuous Presence.
c. Select Upload.

d. Double-click aservice in the Services tab to use for High Definition Continuous Presence
conferences.

Note  We recommend that you use the preconfigured service 81 HD/SD Continuous Presence.

Select 720p from the Support image size up to list, in the Automatic Service Definition window.
Select Upload.

e

f.

N

Note  Configuring the MCU for H.235 (secure video) is not supported by Cisco Unified
Videoconferencing Desktop Server.

Performing Basic Configuration of the Cisco Unified Videoconferencing 5000
Series MCU

You can configure the protocol settings of an H.323 gatekeeper to set how the Cisco Unified
Videoconferencing 5000 Series MCU and the gatekeeper interact.

A

Warning  Changing gatekeeper settings does not reset the MCU, but might disconnect active calls.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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M How to Configure an MCU

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Procedure

Select Configuration.

Select Protocols.

Locate the H.323 section.

Select H.323 to enable the MCU to operate with the H.323 protocol.
Enter the | P address and port number for the gatekeeper.

The default port is 1719.

Select Apply.

Configuring Auto-Attendant Feature in Multiple-MCU Deployments

Note

Auto-attendant feature allows users to dial into the Cisco conferencing system using a global
auto-attendant session number which is a system-wide prefix allowing users to connect to an
auto-attendant session. This prefix is configured via Cisco Unified Videoconferencing Manager which
is used to moderate conferencing in multiple-MCU deployments. Once the auto-attendant session
number is configured, the MCU auto-attendance (1VR) mechanism is managed by Cisco Unified
Videoconferencing Manager.

The auto-attendant session isreferred to as “1VR session” in the User Guide for Cisco Unified
Videoconferencing 3500 MCU.

Configuring an auto-attendant session is performed in two steps:

1. Viathe MCU Administrator interface, a new service is created and configured to function as an
Cisco Unified Videoconferencing Manager meeting type.

2. Viathe Cisco Unified Videoconferencing Manager Administrator interface, the auto-attendant
session number is assigned to the service created in the MCU.

After this configuration is performed, an auto-attendant session is created in accordance with the
configured service every time auser dialsthe auto-attendant session number configured in Cisco Unified
Videoconferencing Manager.

To dial into the auto-attendant (video 1VR) using direct 1P dialing, users dial the | P address of the
Cisco |0S H.323 Gatekeeper.

Configuring Auto-Attendant Feature on Cisco Unified Videoconferencing 3500 Series MCU

Step 1
Step 2
Step 3
Step 4

Procedure

Access the MCU Administration web interface.
Select MCU in the sidebar.

Select the Services tab.

Select Add.
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Step 5

Step 6
Step 7

Step 8
Step 9

Configuring Cisco Unified Videoconferencing 3500 Series Gateway Il

Define the new service parameters in the Automatic Service Definition dialog box:
« Service prefix
- Service description
» Service type—HD/SD Continuous Presence
» Max call rate—Default value of 2048K bps
» Support image size up to—4CIF
» Clear the Support presentation view check box.
Select Advanced Video Settings.

Move the H.263 video codec to the top of the list in the Advanced Video Settings dialog box to assign
the highest priority to it.

Select OK.
Select Upload.

Configuring Auto-Attendant Feature on Cisco Unified Videoconferencing 5000 Series MCU

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Step 7

Step 8

Procedure

Access the MCU Administration web interface.

Select Configuration.

Select Conferences.

L ocate the Conference Control section.

Select Enable auto attendant.

Enter an auto-attendant number.

Use this option if the MCU is already registered to an H.323 gatekeeper or SIP registrar.

(Optional) Select Prompt for conference PIN during conference creation if you want the MCU to
prompt users for a PIN when accessing a conference using this auto-attendant number.

Select Apply.

Configuring Cisco Unified Videoconferencing 3500 Series
Gateway

Configure gatewaysin your network to enable PSTN/I SDN/mobile terminalsto join ameeting. Resource
Manager uses the gateway information to provide proper dialing information for meeting participants,
and to dial out to terminals to invite them to meetings. Resource Manager also manages gateway
resources to allow successful call scheduling using network gateways.

[ oL-22089-01

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1



Chapter 3 Configuring Cisco Unified Videoconferencing Solution Components |

M Configuring Cisco Unified Videoconferencing 3500 Series Gateway

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6
Step 7

Step 8

Step 9

Step 10

When you add a gateway, settings in Resource Manager must be consistent with the actual gateway
configuration. We recommend the following:

- If you make changes to the gateway, maintain the auto-attendant (video IVR) and DID numbersin
the Resource Manager.

- Toensurethat there are no gateway ports available for scheduled and ad-hoc calls, maintain capacity
information.

Procedure

Select Resource Management in the sidebar menu.
Select Gateway.

Select the link in the Name column for the gateway you require, or select Add to create a new gateway
profile.

Enter the name of the gateway in the Name field.

Select a gateway model and enter an | P address in the relevant fields.

~

Note  If multiple gateways are pooled together in alocal network with the same access phone number,

then you can enter multiple |P addresses in the IP Address field to indicate gateways in the
gateway pool. | P addresses are separated by a colon (:).

From the Registered To list, select the gatekeeper to which the gateway is registered.
From the L ocation list, select the device island to which the MCU belongs.

The Location field is visible only when the IP Topology tab is activated in the Resource Manager
Configuration Tool under System Configuration > Ul Settings.

Enter the bandwidth for the gateway or gateway pool. For example, for an E1 line, the bandwidth should
be 30 B-channels (3940 Kbps).

Indicate in the Working M ode field whether the gateway operatesin auto-attendant (IVR) or DID mode.

Resource Manager works with the gateway in DID mode so that meeting participants can easily dial into
ameeting. You can assign arange of DID numbers to the gateway. These numbers can be assigned to
individual dial-in terminals (endpoints). If you dial one of the assigned DID numbers, you are
automatically added to the meeting that the DID number is associated with. Only one terminal can dial
a DID number at any given time.

If you configure the gateway in DID mode and set a DID number in the Telephone Number field, when
aterminal dialsthis DID number Resource Manager routes the call to the appropriate meeting based on
the terminal number. If no associated meeting isfound, then the dial-in call isrouted back to the gateway
for an IVR session. After entering the meeting 1D using the IVR, the terminal is permitted to join the
meeting.

Enter a gateway phone number:
a. Enter adescription of the phone number for the gateway in the Description field.

b. Enter the numeric prefix required to make an international long distance call in the I nternational
Access Code field.

c. Enter the numeric prefix required to make along distance call in the Domestic L ong Distance
Prefix field.

d. Enter the country code for the gateway phone number in the Country Code field.

] Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Step 11

Step 12

Step 13

Step 14

Defi
If D

Configuring Cisco Unified Videoconferencing 3500 Series Gateway Il

The Resource Manager adds the country code prefix when dial-out is performed from this gateway
to aterminal located in a different country.

If Allow Out of Area Callsisnot checked, only endpoints with the same area code as the gateway
are allowed to reach the Resource Manager via the gateway.

If you select Allow Out of Area Calls, the gateway acceptsincoming callsto the Resource M anager
from terminals with a different area code than that of the gateway.

Enter the domestic area code of the gateway number in the Area Code field.
Specify alocal telephone number to assign to the specific port in the Telephone Number field.

Enter a number in the To access an outside line for local calls, dial field for a gateway with no
direct access to an outside line for local calls.

Enter a number in the To access an outside line for long distance calls, dial field, for a gateway
with no direct access to an outside line for long distance calls.

Assign the ISDN device island that the gateway or gateway pool belongsto. If the | SDN Topology
is hidden, the I SDN device island field is also hidden.

ne the DID range.
ID is selected in the Working Mode field, define the DID range for the gateway or gateway pool.

Select Add Service to add or modify the gateway service.

~

Note

If you select Restricted M ode in the Bandwidth section, 56 appears in the Kbps list. Multiples
of 56 Kbps are used instead of multiples of 64. The Resource Manager does not support gateway
services whose bandwidth is set to “auto” since the Resource Manager needs the specific
bandwidth to perform resource reservation. If thereis a gateway service with “auto” bandwidth,
when you configure this service in the Resource Manager, select a bandwidth value to best
approximate the average bandwidth endpoints use when dialing that service.

Set the Advanced Settings:

a.

C.

Set the gateway port used for signaling inthe Signaling Port field. By default, thisfield isleft blank
and the signaling port is negotiated dynamically on the fly.

Set the SNMP community name required by the Resource Manager to communicate with the
gateway in the SNMP Get/Set Community fields.

Select Dial-in Only to mark the gateway for use only with terminals that users dial into.

Select OK to save your changes.
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How to Configure Cisco Unified Videoconferencing Manager

- Performing Basic Cisco Unified Videoconferencing Manager Configuration, page 3-12
» Configuring an Auto-Attendant Session, page 3-15

Performing Basic Cisco Unified Videoconferencing Manager Configuration

During this procedure you configure the LDAP server that you want Cisco Unified Videoconferencing
Manager to work with. Asaresult, you cannot add new users using the Cisco Unified Videoconferencing
Manager interface. Instead you need to configure new usersin AD and synchronize AD with

Cisco Unified Videoconferencing Manager; then you should be able to see added usersin Cisco Unified
Videoconferencing Manager.

Procedure

Stepl  Access the Cisco Unified Videoconferencing Manager Administration web interface.

N

Note  For astandard installation, the URL format is http://<server address>:8080.

Step2  Usethe following procedure to define the LDAP you want to work with:
a. Select Advanced Settingsin the sidebar menu.
b. Select LDAP Configurations.

c. Select Add to add a new LDAP server, or select the required LDAP server entry to modify an
existing LDAP server.

o

Select the type of LDAP server to connect Resource Manager to in the Directory Server Type field.
e. Enter the directory server domain or directory server URL in the Domain/URL field.

f. Enter the directory server login ID and password in the relevant fields.
Y
Note  The user account needs to have read access to all user accounts that you want to synchronize to
the Resource Manager. This user account does not have to be part of the search base.

g. Enter search stringsin the LDAP Search Base field.
Examples of search conditions are “ou” and “cn”.

h. Inthe Advanced section, assign LDAP users to different user roles in Resource Manager by
assigning an LDAP group to a specific Resource Manager user role.

The following user types are available:
» Organization Administrator
» Meeting Operator
« Meeting Organizer
» Regular User
- Default User Type

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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~
Note By default, all users are assigned the Meeting Organizer user role.
i. Enter the name of an ADS user group in the Selected Groupsfield, or select the Select button in
each row to map an ADS user group to each Resource Manager default user type.
For example, to assign all usersin the ADS Organization Administrator user group to the Resource
Manager Organization Administrator user role, type “Organization Administrator” in the Selected
Groupsfield next to the Organization Administrator user type.
You can assign multiple ADS user groups to each Resource Manager user role.
Resource Manager maps all users that are not assigned to any listed Resource Manager user role to
the user role specified in the Default User Type field.
To instruct Resource Manager not to download users that are not assigned to any listed Resource
Manager user role, set the Default User Type field to Don’t download.
j. Select the Virtual Room Number check box to create a virtual room for all LDAP users.
k. Select a parameter that you want to use as the virtual room number.
By default, the telephoneNumber parameter is used since everyone within an organization should
have a unique telephone number.
The resulting virtual room is the concatenation of the Resource Manager Meeting ID prefix and the
LDAP field that is used for generating the virtual room number.
The default Cisco Unified Videoconferencing Manager Meeting ID prefix is6. If it does not suit the
organization dial plan, it can be changed. For operational information, see “Configuring the
Cisco Unified Videoconferencing Manager Prefix” section on page -127.
I. Todownload auser profile from an LDAP server, define the following propertiesfor that user on the
LDAP server:
« User ID and password
» First name or last name
- E-mail address
- Belongsto OU
« Belongsto agroup (if you want to assign a user role based on group)
m. From the Update Frequency list select an option to define if and how often the Cisco Unified
Videoconferencing Manager updates the LDAP server settings.
n. Select OK.
Step3  Onthesidebar, select User M anagement, select the User stab, and then select Update. Thelist of users
is displayed.
~
Note  The user database is updated according to advanced settings configured on the LDAP
Configurations tab.
Step4  Verify that connection to the gatekeeper is successful:
a. On the sidebar, select Resour ce M anagement.
b. Select the Gatekeeper/SIP server tab.
c. Verify that all connections are successful.
Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Step5 Add MCUs:
a. Select the MCU tab, and select Add.
b. Inthe New MCU window, enter data and select OK.

c. Verify that all connections are successful and the statusis Online. For more information, refer to the
Configuration Guide for Cisco Unified Videoconferencing Manager.

Step6  Add gateways:
a. Select the Gateway tab, and select Add.

b. Inthe New Gateway window, enter data and select OK. For operational information about adding a
gateway, refer to the Configuration Guide for Cisco Unified Videoconferencing Manager.

Step7  Configure the predefined Cisco Unified Videoconferencing Desktop Server:
a. Select Resource Management.
b. Select the Desktop tab.
c. Select the"Local Desktop Server" link in the Name column.
d. Enter the IP address of the Desktop in the relevant fields.

e. IntheWeb AccessURL field, change the URL to the public address (FQDN) of your Cisco Unified
Videoconferencing Desktop Server, configured on the Servers tab of the Cisco Unified
Videoconferencing Desktop Server Administrator interface.

f.  Enter the value configured in “How to Configure a Cisco Unified Videoconferencing Desktop
Server” section on page 3-1in the H.323 I D field.

g. Select OK.

Step8  Add terminalsif necessary. For operational information about adding terminals, refer to the
Configuration Guide for Cisco Unified Videoconferencing Manager.

Step9  If the LDAP server configuration needs to be changed, perform this configuration as described in Step 2.
Step10 Download services:

a. On the sidebar, select M eeting Types.

b. Select the Active Meeting Types tab.

c. Select Download.

d. Verify that services are displayed on the Active Meeting Types tab.
e. Select OK.

Step 11 Assign a meeting type to a user virtual room using the Cisco Unified Videoconferencing Manager
Administration interface:

a. On the sidebar, select User M anagement.
Select the User s tab.

c. Select auser.

d. Onthe User Profile page, select Virtual Room Settings.
e. Select Add.

f. Enter information and select OK.

or

Step12  Assign ameeting type to a user virtual room using Desktop Client:

a. Inaninternet browser, enter the Cisco Unified Videoconferencing Desktop Server URL.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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b. Without entering your user name and password, select Virtual Room Settings.
The Virtual room settings page is displayed.
c. Enter information in the fields.

~

Note  From the Meeting Type list, select the meeting type associated with the virtual room.

d. Select OK.
Update the Cisco Unified Videoconferencing Manager license:
a. Select Start > Programs > Cisco Unified Videoconferencing Manager > Update License.

b. Enter thelicense key and the supplied serial number. For more information about obtaining alicense
key, refer to the Installation Guide for Cisco Unified Videoconferencing Manager .

c. Select Update.

Configuring an Auto-Attendant Session

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

This section describes the configuration you need to perform for deployments using Cisco Unified
Videoconferencing Manager for conference moderation.

During this procedure an MCU service, referred to as a meeting type in the Cisco Unified
Videoconferencing Manager Administrator interface, is assigned for connecting to the auto-attendant
(IVR) session.

Procedure

Select M eeting Types in the sidebar menu.
Select Active Meeting Types.
Select the name of the service you want to use for entry to the IVR.

N

Note  This service should be preconfigured via the Cisco Unified Videoconferencing 3500 MCU
Administrator interface.

Select Use in Auto Attendance session.
Enter a number in the Auto attendance session number field.

Verify that this number does not begin with any MCU or Gateway service or Cisco |0S H.323
Gatekeeper zone prefix, or is the same as the number of an IP terminal.

Select OK to save your changes.
The designated service is marked with an icon in the Name column of the Active Meeting Types screen.

Related Topics
» Configuring Auto-Attendant Feature in Multiple-MCU Deployments, page 3-8

» Performing Basic Cisco Unified Videoconferencing Manager Configuration, page 3-12
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How to Configure Solution Components for Recording

Cisco Unified Videoconferencing Desktop allows users to record meetings and to view recorded
meetings. A recording includes all media types: the audio, video and presentation. Servers used for
recording meetings must have arecording license installed on them.

Cisco Unified Videoconferencing Desktop supports up to 10 simultaneous recordings.

If you did not provide the Recording Server license key during Cisco Unified Videoconferencing
Desktop Server installation, you still have a default evaluation license allowing to record one meeting at
atime; each recording duration is limited to five minutes.

This section describes how to configure Cisco Unified Videoconferencing Solution components to
enable and support the Desktop recording feature.

» Configuring Cisco Unified Videoconferencing Desktop Server for Recording, page 3-16
» Configuring Cisco Unified Videoconferencing Manager for Recording, page 3-19

Configuring Cisco Unified Videoconferencing Desktop Server for Recording

- Desktop Recording Server Connection, page 3-16

« Configuring This Cisco Unified Videoconferencing Desktop Server to Manage Recording,
page 3-17

« Configuring an Alternate Cisco Unified Videoconferencing Desktop Server to Manage Recording,
page 3-19

Desktop Recording Server Connection

This section describes how to configure Desktop Recording Server settings. Recording can be managed
either by a single Cisco Unified Videoconferencing Desktop Server or by multiple Cisco Unified
Videoconferencing Desktop Servers.

If asingle Cisco Unified Videoconferencing Desktop Server is set to manage recording, only
participants connected through that Cisco Unified Videoconferencing Desktop Server can start or stop
recording. In this case other Cisco Unified Videoconferencing Desktop Servers in the deployment can
be configured to display thelist of recordings from the Cisco Unified Videoconferencing Desktop Server
configured to manage recording.

If multiple Cisco Unified Videoconferencing Desktop Servers are configured to manage recording, they
manage recording independently causing each Desktop portal to display its own list of recordings.

To designate a single Cisco Unified Videoconferencing Desktop Server to manage recording, enable
recording on this Cisco Unified Videoconferencing Desktop Server. In this case you must disable
recording on other Cisco Unified Videoconferencing Desktop Server in the same deployment, and
enable them to allow playback of recordings from an alternate Cisco Unified Videoconferencing
Desktop Server in order to display alist of recordingsin the portal.

To enable multiple Cisco Unified Videoconferencing Desktop Server for managing recording, enable
recording on each Cisco Unified Videoconferencing Desktop Server in this deployment.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Configuring This Cisco Unified Videoconferencing Desktop Server to Manage Recording

The public address you define during this procedure performsasimilar role to the public address defined
for the Desktop Server. If the Desktop Recording Server resides behind a NAT, the clients may not
resolve the Desktop Recording Server |P address. In this case the clients use the public address to
connect to the Desktop Recording Server.

If Cisco Unified Videoconferencing Manager is configured to work with the Desktop Server in advanced
deployments, recording policies configured on Cisco Unified Videoconferencing Manager determine
whether users are allowed to record meetings or not. However, for basic deployments you need to define
the recording policy on Cisco Unified Videoconferencing Desktop Server by enabling the recording
option for Desktop users.

You also define the following parameters during this configuration:
- Video size and Recording bit rate—These parameters are used to control the quality of recordings.

Setting the recording bit rate to a value lower than 256 Kbps can affect the quality and frame rate of
the H.239 Data in the live connection and streaming modes.

« Maximum Recording Duration—The value set for this parameter controls maximum allowed
duration for any recording.

» Send tone periodically during recording—This parameter defines the frequency of the sound signal
played during a recording which serves to remind users that their meeting is being recorded.

In deployments where the Recording Server isinstalled on the same server as the Cisco Unified
Videoconferencing Desktop Server, users watching recorded meetings take up Desktop bandwidth
which can be used for other purposes, such as meetings. Use the Playback Bandwidth areato configure
bandwidth usage for such deployments. Set the Total Bandwidth Allowed value to define atotal amount
of bandwidth Desktop uses for playing back recorded meetings. For example, if you set the Total
Bandwidth Allowed value to 100 Mb/s, then Desktop allows 100 Mb/s bandwidth if one user watches a
recording and 50 Mb/s bandwidth for each user if two users watch recordings. You need to set the
Minimum Bandwidth required for download val ue to prevent too many users watching recordings at the
same time.

You can use the Cisco Unified Videoconferencing Manager to automatically record either avirtual room
or a scheduled meeting when the meeting begins.

If the deployment in use comprises multiple Cisco Unified Videoconferencing Desktop Servers,
automatic recording is performed on all Cisco Unified Videoconferencing Desktop Servers and several
identical recordings are created. In this case we recommend that you allow one of the Cisco Unified
Videoconferencing Desktop Servers to perform automatic recording, while disabling the Cisco Unified
Videoconferencing 3500 Series MCU automatic recording feature on the rest of the Cisco Unified
Videoconferencing Desktop Servers in the deployment. The procedure in this section describes how to
disable the automatic recording feature on a Cisco Unified Videoconferencing Desktop Server.

When you enable high definition recording in deployments using Cisco Unified

Videoconferencing 3545 MCU, Cisco Unified Videoconferencing Desktop Server starts recording in
high definition. If the attempt to record in high definition fails, the Cisco Unified Videoconferencing
Desktop Server automatically switches to standard definition and continues recording.

Before You Begin

- Navigate to the Cisco Unified Videoconferencing Desktop Server Administration web user
interface.

« Select Deployment in the sidebar, and verify that the Recor ding check box is selected.

[ oL-22089-01
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Step 1

Step 2

Step 3

Step 4

Step 5
Step 6
Step 7
Step 8
Step 9

Step 10

Step 11

Step 12

Step 13

Procedure

Verify that the Recording Server address is configured correctly:

a. Select Statusin the sidebar.

b. Select the Recording Status tab.

c. Verify that the IP address in the Recording Server Address field is correct.
Select Recor ding in the sidebar.

The Settings tab is displayed.

To configure standard definition recording, select a value from the Maximum Bit Rate list under
Standard Definition.

To configure high definition recording, perform the following.

a. Select the High Definition check box.

b. Select avalue from the Maximum Bit Rate list under High Definition.
Enter avalue in the Maximum Recording Duration field.

Enter avalue in the Total Bandwidth Allowed field.

Enter avalue in the Minimum Bandwidth required for download field.
From the Send tone periodically during recording list, choose an option.

To disable automatic recording feature, clear the Allow virtual rooms and scheduled meetingsto be
recorded automatically check box.

For basic deployments, select the Allow meeting participantsto record check box to enable recording
for Desktop users.

For advanced deployments, you cannot modify this setting in Desktop, since Cisco Unified
Videoconferencing Manager controls the recording policies.

In the Public Address field, enter a FQDN.

We recommend that you use a FQDN that clients can resolve.

Enter the HTTP port.

This port is used by clients to access the recording.

You must configure the HTTP port on the Recording Server and open this port on the firewall.
Select OK or Apply.
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How to Configure Solution Components for Recording 1l

Configuring an Alternate Cisco Unified Videoconferencing Desktop Server to Manage Recording

Step 1
Step 2
Step 3
Step 4
Step 5

If you select an alternate server to manage recording, you can configure neither recording settings nor
manage recordings.

Before You Begin

- Navigate to the Cisco Unified Videoconferencing Desktop Server Administration web user
interface.

Procedure

Select Recording in the sidebar.

Select the Settings tab.

Select the Allow playback of recordings from an alternate Desktop server check box.
Enter the URL of the alternate Desktop Server in the Server URL field.

Select OK or Apply.

Calculating Space Needed for Recording

Use the following formula to calculate the space required for recordings:

recording bandwidth (in Mbytes) x time (in seconds) + 20% overhead
For example, for acall of 1 hour at 384 Kbps, calculate as follows:

384 Kbps x (60 minutes x 60 seconds) = 1382400 Kbits

1382400 + 1024 = 1350 Mbits

1350 + 8 = 168.75 Mbytes

168.75 x 20% = 33.75 (overhead)

168.75 + 33.75 = 202.5 Mbytes (including overhead)

Configuring Cisco Unified Videoconferencing Manager for Recording

You can use Cisco Unified Videoconferencing Manager to automatically record either avirtual room or
a scheduled meeting when the meeting begins. In this case Desktop records the meeting unless one of
the following problems interferes with recording:

- There are not enough available recording ports on the Desktop at the time when the meeting is
scheduled

- Thereis not enough disk space the disk on which recordings are stored
« The maximum number of simultaneous recordings is reached

If the deployment in use comprises multiple Cisco Unified Videoconferencing Desktop Servers,
automatic recording is performed on all Cisco Unified Videoconferencing Desktop Servers and several
identical recordings are created. In this case it is advisable to allow one of the Cisco Unified
Videoconferencing Desktop Servers to perform automatic recording, while disabling the automatic
recording feature on therest of the Cisco Unified Videoconferencing Desktop Serversin the deployment.

[ oL-22089-01
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» Allowing Recording by Specified Roles, page 3-20
- Allowing Recording by Specified Users, page 3-20
« Enabling Recording for Specified Virtual Rooms, page 3-20

Allowing Recording by Specified Roles

Procedure

Stepl  Select Advanced Settings in the sidebar menu.

Step2  Select Default User Settings.

Step3  Select an option from the Recording Policy field.
Or

Step4  Select Allow everyoneto record to enable recording permission for endpoint-initiated ad hoc
conferences that do not belong to a specific user.

Step5  Select OK to save your changes.

Allowing Recording by Specified Users

Procedure

Stepl  Select User Management in the sidebar menu.

Step2  Select Users.

Step3  Select the link in the Name column for the user you require.
Step4  Select Advanced.

Step5  (Optional) Select Inherit recording policy from Default User Settings to define custom recording
policy for this user.

Step6  Select OK to save your changes.

Enabling Recording for Specified Virtual Rooms

Procedure

Stepl  Select User Management in the sidebar menu.

Step2  Select Users.

Step3  Select the link in the Name column for the user you require.
Step4  Select Virtual Room Setting.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Step 5

Step 6

Configuring a Gatekeeper Il

To automatically record a meeting when the meeting starts, select Record the meeting when meeting
starts. This option is available if

- Recording is allowed for the current user according to the recording policy.
 TheRecord Meetingfieldisset to Enabled under Admin > Advanced Settings > L ook and Feel.

The meeting is not recorded if there are not enough available recording ports on the Desktop when
the meeting is scheduled.

Select OK to save your changes.

Configuring a Gatekeeper

Note

Step 1
Step 2
Step 3
Step 4
Step 5

This section describes how to set a gatekeeper to work in Call Setup (Q.931) and Call Control (H.245)
Routed M ode to enable Cisco Unified Videoconferencing Solution deployments without Cisco Unified
Videoconferencing Manager to operate correctly.

Do not configure a gatekeeper if using a deployment with Cisco Unified Videoconferencing Manager.
For more information about gatekeeper design options, see the Cisco Unified Videoconferencing
Solution Reference Network Design (SRND) at
http://www.cisco.com/en/US/products/ps10463/products_implementation_design_guides_list.html.

Procedure

Select Cisco |0OS H.323 Gatekeeper in the sidebar of the Administrator interface.
Select Settings.

Select Calls.

In the Routing mode field, select Call Setup (Q.931) and Call Control (H.245).
Select Upload to save the change.

How to Configure Cisco Unified Videoconferencing Desktop
Server to Allow Streaming

» Desktop Server Limitations, page 3-22

» Configuring This Desktop Streaming Server to Manage Streaming, page 3-22
« Configuring Streaming for Playback Using the UDP Connection, page 3-24

» How to Enable Streaming Over Port 80, page 3-24
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Desktop Server Limitations

These are limitations of Cisco Unified Videoconferencing Desktop Server streaming:

» To establish synchronized moderated streaming, select a single streaming server to be used by all
Cisco Unified Videoconferencing Desktop Servers.

» Oneach Cisco Unified Videoconferencing Desktop Server, define an alternate streaming server and
URL to enable a moderator on any Cisco Unified Videoconferencing Desktop Server to allow
streaming across all the Cisco Unified Videoconferencing Desktop Servers.

« Anindependent Cisco Unified Videoconferencing Desktop Server with its own streaming server can
be enabled only by a moderator on that server.

» By default, streaming works with TCP buffering on the Internet. However, you can configure
streaming to use UDP. In cases where you need to use UDP for internal connectionswhile using TPC
for external connections, configure Cisco Unified Videoconferencing Solution for UDP with TCP
fallback and block the UDP traffic for external users.

- UDP transport provides lower latency on alocal network with no packet loss.

Guidelines for Configuring Streaming in Load Balancing Deployments

« Inload balancing deployments, you must install Streaming Server on all servers deployed.
» Use external addresses for the Streaming Server address and the Desktop network interface.
» Enable streaming for all Cisco Unified Videoconferencing Desktop Servers in the deployment.

Configuring This Desktop Streaming Server to Manage Streaming

By default, the Cisco Unified Videoconferencing Desktop Server is configured to allow streaming over
the TCP port 7070. If necessary, you can configure a different port for streaming.

During this procedure you configure the following:

« [P address of the Cisco Unified Videoconferencing Streaming Server—The address is used for
communications with the Cisco Unified Videoconferencing Desktop Server, as well as for external
access if the public address is not defined.

- Public address—The address that clients use to access the Cisco Unified Videoconferencing
Streaming Server. You can use either a unique |P address or a DNS address if there is an internal
and an external |P address.

» TCP port number—BY default, thisis port 7070. This port must be open on the firewall.

If streaming is disabled for this Cisco Unified Videoconferencing Desktop Server, you can enable users
to watch webcasts from the Desktop portal using an alternate Cisco Unified Videoconferencing Desktop
Server. In this case you need to provide the alternate Cisco Unified Videoconferencing Desktop Server
URL.

Before You Begin
« Navigate to the Desktop Server Administration web user interface.

» Select Deployment in the sidebar and verify that streaming is enabled on the Servers page.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

Step 8

How to Configure Cisco Unified Videoconferencing Desktop Server to Allow Streaming

Procedure

Select Streaming in the sidebar of the Cisco Unified Videoconferencing Desktop Server Administration
user interface.

The Settings tab is displayed.

Choose a hit rate value to define the Standard Definition and High Definition streaming feed rates
between the MCU and the Desktop Server. Set the Standard Def and High Def rates.

Also as in the recording section we will jump down to the standard def rate if the MCU can not support
aHD connection.

Enter the | P address of the streaming server.

N

Note  Theindicator next to the Streaming Server Address field indicates whether or not the
connection to the target server is successful.

If necessary, configure multicast settings:
a. Check the Enable Multicast option.

Enter the multicast |P address.

The valid multicast |P address is in the range of 224.0.0.1 and 239.255.255.255.
b. Enter the Timeto Live value.

c. Define clients that will be able to watch multicasts by entering | P range in the fields and selecting
the Arrow button.

(Optional) Enter a public address. We recommend to use a public address that clients can resolve.
Enter a TCP streaming port.
We recommend using the default port 7070.

a~

Note If you use a TCP port different from the default value of 7070, you must open this port on the
firewall. For more information about configuring a UDP connection, refer to the Configuring
Streaming for Playback Using the UDP Connection, page 3-24.

Select OK or Apply.

Configuring an Alternate Desktop Server for Watching Webcasts

For basic and advanced deployments where streaming is disabled, you can configure the Desktop Server
to refer to an alternate Desktop Server which is used for streaming in order to watch webcasts.

Before You Begin
- Navigate to the Desktop Server Administration web user interface.

- Select Deployment in the sidebar and verify that streaming is disabled on the Servers page.
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Step 1
Step 2
Step 3
Step 4
Step 5

Procedure

Select Streaming in the sidebar.

Select the Settings tab.

Select the Allow watching of webcasts from an alter nate Desktop server check box.
In the Server URL field, enter the URL of the alternate Desktop Server.

Select OK or Apply.

Configuring Streaming for Playback Using the UDP Connection

Step 1

Step 2

This procedure describes how to allow UDP connections to streaming, in case you want to allow UDP
streaming first be attempted before the default TCP on default port 7070.

Procedure

Perform these steps on the Cisco Unified Videoconferencing Desktop Server:

a
b.
(o}
d.
e
f.

Navigate to the following directory: C:\Program Files\Darwin Streaming Server.
Open the streamingserver.xml file.

Change the force_tcp parameter value to "false".

Save thefile.

Restart the Cisco Unified Videoconferencing Streaming Server.

Restart the "Cisco Unified Videoconferencing Streaming Server" service.

Perform these steps on the Desktop Client computer:

a.

b.

Navigate to the following directory: %AppData%\Apple Computer\QuickTime.
Delete the file QuickTime.qtp.

How to Enable Streaming Over Port 80

1.
2.
3.

Enabling streaming over port 80 is performed in the following steps:

Binding a Cisco Unified Videoconferencing Streaming Server, page 3-25
Enabling Streaming Over Port 80, page 3-25

Binding an Apache Tomcat to a Specific |P Address, page 3-27
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Binding a Cisco Unified Videoconferencing Streaming Server

Step 1

Step 2

Step 3

Step 4

If the Cisco Unified Videoconferencing Streaming Server runs on the same server as Cisco Unified
Videoconferencing Desktop Server, you need to bind it to a separate NIC or | P address on the PC so that
it does not conflict with port 80 access to the Cisco Unified Videoconferencing Desktop Server portal.
Alternatively, you can deploy the Cisco Unified Videoconferencing Streaming Server on a separate
server.

This procedure describes how to configure the Cisco Unified Videoconferencing Streaming Server to
bind it to a specific IP.

Procedure

Open the streamingserver.xml file at

C:\Program Files\Darwin Streaming Server.

Find the property bind_ip_addr:

<PREF NAME="bind_ip_addr”>0</PREF>

By default, this property is set to avalue of zero which indicates that all 1P addresses are enabled for the
server.

Replace the zero with the | P address to which you wish to bind (for example, 1.2.3.4):

<PREF NAME="bind_ip_addr”>1.2.3.4</PREF>
Save the streamingserver.xml file as a plain text file (not as .rtf or any other format).

Enabling Streaming Over Port 80

Step 1
Step 2

Step 3

Procedure

Find the section for the rtsp_port property in the same streamingserver.xml file.
By default, the following values are present:

<LIST-PREF NAME="rtsp_port” TYPE="UIntl6”>
<VALUE>7070</VALUE>
<VALUE>554</VALUE>
<VALUE>8000</VALUE>
<VALUE>8001</VALUE>
</LIST-PREF>
Add the following entry:

<VALUE>80</VALUE>
To force streaming only over port 80, you can remove some of the other values but you must leave
the value for port 554, asthisisthe port over which the Cisco Unified Videoconferencing Streaming
Server monitors administrative functions as well as RTSP.

The code should look as follows:

<LIST-PREF NAME="rtsp_port” TYPE="UIntl6”>
VALUE>80</VALUE>
<VALUE>554</VALUE>

</LIST-PREF>
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Step 4
Step 5

Save the streamingserver.xml file as a plain text file (not as .rtf or any other format).
Restart the Cisco Unified Videoconferencing Streaming Server.

Binding an Apache Tomcat to a Specific IP Address

Step 1

Step 2

Step 3

Step 4
Step 5

Note

Step 6

Procedure

Open the server.xml file at
C:\Program Files\Cisco\Cisco Unified Videoconferencing Desktop\tomcat\conf.
Add the address="1.2.3.4" field in the port 80 connector definition as follows, and restart Tomcat:

<!-- Define a non-SSL HTTP/1l.1 Connector on port 8080 -->
<Connector port="80" maxHttpHeaderSize="8192"
maxThreads="130"
minSpareThreads="25"
maxSpareThreads="75"
enableLookups="false”
redirectPort="8443"
acceptCount="300"
connectionTimeout="20000"
disableUploadTimeout="true”
address="1.2.3.4" />

where 1.2.3.4 is the |P address you want to bind to.

Select Streaming in the Cisco Unified Videoconferencing Desktop Server Administration user
interface.

Enter the Tomcat |P address in the Streaming Server Addressfield.

Enter the IP address or DNS name in the Streaming Server Virtual Address field but do not specify a
specific port.

Users connecting from behind an HTTP Proxy may need to modify their client-side Quicktime Player
transport settings to default to HTTP tunneling.

Save the server.xml file as a plain text file (not as .rtf or any other format).

How to Configure Third-Party Equipment

This section describes how to configure third-party communication and security equipment used in
Cisco Unified Videoconferencing Solution deployments.

- Configuring a Firewall, page 3-27
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Configuring a Firewall

Verify that the firewall is properly configured according to atopology described in Chapter 2, “ Selecting
a Deployment Topology”.

« Firewall Guidelines, page 3-28
» Portsto Openinthe Firewall to Allow Streaming, page 3-28

Firewall Guidelines

« Firewall Configuration Guidelines, page 3-28
« NAT Configuration Guidelines, page 3-28

Firewall Configuration Guidelines

This section describes the simplest and most typical firewall configuration. A typical configuration
allows any computer located on an private network to reach aDMZ and external networks. A computer
on an external network can access some specific services in the DMZ but not the private network. In
contrast to this, a host located in the DMZ can access the external networks as well as some specific
services on specific servers, but not the entire private network.

The firewall system uses the following interfaces to control different network types:

WAN—Controls accessto and from unprotected external networks, for example a public internet or
a partner organization network.

- DMZ—Controls a DMZ network protected by the firewall.
« LAN—Controls a private network protected by the firewall.

Related Topics
« Firewall Rules, page D-1

NAT Configuration Guidelines

Network address translation (NAT) is supported for the following traffic directions:
 From DMZ to external networks
« From internal networks to external networks

Traffic is not allowed between internal networks and the DMZ because NAT configuration between
internal networks and the DMZ is not supported by Cisco Unified Videoconferencing Solution
Release 7.1.

A firewall rule must be added for each NAT table entry described in this section to permit traffic through
the NAT rule. For deployments that do not implement NAT, add a firewall rule corresponding to the
following NAT table entries to permit the associated traffic.

Note ~ On most firewallsit is not possible to access NAT services using the WAN |P address from within
internal networks or aDMZ network.

Related Topics
» NAT Rules, page D-5

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Ports to Open in the Firewall to Allow Streaming

To configure the firewall to allow streaming, you must open a number of ports including:
- Ports from the user to the Cisco Unified Videoconferencing Streaming Server
« TCP port 7070 (or other port of choice) for tunneled RTSP

- Portsfor Cisco Unified Videoconferencing Desktop Server to the Cisco Unified Videoconferencing
Streaming Server

» UDP ports 6972-65535
e TCP port 554

Sometimesfirewallsare configured to block packets used for streaming media. Two general options exist
for crossing the firewall boundary: either configure the firewall to allow streaming packets, or
reconfigure the streaming server and client to use different network protocols that cross the firewall
boundary.

The Streaming Server uses the IETF RTSP/RTP protocols. RTSP runs on top of TCP, while RTP runs
over UDP. Many firewalls are configured to restrict TCP packets by port number and are very restrictive
on the UDP. The streaming server can tunnel RTSP/RTP traffic through HTTP (the protocol used by web
servers and web browsers).

Somefirewalls may inspect traffic on port 80 and not allow the tunneled RTSP/RTP on that port. For this
reason, we recommend that you use an alternate TCP port for HTTP tunneling such as the QuickTime
de facto standard port 7070. Thisis configured in the streaming server by default aslong as you specify
the port as part of the streaming server virtual address in the Streaming section of the Cisco Unified
Videoconferencing Desktop Server Administration user interface.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Configuring Cisco Unified Videoconferencing
Desktop Servers for Scalability and High
Availability

« Scalability with Round Robin DNS, page 4-1
- Scalability with Generic Load Balancer, page 4-2
- Scalability with Radware WSD, page 4-7

Scalability with Round Robin DNS

Cisco Unified Videoconferencing Desktop Servers can be configured for scal ability and high availability
by placing several of theminaTomcat cluster and using a Round Robin DNS on the DN S server to route
requests to the different servers within the cluster.

- Round Robin DNS Functionality, page 4-1
- Round Robin DNS Limitations, page 4-2

Round Robin DNS Functionality

In a deployment with Round Robin DNS, a single DNS name resolves to multiple | P addresses defined
by the network administrator. Each request is resolved to one of the Cisco Unified Videoconferencing
Desktop Serversinthe cluster. Thelist of addressesfor external clients are typically different from those
within the company network. The DNS name is resolved to one of the defined IP addresses for each
client request.

Serversin the cluster are recommended to have two network cards, one to connect to an isolated network
behind the load balancer and a second card to connect to the company network.

Theintegrity of authenticated HT TP sessionsis maintained when requests are routed to different servers,
enabling rerouting to different Cisco Unified Videoconferencing Desktop Servers within the cluster
without requiring another login.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Round Robin DNS Limitations

Users in the same meeting could be routed to different Cisco Unified Videoconferencing Desktop
Servers. This can be costly, as each Cisco Unified Videoconferencing Desktop Server occupies an extra
port, thereby increasing the number of servers per meeting, reducing the efficiency of port usage.

Spreading meeting participants over more than one server also implies that participants on other servers
lose chat and raising hand functionality.

There is no guarantee that the load is distributed evenly when using Round Robin DNS.

Scalability with Generic Load Balancer

Cisco Unified Videoconferencing Desktop Servers in a Tomcat cluster can also be managed using a
generic load balancer. This topology has the added advantage of continued service even when one or
more of the servers have failed.

« Generic Load Balancer Functionality, page 4-2
» How to Configure Round Robin DNS and Generic Load Balancers, page 4-2
» Generic Load Balancer Limitations, page 4-7

Generic Load Balancer Functionality

Generic load balancers offer the continued service of a cluster when one or more of the units are
unresponsive, due to the health checks that take place in the background. If one or more of the servers
are not able to respond, the load balancer reroutes requests to the remaining active servers.

We recommend using the health checks of ICMP echo request and HTTP Web (TCP port 80) to monitor
the server farm in your deployment.

External clients access the | P address of the cluster, like cluster.x.com, which pointsto the load balancer
viathe firewall. The load balancer in turn resolves the request to one of the serversin the cluster. The
firewall must be configured with a static IP mapping. Internal clients type the same address,
cluster.x.com, which internally resolves directly to the load balancer.

Note  The scalability cannot be extended to streaming servers.

How to Configure Round Robin DNS and Generic Load Balancers

A Tomcat cluster enables users to access the Cisco Unified Videoconferencing Desktop Servers using a
single DNS name, for example sdcluster.x.com, routing to three servers each with their own IP address.

« Configuring DNS Settings for Round Robin DNS, page 4-3

» Configuring DNS Settings for Generic Load Balancers, page 4-3

« Configuring the Tomcat Cluster, page 4-3

» Configuring Cisco Unified Videoconferencing Desktop in a Cluster, page 4-4
« Configuring Multiple NIC Servers, page 4-5

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Scalability with Generic Load Balancer

» Configuring Streaming and Recording for Scalability, page 4-6
» Configuring Load Balancer Routing Rules, page 4-6

Configuring DNS Settings for Round Robin DNS

Procedure

Step1  Define asingle DNS name for the multiple | P addresses in the cluster.

Step2  Define aDNS name for each of the serversin the cluster, each associated with that server’s | P address.

N

Note  This DNS name must be available from all locations that might request access to the
Cisco Unified Videoconferencing Desktop Servers.

Configuring DNS Settings for Generic Load Balancers

Procedure

Stepl  Define asingle DNS name for the a single | P address that represents the cluster.
Step2  Define a DNS name for each of the serversin the cluster, each associated with that server’s |P address.

N

Note  This DNS name must be available from all locations that might request access to the
Cisco Unified Videoconferencing Desktop Servers.

Configuring the Tomcat Cluster

This procedure configures the Tomcat cluster as a simple TCP cluster with full memory replication of
sessions. On each of the serversin the cluster, perform the following steps.

Procedure

Stepl  Openthefileserver.xml on each Cisco Unified Videoconferencing Desktop Server located at c:\Program
Files\Cisco\cuvcd\tomcat\conf.

Step2  Locatetheline

<Cluster className="org.apache.catalina.ha.tcp.-SimpleTcpCluster"
channelSendOptions="8">

Step3  Replace that line with the following code:

<Cluster className="org.apache.catalina.ha.tcp.-SimpleTcpCluster"
channelSendOptions="8""><Manager

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Step 4
Step 5
Step 6
Step 7
Step 8
Step 9
Step 10
Step 11

className=""org.apache.catalina.ha.session.DeltaManager'expireSessionsOnS
hutdown=""false'notifyListenersOnReplication="true"/><Channel
className=""org.apache.catalina. tribes.group.GroupChannel'><Membership
className=""org.apache.catalina.tribes._membership.McastService"address="2
28.0.0.4"port="45564"frequency="500"dropTime="3000"/><Receiver
className=""org.apache.catalina. tribes.transport.nio.NioReceiveraddress=
auto''port="4000"autoBind=""100"selectorTimeout="5000"maxThreads="6"/>
<Sender

className=""org.apache.catalina. tribes.transport.ReplicationTransmitter'>
<Transport

className=""org.apache.catalina. tribes.transport.nio.PooledParallelSender
''/></Sender><Interceptor

className=""org.apache.catalina.tribes._group. interceptors.TcpFailureDetec
tor''/><Interceptor

className=""org.apache.catalina.tribes.group. interceptors.MessageDispatch
15Interceptor"/></Channel><Valve
className=""org.apache.catalina.ha.tcp.ReplicationvValve"filter=""""/><Valve
className=""org.apache.catalina.ha.session.JvmRouteBinderValve'/>
<Deployer
className=""org.apache.catalina.ha.deploy.FarmWarDeployer' tempDir=""/tmp/w
ar-temp/"'deployDir="/tmp/war-deploy/"watchDir="/tmp/war-listen/"watchEna
bled="false"/><ClusterListener
className=""org.apache.catalina.ha.session.JvmRouteSessionlDBinderListene
r'*/><ClusterListener
className=""org.apache.catalina.ha.session.ClusterSessionListener'/>
</Cluster>

Open the file web.xml in \tomcat\webapps\cuvm\WEB-INF\.
Add aline and enter <distributable/>.

Save and close thefile.

Open the file context.xml in \tomcat\conf\.
Locate the line containing <Manager pathname="" />
Delete thisline.

Save and close the file.

Restart the server.

Configuring Cisco Unified Videoconferencing Desktop in a Cluster

Step 1

Procedure

Enter the same DNS name for each of the serversin the cluster during installation.
a. Runtheinstallation of the Cisco Unified Videoconferencing Desktop Server.

b. Enter the DNS namein the Desktop Fully Qualified Domain Namefield in the Desktop Hostname
Configuration window.
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Scalability with Generic Load Balancer

Step2  Define the same | P address in the Cisco Unified Videoconferencing Manager Address field for each

of the serversin the cluster.
a. Open the Cisco Unified Videoconferencing Desktop Server Administration Web User Interface.

b. Select the Deployment section (Figure 4-1 on page 4-5).

Figure 4-1 Setting IP Addresses of Associated Servers
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c. Enter the IP addressin the Cisco Unified Videoconferencing Manager Addressfield, identical t

the other serversin the cluster.
d. Ensure the Recording and Streaming sections are disabled.
e. Repeat for each of the serversin the cluster.
Step3  Repeat Step 2 for the Gatekeeper | P Addressfield.

Configuring Multiple NIC Servers

Procedure

Stepl  Open server.xml on each Cisco Unified Videoconferencing Desktop Server located at c:\Program
Files\Cisco\cuvcd\tomcat\conf.

Step2  Locatetheline

<Membership
className=""org.apache.catalina.tribes._membership.McastService"

[ oL-22089-01
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Step 3

Scalability with Generic Load Balancer

Use the bind attribute to define the I P interface to restrict cluster membership multicast messages. For
example:

<Membership
className=""org.apache.catalina.tribes._membership.McastService"address="2
28.0.0.4"port="45564"frequency="500"dropTime="3000"bind="10.0.0.2"/>

Configuring Streaming and Recording for Scalability

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

Currently there is no solution for recording when the Cisco Unified Videoconferencing Desktop Server
is configured for scalability. Therefore recording functionality must be disabled on each Cisco Unified
Videoconferencing Desktop Server used for interactive users (Figure 4-1 on page 4-5).

To support streaming functionality in the cluster, you can install dedicated Cisco Unified
Videoconferencing Desktop Servers as streaming servers, and enable streaming as a policy on all
scheduled meetings and Virtual rooms. The maximum number of streaming servers is the number of
Cisco Unified Videoconferencing Desktop Servers deployed for interactive users.

To configure a dedicated streaming server, you can either point all interactive Cisco Unified
Videoconferencing Desktop Servers to the same alternate streaming server, or assign one streaming
server to each interactive Cisco Unified Videoconferencing Desktop Server as the alternate streaming
server.

Procedure

Open the Cisco Unified Videoconferencing Desktop Server Administration Web User Interface.
Select the Deployment section (Figure 4-1 on page 4-5).
Select the Streaming check box.

Select the check box Allow watching of webcastsfrom an alternate Cisco Unified Videoconferencing
Desktop Server

Enter the | P address of the dedicated streaming server.

Configure the Cisco Unified Videoconferencing Manager to enable streaming for virtual rooms and
scheduled meetings (see the User Guide for Cisco Unified Videoconferencing Manager for further
details).

Configuring Load Balancer Routing Rules

Step 1
Step 2

Procedure

Set the persistence based on JSESSIONID in HTTP header, otherwise on source IP.

Select sever based on least amount of traffic or fastest response time. Thiswill insure that all severs are
as evenly loaded as possible.
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Configuring Cisco Unified Videoconferencing Desktop Servers for Scalability and High Availability

Scalability with Radware wSD

Generic Load Balancer Limitations

Users in the same meeting could be routed to different Cisco Unified Videoconferencing Desktop
Servers. This can be costly, as each Cisco Unified Videoconferencing Desktop Server occupies an extra
port, thereby increasing the number of servers per meeting, reducing the efficiency of port usage.

Spreading meeting participants over more than one server also implies that participants on other servers
lose chat and raising hand functionality.

Scalability with Radware WSD

Cisco Unified Videoconferencing Desktop Servers can also be made scalable using Radware WSD. This
configuration does not use Tomcat clustering. Configure each Cisco Unified Videoconferencing Desktop
Server independently.

- Radware WSD Functionality, page 4-7
» How to Configure Radware WSD, page 4-7
» Radware WSD Limitations, page 4-11

Radware WSD Functionality

Radware WSD's application, the App Director, can be configured to track the meeting 1D, enabling it to
route usersin the same meeting to asingle Cisco Unified Videoconferencing Desktop Server. The WSD
routes one meeting to one server, and when oneisfull, it reroutes other meetings to one of the remaining
servers.

When arequest arrives to the main virtual |P address, the App Director inspects the cookie embedded
within the URL to determineif this request is part of an existing session with its server location. If it is,
the App Director redirects the HTTP request to that server.

When anew session is requested, the App Director can be configured to route requests to the server with
the least amount of traffic.

The WSD does not require the use of an extra port for each meeting, since thereisawaysonly one server
per meeting.

How to Configure Radware WSD

- Configuring Network Interfacesin WSD, page 4-8

- Configuring Routing in WSD, page 4-8

« Configuring the Central Server Farm, page 4-8

« Configuring Remaining Serversin the Farm, page 4-9

» Configuring Layer 4 Policies, page 4-9

» Configuring Servers of the Central Server Farm, page 4-10
- Configuring a Single Server Farm Server, page 4-10

» Configuring Cookie Persistency, page 4-11
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Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1 g



Chapter4  Configuring Cisco Unified Videoconferencing Desktop Servers for Scalability and High Availability |

M Scalability with Radware WSD

Configuring Network Interfaces in WSD

Step 1
Step 2
Step 3
Step 4
Step 5

Procedure

Open the App Director.
Select Router.

Select | P Router.

Select I nterface Parameters.

Configure the IP interfaces for the device. One interface is the | P address to access the load balancer
from outside and inside the network. The other interface isthe load balancer’s | P address on the i sol ated
network of the Cisco Unified Videoconferencing Desktop Server farm.

Configuring Routing in WSD

Step 1
Step 2
Step 3
Step 4

Procedure

Open the App Director.
Select Router.
Select Routing Table.

Configure the routing table so that traffic that is destined for the Cisco Unified Videoconferencing
Desktop Servers is routed through one interface, while all other traffic is routed through the other
interface.

~

Note  Routes can only be defined when the interface is accessible.

Configuring the Central Server Farm

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
Step 9

Procedure

Open the App Director.

Select Farms.

Select Farm Table.

Select Create.

Enter the central server farm name in the Farm Name field, for example Central_Server_Farm.
Enter 90000 in the Aging Time field.

Select Least Amount of Traffic in the Dispatch Method field.

Select Server Per Session in the Session M ode field.

Select TCP Port in the Connectivity Check Method field.
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Step 10 Select HTTP Redirection in the Redirection Mode field.
Step11 Select IP Modeinthe HTTP Redirection Mode field.
Step12 Use the default values for the remaining fields.

Step13  Select Set.

Configuring Remaining Servers in the Farm

Scalability with Radware wSD

Perform the following procedure on each of the remaining serversin the farm:

Procedure

Stepl  Open the App Director.

Step2  Select Farms.

Step3  Select Farm Table.

Step4  Select Create.

Step5  Enter the name of this server in the farm in the Farm Namefield.
Step6  Enter 60 in the Aging Time field.

Step7  Select Least Amount of Traffic in the Dispatch Method field.
Step8  Select Server Per Session in the Session Mode field.

Step9  Select TCP Port in the Connectivity Check Method field.
Step10  Use the default values for the remaining fields.

Step11  Select Set.

Configuring Layer 4 Policies

Procedure

Stepl  Open the App Director.

Step2  Select Servers.

Step3  Select Layer 4 Farm Selection.
Step4  Select Layer 4 Policy Table.
Step5  Select Create.

Step6  Enter the IP address of the central server farm in the Virtual | P field.

Step7  Select Any inthe L4 Protocol field.

Step8  Enter apolicy namein the L4 Policy Name field. For example, Main_Policy.

Step9  Enter the name of the central server farm in the Farm Name field. For example, Central_Server_Farm.
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M Scalability with Radware WSD

Step 10
Step 11

Use the default values for the remaining fields.
Select Set.

Configuring Servers of the Central Server Farm

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6
Step 7
Step 8
Step 9
Step 10
Step 11
Step 12
Step 13
Step 14
Step 15
Step 16
Step 17

Procedure

Open the App Director.

Select File > Configuration > Receive From Device.

Select ASCII as the file format.

Select Set.

Search for the name of each farm and note its | P address.

For example, rsWSDFarmName.0.0.0.2=""S1_Farm" denotes S1_Farm’s IP address is 0.0.0.2
Open the App Director.

Select Servers.

Select Application Servers.

Select Table.

Select Create.

Enter the name of the central server farm in the Farm Name field. For example, Central_Server Farm.
Enter the | P address of the server in the farm in the Server Address field (see Step 5).

Enter a name for this server in the Server Name field. For example, S1-Redir_To_S1 Farm.

Select Local Farm in the Typefield.

Enter the | P address of the server's L4 policy in the Redirect To field.

Use the default values for the remaining fields.

Select Set.

Configuring a Single Server Farm Server

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Procedure

Open the App Director.

Select Servers.

Select Application Servers.

Select Table.

Select Create.

Enter the name of the single server farm in the Farm Name field. For example, S1_Farm.
Enter the |P address of the server in the Server Addressfield.
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Scalability with Radware wSD

Step8  Enter the name of the server in the Server Name field. For example, S1.
Step9  Usethe default values for the remaining fields.
Step10  Select Set.

S

Note  You may configure an additional server as a backup server for afarm in case of server failure.
On the backup server, select Backup in the Operation M ode field.

Configuring Cookie Persistency

Procedure

Stepl1  Open the App Director.

Step2  Select Layer 7 Server Persistency.

Step3  Select Text Match.

Step4  Select Create.

Step5  Enter the name of the farm in the Farm Name field. For example, Central_Server Farm.
Step6  Select URL Cookieinthe Lookup M ode field.

Step7  Enter CONFID in the Persistency | dentifier field.

Step8  Enter & in the Stop Charsfield.

Step9  Enter 90000 in the Select Enabled in the Ignore Source | P field.I nactivity Timeout [sec] field.
Step 10  Select Enabled in the Ignore Source I P field.

Step11  Use the default values for the remaining fields.

Step12  Select Set.

Radware WSD Limitations

A redirected request does not maintain session authentication, since reroutes use specific |P addresses.
This requires users to re-enter credentials when their requests are rerouted.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Solution Deployment

» Testing Desktop Connectivity, page 5-1

» Testing Room System Connectivity and Moderation, page 5-2
» Testing Webcast Access, page 5-2

- Testing gateway Functionality, page 5-3

- Testing Load Balancing, page 5-3

« Finding Further Information, page 5-4

Testing Desktop Connectivity

Procedure

Stepl  Verify that your video and audio peripheral equipment is connected to your desktop PC and configured
correctly.

Step2  From aclient machine (with Windows XP Service Pack 2 or higher), connect to Cisco Unified
Videoconferencing Desktop Server via the following URL.:

http://< FQDN>/cuvm
Step3  You are prompted to install Desktop Client.
Y
Note If you have not yet installed Desktop Client or if you need to update your version of Desktop

Client, ayellow message displays on Cisco Unified Videoconferencing Desktop Server entry
page. Select the link to access the page from which you can install Desktop Client.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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M Testing Room System Connectivity and Moderation

Step 4

After installing Desktop Client, enter ameeting ID in Cisco Unified Videoconferencing Desktop Server
that starts with one of the following:

- The prefix configured on your Cisco Unified Videoconferencing 3500 MCU for the Desktop
service.

- A valid Cisco Unified Videoconferencing Manager virtual room ID.
The Desktop Client loads and your own video stream is displayed.

~

Note  Ensurethereisno firewall enabled on your machine that might block the Desktop Client.

Testing Room System Connectivity and Moderation

Step 1
Step 2
Step 3

This procedure describes how to test room system connectivity and moderation inside an enterprise
private network. This procedure describes how to check whether or not the room system is connected to
Cisco Unified Videoconferencing Desktop Server.

Procedure

Check whether or not you are connected to the Cisco Unified Videoconferencing Desktop Server.
Select M oder ate in the Desktop Live Meeting Console, and then I nvite.

Enter the E.164 address of the room system, or its|P addressif it is not registered to the Cisco IOSH.323
Gatekeeper.

The room system joins the meeting, validating room system connectivity as well as moderation.

N

Note  To test an HD room system connectivity, use the HD service.

Testing Webcast Access

Step 1
Step 2
Step 3

Step 4
Step 5

Procedure

Check whether or not you are connected to the Cisco Unified Videoconferencing Desktop Server.
Select M oder ate in the Desktop Live Meeting Console, and then Enable Streaming.

From another client machine (Windows XP Service Pack 2 or MAC Intel based), connect to
Cisco Unified Videoconferencing Desktop Server viathe following URL:

http://< FQDN>/cuvm

Select the Watch Webcast link.

Enter the meeting ID that you used in Step 2.

The Desktop Client window loads and your own video stream is displayed.
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Testing Gateway Functionality [l

Step6  Select Watch.
Step7  Install the plug-in required to see the webcast.
Step8  Restart your web browser to view the webcast.

Testing Gateway Functionality

This procedure describes how to test connectivity and moderation for room systems located on the
ISDN/PSTN network. This procedure also describes how to check whether or not the room system is
connected to the Cisco Unified Videoconferencing Desktop Server via a gateway.

Procedure

Step1  Check your connection to the Cisco Unified Videoconferencing Desktop Server.
Step2  Select Moderate in the Desktop Client window, and then I nvite.

Step3  Enter the gateway service ID followed by the room system number as it appears on the ISDN/PSTN
network.

The room system joins the meeting, validating room system connectivity via gateway as well as
moderation.

N

Note  To test an HD room system connectivity, use the HD service.

Testing Load Balancing

Perform this test only for load balancing deployments:

Procedure

Step1  Establish a conference.

Step2  Connect several Desktop Clients to this conference.

Step3  Access the Cisco Unified Videoconferencing Desktop Server Administration web interface.
Step4  Select Statusin the sidebar.

Step5  Inthe Live Ports area, verify the number of clients associated with this server.

Step6  Repeat 2 - 5 for other Cisco Unified Videoconferencing Desktop Servers in the deployment.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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M Finding Further Information

Finding Further Information

For more information on issues such as these
= Product troubleshooting
« Cisco WebEx integration
« IBM Sametime integration
» Microsoft OCS integration
» Cisco Unified Videoconferencing Manager scheduling deployment options
- Cisco Unified Videoconferencing Manager Network Manager deployment
» Cisco Unified Videoconferencing 5000 Series MCU Quality of Service settings
Refer to the following Cisco publications:
» Configuration Guide for Cisco Unified Videoconferencing Manager Release 7.1
» Troubleshooting Guide for Cisco Unified Videoconferencing Manager Release 7.1
» Troubleshooting Guide for Cisco Unified Videoconferencing 3500 Gateway Release 5.5 and 5.6
- Configuration Guide for Cisco Unified Videoconferencing 5100 Series MCU Release 7.1
- Configuration Guide for Cisco Unified Videoconferencing 5200 Series MCU Release 7.1
- Troubleshooting Guide for Cisco Unified Videoconferencing 5100 Series MCU Release 7.1
» Troubleshooting Guide for Cisco Unified Videoconferencing 5200 Series MCU Release 7.1

« Installing and Configuring the Microsoft OCS Plug-in for Cisco Unified Videoconferencing
Manager Release 7.1

» Joining Cisco Unified Videoconferencing Manager Release 7.1 Meetings from the Microsoft OCS
Client

- Enabling Cisco Unified Videoconferencing Manager Release 7.1 and Cisco WWebEx Integration

» User Guidefor Using the Cisco Unified Videoconferencing Desktop Connector Plug-In Release 7.1
with IBM Lotus Sametime

- Installing and Configuring the Cisco Unified Videoconferencing Desktop Connector Plug-In
Release 7.1 with IBM Lotus Sametime

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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APPENDIX‘ \

Configuring Secure Connection Between
Cisco Unified Videoconferencing Solution
Components

To provide a secure access to Cisco Unified Videoconferencing Solution components and to secure

connection between them, you need to configure the components to use one of these cryptographic

protocols: HTTPS, TLS, or SSL. If it isrequired that only HTTPS be used to access web pages, use
Configuring Windows Firewall, page A-12.

Proceduresincluded in this appendix mention Cisco Unified Videoconferencing Desktop Server default
installation location. If you used a customized location during Cisco Unified Videoconferencing
Desktop Server installation, modify paths in procedures appropriately.

» About Server Certificates, page A-1

- Configuring Secure Access to the Cisco Unified Videoconferencing Manager, page A-2

- Configuring Secure Access to Cisco Unified Videoconferencing Desktop Server, page A-4
» Configuring Windows Firewall, page A-12

« Example of Using the Microsoft Certificate Service, page A-13

About Server Certificates

Both Cisco Unified Videoconferencing Desktop Server and Cisco Unified Videoconferencing Manager
have default pre-installed certificates that are not fit for mutual authentication because they are not
unique. Procedures in this section show how to use the java key tool to replace default certificates with
unique server certificates. The proceduresinvolve sending a certificate request to a Certificate Authority
(CA). Depending on the security solution used in your deployment, you can either use awell known CA
like Microsoft Certificate Service or in-house certificate tool. The Certificate reply needs to contain
issuer information and signature sufficient to establish a certificate chain to a trusted certificate.

The java key tool comes with the version of java installed by both Desktop and Cisco Unified
Videoconferencing Manager.
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M Configuring Secure Access to the Cisco Unified Videoconferencing Manager

Configuring Secure Access to the Cisco Unified
Videoconferencing Manager

The procedure in this section describes how to configure Cisco Unified Videoconferencing Manager for
HTTPS access on an arbitrary port opened on the firewall. After the configuration is complete, the
following URL is used to access to Cisco Unified Videoconferencing Manager:
https://<server>:<port>/cuvcmrm.

Note  If Cisco Unified Videoconferencing Manager and Cisco Unified Videoconferencing Desktop Server are
installed on separate servers, the standard HTTPS port number 443 may be used. In this case the URL
to access Cisco Unified Videoconferencing Manager does not require the port designation. For example,
https://< server>/cuvcmrm.

To perform procedures described in this section you need a keytool—a javatool that isinstalled using
either a JRE (Java Runtime Environment) or JDK (Java Development Kit). There are two methods of
creating a new certificate for Cisco Unified Videoconferencing Manager are described:

» Sending a certificate request to a Certificate Authority (CA)
- Generating a self-signed certificate

Procedure

Stepl  Generate a keystore file:
a. Open a Command Prompt on the Cisco Unified Videoconferencing Manager Server.
b. Enter the command:
set path="<installDir>\CUVCMRM\jre\bin"
where <installDir> represents the actual installation path.
c. Enter the command:
MKDIR C:\certificate
d. Enter the command:
CD C:\certificate
e. Enter the following command:
keytool -genkey -keyalg RSA
-dname "cn=product,ou=users,ou=US,DC=Company,DC=com"
-alias product -keypass passwd -keystore product.keystore
-storepass passwd
S

Note Do not press ENTER until the entire command is entered. Use a space before each hyphen.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Step 2

Step 3

Step 4

Step 5

Step 6

Configuring Secure Access to the Cisco Unified Videoconferencing Manager

Generate a self-signed certificate:

a.

b.
Or

Enter the following command:

keytool -selfcert -alias product -keypass passwd
-keystore product.keystore -storepass passwd
Continue with Step 6.

Generate the certificate-signing reguest:

a.

b.

Enter the command:

keytool -certreq -v -alias product -file product.csr -keypass passwd
-keystore icm.keystore -storepass passwd

Submit the content of the product.csr file to a CA for signing.

After the signed certificate is returned by the CA, import this certificate into the keystore.

a.

Verify that all relevant files are located in the folder you created while generating a keystore file.
For example, c:\certificate.

Set the path for the keytool utility.
Enter the command:

keytool -import -alias CARoot -file <rootCertFromCA>.cer -keystore
product.keystore -storepass passwd

Import the certificate response from the CA by entering the command:

keytool -import -trustcacerts -alias product -file
<signhedCertFromCA>.cer -keystore product.keystore

-storepass passwd
Install the certificate:

a.

b.

Stop the service "Cisco Unified Videoconferencing Manager".

Using Microsoft Notepad or Microsoft Wordpad applications, open the following file:
<installDir>\CUVCMRM\]boss\server\defaul t\depl oy\j bossweb-tomcat55.sar\ser ver.xml,
where <installDir> represents the actual installation path.

L ocate the section in which the connectors are defined.

Modify the following SSL/TLS connector parameters as described below. The necessary changes
are marked in bold.

<I-- SSL/TLS Connector configuration using the admin devl guide
keystore -->

<Connector port="8444" address="${jboss.bind.address}"
maxThreads=""100" strategy="ms" maxHttpHeaderSize="8192"
emptySessionPath="true"

scheme="https" secure="true" clientAuth="false"
keystoreFile="C://certificate/product.keystore"
keystorePass="passwd" sslProtocol = "TLS" />

<l-—- ——>
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Step 7
Step 8

N
Note  To disable non-SSL connections (HTTP) to Cisco Unified Videoconferencing Manager on

port 8080, Microsoft Windows Firewall must be configured to block this port from external
access.

e. Disable the default connector on port 8443 by placing "<!--" at the beginning of the connector
definition and "-->" at the end. The necessary changes are marked in bold.

<l--
<Connector port="8443" address="${jboss.bind.address}"
maxThreads=""100" minSpareThreads="5" maxSpareThreads="15"
scheme="https" secure="true" clientAuth="false"
keystoreFile="${jboss.server._home.dir}/conf/icmservice.keystore"
keystorePass="<company>"
truststoreFile="${jboss.server._home.dir}/conf/icmservice.keystore"
truststorePass=""<company>"'sslProtocol = "TLS" />
—-—>

Save the file and close Microsoft Notepad or Microsoft Wordpad.

Start the "Cisco Unified Videoconferencing Manager" service.

Configuring Secure Access to Cisco Unified Videoconferencing
Desktop Server

The procedure in this section describes how to configure secure access of Desktop Clients to

Cisco Unified Videoconferencing Desktop Server. It isnot possible to configure Desktop web access to
accept an SSL connection on the standard 443 port because that port is already used to accept tunnelled
connections from Desktop Client. This procedure explains how to configure Cisco Unified
Videoconferencing Desktop Server to forward HTTPS requests to its web server.

Configuring Cisco Unified Videoconferencing Desktop Server to Use HTTPS

Step 1
Step 2
Step 3
Step 4

Procedure

Select Start > All Programs > Desktop > Config Tool.

Select the Enable HTTPS checkbox in the HTTPS tab.

Select Apply.

Update the start menu shortcut used to access the Desktop Administration web interface:
a. Select Start > All Programs > Desktop.

b. Right-click Desktop - Administration shortcut.

c. Select Properties.
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d. Modify the value in the Target field from
C:\WINDOWS\expl orer.exe https://localhost: 80/cuvm/admin
to
C:\WINDOWS\explorer.exe http://your_|P/cuvm/admin

e. Select OK.

Step5  Select Add Certificate to use an existing certificate, and follow the steps described in Configuring
Conference Server with a Certificate, page A-5.

Step6  Reboot the Cisco Unified Videoconferencing Desktop Server.
Step7  Change URL in Invitations section of the Desktop Administration web interface:
a. Log into the Desktop Administration web interface.
b. Select M essages and | nvitations on the sidebar.
c. Select the Invitations tab.
d. Inthe Desktop Access section, modify all URLSs to use https instead of http.

N

Note By default, there are two URLSs present in this section.

Configuring Conference Server with a Certificate

Desktop Conference Server forwards all HTTPS requests to a Tomcat Server. In order to configure
Desktop with a certificate for HTTPS, import the certificate acquired from a Certificate Authority to
Conference Server.

Procedure

Stepl  Stop the service "Cisco Unified Videoconferencing DesktopDesktop- Conference Server. x.x.x".
Step2  Navigate to thislocation:

<CUVCDINSTALLDIR>\Confsrv

where <CUVCDINSTALLDIR> is the default installation directory.
Step3  Run the Certificate Configuration Utility by double-clicking CertificateConfiguration.exe file.
Step4  If the certificate isinstalled in the local machine's certificate store:

a. Select the Configure Certificate via Certificate Store.

b. Select Select Certificate.

c. Select the certificate from the list.
Step5  If the certificateisin PKCS12 format:

a. Select Configure Certificate via File Name.

b. Browse to the PKCS12 certificate.

c. Enter the private key password for the certificate.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Step6  Select OK.

Step7  Verify that the certificate information is listed in the Selected Certificate pane.
Step8  Select Apply.

Step9  Select OK.

Step10 Select OK.

Step11  Start the service "Desktop- Conference Server.x.x.x".

Configuring Desktop Clients to Accept Generated Certificate Located on the
Conference Server

Perform this configuration procedure to install the Cisco Unified Videoconferencing Desktop Server
Certificate on a Desktop Client. If you try to connect to the server and the certificate is not installed on
the client computer, the client issues a-734 error. View this error in the client call log:

" fHHHHHAget verify result error = 19, the peer certificate isinvalid."

In cases of incorrect Cisco Unified Videoconferencing Desktop Server Certificate setting, the Desktop
Client returns errors 21 or 26.

Procedure

Stepl  Obtain acertificate from the administrator. If you are using a known Windows CA server, a CA
certificate can be obtained as follows:

a. Connect to the Certificate Authority Server at this address: http://<serverName>/certsrv.
b. On the Welcome Page, select Download a CA certificate, certificate chain, or CRL.
c. Select Download CA certificate chain and save it to your hard disk.
Step2 Install the certificate on the computer using Microsoft Management Console:
a. Select Start > Run.
b. Type mmc and press enter.
c. From the File menu, select Add/Remove Snap-in.
d. Select Add.
Select Certificates, and then select Add.

—

Select Computer Account in the Certificates snap-in dialog box, and then select Next.
Select Local computer:(the computer this console is running on), and then select Finish.
Select Close and OK.

i. Verify that Microsoft Management Console shows the Certificates (Local Computer) certificate
store.

J @

j.- Expand certificates by selecting Certificates > Trusted Root Certification Authorities >
Certificates.

k. Right-click Certificates and select All Tasks> Import, and then select Next.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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I. Select Browse, and select Certificate.

By default it only shows X.509 Certificate file types, you must change this to Personal Information
Exchange (*.pfx;*.p12) or All Files (*.*).), and select Next.

m. Select Placeall certificatesin thefollowing store, and then verify that the Certificate store: Trusted
Root Certification Authorities option is selected.

n. Select Next.

o. Verify the information and select Finish.

p. Verify that the Certificate Chain is located in the Trust Root Certification Authorities store.
Step3  Verify that the Desktop Client can connect to the Cisco Unified Videoconferencing Desktop Server.

Configuring Secure Communication Between Cisco Unified
Videoconferencing Desktop Server and Cisco Unified
Videoconferencing Manager

Cisco Unified Videoconferencing Desktop Server and Cisco Unified Videoconferencing Manager
communicate over the ETCP channel 3340. You may choose to secure this channel. Securing the
communication channel between Cisco Unified Videoconferencing Desktop Server and Cisco Unified
Videoconferencing Manager is performed in two stages:

- Configuring Cisco Unified Videoconferencing Desktop Server and Cisco Unified
Videoconferencing Manager to Use Encryption, page A-7

» Enabling Mutual Authentication, page A-8

Configuring Cisco Unified Videoconferencing Desktop Server and
Cisco Unified Videoconferencing Manager to Use Encryption

Besides securing communication, enabling encryption guarantees data integrity which istested as a part
of the transport level message integrity check.

Procedure

Stepl  Enable encryption on the Cisco Unified Videoconferencing Desktop Server:
a. Access the Desktop Administrator web user interface.
b. Select Deployment on the sidebar.
c. Select the Secure connection using TL S check box.
d. Select OK.
Step2  Enable encryption on Cisco Unified Videoconferencing Manager:
a. Access Network Manager.
b. Select Resource Management on the sidebar.
c. Select the Desktop tab.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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d. Select the required Desktop link in the table.

The Cisco Unified Videoconferencing Desktop Server page opens.
e. Select the Secure XML interface (SSL) check box.
f. Select OK.

Enabling Mutual Authentication

After you configure Cisco Unified Videoconferencing Desktop Server and Cisco Unified
Videoconferencing Manager to perform mutual authentication, they exchange their certificates during
initialization of the SSL connection between them.

A certificate refers to an electronic document which incorporates a digital signature that associates a
public key with an identity, in other words such information as the name of a person or an organization,
their address, and so on.

SSL/TLS (Secure Sockets Layer/Transport Layer Security) connections rely on the existence of
certificates. During the initialization of an SSL connection, the server must present its certificate to the
client for the client to determine the server identity. The client can also present the server with its own
certificate for the server to determine the client identity.

Related Topics
« About Server Certificates, page A-1

Configuring Mutual Authentication Using Self-Signed Certificates

Step 1

If using self-signed certificates, instead of getting a certificate request signed by a CA, export a
self-signed certificate from Cisco Unified Videoconferencing Manager and import to Cisco Unified
Videoconferencing Desktop Server and vice versa

Procedure

To generate a self-signed certificate from the Cisco Unified Videoconferencing Manager:

a. Locate the Cisco Unified Videoconferencing Manager key store file at this location:
<CUVCMINSTALLDIR>\cuvemrm\jboss\server\defaul t\conflicmser vice.keystore.

b. Copy the key store file to a temporary working folder, for example C:\cert.

c. Usingthekey tool utility, removethe default certificate from theicmservice.keystorefile by entering
this command:

keytool -delete -alias default -keystore
C:\cert\cuvcmrmicmservice.keystore -storepass cisco

d. Open acommand line window.
e. Navigate to the JDK bin folder at this location:
<CUVCMINSTALLDIR>\cuvcmrm\jrel.6.0_10\bin
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Configuring Secure Communication Between Cisco Unified Videoconferencing Desktop Server and Cisco Unified

Execute the following command using appropriate DN (fill in the appropriate information for your
server and company):

keytool -genkeypair -keyalg RSA -alias cuvcrmiview -dname "cn=Ffully
qualified server name, OU=organization unit name, O=organization
name, L=location, ST=state, C=country" -keystore
C:\cert\cuvcmrmservice.keystore -storepass cisco -validity NNNN
-keysize 1024 -keypass cisco

where the validity parameter specifies period of time in days during which the certificate is valid.
For example, 3650 stands for 10 years.

Export the certificate from the key store file, so that it can be installed for Desktop. Execute this
command:

keytool -exportcert -alias cuvcrm -file C:\cert\cuvcrm.cer -keystore
cuvcrmservice.keystore -storepass cisco

The exported certificate is stored at C:\cert\cuvemrm.cer.

Import the certificate reply into the keystore using the same alias that was used when generating the
certificate request. Assuming the file that is returned from the certificate authority or, if using
self-signed certificate, the certificate exported from Cisco Unified Videoconferencing Desktop
Server or Cisco Unified Videoconferencing Manager is c:\cert\cert.crt. Execute this command:

keytool -import -trustcacerts -alias <alias> -file C:\cert\cert._crt
-keystore <keystore> -storepass cisco

Step2  To generate a Self-Signed certificate from Desktop, do the following on the Cisco Unified
Videoconferencing Desktop Server.

a.

Locate the Desktop key store file at this location:
<CUVCDINSTALLDIR>\data\sds.keystore.
Copy the key store file to atemporary working folder, for example C:\cert.

Using the key tool utility, remove the default certificate from the sds.deystore file by entering this
command:

keytool -delete -alias default -keystore C:\cert\sds.keystore
-storepass cisco

Open a command line window.

Navigate to the JDK bin folder at this location:
<CUVCDINSTALLDIR>\JRE\bin

Generate the private key and certificate by executing this command:

keytool -genkeypair -keyalg RSA -keysize 1024 -validity NNNN -dname
"'cn=sds.mydomain.com, OU=organization unit name, O=organization
name, L=location, ST=state, C=country" -alias sds -keypass cisco
-keystore sds.keystore -storepass cisco

where the validity parameter specifies period of time in days during which the certificate is valid.
For example, 3650 stands for 10 years.

Export the certificate by executing this command:

keytool -exportcert -alias sds -file C:\cert\sds.cer -keystore
sds.keystore -storepass cisco

The exported certificate is stored in C:\cert\sds.cer.
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h. Import the certificate reply into the keystore using the same alias that was used when generating the
certificate request. Assuming the file that is returned from the certificate authority or, if using
self-signed certificate, the certificate exported from Cisco Unified Videoconferencing Desktop
Server or Cisco Unified Videoconferencing Manager is c:\cert\cert.crt. Execute this command:

keytool -import -trustcacerts -alias <alias> -file C:\cert\cert._crt
-keystore <keystore> -storepass cisco

Configuring Mutual Authentication Using Certificates Generated by a CA

Step 1

Step 2

Step 3
Step 4
Step 5

Step 6

This procedure describes how to acquire a unique certificate using a CA, and then replace a default
certificate on Cisco Unified Videoconferencing Desktop Server and Cisco Unified Videoconferencing
Manager with a unique certificate.

Procedure

Stop the appropriate service:

» For Cisco Unified Videoconferencing Desktop Server, "Desktop - Apache Tomcat"

- For Cisco Unified Videoconferencing Manager, " Cisco Cisco Unified Videoconferencing Manager"
L ocate the key store file:

» For Cisco Unified Videoconferencing Desktop Server, the key store is located at
<CUVCDINSTALLDIR>\data\sds.keystore.

» For Cisco Unified Videoconferencing Manager, the key store is located at
<CUVCMINSTALLDIR>\iCM\jboss\server\default\conf\icmser vice.keystore.

Copy the key store file to atemporary working folder, for example C:\cert.
Open a command line window.
Navigate to the JDK bin folder at this location:

» For Cisco Unified Videoconferencing Desktop Server, the bin folder is located at
<CUVCDINSTALLDIR>\JRE\bin

» For Cisco Unified Videoconferencing Manager, the bin folder is located at
<CUVCMINSTALLDIR>\iCM\jre1.6.0_10\bin

Using the key tool utility, remove the default certificate from the sds.deystore file by entering this
command:

» For Cisco Unified Videoconferencing Desktop Server, the command is:

keytool -delete -alias default -keystore C:\cert\sds.keystore
-storepass cisco

- For Cisco Unified Videoconferencing Manager, the command is:

keytool -delete -alias default -keystore C:\cert\icmservice.keystore
-storepass cisco
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Step7  Generate a private key using an appropriate DN:

For Cisco Unified Videoconferencing Desktop Server, the command is:

keytool -genkeypair -keyalg RSA -alias sds -dname "CN=fully
qualified server name, OU=organization unit name, O=organization
name, L=location, ST=state, C=country' -keystore
C:\cert\sds.keystore -storepass cisco -validity NNNN -keysize 1024
-keypass

For Cisco Unified Videoconferencing Manager, the command is:

keytool -genkeypair -keyalg RSA -alias cisco -dname "CN=fully
qualified server name, OU=organization unit name, O=organization
name, L=location, ST=state, C=country" -keystore
C:\cert\icmservice.keystore -storepass cisco -validity NNNN -keysize
1024 -keypass

where the validity parameter specifies period of time in days during which the certificate is valid.
For example, 3650 stands for 10 years.

If you omit the keypass parameter value, the utility prompts you to provideit.

N

Note  The store name and password are the default to Cisco Unified Videoconferencing Desktop
Server. If alternate values are used, update the corresponding configuration propertiesin the
[sslcontextfactory] section of the ctmx.ini file.

Step8  Create a certificate request file for the private key pair generated in Step 7:

For Cisco Unified Videoconferencing Desktop Server, the command is:

keytool -certreq -alias sds -keystore C:\cert\sds.keystore
-storepass cisco -file C:\cert\certreg.csr

For Cisco Unified Videoconferencing Manager, the command is:

keytool -certreq -alias cisco -keystore
C:\cert\cuvcmrmservice.keystore -storepass cisco -file
C:\cert\certreq.csr

Step9  Send the certificate request to a Certificate Authority.
Step 10 Import a trusted root certificate into sds.keystore file:

For Cisco Unified Videoconferencing Desktop Server, the command is:

keytool -import -trustcacerts -alias root -file
C:\cert\root _cert.crt -keystore C:\cert\sds.keystore -storepass
cisco

For Cisco Unified Videoconferencing Manager, the command is:

keytool -import -trustcacerts -alias root -file
C:\cert\root_cert.crt -keystore C:\cert\cuvcmrmservice.keystore
-storepass cisco

where <root_cert.crt> is the trusted root certificate.

N

Note Although you can use default certificates from the system default trusted certificate store,
we recommend that you import a trusted root as described in this step. You cannot use
default certificates for server authentication.
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Step11 The CA returns the certificate reply in form of .crt file, for example C:\cert\cert.crt.
Step12 Import the Certificate reply into the sds.keystore file. Use the same alias you used in Step 8.
- For Cisco Unified Videoconferencing Desktop Server, the command is:

keytool -import -trustcacerts -alias sds -file C:\cert\cert.crt
-keystore C:\cert\sds.keystore -storepass cisco

» For Cisco Unified Videoconferencing Manager, the command is:

keytool -import -trustcacerts -alias cisco -file
C:\cert\root_cert.crt -keystore C:\cert\cuvcmrmservice.keystore
-storepass cisco

Upon completion this message is displayed: "Certificate reply was installed in keystore".

N

Note  The trustcacerts parameter instructs the key tool utility to check the system key store while
looking for the root certificate, if it is not present in the specified key store.

Step13  Copy the key store file into its original location:

» For Cisco Unified Videoconferencing Desktop Server, the key store is located at
<CUVCDINSTALLDIR>\data\sds.keystore.

» For Cisco Unified Videoconferencing Manager, the key store is located at
<CUVCMINSTALLDIR>\iCM\jboss\server\default\conf\icmser vice.keystore.

Step 14  Start the appropriate service:
» For Cisco Unified Videoconferencing Desktop Server, "Desktop - Apache Tomcat"
- For Cisco Unified Videoconferencing Manager, "Cisco Unified Videoconferencing Manager”.

Configuring Windows Firewall

Use the procedure described in this section to disable non-SSL access to Cisco Unified
Videoconferencing Desktop Server and to enable secure connections to Cisco Unified
Videoconferencing Desktop Server.

Note  If Cisco Unified Videoconferencing Manager is installed on a separate server, Windows Firewall must
be modified on both servers.

Procedure

Stepl  Open Windows Firewall by selecting Start > Control Panel > Windows Firewall.
Step2  Select On to turn on firewall protection.

Step3  Select the Exceptions tab.

Step4  Select the Add Port button.

Step5  Enter "Cisco Unified Videoconferencing Manager connection from" in the Name field.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Step 6
Step 7
Step 8
Step 9
Step 10

Step 11
Step 12
Step 13
Step 14
Step 15

Step 16
Step 17

Step 18
Step 19

Example of Using the Microsoft Certificate Service Il

Enter 8080 in the Port number field.
Verify that the TCP option is selected.
Select Change scope.

Select Custom list.

Enter "127.0.0.1,<CUVCD IP address>" in the field, where <CUV CD IP address> represents the actual
address of the Cisco Unified Videoconferencing Desktop Server. For example,
"127.0.0.1,192.168.112.9".

Select OK.

Select OK.

Select the Advanced tab.

In the Network Connection Settings area, choose L ocal Area Connection, and then select Settings.

Select Secure Web Server (HTTPS) to enable access to Cisco Unified Videoconferencing Desktop
Server.

Select Add.

Define service settings:

a. Inthe Description field, enter Secure Cisco Unified Videoconferencing Manager.
b. Inthe Name or server address field, enter the name of the server.

c. Inthe External port number and Internal port number fields, enter 8444.

d. Verify that TCP is chosen.

e. Select OK to enable secure access to Cisco Unified Videoconferencing Manager.
Select OK.

Select OK.

Example of Using the Microsoft Certificate Service

This section provides an example of how to acquire a server certificate for Cisco Unified
Videoconferencing Desktop Server using Microsoft Certificate Service application.

Configure Desktop When Using Microsoft CA

Step 1

This section shows an example of replacing the Cisco Unified Videoconferencing Desktop Server
certificate, when using Microsoft Certificate Service. You can replace the Cisco Unified
Videoconferencing Manager certificate in a similar way.

Procedure

Remove the default certificate from the keystore:

keytool -delete -alias default -keystore C:\cert\sds.keystore -storepass
cisco
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7
Step 8

Download a CA certificate from http://ca.server/certsrv/, select Download a CA certificate, certificate
chain, or CRL in DER format and save it as C:\cert\root_cert.crt.

Import the CA certificate into your keystore:

keytool -import -trustcacerts -alias root -file C:\cert\root_cert. crt
-keystore C:\cert\sds.keystore -storepass cisco

Generate a private key using an appropriate DN:

keytool -genkeypair -keyalg RSA -alias sds -dname " CN=fully qualified
server name, OU=organization unit name, O=organization name,
L=location, ST=state, C=country " -keystore C:\cert\sds.keystore
-storepass cisco

Create a certificate signing request file for the private key generated in the previous step:

keytool -certreq -alias sds -keystore C:\cert\sds.keystore -storepass
cisco -file C:\cert\sds_certreq.csr

Open sds_certreg.csr with Notepad and copy the content, and then request a certificate from
http://ca.server/certsrv/ by selecting the Request a certificate link:

a. Select Request a certificate.
b. Select advanced certificate request link.

c. Submit acertificate request by using abase-64-encoded CMC or PKCS#10file, or submit arenewal
request by using a base-64-encoded PKCS #7 file.

d. Paste content that you copied into the Saved Request field, choose Subordinate Certification
Authority for the Certificate Template, and select Submit.

Saveit in C:\cert\sds cert.crt.
Import the certificate reply into the keystore:

keytool -import -trustcacerts -alias sds -file C:\cert\sds_cert.crt
-keystore C:\cert\sds.keystore -storepass cisco

Generating a PKCS12 Certificate Using Microsoft Certificate Service

Step 1
Step 2
Step 3
Step 4

Procedure

Connect to the Certificate Authority Server at this link http://< serverName>/certsrv.

On the Welcome Page select Request a Certificate.

On the Request a Certificate page select advanced certificate request.

On the Advanced Certificate Request page select Create and submit arequest to this CA.
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Example of Using the Microsoft Certificate Service Il

Step5  On the Advanced Certificate Request page fill in the following information:
a. Certificate Template: Duplicate Computer
- Name: FQDN for the Server requesting the certificate
b. Key Options;
e CSP: Microsoft RSA SChannel Cryptographic Provider
- Key Usage: Exchange
- Key Size: 1024
- Automatic key container name
» Check Mark keys as exportable
c. Select Submit.
Step6  If aPotential Scripting Violation warning appears, select Yes to reguest the Certificate.
Step7  Select the Install this certificate link.
Step8  If aPotential Scripting Violation warning appears, select Yes to reguest the Certificate.
Step9  Verify that you receive a message stating that the certificate has been successfully installed.
Export the Certificate
Procedure
Stepl  Right-click the Certificate and select All Tasks > Export.
Step2  Select Next.
Step3  Select Yes, export the private key.
Step4  Select Personal Information Exchange - PKCS #12 (.PFK).
Step5  Also select Include all certificatesin the certification path if possible option and Enable strong
protection (requires|E 5.0, NT 4.0 SP4 or above), then and select Next.
Step6  Enter a password.
Step7  Re-enter the password to confirm it.
Step8  Select Browse and navigate to the location you would like to save the certificate to and enter aname and
save. (Verify that it is saved as a .pfx file).
Step9  Verify the information and select Finish.
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Importing the Server Certificate into the Personal Certificate Store on the Local

Computer

Step 1
Step 2
Step 3

Step 4

Step 5
Step 6
Step 7

Procedure

Right-click the Personal Store located under Certificates (Local Computer).
Select All Tasks > Import, and then select Next.
Select Browse, and then select the Certificate.

N

Note By default it only shows X.509 Certificate file types, you must change this to Personal
Information Exchange (*.pfx;*.p12) or All Files (*.*).) and select Next.

Enter the password and select the Mark this key as exportable check box, and then select Next.
Thiswill allow you to back up or transport your keys at alater time.

Verify that Place all certificates in the following store > Certificate store: Personal is selected.
Select Next.

Verify the information and select Finish.
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APPENDIX B

Configuring Dual-NIC Cisco Unified
Videoconferencing Solution Deployments

- About the Functionality of Dual-NIC Deployments, page B-1
« Using Cisco Unified Videoconferencing Desktop Server in Dual-NIC Deployments, page B-2
- Configuring Settings for Dual/Single-NIC Deployments, page B-3

About the Functionality of Dual-NIC Deployments

Note

This chapter provides general information about the dual-NIC deployment of the Cisco Unified
Videoconferencing Desktop Server component of the Cisco Unified Videoconferencing Manager and its
configuration. Dual-NIC deployments provide asimpler network configuration aswell as better security.
Dual-NIC deployments are more secure, since ports between aDMZ and a private network do not need
to be opened for Cisco Unified Videoconferencing Desktop Server. Dual-NIC deployments allow you to
bridge the internal firewall. External client accessis only granted to the external NIC. Theinternal NIC
communicates with the internal network components (Cisco |0S H.323 Gatekeeper, Cisco Unified
Videoconferencing 3500 MCU, and Cisco Unified Videoconferencing Manager) and internal clients.

Each of the two NICsis assigned to a separate | P address according to its | P network range. You must
use an FQDN with DNS resolution on the private network for the internal 1P and external IP on the
extranet.

In large centralized deployments which use aload balancer, we recommend that you use the dual-NIC
deployment.

If your Cisco Unified Videoconferencing Desktop Server has dual-NIC cards, one of the NICsresidesin
the enterprise network and the other NIC resides in the DM Z, as shown in Figure B-1.
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Figure B-1 Small Deployment—Dual NICs
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Using Cisco Unified Videoconferencing Desktop Server in
Dual-NIC Deployments

- Installing Cisco Unified Videoconferencing Desktop Server with Dual-NIC, page B-2
» Limiting Available IP Addressesin a Dual-NIC Deployment, page B-3

Installing Cisco Unified Videoconferencing Desktop Server with Dual-NIC

Procedure

Stepl  Perform the installation as described in Installing Cisco Unified Videoconferencing Desktop Server,
page 2-6.

Step2  During the installation, enter the private NIC address in the Cisco Unified Videoconferencing Desktop
Server network interface address field.
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Configuring Settings for Dual/Single-NIC Deployments

Limiting Available IP Addresses in a Dual-NIC Deployment

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6

Procedure

Open the registry.

Select HKEY_LOCAL_MACHINE > SOFTWARE > Click To Meet > Conference Server >
7.XXX.XxX > | nterfaces.

The value of the registry key contains alist of 1P addresses available for client connections to this
Cisco Unified Videoconferencing Desktop Server. The addresses are separated by a space.

Edit the list of addresses as required.
Save the registry and close.

Stop the Desktop Conference Server.
Start the Desktop Conference Server.

N

Note  Sincethe number of network cards may change between upgrades, these edits are not preserved
during the upgrade procedure.

Configuring Settings for Dual/Single-NIC Deployments

» Deployment Examples, page B-4
« Configuring Cisco Unified Videoconferencing Desktop Server Network Interface, page B-5
- Modifying Static Routing Configuration, page B-5
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Deployment Examples

Typically a corporate private network is comprised of several |P subnets, each having its own IP range
as shown in Figure B-2. Routers provide an access to the subnets; in the presented exampl e subnets have
the following ranges: 10.1.0.0/24 and 10.2.0.0/24.

Figure B-2 Dual-NIC Deployment Example
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The Cisco Unified Videoconferencing Desktop Server can have multiple Network Interface
Cards (NICs). Depending on the deployment and network configuration, you might want to control
which NIC is used for various server communications.

In secure multiple NIC deployments you can use a NIC configured behind the firewall to communicate
with various servers, while using another NIC to which the external Desktop Clients connect. You must
configure the Cisco Unified Videoconferencing Desktop Server network interface address to represent
the NIC behind the firewall. Then in the Public Address (FQDN) field on the Servers tab, enter aDNS
name which resolves to the NIC outside the firewall and is accessible both inside and outside the
corporate network. In the example presented in Figure B-2, the NIC for external Desktop Clients
connection is 172.16.0.1, the NIC behind the firewall is 10.1.0.254, FQDN is
desktop-server.enterprise.com, and the address 66.249.91.104 is statically mapped to 172.16.0.1.

FQDN represents the Cisco Unified Videoconferencing Desktop Server |P address which both internal
and external clients use for connection.

Desktop Clients can connect to the Cisco Unified Videoconferencing Desktop Server either by an IP or
aDNS name. If aDNS name is not specified in the Public Address field, the Cisco Unified
Videoconferencing Desktop Server network interface address is used. However, in many deployments
the Cisco Unified Videoconferencing Desktop Server network interface address is not accessible to
clients outside the intranet, due to NAT or firewall restrictions. Therefore, we recommend that you
specify the Public Address, which must be a DNS name resolving to the correct Cisco Unified
Videoconferencing Desktop Server IP address both inside and outside the corporate network. In the
example presented in Figure B-2, the FQDN: desktop-server.enterprise.comisresolved to 64.233.187.99
for external clients and to 10.1.0.254 for internal clients.
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Configuring Settings for Dual/Single-NIC Deployments

Configuring Cisco Unified Videoconferencing Desktop Server Network
Interface

Step 1

Step 2

Step 3
Step 4
Step 5

This section describes how to configure a network interface address for the Cisco Unified
Videoconferencing Desktop Server. The Cisco Unified Videoconferencing Desktop Server
communicates with the following types of serversin the deployment:

- Cisco Unified Videoconferencing 3500 MCU and Cisco Unified Videoconferencing 3500 MCU—
For media and call setup.

» Cisco Unified Videoconferencing Manager or Cisco Unified Videoconferencing 3500 MCU—
For moderation and meeting control.

» Cisco Unified Videoconferencing Streaming Server—For media and control.

Procedure

Select Statusin the sidebar of the Cisco Unified Videoconferencing Desktop Server, and then select the
link showing the Cisco Unified Videoconferencing Desktop Server |P address.

Enter the |P address that the Cisco Unified Videoconferencing Desktop Server must use to communicate
with various servers.

N
Note  The light next to the Address field indicates whether connection to the Cisco Unified

Videoconferencing Desktop Server is successful or not. When the light is red, atooltip
containing error details is displayed.

For secure multiple NIC deployments, enter a DNS name in the Public Addressfield.
Select the maximum call rate from the list.
Select OK or Apply.

Modifying Static Routing Configuration

You must perform the procedure described in this section only for 1P subnets located behind routersin
a private network. Do not modify the static routing configuration for a private network subnet used by
the Cisco Unified Videoconferencing Desktop Server. For example, for a deployment illustrated in
Figure B-2 on page B-4, do not modify the static routing configuration for subnet 10.1.0.0/24.

Procedure

Stepl  Open the Windows command line window.
Step2  Enter:
route add <IP subnet> mask <subnet mask> <router 1P address> -p
For example,
Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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route add 10.2.0.0 mask 255.255.255.0 10.1.0.253 -p
Step3  Perform Step 2 for all |P subnets located behind routers.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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Note

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6
Step 7
Step 8
Step 9

APPENDIX C

Configuring the Cisco Unified Videoconferencing
Manager Prefix

A virtual room prefix consists of a Cisco Unified Videoconferencing Manager prefix and auser ID. For
example, if the Cisco Unified Videoconferencing Manager prefix is 68 and auser 1D is 6209, this user's
virtual room number is automatically set to 686209.

The Cisco Unified Videoconferencing Manager prefix is unique for every Cisco Unified
Videoconferencing Solution system.

You might need to change the Cisco Unified Videoconferencing Manager prefix for the following
reasons:

» To avoid acollision with existing meeting types (MCU or Gateway service IDs)
- To avoid acollision with existing H.323 room system numbers

Procedure

In an internet browser, enter the following address:

http://<your server |P>:8080/cuvcmrm-config

Select Launch Configuration Tool. in the Resource Manager Configuration Tool window.
If the Security window opens, select Run.

Enter the administrator’'slogin ID and password in the Resource Manager Configuration Tool window,
and then select Login.

S

Note  The default administrator’s login ID is"admin". No password is necessary by default.

Select the Scheduling Settingstab in the Cisco Unified Videoconferencing Manager Configuration Tool
window.

Change avalue in the Meeting ID Prefix field.

Select Save.

Select Yes to confirm the change.

Select Close in the Cisco Unified Videoconferencing Manager Configuration Tool window.

[ oL-22089-01
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Step 10  Select Yes.
Step 11  Close the Resource Manager Configuration tool.
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APPENDIX D

Configuring a Firewall

- Firewall Rules, page D-1
» NAT Rules, page D-5

Firewall Rules

This section describes firewall rules used for the simplest and most typical firewall configuration.

Table D-1 presents general firewall rules that comply with the guidelines described in Firewall
Guidelines, page 3-28.

Table D-1 General Firewall Rules

Action | Protocol |Source Port Destination Port Description

Pass Any LAN networks |Any DMZ net, Any Allowing any kind of traffic from the private
outside network to the DMZ or outside networks (for
networks example the Internet).

Block Any Outside Any LAN networks, |Any Blocking any kind of traffic to the protected

networks DMZ network networks (DMZ and internal network).
Block |Any DMZ network |Any LAN networks |Any Blocking any kind of traffic from the DMZ to
the private network.

Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
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M Firewall Rules
Table D-2 describes rules that you must add to enable connectivity between the Internal Cisco 10S
H.323 Gatekeeper located in the DMZ, and the MCU and MV P components located on the internal
network.
Table D-2 Gatekeeper-to-MCU Traffic Firewall Rules
Action Protocol |Source Port Destination |Port Description
Pass TCP Cisco IOSH.323 |Any MCU IP 1025 - TCP High ports from Cisco |OS H.323
Gatekeeper |P address(es) |65535 Gatekeeper to MCU on the LAN. Enables
address as it H.245 control signaling channels to be
appears in the opened.
DMZ
Pass TCP Cisco IOSH.323 |Any MCU IP 2720 H.323 signaling to MCU on the LAN.
Gatekeeper |P address(es) Enables call setup signaling between the
address as it internal Cisco |OSH.323 Gatekeeper and the
appearsin the MCU(s).
DMZ
Table D-3 describes rules that you must add to enable connectivity between the internal Cisco Unified
Videoconferencing Manager located in the DMZ and the Cisco Unified Videoconferencing 3500 MCU
located on the internal network.
Table D-3 Cisco Unified Videoconferencing Manager-to-MCU Traffic Rules
Action |Protocol |Source Port |Destination Port |Description
Pass TCP Cisco Unified Any |Cisco Unified 3340 |Login (XML)toMCU ontheLAN. Enables
Videoconferencing Videoconferencing XML management interface connectivity
Manager | P address Desktop Server IP between the Cisco Unified
asit appearsin the address(es) Videoconferencing Manager and the
DMz Cisco Unified Videoconferencing Desktop
Server.
Pass UDP Cisco Unified Any |Cisco Unified 161 |SNMP from Cisco Unified
Videoconferencing Videoconferencing Videoconferencing Manager to
Manager | P address 3500 MCU IP Cisco Unified
asit appearsin the address(es) Videoconferencing 3500 MCU onthe LAN.

DMz

Enables SNM P management interface
connectivity between the Cisco Unified
Videoconferencing Manager and the
Cisco Unified

Videoconferencing 3500 MCU
component(s).
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Firewall Rules W

Table D-4 describes a rule that you must add to enable connectivity between the internal Cisco 10S
H.323 Gatekeeper located in the DMZ and Cisco Unified Videoconferencing 3545 Gateway
component(s) located on the private network.

Table D-4 Cisco I0S H.323 Gatekeeper-to-gateway Traffic Firewall Rules

Action Protocol |Source Port Destination Port Description

Pass TCP Cisco IOSH.323 |Any Cisco Unified 1025- | TCP High ports from Cisco 10S H.323
Gatekeeper IP Videoconferencin (65535 |Gatekeeper to GW320 onthe LAN. Enables
address as it g 3545 Gateway H.245 control signaling channels to be
appearsin the I P address(es) opened.
DMz

Table D-5 describes rules that you must add to enable a Desktop Client to invite aroom system located
on the private network.

Table D-5 Gatekeeper-to-endpoint Traffic Firewall Rules

Action | Protocol  |Source Port Destination Port Description

Pass TCP Cisco IOSH.323 |Any Room system IP  |1720 H.323 signaling to a room system on
Gatekeeper |P address(es) as it the LAN. Enables call setup signaling
address as it appears on the between the internal Cisco I0S H.323
appears in the private network Gatekeeper and room systems.
DMZ

Pass TCP Cisco IOSH.323 |Any Room system IP 1025 - TCP High portsfrom Cisco IOSH.323
Gatekeeper |P address(es) asit  |65535 Gatekeeper to room system on the
address as it appears on the LAN. Enables H.245 control signaling
appearsin the private network channels to be opened.
DMZ

Table D-6 describes rules that must be added to enable connectivity between the internal Cisco Unified
Videoconferencing Manager located in the DMZ and MCU component/s located on the internal network.

Table D-6 Cisco Unified Videoconferencing Manager-to-gateway Traffic Firewall Rules

Action | Protocol |Source Port |Destination [Port |Description

Pass TCP Cisco Unified Any |GW IP 1820 [H.323 Signaling from Cisco IOS H.323
Videoconferencing address(es) Gatekeeper to GW320 on the LAN. Enables call
Manager | P address setup signaling between the internal Cisco |0S
asit appearsin the H.323 Gatekeeper and the Cisco Unified
DMz Videoconferencing 3545 Gateway(s).

Pass UDP Cisco Unified Any |GW IP 161 |SNMP from Cisco Unified Videoconferencing
Videoconferencing address(es) Manager to gateway on the LAN. Enables SNMP
Manager | P address management interface connectivity between the
asit appearsinthe Cisco Unified Videoconferencing Manager and the
DMZ gateway component(s).
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Table D-7 describes rules that you must add to enable connectivity between the internal Cisco Unified
Videoconferencing Manager located in the DMZ and the MCU components located on the internal

network.

Table D-7 Desktop-to-MCU Traffic Firewall Rules

Action |Protocol |Source Port |Destination Port Description

Pass |UDP Cisco Unified Any |Cisco Unified |10000- |Media connection between the Desktop and MCU.
Videoconferencing Videoconferen [65535 |Also open ports between the Cisco Unified
Manager |P address cing Desktop Videoconferencing Desktop Server and the EMP.
asit appearsin the Server IP To avoid a conflict with SIP traffic, limit the port
DMz address(es) range by setting the value opening the range to

10,000 or higher. For operational information about
configuring ports, see the Configuration Guide for
Cisco Unified Videoconferencing Manager.

Pass |UDP Desktop Any MCU 10000- |Limit UDP ports opened on the firewall to allow
65535 |Desktop to send RTP to the internal network
(MCU). We recommend that you use a limited
range between 10000 and 65535. If this option is
used:

» Each Client-to-Desktop connection uses2 UDP
ports.

- Each Cisco Unified Videoconferencing
Desktop Server-to-MCU connection uses UDP
ports.

Reserve 11 ports per user. To define the range,
multiply the number of connections allowed by
your license by 11.

In addition, 6 UDP ports each are required for:
- Every conference with Desktop users.
» Every recording channel.

S
Note  The range of UDP ports opened on the firewall can be limited further in the Desktop Administration
Utility.
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NAT Rules

NATRules W

Table D-8 describes static NAT entriesin the firewall WAN interface that you must configure to enable
connectivity between Desktop Clients located on the external networks and Cisco Unified
Videoconferencing Desktop Server(s) located in the DMZ.

Table D-8 NAT Rules defining traffic from Desktop Clients to Web Services
External Internal
Protocol |Port Range |NATIP Port Range |Description
TCP 80 (HTTP) Cisco Unified 80 (HTTP) |For external Desktop Client web access. Alternatively the
Videoconferencing Desktop Clients can be configured to connect via TCP port
Desktop Server IP 443. For more information about configuring TCP port 443,
addressasit appearsin see Appendix A, “Configuring Secure Connection Between
the DMZ Cisco Unified Videoconferencing Solution Components”.
TCP 443 (HTTPS) |Cisco Unified 443 Control connection between Cisco Unified
Videoconferencing (HTTPS) |Videoconferencing Desktop Server and Desktop Client
Desktop Server |IP (mandatory).
addressasisappearsin
the DMZ
TCP 8080 Cisco Unified 8080 For external Desktop Client web access to a virtual room
Videoconferencing configuration. Enables Desktop Client access to
Manager Cisco Unified Videoconferencing Manager virtual room
Cisco Unified settings.
Videoconferencing
Desktop Server IP
addressasisappearsin
the DMZ
Table D-9 describes a static NAT entry in the firewall WAN interface that you must add to enable
connectivity between Desktop Web Cast clients located on the external networks and Streaming Server
located in the DMZ.
Table D-9 NAT Rules defining traffic from Desktop Webcast Clients to the Cisco Unified Videoconferencing Streaming
External Port Internal Port
Protocol |Range NAT IP Range Description
TCP 7070 Cisco Unified 7070 Streaming tunneling connection enables the Web Cast
Videoconferencing client to access the streamed conference.
Streaming Server |P as
appearsinthe DMZ
Design Guide for the Cisco Unified Videoconferencing Solution Using Desktop Component Release 7.1
I oL-22089-01 .m



Chapter D Configuring a Firewall |

Bl NATRules
Table D-10 describes a static NAT entry in the firewall WAN interface that you must add to enable
connectivity between Desktop Web Cast clients |ocated on the external networks and Cisco Unified
Videoconferencing Streaming Server located in the DMZ.

Table D-10 NAT Rules defining traffic from Desktop Webcast Clients to the Cisco Unified Videoconferencing Desktop

Server

Protocol

External Port
Range

NAT IP

Internal Port
Range

Description

UDP

Any

Cisco Unified
Videoconferencing
Desktop Server IPas
appears on the DMZ

10000-65535

Media connection between the Desktop Client and

Cisco Unified Videoconferencing Desktop Server. If not
open, the connection will be tunneled via TCP port 443
effecting performance. To avoid aconflict with SIPtraffic,
limit the port range by setting the value opening the range
to 10,000 or higher. For operational information about
configuring ports, see Configuration Guide for

Cisco Unified Videoconferencing Manager .
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