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About This Guide

About This Guide

Purpose

This guide provides information to service providers on how to create and deploy
applications, themes, logos, and language packs using the Object Download feature
of the IPTV Services Delivery Platform (ISDP). Systems that use the Object
Download feature of the ISDP must currently support version 2.6 or later of client
code.

Audience

This guide is written for service providers, headend operators, and field service
engineers who are responsible for using the Object Download feature of the ISDP.

Read the Entire Guide

Please review this entire guide before using it. If you are uncomfortable with any of
the information, contact Cisco® Services at 1-866-787-3866 for assistance.

Required Skills and Expertise

System operators or engineers who install or upgrade ISDS software need the
following skills:

®  Advanced knowledge of UNIX

- Experience with the UNIX vi editor. Several times throughout this
installation process system files are edited using the UNIX vi editor. The
UNIX vi editor is not intuitive. The instructions provided in this guide are no
substitute for an advanced working knowledge of vi.

B Extensive ISDS system expertise

B The ability to add and remove user accounts
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Document Version

This is the second formal release of this document.
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Overview of the Object
Download Feature

Introduction

The Object Download feature of ISDP version 2.6 provides a means for
applications, themes, logos, and language packs (objects) to be
downloaded to the set-top box (STB). This chapter provides a
definition of some terms commonly associated with downloadable
objects, and shows a few examples of how the Object Download
feature is implemented for subscribers.

Subsequent chapters in this book cover the following items:

B The contents of the configuration file (config.xml) that defines the
parameters of the Object Download feature, and how the objects
integrate themselves into the user interface

® How system operators deploy the application, theme, logo, and
language pack objects

®  How to authorize and provision STBs for downloadable objects

In This Chapter

B DO INIEIONS . ceeiieeeriei ettt e et ee ettt e e ettt e e eeateesesasteesssasaeesessbaeesssasaeesas 2
®  Push or Pull Downloadable Objects...........cccccovuiiniiinnniiiniicnnn 3
B The Subscriber INtErface ......coovveeveeeeeeeeeeeeeeeeeeeeeeeeeee et 4



Chapter 1 Overview of the Object Download Feature

Definitions

The following terms pertain to the Object Download feature:

®  Application — downloadable widget-style tool, such as a weather widgets, stock
ticker, or an email reader

B Theme — customized look-and-feel to brand the user interface with colors and
images

® Logo — insignia of the service provider or channel

® Language Pack — package to download a new language set into the user
interface

® Walled Garden — a network-hosted portal application, such as a News Portal,
Games Portal, or Self-Service Provisioning Portal
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Push or Pull Downloadable Objects

Push or Pull Downloadable Objects

Applications, themes, logos, and language packs are downloaded to STBs by the
following two methods:

B They are downloaded automatically (pushed) to STBs by the service provider
through means of the Broadcast File System (BFS) server of the ISDS.

B  Subscribers download these items at will (pull), via HTTP, to their STBs through
an Application Store Walled Garden.

Note: This method requires that the service provider implement and operate a
Web Portal Application Store.

Both of these methods require configuration on the ISDS.
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Chapter 1 Overview of the Object Download Feature

The Subscriber Interface

This section presents examples of how subscribers access the various applications
through their STB.

Main Menu

The Applications menu item replaces the Services menu.

Menu Friday 2:13p il

cisco

TV Recorded TV On Demand Applications Settings

Add Applications

Remove Applications
Installed Applications

Browse Web

Yahoo Weather

to go back

Notes:

B The Installed Applications menu item represents the current list of installed
(push or pull) applications and provisioned Walled Gardens that are configured
to appear in the Applications menu (through the config.xml file).

®  Selection of Add Applications leads to the Application Store provisioned by the
system operator (if _-WGAP is provisioned).

® Remove Applications allows the subscriber to remove previously
pull-downloaded objects.
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The Subscriber Interface

Available Applications (Through the Application Store)

The following image is an example of the Walled Garden Application Store. The
subscriber selects an application to install from the list.

Application Store

Select an application to install.

Acrobat PhotoShare

Cisco Home )
Google Earth

SnapFish

4036338 Rev B 5



Chapter 1 Overview of the Object Download Feature

Add Applications

The following two menu images represent examples of the use of the Add
Applications menu option as if the subscriber had accessed an Application Store
provisioned by the system operator and selected to download the Facebook for TV
application.

Applications

olications

Are you sure you want to add the selected
application?

Facebook for TV

V&

Applications

Your application has been successfully
added.

T
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The Subscriber Interface

Remove Applications

The subscriber chooses an application to remove from the STB.

Applications

Remove Applications

Select the applications to remove.

4036338 Rev B 7
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Creating the config.xml
Configuration File

Introduction

This chapter helps software developers accomplish the following tasks
needed to implement the Object Download feature:

® Develop the required configuration file (config.xml) with a text
editor

®  Develop the package(s) using the configuration file

®  Bundle the package(s)

In This Chapter

®  The config.xml Configuration File .............cccccoviiininnninn, 10

B AHTIDULES (oo 12

B ELOMENtS ..o 13

B Developing Packages ..........cccccoveiiniiiiininiiiniicciececineecenes 17

B Bundling Packages..........cccoeuioererieueiiniicieieeieereeeeeeeeeeese e 22



Chapter 2 Creating the config.xml Configuration File

The config.xml Configuration File

The config.xml file defines all the metadata for a downloadable object, and must be
provided with a package in order for the package to be valid. It is always called
config.xml and always resides in the root of the package file tree. It has many
properties, most of which are optional. You can create the config.xml using the text
editor of your choice.

This section provides an overview of the config.xml file, as well as a description of
the fields required for the file.

Example of the config.xml File

10

An example of the config.xml follows. Elements marked with an asterisk (*) can be
repeated in the file.

<?xml version="1.0" encoding="utf-8" ?>

<package id= type="suite-app|suite-theme|suite-
language|suite-logo">

<name lang=""></name>*

<description lang=""></description>*
<uri></uri>

<author></author>
<version></version>

<orgId></orgId>
<galioVersion></galioVersion>*
<property

name="launch|show|destroy|showLoadingBanner

| resolution| forceUpgrade|lowMemProtect|langCode2 | *">
</property>*

<menu show="yes|no"></menu>

<group></group>

<key></key>*

<iconUri width="" height="" lang=""

4036338 Rev B
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The config.xml Configuration File

variant=""></iconUri>*
<channel displayInGuide="yes|no"></channel>
<licence></licence>
<memoryRequired malloc="" flex=""></memoryRequired>
<feature required="yes|no">dvr|*</feature>
</package>

Packages must have, at a minimum, the following attributes and elements or else the
package is considered to be invalid and is ignored:

B Attributes
- id
- type

® Elements
- version

- orgld

11



Chapter 2 Creating the config.xml Configuration File

Attributes

<package id>

<type>

<lang>

12

The package id must be unique within the organization. It will be combined with the
orgld and the version string to create a globally unique package reference.

Note: The package id must be 4 characters or less, such as "twit".

The package type attribute must be one of: "suite-app", "suite-theme",
"suite-language", or "suite-logo", depending on the package type.

The lang attribute provides the language for the text element in the form used by the
user interface, such as eng_us, eng_gb, spa, hin, ara, hrv, ita, por, por_br. This is
provided in the name, description, and iconUri fields, as shown in Example of the
config.xml File (on page 10).
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Elements

Elements

<hame>

The localized name of the package as displayed to the user in user interface menus
and when referenced in the Ul The lang attribute is used with the <name> element.
Multiple <name> elements can be defined, one per language.

<description>

Localized long description of the package as displayed to the user in a free text
format. The lang attribute is used with the <description> element. Multiple
<description> elements can be defined, one per language. The description element is
not displayed on the user interface.

<uri>

The uri is the HTML file used to launch the application as a relative URI. This should
nearly always be <id>.html (e.g. twit.html) and defaults to this if not given.

<author>

Author/contact details for package. Free text format. Can be name, email address,
etc. The author element is not displayed on the user interface.

<version>

This is a string that will be used to display the package version to the user but will
also be compared against other version strings to determine whether a new package
is an upgrade or not. For this comparison it is assumed that the string consists of
versions and sub versions separated by dots. The string is compared numerically
rather than textually. For example, version 1.2 is older than 1.10.

<orgld>

This is the id of the organization that created this package. Package ids are assumed
to be unique within an organization. Therefore, an id and orgld together provide a
globally unique package name. This should be a domain style name, such as
com.antplc or com.cisco.isdp.

4036338 Rev B 13



Chapter 2 Creating the config.xml Configuration File

<galioVersion>

Galio is the STB web browser used in conjunction with the Object Download feature
of the ISDP. The galioVersion element is the required version of Galio for a specific
package. For example, a galioVersion of 3.0.2 indicates that this package requires any
version of Galio 3.0 maintenance release 2 or later, or any version of Galio 3.1 or
later. This element can be included multiple times to allow for custom Galio releases
on different branches that must be supported. Applications specifying a later version
of Galio than that currently in use are not visible to the Ul and are treated as if they
do not exist.

<property>
The property element adds arbitrary name/value pairs that are interpreted only by
the UL

The following table lists the property elements currently in use:

Name Possible Default Description
Values

launch yes/no yes Should the application be
automatically launched on
startup?

show yes/no no Should the application be
automatically shown when
launched?

destroy yes/no no Should the application be killed
when hidden?

showLoadingBanner yes/no no Should "Loading..." banner be

shown when opening application?

resolution None Describes the resolution a theme
provides. (Usually "1280x720" or
"640x480")

lowMemProtect yes/no no Should the application be

protected from being killed to free
memory when RTN is running low
on memory?

forceUpgrade yes/no no If set to yes then the user is not
given the option to defer an
upgrade to a more convenient
time. It must occur immediately
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<menu>

<group>

<key>

4036338 Rev B

Elements

Name Possible Default Description
Values
langCode2 en, es, ko, ... None Used on language packs only. The

2 letter version of the ISO-639
language code. If the language
uses a "right to left" script then
should include the suffix :rtl, for
example: ar:rtl

The menu element controls whether the application is displayed on the Applications
menu and allows for the position on the menu to be fixed. If the element is not
provided, then the application is shown on the Applications menu in the default
location.

Lower positions mean higher locations on the menu. Values below 100 are reserved
for built-in applications and upgrades to those applications. If a broadcast or
downloaded application uses a position less than 100, then it is treated as if it did not
provide a position.

The order is undefined if two applications use the same position.

This is the group number for application suite packages. This value should always
be 200 in order to avoid multiple applications from being visible at the same time.

Any number of key definitions can be provided, including none. These are keys that,
if pressed, will launch the application (not valid for theme and language).

The element should contain a string as defined in keyboard.js (without the
TVLib.Keyboard prefix), such as KEY_M or KEY_DEVICE_YELLOW.

When a key is pressed, a matching built-in application (or upgraded built-in
application) is searched. If no match is found, then the broadcast and downloaded
applications are searched. This ensures that downloaded applications cannot hijack
the important keys like GUIDE, DVR etc.

15



Chapter 2 Creating the config.xml Configuration File

<iconUri>

Multiple icon files can be provided for different sizes, languages, and variants. The
best match will be used by the application suite. These URIs are usually relative to
the root of the package, but absolute URIs can be given instead.

The variant string is either "" (the un-themed icon), "theme" (the un-highlighted icon
for theme) or "theme_f" (the highlighted icon for theme).

The iconUri element is not implemented in the user interface at the present time.

<channel>

The channel element is optional. If provided, a virtual channel is created for this
package, such as 5000. Only applications and web pages can be assigned virtual
channels. Note that channels specified in an application's config.xml file can only be
used if they are not defined by the Channel List Manager (whether initially or due to
a channel list update).

<license>

The license element provides license details for the package in a free text format. The
license element is not displayed in the user interface.

<memoryRequired>

The memory element represents the expected maximum amount of memory this
application requires to run (including all unshared images). It is specified in bytes in
the malloc and flex memory areas. If present, this element is used to ensure that
there is enough memory for the application before running it. This makes loading
quicker and reliable.

<feature>

By using the feature element, a package declares that it uses this feature. If the
required attribute is set to "yes" then the package cannot be run unless that feature is
present. If the feature is not present, then the package is ignored and is not
presented in the package list. The set of features defined at present is as follows:

Name Description Use
dvr The hardware has local If DVR functionality does not
recording capability exist, do not show this package.
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Developing Packages

Developing Packages

Application Packages

4036338 Rev B

The following demonstrates the layout of an application package. The config.xml file
contains the location of the start file which is normally <app>.html. The messages
(for language localization) and theme definitions (for application skins) can be
provided in the application package or in language/theme packages.

The type attribute of the config.xml file must have the value "suite-app".

config.xml

<app>.html
Js
messages
css
themes
<theme>*
17



Chapter 2 Creating the config.xml Configuration File

Theme Packages

A theme package contains all the necessary library files for the theme. It can
optionally contain application-specific theme files as well. Multiple resolutions for a
theme are considered to be just parts of the theme. For example, you cannot
download two packages, MyTheme-SD and MyTheme-HD. They must be included
in the same package.

The type attribute of the config.xml file must have the value "suite-theme".

The following demonstrates the layout of a theme package.

config.xml

library
css
themes
<theme>
<app>*
css
themes
<theme>
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Developing Packages

Logo Packages

4036338 Rev B

A logo package typically contains operator logos that are displayed on applications
for branding. The logos may be customized for particular themes or may be generic
and useable on any theme. Having them in a separate package allows simple
customization of one theme for multiple operators without having to rebuild the
theme package (although that is always available as an option).

The type attribute of the config.xml file must have the value "suite-logo".

The layout of the logo package is not tightly defined and can be changed depending
on the themes that will access it. An example that provides logos for two different
theme sizes (repeated for each theme) and an un-themed logo is laid out as
demonstrated in the following example:

config.xml

operator.png

<theme>*
1280 720
operator.png
640 480

operator.png

19



Chapter 2 Creating the config.xml Configuration File

Language Packages

A language package contains the global dictionary file for the specified language
and may also contain translation files for one or more applications. It may contain
language-specific CSS files for themes.

The type attribute of the config.xml file must have the value "suite-language".

config.xml

library
Js
messages
<lang>.js
css
themes
<theme>*
global <lang>.css
global <lang> <www> <hhh>.css
<app>*
s
messages
<lang>.js
css
themes
<theme>*

<app> <lang>.css

<app> <lang> <www> <hhh>.css

20 4036338 Rev B



Developing Packages

Theme and Language File Loading Order

4036338 Rev B

The following four files are found in the library/css/themes/<theme> directory of
the package for the current language. If not found there, then the system searches the
package for the current theme next. Links to whichever are found first are used by
the application.

® global.css

®  global_<www>_<hhh>.css

® global_<lang>.css

® global_<lang> <www>_<hhh>.css

The following four files are found in the css/themes/<theme> directory of the
application package. If not found there, then the system searches in the
<app>/css/themes/<theme> directories of the current language package. Finally,
the current theme package is searched. Links to whichever are found first are used
by the application.

B <app>.css

B <app>_<www>_<hhh>.css

B <app>_<lang>.css

B <app>_<lang>_<www>_<hhh>.css

The global dictionary is loaded from library/js/messages/<lang>.js in the current
language package. The application dictionary is loaded from js/messages/ <lang>.js
in the application package or, if not found, <app>/js/messages/<lang>.js in the
current language package.

B <app> - current application
B <lang> - current language
B <www> - current screen width in pixels

B <hhh> - current screen height in pixels

21



Chapter 2 Creating the config.xml Configuration File

Bundling Packages

Once the config.xml file and the packages have been developed, the developer can
go about the steps of bundling the package to download to the ISDS through the BFS
carousel (push) and/or HTTP (pull).

Bundling Applications

The accompanying screenshot displays the "app_news" application and its
corresponding config.xml file. In this application, the app_news.html file is the
initial launch file and the config.xml file is included with settings as described earlier
in this chapter. This application will appear at location 101 in the Services menu (just
under the built-in applications) and as channel 1500 in the EPG. It will not launch
when the set-top boots. Instead, it will be displayed when launched by the user. It
will be destroyed to free up memory when the user exits, and it will not show the
loading banner. It is not protected upon RTN low-memory events; it can be
destroyed if memory is needed.

B C:\SVN-CO\widget_repo\AppDownloadWidgets\apps\app_news\config.xml - Notepad«+ +

Fle Edt Search View Format (anguage Seftings Magro Run TextFX Pugns Wndow 2 X
cHEHR 58 NGB Pec a2 FHRIHNNER CEIER(HvGEEOR
Explorer - CASVNLO'wadget_repo\ppDownd . x| T0"Craoty l
a-0 \ B - -
o o 0 -0 - 1 <?xm)l versione"1.0" encoding="utf-8"7>
t ) o0 _twitter ~ - -] <packages>
% 2 8pp_westher = <package id="app news" type=Tsoite-app">
= %) AocDonrioadiWidgets <name lang="eng us">Yahoo! News</name>
= &) o0 <deacripticn lang="eng_us">Yaboo! News</descriptiond>
;)g:om- <versicn>1.0.0</version>
% <uri>app_news.html</
# ) webserves <orgld>com.cisco.isdp</orglid>
# ) WINOOWS 3 <group>200</group>
",D: <author>(c) Cisco Systems, Inc 2009</author>
“ E < show="yes">101</menu>
wF 3 hotkeys -->
<license>Cisco Proprietary</license>
Name ~ Ext.
S} laanch">no</propesty>
0 [ess] 16 ; =" show" >yes</propercy>
20 [mages] destroy”>yes</property>
[+ 8]0 1 <property name="showloadingBanner">no</propercy>
 x0_news hemi <property name="lowMemnProtect”>no</propercy>
Tookg sl
<channel displayinfuide="yes">1300</channel>
<gslioVersicn>3.0.5</galioVersion>
</package>
= </packages>
Fiter: BN v
eXtensble Markup Language fie nb char : 897 n:1 Col:39 Sd:0 DosWindows  ANST INS
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Bundling Packages

The following screenshot references the common library element using the
antclient:/ /library/js/tvlib.js tag, followed by instantiations of some of the TVLib
(RTN) modules. For example, you can see the Utility, Event, Application, and
Keyboard modules.
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o jews
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Mo ndos | x
s HE B 48K DC A% ax JBE SR N ER VaddDQv
}hu- SOt wodowrteat guin M T s et |
a -
0-0 e -9 - SIDOCTYIT nami FPUBLIC “A/ACHIENE XEDE 1.0 Steiew /B -
o ) el - o
Q) tetien ORI endnescantn S0 vl aeu/i e lantal >
ol L T
i BTE FILp-eFLiTetoostaat -LyPpet COTTent e tent/AtAl, charsetestl-4
B W L, . - . - . ) . 11 tm* ’ -
- tm lizk seietatylesheet™ Lijpee’lext/ces™ mediae all™ frefe‘cas/mews. cas
:-..“ critled¥adoo! Sewsc/titl .
o e
B W e pcrigt»
Q) Ml cvans e VA NNITeATSOTWReat = 0Pt
. o/ penipT>
l"‘h\.
n -
it Erips arcetantoliant: //Lihrary/ 10/ viih. 1% ae/) seriges
Navm - Le
Rl
oo civie. moduie| )
B el Lede . mosuie( '
[~ VI Lede . moduied )
:u.:n- L TVLID,. Isclade module | Vi
- rig - P3Pt
Af . e speaent o
CAREAEN prv="3e/amws . )0 ALEAD
<iresa>
<xcay BLOAIsTIRItIAL I T srloat=“finalion() i bacagroshd  transparent fimportaatt>
div Low*futab) agiewslend” se/aly
CALY eIl _erticia display*»
daw = rull Artiole Teastarest -/ Bive
1.
ha - 2LV id="settiags contalamr*> -
[t et Marno Larguage S e ce O Wil Cdil Se:d DovWrdomn MG B
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Chapter 2 Creating the config.xml Configuration File

This package can then be compressed (zipped) and added to the Broadcast File
System (BFS) (for push) or a walled garden server (for pull) for distribution to
subscribers. After compression, the app_news.zip file might look like the following

example:

") WinZip - app_news.zip

Ble Actors Vew Xbs Qotors Heb
* . % ’ e 5 L e
) & TS » [ 3 . ok
Sy (Y @ %Y (%Y &« ;‘ﬂ @ .!J J &
New Open Pavorites Add Exvract Mad Encryot View ChedOut  Wizard  View Style
Addres | | v 8 FoE0
o x
3 (oo _news.zo) - DL
* L) o
) mages | |
L=}
kess rages .
\ .Vn"-
& 1L
200 _news.hand corfig.oom
Selected 0 fles, O bytes Total 101 fles, 3458 00
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Bundling Packages

Bundling Themes

Notice in the following example how the darkblue theme and its corresponding
config.xml file are displayed. In this theme, each application has its own folder. Each
folder has a css sub-directory. Each css sub-directory contains its own css and image
content files.

BX C:\SVN-CO\ant-app-download\gatio\bin-win32\push\darkblue\config.xml - Notepads +

Fle Edt Search Yew Formot L[anguage Seitings Maco Run TextFX Pugns Window 2 X
cOHR i G £« HD DC ag 22 B2 NEE OENBE (S EE D RY
Explorer - CA\SVNCO\art-app download'galo. . X1 15" Corhg ,,,,.‘
- 3 A =
i 0-0 0 -0 2 - 1 }/‘ml version="1.0" encoding="utf-8"7>
2 =) bnawin32 - 2 [l <packages>
2 b
Q) donnloads 3 [ <package id="darkbiue” type="suite-theme">
= 4 <name lang=“eng gb">Dark Blue</name>
& 5 <name 1 eng_us">Dark Blue</name>
* ) aop_news P
Ql:\xn-v«ﬁe € <name 1 ara">gst s 3,5i</name>
o te 7 <name 1 hrv">Tamnoplavo</name>
) binewtie < g <name la ita">Dark Blue</name>
%) bnown 9 <name lang="por">Azul escuro</name>
i -wtie 10 <name lang="por br“>Azul escuro</name>
b -
Q) desktop-resource 11 <name lang="spa">Azul Oscuro</name>
& &) doc 12
P v
£ S ndude 2 <description lang="eng_g¢b">The Dark Blue Theme.</description>
Name ~ Ext. 14 <version>1.0.0</version>
Tl 15 <orgld>com.antple.appsoite</ocrgld>
10 [cald] 16 <!== group ==>
%0 [chs) 17 <author>(c) ANT Software Limited 2006-2009</author>
1% [component_content_s. . 18 B e
10 [component_manual _re... 13 7o hotkeys -->
15 [component_screen_ke... 20 <licensa>ANT Proprietary</license>
120 [confict] 21 <'== no 10g0 ==>
:))[g]uy] 22 <enable>yes</enable>
4 2
:))LCI ‘ 24 <galioVersion>3.0.3</galioVersion>
ow]
:))[”w] 26 <property name="resolution™>1280x720</property>
D vod) 27 <property name="resolution”>640x480</propezty>
%0 [volme) 28 I </package>
0 [web] 25 ~ </packages>
%0 [zapper] 2
-
el
Fiter: BN v
eXtensbie Markup Language fie b char : 998 n;1 Col:1 S&:0 UNDX ANSI a3 UTF-8 NS

Notice the expanded callid application theme defined in the following example:

B C:\SVN-CO\ant-app-download\galio\bin-win32\push\darkblue\callid\css\themes\darkblue\callid.css - Notepads + =13}
Ble Edt Search Yew Formst (sngusge Seffings Maco Run TexthX Pugns WWindow 2 X
cOHE T HRIsMKk D ag 2= BEISNNER QENEER SO EEHBD Y
Bxpores - C\SVNCO\artapp dowrboad\gsbo... I T g cas |
0 - 3 2
{0-0- | oxB3BE|% T Hivemessage
= ) darkbiue ~ 2
S 5 casd
= %) s 4
= W) themes
= i) darkbue 2
® ) mages X
* g de

& g component_content_sesr
& ) component_manual_recot
@ ) component_screen_keybx
® g confict

@ - e b}
< > <S
divécalice, divecaller, divcallername

4 B
Tl 15 | overflow: hidden:
D [¥mages) € )

% calld_1250_720
% cald_6%)_380

g8

Fiter: B v
Cascade Style Sheets Fie rb cher : 178 n:1 Col:l Sé:0 UNIX ANS NS
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The darkblue theme for the callid application contains the following files:
callid_1280_720.css, callid_640_480.css, callid.css. An image folder contains the
image assets for the callid application using the darkblue theme.

This package can be compressed and added to the BFS or to the walled garden for
distribution to subscribers. The compressed darkblue.zip file might look like the

following example:

% WinZip - darkblue.zip

New Open Favorites
A \
) [darkbiue. zp)
® ) cald
®ds

@ ) component_content_search
@ ) component_manual_recording
# ) component_screen_keyboard
3 ) confict

LS

# ) Brary

* L) menu

@ L)k

* L) owr

@ O setwp

# ) vod

# ) volume

& ) web

@ ) apper

2y (@8
Add Extract Maid Encarypt
chs

L) component_content_search
L) companent_manual_recocding
L) component_screen_keyboard
L) confict

Jes

ey

Lmeny

Ooc

Opwr

Osebp

Lavod

L) volume

web

) zapper

5 config.xml

> @ @ W ¢ &)

CheckOut  Wizard  View Style

v T o0

Selected 0 fies, 0 bytes

Total 1244 fies, 1,621k8
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Bundling Packages

The following example shows the Cisco logo and its associated config.xml file. With
logo packs, each resolution includes its own folder. Each folder contains the

operator.png file of the operators logo in each directory.

BX C:\SVN.CO\ant-app-download\galio_appsiclient\presetilogo\cisco\config.xml - Notepads +

Search Yew Format Langusge Seftings Maoo Run TextfX Plugns Window 2

e Edt
2C A% =2 =

cHHE s R BB

"”!'.]D

11550 | IE

Explorer -C\SVNCO artapp dowrioad\osio... X1, T cordgn |
, -0 P = <7xml version="1,0" encoding="utf-8°7>
= ) koo ~ [ <packages>
S %) oxo [ <package id="cisco" type="suite-logo">
%) 1280720 <name lang="eng_gb">Cisco</name>
D 69030 <description eng gb">Cisco Logos.</description>
& & Yeme 4 —.>1.0.0</v=:=‘_:;.>
® ) test X
Q) ek den <orgld>com.antplo.appsuite</orgld>
& ) mda_drivers group ~=>
3 ) ok ) ANT Software Limited 2006-2009</author>
(L) csco~app-downkoad ==
@ ) ciscoblue_repo keys -->
# ) dscodasse_repo <license>ANT Proprietary</license>
i CRNe o . R
Nome ~ Ext. 4 <enable>yes</enable>
Suld 5
0 [1280_720] 16 <galiocVersion>3.0.5</galicVersion>
D [6%0_380) 7 </package>
% wafic ol L </packages>
Fiter: BN
eXtensble Markup Language fle nb cher : S31 n:1 Col:1 Sed:0 UNIDX ANST NS

This package can be compressed (zipped) and added to the BFS or walled garden
web server for distribution to subscribers. The cisco.zip file might look like the

following example:

® WinZip - cisco.zip

2D [cisco.zip) _—
® D) 1280_720
3 () 640_480 |/7 <D
640_480 config.xml
Selected 0 files, 0 bytes Total 11 files, 21KB 00

4036338 Rev B
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Bundling Language Packs

In the following example, notice the American English Language Pack and its
associated config.xml file. With language packs, each language is its own package,
and, just like with theme packs, each application has its own sub-directory. In each
application sub-directory, there are js (javascript) and messages sub-directories that
contain the javascript file, which details all of the messages and languages associated

28

with that application.

BX C:\SVN-COwnt-app-downloadigalio_appsiclientipreset\lang\eng_usiconfig.xml - Notepads+
Hle Edt Sewch Yew Fomat Language Seftngs Macro Run Text®X Pugns Window 2

%) [component_content 3.
20 [component_manual re....

0 [component_screen _ke...

20 [confict]

20 [owmioader]

D ed]

0 [genenc]

D]

0 [racy]

20 [menu)

Wi

2]

7 [setuo]

20 (e8]

%0 [vod]

0 [volume]

0 [wed]

) [zapper]

% sonfa e
Fiter: DR v

o HHEHE 3B LAGH I DC A ¢t x B = RRONCINIE N 7] Y= = ) Y
Eduw-C\SmCO\.twdow:»d\ado =) wﬂqm‘]
0-0 oo 5 (2@ = kixml version="1.0" encoding="utf-8%7>
= g g ~ -] <packages>
g > - <package id="eng_us" type="suite-language">
® ) egb <name 1 eng_gb">English (US)</name>
® 5 &8 <name 1 eng_os">English</name>
:2: <description lang="eng_gb">English (American) Language Pack</description>
) <version>1.0.0</version>
® o) por <orgld>com.antplc.appsuite</orgid>
® ) por b =
) P >(c) ANT Software Limited 2006-2009</author>
& ) Rrary nu -->
% G logo 3 notkeys -->
e theme. >ANT Proprietary</licenses
Name Ext. g0 ==>
Tul) <enable>yes</enable>
0 [calc] <property name="langCode2">en</property>
2]

<galicVersion>3.0.5¢/galicVersion>

I </package>
</packages>

&Mwmm

D char :

649 n:l Col:l Sel:0 UNDX RS S

B C:\SVN-COant-app-download\galio_apps\client\presetilang\eng_us\callid\js\messages\eng._us. js - Notepads+

Ele Edt Search Yew Fomat (anguage Seftngs Maco Run TextFX Pugns Window 2

1 —

cHHE @ G0 D M xx BRI IED ©EDRR @ iE O
Ewhv-C\S\:‘NW‘-ﬂwdnm:ad\odo = S i |
o - y s
i o-0 0o - * Caller :l:i application: US English messages */
= ) eng_us ~
= ) cabd var TVLib:
e E
%) messages TVLib.Language . Messages =
# ) chs (
@ ) component_content_su T ) R
& P e title: 'I
W) component_screen ke callee_prefix: 'Ic
¥ ) confict caller prefix: 'fro
# o) dowrloader callername prefix:
® ) ed
. W e ¥ -, qs ¢ -
< > one_more_call:
=ore_calls: ]
Name Ext.
Ll uaknown: ' [Unkr
LA » blocked: *{Blocke
instructions:
)2
Fiter: BN v
Jyvascrpt fle b char : 30 in:1 Col:13 Sei:0 UNIX ANST »ns

Note the expanded callid application language defined in the following example.
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This package can be compressed (zipped) and added to the BFS or walled garden
web server for distribution to subscribers. The eng_us.zip file might look like the

following example.

L] WinZip - eng_us.zip

Ele Actions Yiew Jobs Options Hep

AE a2l

»
New Open Favorites Add

Maid Encrypt View CheckOut  Wizard  View Style
Address |\ b<] 5 § ‘:J" Q
Folders X «_&d‘,
S feng_us.zp] Qs
® ) calid L) component_content_search
@D ds ) component_manual_recording

# ) component_content_search  [()component_screen_keyboard
@ ) component_manual_recordng () confict
# ) component_screen_keyboard () domnloader

® ) confict Ched

@ ) downloader Clgeneric
#Ded Oiog

@ generic Dyrary
HQwg Dmenu
® ) lorary

® ) menu Qpe
®Dec ")W

® ) pwr 'Q*w
® ) setup st

B s Qved

® ) vod ) volume
# ) volume Cweb

@ 2 web ) zapper
® ) za0per 2 config.xmi

Selected 0 fles, 0 bytes Total 161 fies, 163 00

Bundling Packages
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3

Deploying Application, Theme,
Logo, and Language Packages

Introduction

After creating and bundling the packages, you are now ready to
deploy them. The material in this chapter guides you through the
process.

In This Chapter

B Overview of Package Deployment............ccccocevviiiinniiinnicnnnnnns 32
®  The Push Model for Deployment ...........ccccccoeiviiiinnicinnecinnns 33
®  The Pull Model for Deployment............cccceeuiiniriiininccininieenies 34
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Overview of Package Deployment

Upon startup, Galio, the STB web browser, checks the following two locations for
downloaded packages:

®  The BFS directory on the ISDS for broadcast (push) updates. This is a configured
location managed entirely by the ISDS.

Note: The default BFS location for placing packages is
/bfs/isdpclient/galio/packages.

® The download cache for packages explicitly fetched by the user. This is a
configured persistent location on a local file system (HDD or Flash).

Galio then resolves the list and only presents packages to the user interface that are
provisioned for use by the STB and that are compatible with the version of Galio
running on the STB.

While Galio is running, it polls the broadcast directory for any changes in content
and then signals the user interface. Where multiple copies of the same package exist
across the directories, only the copy with the latest version number appears in the
list.
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The Push Model for Deployment

4036338 Rev B

The push model of package deployment allows an operator to send packages to the
STB without providing a choice to the end-user. This approach may be used to
deploy "red button" applications (applications tied to a specific show or channel), to
deploy updates to built-in applications or themes, or to deploy other applications
distributed by the operator. In order to use the push model for deployment, the
operator simply places the compressed package into the BFS directory at
/bfs/isdpclient/ galio/ packages/.

Example: /bfs/isdpclient/galio/packages/app news.zip

The operator must then authorize eligible STBs on the network for the package using
the billing system and the service name "_<package id>" (e.g. "ynews").

Example: ynews

Note: Logo packages and upgrades to built-in packages, such as ipg, pvr, vod, or
built-in themes, do not require authorization.

See ISDP System Release 2.6 Release Notes (part number 4021187) for information on
how to authorize services, including objects. Also, see Provisioning STBs with
Application, Theme, Logo, and Language Packages (on page 37).
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The Pull Model for Deployment

The pull model of package deployment allows users to visit a web page containing
links to one or more packages. For example, a network operator may offer a portal
where themes and widgets could be downloaded, or a games provider may offer
access to games through their website.

In order to use the pull mode, the operator must first create an Application Store
Walled Garden, using the Short Description _WGAP. The URL of the Application
Store can be hosted on a locally managed server, or on a trusted server on the
Internet.

The location of the Application Store must be added to the "white list" file, which is
added to the variable in the dl-config.txt file. The white list is a list of websites from
which the package downloader can download packages. An attempt to download a
package from any other site will result in an error.

The name of the white list file is stored in the following dl-config.txt configuration
variable:

mom.download.whitelist.file:
http://<server>/<location>/whitelist.txt

By default, the configuration variable is not set, which means that there are no
restrictions from where packages can be downloaded. For security reasons, Cisco
does not recommend having no restrictions from where packages can be
downloaded. Cisco recommends the use of a white list file at all times.

If a file name is provided, but that file cannot be found, then no packages will be
downloaded. If the file is found but it is empty, then no packages can be
downloaded, as well.

The White List File

34

The white list file consists of a number of lines that terminate in a carriage return (LF
or CRLF). Lines that begin with a hash symbol (#) are considered comments and are
ignored. Blank lines are also ignored.

Lines in the white list file consist of a Uniform Resource Identifier (URI) fragment,
followed by white space, and then followed by the string "allow".

The URI fragment follows these rules:

m If it starts with a dot ('."), then it is matched against the right-hand side of the
domain name

m  If it does not start with a dot, then it is matched against the entire domain
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The Pull Model for Deployment

® If it includes a port number, then the specific port must match; otherwise, any
port is allowed

® If it includes one or more forward slashes ('/"), then it is prefix-matched against
the path, as well as the domain

A sample white list file follows:

#Allow any sub-domain of cisco.com

.cisco.com allow

#Allow Anywhere on the apps.cisco.com server
apps.cisco.com allow

#Allow Any sub-directory of apps-vl directory on the
apps.cisco.com server

apps.cisco.com/apps-vl allow

The Walled Garden Application Store can instruct the STB to download packages
using the javascript packageManager.fetch() function, as shown in the following
example:

<html>
<head>
<title>Application Store</title>
<link rel="stylesheet" href="style.css">
<script>
function download(file)
{
var basedir = document.location.href;
basedir = basedir.substring(0, basedir.lastIndexOf('/"')) +
I/I;
packageManager.fetch (window, basedir + file)
}
</script>
</head>
<body>
<p class="title">Application Store</p>
<p class="1link"><a
href="javascript:download('test.zip');">Download Hello

World</a></p>

<p class="1link"><a

href="javascript:download('app twitter.zip');">Download
Twitter</a></p>

<p class="hint">Press Exit to return to TV</p>

</body>

</html>
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36

Subscribers can then access the Walled Garden Application Store from the Services
Menu and/or Guide (as determined by the walled garden configuration settings) to
selectively download packages (applications, themes, language packs, and logos).

Application Store

Download Twitter

Back to home page

Press Exit to return to TV

Just like with BFS-downloaded packages, the operator (either manually or using
automated BOSS commands between the Walled Garden Application Store and the
ISDS/billing system) must then authorize eligible STBs on their network for the
package using the billing system with package name "_<package id>" parameter. See
ISDP System Release 2.6 Release Notes (part number 4021187) for information on how
to authorize services, including objects. Also, see Provisioning STBs with
Application, Theme, Logo, and Language Packages (on page 37).

Note: Logo packages and upgrades to built-in packages, such as ipg, pvr, vod, and
built-in themes, do not require authorization.
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Provisioning STBs with
Application, Theme, Logo, and
Language Packages

Introduction

This chapter describes the procedures used to provision STBs with the
applications, themes, logos, and language packs created and deployed
through the Object Download feature of the ISDP.

In This Chapter
®  Create Application, Theme, Logo, and Language Packages on

the ISDS ... 38
B Assign Application, Theme, Logo, and Language Packages to

STBS. e 42
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Create Application, Theme, Logo, and Language

Packages on the ISDS

Follow these instructions to provision (or authorize) an STB for the applications,
themes, logos, and language packages downloaded through the Object Download
feature of the ISDS.

1 On the ISDS Administrative Console, click the System Provisioning tab.

38

[ ISDS Administrative Console Host: jecklel

B 150 | e
System Provisioning INetwork Element vaisioningl Home Element Provisioning I
—Service Provisioning Sites
Source I Package | RNCS Sites
IP Source Definitions
—System M
Sys Config | DHCT Mgr |
User Access | IP VOD |
DST I RBandwidth Mgmt |
UN-Config I NBI Alarms |

2 Click Package. The Package List window opens.

o]
File Yiew Help l
Shows I Subscription Only — l

Package Mame I
RTP_Widevine_H264 |8
Tom_70meg

Tony Experiment

Twitter_App
YOD_PreEncrypt
Yod_svr
WYEUTJP

bum_test

bum_tom

dur_sur

s
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3 Click File and then select New. the Set Up Package window opens.
In the Package Name field, type the name of the package that you would like to

assign.
=lolx
—

EID:

Duration:  “ Unlimited + Limited

Srerr, Dara; Ihunn:fm-
Start, Thwas I}M;m;$ i .aI

Lerathg I[ Js II heAZ S I (L TIRG

A'Pay Per Yiew

Rigkt, To Copys i mllowd

- Impulse Pay Per View

Previo | By Hirky ] Purchsss Modss ]

Stare, Daves  |[HVDDANTY
Srore, Thes;  |HHGHESS At .‘|

AR S II Aupater

0

R selong I

~

'nlloy Evere, Eveansion

5 Click Save.
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6 Reopen the Set Up Package window and note the EID value.
=10/ x|

Package Name:  dvr_swr

Duration: /> Unlinited + Linited
Stary, Bave; ‘m
Sroes Ties: [!_ru_- = |
Larythy I[— dias ,I_ LTS ,I_ sinitsy

- Pay Per View

Riges, To Copys af mllossd

A Inpulse Pay Per View

Prévies l Bieg Hirloy l Pow chasiss Moskis ]

Srare, Dates |Iwulwm-
Start, Tles; I}H;M;SS A - |
Bur st fong Il-_ (T F II'— Anntes

o Hllow Eugry, Evianglon

I swe | cocel | e |
|
Note: In this example, the EID is 14.

Close the Set Up Package window.
8 On the ISDS Administrative Console, select the Application Interface Module

tab.
9 Click SAM Service. The SAM Service List window opens.

=oix|
File View Help |
short Doscriptlonl Service Name I Service XDI URL Tag l
HBOLE HBOLE SD 192 Clrs 275 | watchty KY
HBOLW HBOLM HD 194 RTP% 371 [watchty
HBOLM HBOLW HD MP4 Clrs 357 | watchty
HBOLM HBOLW 252 | watchty |~
HBOHZ HBOSEN2SD 265 | watchtv
HBOSE HBOSE 26 | watchty
HBOSE HBOSE SD P2 RTP= 306 | vatchtv
HBOSE HBOSE SD HP2 Clr 277 | watchty
HBOSH HBOSH HD P4 RTP% 369 [ uatchty
HBOSH HED Sign HD HP4 VOEw 547 [watchty Vi
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10 From the SAM Service List window, click File and then select New. The Set Up
SAM Service window opens.

Note: Only the Short Description and Application URL fields must be
configured according to specific rules. For the Service Name and Long
Description fields, enter data that best describes the service.

11 To set up a SAM Service for an application, follow these instructions.

a Inthe Short Description field, type the 4-letter package ID that is used in the
config.xml file for the specific application, preceded by "_".
Example: For a package ID of twit, type _twit or _ynws.

b In the Application URL field, type eid=<EID>, using the EID from step 6.
Example: eid=14;

¢ Click Save.

Example: The Set Up SAM Service window should look similar to the following
example, which uses the DVR service and has an EID of 14.

-Ioix]

Service 1D:

Service Name: IDVI-‘{

Short Description: I_SHI!{

Long Description: IWR Authorization Service

fpplication URL: |ew=14:1 Select...|
Logo: II
Parameters A Numbers v String: lI
| Save | Cancel | Help |
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Assign Application, Theme, Logo, and Language
Packages to STBs

1 From the ISDS tab of the ISDS Administrative Console, select the Home Element
Provisioning tab.

2 Click DHCT. The DHCT Provisioning window opens.
= S
Select Option: I New (~ Open ) Delete

Open DHCT:
(" By MAC Address: I -----

) Bw IP Address:

) By Serial Number: |}

Dbat I

Continue I Cancel | Help |

3 Select New to create a new DHCT to provision, or select Open to provision an
existing DHCT.

4 Inthe Open DHCT area of the DHCT Provisioning window, select one of the
following options:

®  Click By MAC Address to identify the DHCT by MAC address.
®  Click By IP Address to identify the DHCT by IP address.
Notes:

— The DHCT cannot be identified by IP address if the STB is behind a
Network Address Translation (NAT) device.

— A DHCT cannot be selected by IP address in some networks.
®  (Click By Serial Number to identify the DHCT by serial number.
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8
9

Click Continue. The Set Up DHCT window opens.

Assign Application, Theme, Logo, and Language Packages to STBs

&; T

CEX)|

MAC Address:  00:1A:C3:BE:2D:C8

Site Name:
Headend Name:
Hub Name:

Bridge Name:
Operational Status:

Open Cable ID:

Communications ] Secure Services IMOCA Parametersl

Unknown

Admin Status

DHCT Type:

Boot Page:
Primary VASP Name:

S/w Table Of Contents:

I In Service Two Way

I- none -

I' none -

A

} ICIass F 3355D Ver 1.3 (2 A

A

A

Billing 1D:

DHCT Serial Number:

Home Bandwidth:

Bridge ID: l3—A VCT ID: l7—A

IP address: |1 . . .

SABSSPIDB

Bandwidth Group I1D:

Unassociated

Save I

Cancel l

Help

Click the Secure Services tab. The window updates to allow you to assign a

package or packages to the DHCT.

Highlight a package in the Available column and then click Add. The package

moves to the Selected column.

Click Save.

Close the Set Up DHCT window.
10 Close the DHCT Provisioning window.
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Customer Information

If You Have Questions

If you have technical questions, call Cisco Services for assistance.
Follow the menu options to speak with a service engineer.

Access your company's extranet site to view or order additional
technical publications. For accessing instructions, contact the
representative who handles your account. Check your extranet site
often as the information is updated frequently.
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