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For Your Safety

Explanation of Warning and Caution Icons

Avoid personal injury and product damage! Do not proceed beyond any symbol
until you fully understand the indicated conditions.

The following warning and caution icons alert you to important information about
the safe operation of this product:

A You may find this symbol in the document that accompanies this product.
This symbol indicates important operating or maintenance instructions.

& You may find this symbol affixed to the product. This symbol indicates a live
terminal where a dangerous voltage may be present; the tip of the flash points
to the terminal device.

@ You may find this symbol affixed to the product. This symbol indicates a
protective ground terminal.

You may find this symbol affixed to the product. This symbol indicates a
chassis terminal (normally used for equipotential bonding).

@ You may find this symbol affixed to the product. This symbol warns of a
potentially hot surface.

You may find this symbol affixed to the product and in this document. This
symbol indicates an infrared laser that transmits intensity-modulated light
and emits invisible laser radiation or an LED that transmits intensity-
modulated light.

Important

Please read this entire guide. If this guide provides installation or operation
instructions, give particular attention to all safety statements included in this guide.
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Safe Operation for Software Controlling Optical Transmission Equipment

Safe Operation for Software Controlling Optical
Transmission Equipment

If this manual discusses software, the software described is used to monitor and/or
control ours and other vendors’ electrical and optical equipment designed to
transmit video, voice, or data signals. Certain safety precautions must be observed
when operating equipment of this nature.

For equipment specific safety requirements, refer to the appropriate section of the
equipment documentation.
For safe operation of this software, refer to the following warnings.

A WARNING:

B Ensure that all optical connections are complete or terminated before
using this equipment to remotely control a laser device. An optical or laser
device can pose a hazard to remotely located personnel when operated
without their knowledge.

® Allow only personnel trained in laser safety to operate this software.
Otherwise, injuries to personnel may occur.

B Restrict access of this software to authorized personnel only.

B Install this software in equipment that is located in a restricted access area.
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Introduction

Overview

This document describes the Cisco RF Gateway 1 security features in
software version 2.6.x, including SFTP support, SNMPv3 support,
unified user management, and GUI authenticity.

Who Should Use This Document

This document is intended for authorized service personnel who have
experience working with the RF Gateway 1 or similar equipment. The
service personnel should have appropriate background and
knowledge to complete the procedures described in this document.

Qualified Personnel

Only appropriately qualified and skilled personnel should attempt to
install, operate, maintain, and service this product.

& WARNING:

Allow only qualified and skilled personnel to install, operate,
maintain, and service this product. Otherwise, personal injury or
equipment damage may occur.

Document Version

This is the first release of this guide.
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Software Version 2.6.x
Security Features

This chapter describes the Cisco RF Gateway 1 2.6.x security features.

In This Chapter

B Security Features Overview

4039214 Rev A
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Security Features Overview

The following enhancements are included in software version 2.6.x.

1
2

SFTP support (SSHv2 with DSA key supported).

SFTP client support to perform release management, backup/restore
configuration, license management, and SSL/SSH key download.

Expanded firewall settings to include SFTP port enable/disable option, FTP,
HTTPS, HTTP, and Telnet ports.

DSA key download for SFTP.

SNMPv3 support (snmpNotifyFilterProfileTable and snmpNotifyFilterTable are
not supported, therefore filtering based on trap OIDs is not allowed). INFORM
PDUs are not supported.

Unified user management: SNMPv3, SFTP (server mode), and GUI
authentication all use the same set of user credentials. All configurations related
to trap settings and community strings are done from the SNMP Manager. The
SNMP Traps page is not available in 2.6.x.

RADIUS user authentication is not supported for SNMPv3 and SFTP.

Passwords are now stored as MD5/SHA encoded string.

SFTP Support

For SFTP client and server, SSHv2 with DSA key is used as the security protocol.
SFTP client and server will be operational only after the DSA key is downloaded and
installed (firewall permitting for SFTP server) and provided the transfer mode is set
to SFTP (for SFTP client).

Note: By default, the firewall for FTP and SFTP is enabled and the default file
transfer method is set to FTP.

GUI Changes for SFTP
The following GUI changes have been added for SFTP support.

System Tab Changes

1

2

System Configuration page now includes an option to select FTP or SFTP for file
download/upload.

Firewall Settings now include an option to enable/disable the SFTP port.
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SSH Configuration page has been added to provide access to the new security
features. See screen below.

¥) Cisco RFGW-1-D Universal Edge QAM - Mozilla Firefox

|| Cisco RFGW-1-D Universal Edge QAM

Security Features Overview

alier
| cisc

RFGW_JAY || Login | Reboot | Save |Refresh| Help |
Summary ‘ Monitor | Alarms QAMS Maps System 15:01:10
| Device Information
ARP & Routes Device Description ||Cisco RFGW-1-D Universal Edge QAM
# Authentication Pevice Up Time 0 Days, 01 Hours, 42 Minutes, 38 Seconds
Backup Configuration
Clock
DTI Config Device Hame |RFGW_JAY
Firewall Settings .
‘W Device Contact Cisco Support
License Management Device Location [LHJ
|x Logs
Release Management —
Restore Configuration [PAM Encoding Type I[”U-B e
# Scrambler Plan I[ Standard
l SSH Configuratiod l —
SSL Configuration
[Gratuitous ARP State [Enabled  »
[oratuitous ARP Time [0 seconds
Dejitter Buffer Depth |‘{1so milliseconds
letwork PID 8188
nsert letwork PID reference in PAT |Enabled v
Port CRC Alarm Set Threshold |10
[obe Port CRC Atarm Clear Threshota [0

U
°
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Firewall Settings

The SFTP port can be enabled/ disabled using the following screen. Disabling the
port prevents any external SFTP client from logging in to the RFGW-1.

) Cisco RFGW-1-D Universal Edge QAM - Mozilla Firefox

.| Cisco RFGW-1-D Universal Edge QAM

RFGW_JAY Login | Reboot | Save |Refresh| Help | i

Summary Monitor Alarms QAMS Maps System 16:58:19
System Configuration

About Firewall Settings

ARP & Routes FTP Port Enabled v
» Authentication | TP Port Enabled v

Backup Configuration

clock [HTTP Poit Enabled v

DTI Config bﬂ"lPS Port Enabled v

Firewall Settings I'l'olle( Port ' Enabled e

1P Network

License Management
$-Logs

Release Management

Restore Configuration
+ Scrambler

SSH Configuration

SSL Configuration

Generating a DSA Key

Overview

The RFGW-1 is shipped from the factory with SFTP disabled. To enable SFTP, you
will need the following:

®  FTP server to download the required DSA key
®  Open Source toolkit for SSH to generate the DSA key

B Software containing SSH/SFTP kernel support such as 2.6.x.
Important: It is recommended that you consult your IT and security departments
before installing on live REGW-1 systems. The key files you'll be creating contain a

private key and must be handled in accordance with your company’s security
procedures, especially the unprotected key known as dsa_key.pem.

Creating an Unprotected DSA Key:

The dsa_key.pem is not password protected. It contains your private DSA key in the
open for all to see. Generating a DSA key requires an openssh shell (Cygwin is used
in our example). Follow the instructions below to create a DSA key.

1 Enter the following command at the shell prompt:

6 4039214 Rev A



Security Features Overview

ssh-keygen -t dsa (the "-t" flag is used to specify the key type).

Result: You will be prompted for the location to save the file. The default
location is ~/.ssh/id_dsa.

2 Click Enter to save the file to the default location, or specify a different location.
Result: You will then be prompted for a passphrase.
3 Click Enter twice to generate an unprotected file.

Result: The following 2 files are created:
- dsa_key.pem - the private key (to be downloaded to the REGW-1)

- dsa_key.pem.pub - the public key (may be downloaded to the server)

i ssh-keygen -t dsa
enerating public/private dsa key pair.
'ntel: file %n which to save the key (/home/rosubram/.ssh/id_dsad: c:/keys/dsa_key.pen
ygwin warning:

MS-DOS style path detected: c:/keys/dsea 2y.pemn

Preferred POSIX equivalent is: /cygdrive/c/keys/dsa_key.pen

CYGWIN environment variable option “nodosfilewarning' turns off this warning.

Consult the user’s guide for more details about POSIX paths:

: in.com/cyguin—ug-net/using.htmlfusing—pathnames
(empty for no passphrase):

sS)
nter same passphrase again:

pen c:/keys/dsa_key.pem failed: No such file or directory.
Baving the key failed: c:/keys/dsa_key.pen.

2]
Note: You can specify the filename on the command line by inserting an "-f". This
flag forces the path for storing the key file. See example below.

ssh-keygen -t dsa -f /path/to/my_dsa

Installing SFTP
By default, SFTP is disabled and FTP is used as the default file transfer method.

Follow the steps below to enable and configure SFTP.

Step 1: Download DSA Key to RFGW-1

a Navigate to the System/SSH Configuration page. Set the FIP Server IP Address,
User Name, and Password. You can also enter the DSA Key Path and DSA Key
Name for downloading the DSA key file. The key file must not be password
protected.

b Once all the parameters have been set, click Download DSA Key to
download and validate the files.

Result: The status window indicates whether the download and validation was
successful.
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Step 2: Install SFTP in RFGW-1
a Once the files are validated, click Install Key to install the files. Invalid key
files are automatically deleted.

Results:

B SFTP Server: Once the key is installed (firewall for SFTP port must be set to
enable), the REGW-1 responds to both SFTP and FTP requests.

W SFTP client: Once the key is installed (file transfer mode must be set to SFTP),
all further download/upload operations (such as release, license download,
configuration backup, etc.) are done using SFTP.

) Cisco RFGW-1-D Universal Edge QAM - Mozilla Firefox

'] Cisco RFGW-1-D Universal Edge QAM

RFGW_JAY Lo | Reboot | Save |Refresh| Help | 1.1
Summary Monitor Alarms QAMS Maps System 17:43:22
System Configuration SFTP status
About
ARP & Routes SFTP service is UP. -~
+ Authentication SFTP file have been modified since last installation.

Backup Configuration New file will come into effect only after installing the same.
DSA key is valid

Clock 2
DTI Config
Firewall Settings
IP Network | DSA Key Information
License Management DSA Key Path eNCorteftp
+ Logs Gt 0825

Release Management DSA Key Name dsa_keypem
Restare Configuration

SSH Configuration i u e 1| Cancel

SSL Configuration

[ Install Key I UninstaliDelete Key ]

Install S5H key and bring up SFTP |
atus

SSH DSA file download and validation successful!

| FIP Server

[server IP Address 64.103.161.191
[user Name tot

Passwom eee

[Reset] [ Test FTP Connection

Step 3: Select SFTP as File Transfer mode
The user can switch between FTP and SFTP client for file transfer.
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Note: When the SFTP is selected as the file transfer mode, before downloading and
installing the DSA key, a message appears indicating that the configuration will not

be allowed.
©) Cisco RFGW-1-D Universal Edge QAM - Mozilla Firefox (=15
| | Cisco RFGW-1-D Universal Edge QAM \ " o
REGW_JAY toon | Raboct | Save |Retresh| Wep | i 2
Summary ) Monitor ] Alarms QAMS Maps Systam 14:54:45
SV;:"" Configuration [ Device Information
out
ARP & Routes Device Description Cisco RFGW-1-D Univarsal Edge QAM
+ Authentication Device Up Time 0 Days, 01 Mours, 3% Minutes, 42 Seconds
Backup Configuration
Clock
DT1 Config Device Hame REGW_JAY
Firavall Settings Devi tact a S
1P Netvork ~c
License Management Device Location Lab
+ Logs
Release Management
Restore Configuration Encoding Type me w
» Scrambler Frequency Plan Stancwrd W
S5H Configuration —
S5L Configuration
[Gratuitous ARP State Enabled v
Bratuitous ARP Time 60 secends
Dejitter Buffer Depth |150  mithseconds
Metwork PID 8183
Insert Hetwork PID reforence in PAT | Enobied v
Port CRC Alaem Set Theeshold |10
[Gbe Port CRC Alam Clear Thieshokd |0
Begin Scrambler Alam Debounce 10 seconds
End Scrambler Alam Debounce 10 seconds

Automatic Configuration Save [Enotied ¥
[

Pre Enciypted Type | Poweriay

|

MPTS Defaults | Btock and Recenerate PAT %
| SRM Configur ation

ERM IP Address =1 0000

ERMIP Address =2 0000

ERMIP Address =3 o000

Reset indication Rate 5 suconds

File transter mode F1P_|w

Uninstalling SFTP
To uninstall SFTP, follow the step below.

On the SSH Configuration page, click Uninstall.
Results:

®  The key is deleted
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®  All existing SFTP connections are closed

B SETP server and client are disabled

Note: The File transfer method remains unaltered. If set to SFTP, change to FTP
manually.

SNMP V3 Support

Overview

SNMPv3 allows you to define views, select which SNMP users and groups receive
full access rights, and select which users should only have access to specified parts of
the Management Information Base (MIB).

The following features are available for SNMPv3:
B Authentication
®  Privacy

®  Encryption

GUI Changes for SNMPv3

Configurations related to trap settings and community strings can be done using the
SNMP manager. The SNMP & Traps page has been removed.

Standard MIBs Supported
The following standard MIBs are supported in version 2.6.x.
1 snmpFrameworkMIB (1.3.6.1.6.3.10) - RFC 3411
2 snmpTargetMIB (1.3.6.1.6.3.12) - RFC 3413
snmpTargetAddrTable
snmpTargetParamsTable
3 snmpNotificationMIB (1.3.6.1.6.3.13) - RFC3413

snmpNotifyTable

4 snmpUsmMIB (1.3.6.1.6.3.15) - RFC 3414
usmUserTable

5 snmpVacmMIB (1.3.6.1.6.3.16) - RFC 3415
vacmAccessTable

vacmSecurityToGroupTable
vacmViewTreeFamilyTable
6 snmpCommunityMIB (1.3.6.1.6.3.18) - RFC 3584

snmpCommunityTable
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SNMPv3 Configurations

Note: The SNMP browser configurations and snapshots are illustrated using the
MG-Soft MIB Browser. If any other MIB browser is used, a similar configuration
should be done.

Configuring the User Profile (in the SNMP Manager)

User profile configurations are related to the SNMP manager, which in this case is
the MG-Soft MIB Browser. It is not related to the SNMPv3 agent.

Follow the instructions below to configure the user profile.
1 In the MIB browser, click View/SNMP Protocol Preferences.

Result: The following screen appears.

¥ MG-SOFT MIB Browser Professional Developer’s Edition

=13

Ele [dt RICTN SNMP  Action Tooks Window Help
i 2{i |5 MIB Node Properties... D P B Fd 00O
= 5 MIB Browser Preferences...  Ctr4R
RS oo s cusn |B SNAP Protocol Preferences
Remote § y
s T2 SNMP Agent Profiles... Ctrl+Q SNMP protocol version
v Toolbar O SNMPV1 O SNMPy2c (® SNMPY3
MIB tree
v Status Line
S@M General Get-Bulk settings
® | v Zoom Query Tab [¥] Use Get-Buk
=R
86 ug 0 Non repeaters
= ) dod o
56 intemet 10 Max repetitions
| duectory SNMPv3 security
| Query tesults Timeout[s] |5 User securty name
Retransmits 4
Secunty level
Pott rumber 1161
|Loaduse1 pfoﬂe] [ Edit user... ]
[ Add to agent profies [ ok ][ cance |
Remote SNMP agent 10,78, 193.206 contacted L% b o e A - g s ) T
Select SNMPv3.

Click Load user profile.
Result: The following screen is displayed.

% SNMPy3 USM User Profiles E]@@

& F X

User profile name é;uity user name Security level

[ seect || ciose |

4 Click the new user icon at the top left corner.
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Result: The following screen is displayed.

X
User profile name Iadmin_socured
Security user name | admin
Context name |
[~ Context engine ID I::
[~ SNMP port number I' 61 L’

Authentication protocol IHMACMDS Change Password... I
A CET—CE |

[~ Do not localize Authentication and Privacy keys

[~ Diffie-Helman key exchange

Manager Aandom I:x

Save to profile... I | OK I Cancel l

Enter the User profile name, Security user name, Authentication protocol (None,
HMAC-MD5, HMAC-SHA), and Privacy protocol parameters (None, CBC-DES).

Also, set the correct password for authentication and privacy protocol.

The valid combination for authentication and privacy protocol choices are:

B None, None

B HMAC-MD5, None

B HMAC-SHA, None

" HMAC-MD5, CBC-DES
B HMAC-SHA, CBC-DES

4039214 Rev A
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Click OK.

Result: The user profile is created in the SNMPv3 USM User Profiles dialog box as

shown below.

Note: The user profile can be modified, or deleted.

% SNMPv3 USM User Profiles @@@

& (@ X
User pfoﬁe name Secui!y user name Security level
&
& admin_ secued Authenhcdnon and privacy
& admin_No&uthNoPriv admn No security
& admin_authNoPriv admin Authentication

[ seect || Ciose |

Selecting a User Profie (Login)

Follow the instructions below to select a user profile.

1
2

3

In the MIB browser, select View/SNMP Protocol Preferences.
Click Load user profile.

Result: The dialog box opens with the list of user profiles created.
Select the required user profile, and click OK in the SNMP Protocol Preferences

dialog box.

Result: If the configured values are correct, login is successful and the following

query response is displayed.

Query results -
Response: A
User profde name: admin_secured

Securty user name: admin

Secunty engne 1D: 80.00.05.95.03.00.50.48.11.60D .85.02 (hex)

Context name: [zero-length)

Context engine 1D: 80.00.05.95.03.00.50.48.11.6D.86.02 (hex)

Authentication protocot HMAC MDS

Authentication key: D8.D4.C201.C8.E4.B0.4D.96.BC.A2.31.75.00.71.C5 [hex)

Privacy protocot CBC DES

Privacy key: DBD4.C2D1.C8E4.B0.4D.S6.BC.A231.75.00.71.C5 (hex)

Secuty level Authentication And Privacy

Securty model: USM

1: sysUpTime.0 [TimeTicks) 2 days 23hc37m:40s.36th (25786036) v

emate SNMP agent 10.78.193.206 contacted B SNMPY3 Q09 &

13
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SNMP framework (snmpFrameworkMIB)

The following screen displays the SNMP framework MIB objects.

“ MG-SOFT MIB Browser Professional Developer’s Edition Q@@

File Edt Yiew SNMP Action Tools Window Help
H#AOXOI1EBHAREATBITAd o
Quey [MIB | Ping |
Remote SNMP agent Spht
10.78.193.206 v| @ {2  Overica
MIB tree w
= @ snmpFrameworkMIB A
& () snmpFrameworkAdmin
=) snmpFrameworkMIBObjects
SR <ok ngine
@ snmpEnginelD
@ snmpEngineBoots
@ snmpEngineTime
@ snmpEngneMaMessageSize
# ) snmpFramewarkMIBConformance 3
Query resilts <
~
= SNMP QUERY STARTED
1: srmpEngnelD.0 (SnmpE nainel D) 80.00.05.95.03.00.50.48.11.6D.86.02 (hex)
2 snmpEngneBoots 0 (INTEGER) S
3 snmpEngneTime.0 (INTEGER) 61734
4: snmpEngneMaxMessageSize. 0 INTEGER) 8192
SNMP QUERY FINISHED v
Query agent 10.78.193,206 finished. 1 G Q09 8§

B The engine ID uniquely identifies the SNMP engine/agent. To maintain this
identity, the REGW-1 SNMPv3 agent implementation derives the engine ID from
the Management interface’s MAC address.

®  The snmpEngineBoots is the total number of times the SNMP engine has been
started or re-initialized. Re-initialization occurs whenever the snmpEnginelD is
modified or if the snmpEngineBoots reaches 2147483647.

® snmpEngineTime is the number of seconds since the value of snmpEngineBoots
has changed. When this value reaches its maximum value (2147483647), it wraps
back to 0 and snmpEngineBoots increments by 1.

® snmpEngineMaxMessageSize, is the maximum size in octets of an SNMP
message that the SNMP engine can send or receive.
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User Table Configuration (usmUserTable)

The User Table maintains authentication and privacy information for each user. The
number of rows in this table is fixed at 6. Entries can only be modified, not added or
deleted. To view the table, right-click the usmUserTable in the MIB tree. Select Table
View to get to the following screen. The values in this table remain persistent across
reboots.

W 10,78,193.206; userliser Table

Iratance w i uinklseSecutiNome  wn

[P
D  PXm asdven Nt Nob st o v
@ Plmodgwl Not. Not  dgwl 2es 2en0
D  Pin dge2 Not. Not dpd 2000 2000
@ Padgw3 Net. Net a3 o rens
D Fm dped Not Not  dpet o e
@ Plm dowS Not. Nt s ser FE

D& 6 A9 Fesdy

B The above screen displays the default user profiles with default user names. The
first three user profiles have MD5 as Authentication protocol, and the last three
have SHA. The privacy protocol is DES for all users. For all practical purposes,
the authentication and privacy protocol cannot be changed to anything other
than "None."

B The usmUserStorageType is permanent for all users, which indicates the user
profiles cannot be deleted.

B  Changes made to the user profile (user name and password) using the GUI is
reflected in this table.

B Resetting the admin's password using the front panel is reflected in this table.

Group Table Configuration (vacmSecurityToGroupTable)

The Group Table maps a security model and security name to a group name. Entries
in this table can be added, modified, or deleted. Configurations remain persistent
across reboots. The Group Table can have a maximum of 32 rows. If the user name
is changed from the GUI, it is reflected in this table as well.

15
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The default entries for this table are shown below.

B 10.78.193.206;vacmSecurityToGroupTable

21G z o D : B

Instance vacmSecurtyModellDX)  vacmSecuiyNamefiDX]  vacmGroupName  vacmSecuntyToGroupStorageType  vacmSecuntyToGroupStatus

Q pubbc_uzer  Not accessbie Not accessbie V2 ronyolstial3) activell)
D private_user  Not accessble Not accessbie g2 non/olatie(3) active(l)
D pubbc_uter  Not accassble Not accassbie g2 roniolstie(3) sctive(1)
D privale_user  Not accessbie Not accessbie g2 ronolatie(3) active(l)
& adnn Not accessbie Not accessbie e roi/ olatiel 3) activell)
 dowl Nt accessble Not accessbie read_ordy o olatie{3) active(l)
© dgw2 Not accessbie Not accesshie adwin_peop noni/olatie(3) activel(l)
S . dow3d Not accessble Nt accessbie admin_scram noc/olatie(3) active(l)
& dgwd Nat accessble Nt accesshie admn_ols ronolotie(3) active(l).
1.dgw5 Hot accesstie Not accessdie admin_snmp nonVolatie(3) actvell)

Q00 e 10 @Aswwea Last successfud pol st 7/15/2010 3:56:13 PM

Access Table Configuration (vacmAccessTable)

The Access Table is used to map a group name, security information, context, and
message type into a MIB view. In MIB view, you can determine whether a managed
object is allowed to be accessed. Views can be defined for read, write, and notify
access. Entries in this table can be added, modified, or deleted. Configurations
remain persistent across reboots. The maximum limit for entries is 32.

The default entries for this table are shown below.

W 10,78.193, 206-vacmiccess Table AT
(@] @ [rmmne v [B) 2] Dpcteny [0 3wconds Do ([ ¢ (o]
Instance va va e =z o - Fead o al vacsiconsihothievwdiame - o0l spn o 5
& s Nat . Not. Nt essctl) o [aaeorlengt| - ronichatiel}| actheell|

D st Nt Not. Mot essofl) ~ [zesrieng - rori ckatbe( 3] actve(l}

D avn Nt Not Ne.  exsofl) o o - norkciatlel ] actve(l]

D o2 Nt No Nt ewsel) 2 V2 v2 ok ciatie( 3] actvell]

@ ot ok Nat. Nt Mot ewscfl) ot [ ] ok i ckatiel 3 ackvel(t]

@ odvn ks Nt Nat. Mot esxcql) ok [ ok roekchatbe(3) activell]

D sdmn_ o Nat . Nat Mot el o ok o roriciatiel )| actvelt]

@ read_only. Not . Not. Not. essctl) ~ [aeeorlengy o roriv'chatbel )| actve(l)

& read_onky Not Not. Mo essofl) o [2esrteng®) o rorickatel 3| actvell]

D sead_coly. Nt Net Not.  esofl) o [2enlergmy o oekciatel 1) actell)
ot ors. Not Noo N ensctl) o (Bewlergmy e e ckatel 3] scvell]

@ adon pep Nat Net.  Not  ewsctl) pecp [ ] e rorchatel 3 actvell]

@ oo Nt N No.  eoctl) peop. oo e ronkclatbel 3| actvelt]

@ odmr irep. Nt Nt Not  eetl) o [amec-lergrr "o rrkclatie( )| actve(l)

@ s o N Not Not exschl) g [psrlergi™ oo roniciatbel )| actvell]

@ st wwo. Nt Not Not  ewsctl) o oo e rorkchathe( 1) activell|

@ otvn_wram Nt Not Nor essofl) o [2elergy srare ok ciarbel ] actell|

O sdvn_scram . Not . Not. Net.  ewsefl) sceam [2ew>lergy wers norctatiel ] ackve(l]

@ advw_scram . Nat Nat. Net  ewactl) o e wrae o chatiel 3] acten(l |
DO 4 159 @ wead Last successhul pol ot 22072050 2454 M

—

View Table Configuration (vacmViewTreeFamilyTable)

The View Table identifies objects allowed to be accessed for a given MIB view. Each
row within this table specifies a MIB view, a MIB sub-tree, and whether an object in
a MIB sub-tree should be included or excluded. If an object is included, it can be
accessed and if excluded, it cannot. Entries in this table can be added, modified, or
deleted. Configurations remain persistent across reboots. A maximum of 32 entries
can be added. Each view name maps to a particular OID, and any access defined for
this view will have access to the mapped OID and all its sub-nodes.
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Note: The internal view is used internally and is not required by the external user.
Any change to this entry is not allowed and is therefore marked as "read-only".

The default entries for this table are shown below.

M 10.78.192, 206: vacm¥iew T reef amityEntry

(o tmmm i (fE] Clndom 02wk | Diien () o)
Iratance v enT el b Vel anel00)  vacnView T ieef sl Subbeed{]  vaciViewT seef sndiack vecowninef oy Tine  vacoiienTieef smiySiocge Type vacei e [ reef amdStnn
V2 Nk sccersbie Nor acceisbie Irescimrgen| rchuded 1) orkolatled ) sctrvel1)

D ok accersbie Nt accersbie liwolerg| nchuded ) ek chthed 1) vl

Do Nk accerchin Nt sccesstie Lreermrgen] nchaded) roriciachel 1) pera

Sk Not accernbin Not accessbie Lworierginy nchuded 1| nork'clathe(T) sctve(1]

® =0 Not accmsbin Nt accesbin Lresclerg nchaded | ok chatbed 1 actve(l)

& oo Not sccactin Nt accoscbie (w0 g nchaind)) rorkclatiel 1) active(1)

® e Net accerstim Nt sccorstin Lreec wreyn) nchuded) rorkckate 2] wctvell)

D o Nt accossbie Nt sccossbie (oo lengtny nchadedl| ok chatiel 3 actve(l)

D Not accetsbie Nt accossbie {rees mrrn| rchuded | norkctatied 3) actve(l|

D rtoral Nt sccersbin Net accosstie Lrero largy chaded 1) readD-hiS) actve(l)

20@ 19 10 @99 Last successil pol ot 712010 713341 P

Community Table Configuration (snmpCommunityTable)

The Community Table provides a mapping of a community string to a security
name, contextEnginelD, and context name to resolve SNMP co-existence issues. By
mapping SNMPv1 or SNMPv2c community strings to version independent SNMP
message parameters, SNMPv1 and v2c messages can be processed within the SNMP
framework in the same manner as the SNMPv3 message. The maximum length of
the community string is fixed at 255 characters. The set/get community strings are in
column 3, rows 1 and 2, and may be changed per the application. See screen below.

M 10.78.193.206:snmpCommunityTable (=)

(@ @ [0minxe | [B)[) Cipdenny © 3 seconde || Do (8] ° ()
Inctarce wogCommuntytiame srplomeuntySecutylame srooCommurdyCortetE nginelD n o snmpCommuntySixageType snopCommuntyStsius
S povate  Not | povate pevale_uier B 30S0L 1D BB Pex) fowo.  foeo.  roriolotlel®) activell)

Sptic Na pubdc publc_uver HMEI0I0S04E 11E0M02Pex) fomeo.  foevo.  roriolatiel3) acthve(})

o9 14 2 ,a D3 Lot successhud pol ot 7/16/2010 2:03:53 M

Traps and Notifications
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In regards to the trap packet, there is no difference between SNMPv2c and SNMPv3
traps. However, in SNMPv2c, a trap notification is sent to all targets registered for
notification, whereas in SNMPv3, selected trap notifications (TRAP/INFORM PDU)
can be sent to selected targets.

Note: RFEGW-1 does not support INFORM PDU.

Configuring the SNMP Manager (for Trap Ringer)

The configurations explained in this section are related to the MIB manager, which
in this case is the MG-Soft MIB Browser and is not related to the SNMPv3 agent. This
user profile configuration is required to receive and decrypt SNMPv3 traps on the
SNMP Manager. If any other SNMP manager is used, a similar configuration should
be done.
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Chapter 2 Software Version 2.6.x Security Features

Follow the instructions below to configure the SNMP Manager.
1 In the MIB browser, click View/MIB Browser Preferences.
Result: The following screen is displayed.

IB Browser Preferences

‘- Updates :_I
- Themes
L Vista
- Agent Profiles
- MIB
= Query Results
- L Colors
=) Formatting
‘.. Dpaque
. Set
- Info
- Discovery
[=I- Table View
- Edit
- &gent Compare
[=I- Trace
CLoWindows
= Trap Ringer
Ports

L

Notification SNMPv3 Security Preferences

SNMP3 security parameters
User profile name: MIB\W atcher

Security level: Authentication and Privacy
Security Engine ID: 80.00.05.23.01.40.64.44.BE [hex]
Engine Boots: 922

Load User...

Delete User...

_LoadUser., |
Edit User... I
Delete se..|

Default I

OK I Cancel

2 Select SNMPv3.

Result: The following screen is displayed.

MIB Browser Preferences @

Date and Time A
Transport
Updates
Themes
Vista
MIB
Query Results
Colos
Formatting
Set
Info
Discovery
(= Table View
Edit
Agent Compare
= Trace
Windows
= Triap Ringer
Ports
SNMPv3 v

u

Notification SNMPv3 Security Preferences

SNMPv3 secusity parameters
User profile name: admin
Secusity level: Authentication and Privacy
_elele User...
Secuity Engine ID:  80.00.05.23.01.40.67 A1.BF (hex)
Engine Boots: 233
L ox [ come |

3 Click Edit User.
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Result: The following screen is displayed.

5Py Securty Porometers x
User profile name [admm_secured

Security user name | admin

Context name |

[~ Context engine ID I:‘.

[~ SNMP port number rr EI

Authentication protocol IHMAC-MDS LI Change Password... I
Privacy protocol CBC-DES

[~ Do not localize Authentication and Privacy keys

[ Diffie-Helman key exchange

Manager Random lx

§mtoptofieu.| [ ok ]| conce |

4 Configure the User profile name, Security user name, Authentication protocol (None,
HMAC-MD5, HMAC-SHA), and Privacy protocol (None, CBC-DES) parameters.
Also, set the correct password for the authentication and privacy protocols.

The valid combination for Authentication and Privacy protocol choices allowed
are:

B None, None

B HMAC-MDD5, None

B HMAC-SHA, None

® HMAC-MD5, CBC-DES

® HMAC-SHA, CBC-DES

Click Save to profile to save your settings.
Click OK.

Result: The user details are displayed in the MIB browser preferences dialog box.
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Note: The user profile, if required can be modified, or deleted.

MIB Browser Preferences

Date and Time
Transport
Updates
Themes
Vista
MIB
(= Query Results
Colots
Formatting
Set
Info
Discovery
(= Table View
Edit
Agent Compare
= Trace
Windows
(= Trap Ringes
Ports
SNMPv3

~

X

Notification SNMPv3 Security Preferences
SNMPv3 secusity parameters
User profile name: admin
Security level: Authentication and Privacy

—_Delele User...
Secusity Engine [D:  80.00.05.23.01.40.67 A1.8F (hex)
Engine Boots: 233

[ o

J [ Concet |

If the trap destination port is changed from default value (162), the same should
be configured in the MIB Browser preferences dialog box. See example screen
below. Once the user profile and trap destination port is configured, the SNMP

Manager’s Trap ringer is ready to receive and decrypt SNMPv3 traps.

MIB Browser Preferences X

Date and Time
Transport
Updates
Themes
Vista
Mie
= Query Results
Colors
Formatting
Set
Info
Discovery
= Table View
Edit
Agent Compare
(= Trace
Windows
= Trap Ringer
Ports
SNMPv3

Default

A

Notification Port Preferences

Registered notification ports

Port Transport Status
162 [Default) IP/UDP Ready
162 [Default] IPv6/UDP Transport Not Installed

36880 (Default)  IPX Transport Not Installed

« Select SNMP Agent Port And Transport

Port ‘5000 | ‘
Tensport | FRITRN

(e ]

Delete

CBX

EH

[ o

J [ goncer ]

Additional SNMP agent configurations are needed to successfully send traps.
Refer to the sections below.

20
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Target Address Table Configuration (snmpTargetAddrTable)

This table is used to specify the target IP address and port to which the SNMP traps
and notifications should be sent. There are 5 default entries in the target address
table that are permanent. The default configuration of this table is shown below.

I 10.90.149.80:snmp T argetAddr T able

&| @] [os0iaae ﬂél;&;jip Polevery [0 < seconds || Mirer | 3] %3] <]

= 1 T a0 .. | snm... o Ta. T a

D sdd1 Not. snmpUDFDoman 4064.44C300A2(hex) 1500

9 2dd2 Not. snmpUDFDoman 000000000042 (hex) 1500

 sdd3 Not. :nmpUDPDoman 00.0000.00.00A2(hex) 1500

D addd Not. snmpUDFDoman 00.0000.0000A2(hex) 1500
addS Mot srenplUDPDoman 00.00.00.00.00A2 (hex) 1500

D »dd6 Not.. snmpUDPDoman (A 53.0C.00.00A2 (hex) 1500

. = T ‘
notily mmpv2  permanent(4) notinSenace(2)
notity snmpvl pecmanent(4) notinSenace(2)
notlnSenvice(2)
notily nmpvl permanant(4) notinSenace(2)
notify snmpv1 permmanent4) notinS envice(2)
notify wmpv3  nonVolatie(3) active{1)

Wi W W ww
=
=
=

D00 27 b [@ 203 Last successful poll ot 8/9/2010 2:06:26 PM

B

A maximum of 32 rows can be added in this table and the configurations remain
persistent across reboots.

The default/ permanent entries in this table can be modified, but not deleted.
Instance addr6 has been added to enable v3 traps to be sent to 10.89.12.13 port 162,

and v1 and v2 traps have been suppressed in instances addr1-addr5.

Target Params Table Configuration (snmpTargetParamsTable)

This table provides the security parameters for creating a TRAP PDU. The default
configuration of this table is shown below.

e
- =1

@] @ [1os01sa80 pg|~|'::| 7 Pollevey [0 =seconds | [~ mivar | 53] %4 ﬂ ﬂ‘
Instance | snmpT arg D4 IMP]_| smpTargetParamsMPModel | snmpTarg [ srmpTarg [ snmpT argetP: witplLevel | snmpTargel [ snmpT argetParamsRowS tatus
& srmpvl ot accessible 0 1 piivate_user noéutnNoPiv(1) pemanertl4) active(1]

a2 Nt accessile 1 2 privat_user nedunNaPriv1) pemanentid) active(1)

a3 Nt accessble 3 3 MIBWatcher authPrivi3) pemanentid) active(l)

ol |
O0D 7 b [@swps Last successhul pol ot 10/5/2010 3:33:05 P 4

The entries in this table should be mapped to the corresponding target name in the
target address table for successful reception of the traps and notifications.

There will be 3 permanent entries in this table which cannot be deleted. A maximum
of 32 rows can be configured in this table.

The default/ permanent entries in this table can be modified but not deleted. All
configurations remain persistent across reboots.
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Notification Table Configurations (snmpNotifyTable)

This table is used to select management targets that should receive notifications, as
well as the type of notification that should be sent. The default configuration of this
table is shown below.

(@] & [1078133206 v [lPollevery 60 |3 seconds | [ pier : (@)
Instance  snmpNotifgName(IDX, IMP]  snmpNotifyTag  snmpNotfyType  snmpMotifyStorageType  snmpNotifyRowStatus
O notily  Not accessible notify wap(1) petmanent(4) active(1)

Q0@ 49 1 @ SNMPv3  Last successful poll at 7/15/2010 9:33:10 PM

This table contains a permanent entry that cannot be deleted. There are 2 values for
snmpNotifyType (trap, inform), and only traps are supported.

Entries could be added, modified, or deleted (except the default permanent entry).
This table can have a maximum of 32 rows, and configurations remain persistent
across reboots.

Note: snmpNotifyFilterProfileTable & snmpNotifyFilterTable are not supported.
Therefore filtering based on trap OIDs cannot be done. Creating a new entry to these
tables will result in error.

Notification Filter (rfgw1TrapFilterSet)

A new object rfgw1TrapFilterSet (OID - 1.3.6.1.4.1.1429.1.12.1.2.15.4) is added in the
proprietary MIB (CISCO-RFGW-1-MIB.my), to filter traps and notifications based on
their severity.

The following 3 values are available:
®  None - no traps/notifications will be sent.
® (Critical - traps/notifications whose severity is critical will be sent.

B Major - all traps/notifications will be sent.

4039214 Rev A



Security Features Overview

The following screen shows the trap filter.

A Bro A
9 aQ
Gy rewd
1 dgw! TiopF RerSet 0 INTEGER| mae(3)
L 2
ogementdl (13613]
L pivate (1261.4)
361 A
AR —
()@ (=) (=)
Remote SNMP agert
) 11429 1072153209 ~ @B
= G =RiowIQanMIB (1,361 411429112 P
safligw! QamMIBNoHs {1 R
13614114291 12121540 <@
@@
O Timetich: _ Courtedid
OP adders Opoque
ol Nespadd
O Octets )8
& sera
Agwi Teso [1.36.1 411429192
# @ g TiepTable (1363.41 1
o @ dow TipRecTable (1 361 4114 2)
# @3- saPiortFrapConma{t- 3644444 245 %
1 dow) TiacFlerSet [1.361.4.1,14231121 2154)
(Tl s MARUAR ARL AR TARAL
(Query ogenk 10.78.193.207 firished. & w3 o8

Unified User Support
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Common user credentials are maintained across the SNMPv3 agent, GUI, and
SFTP server.

The user name and password can be modified using the GUI and the password
can be modified using SNMPv3. However both cannot be modified through
SFTP. Changes done via one interface are reflected in all three user interfaces.

The admin's password can be reset from the front panel to default value and the
same is reflected in all 3 interfaces.

For SNMPv3, a view-based access control mechanism specific to each user is
available. For SFTP, all users are the same, and for GUI, admin is read-write and

others are read-only.
RADIUS users do not classify as unified user.
Passwords are not stored as plain text.

The default authentication hash algorithm is MD5 for admin, rfgw1, and rfgw?2
login ids, and SHA for rfgw3 to 5. These default values cannot be changed.

User credentials and SNMPv3 configurations are REGW-1 box-specific and are
not portable to other RFGW-1 boxes.
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Configuring the RFGW-1 for Secure SNMP Access

24

This example describes how to change a default user name to MIBWatcher (which
uses MD5 hash and DES encryption), create a group named secure_snmp (which has
read/write access to all the MIB elements), add MIBWatcher to the secure_snmp
group, shut off all but MIBWatcher access, and permit only SNMPv3 encrypted traps
to MIBWatcher. It's assumed that the REGW-1 has the default SNMPv3 settings.
While written around MG-SOFT and Unbrowse SNMP, any SNMP management tool
can be used.

Note: Eight character authentication and privacy passwords were chosen because
Unbrowse requires eight characters for authentication and appears to be more stable
when using eight characters for the privacy password.

Follow the instructions below to change the default username.

1 Launch the GUL

a Change the admin authentication password from the default value of 0000 to
one with eight characters.

b Change the local user name from rfgw2 to MIBWatcher and change the
authentication password from the default value of 0000 to 12345678.

¢ Close the GUIL

2 Launch MG-SOFT.
a Create a profile for admin. Authentication and privacy password = 12345678.
b Contact the REGW-1 as admin.

¢ Change the privacy password of admin and MIBWatcher from 0000 to
12345678. Go to Tools>Manage Agent SNMPv3 USM Users and then right-
click the admin row and follow the instructions. Repeat for the MIBWatcher
row.

d Close MG-SOFT.
3 Launch Unbrowse.

a Create an agent manager for admin. Authentication and privacy password =
12345678. Go to Agents>Manage and then follow the instructions.

b Create a group called secure_snmp. Go to Security>Manage SNMPv3 Access
Control.

¢ Move user MIBWatcher from admin_prop group to secure_snmp group. Go
to Security>Manage SNMPv3 Access Control and follow the instructions.

d Close Unbrowse.
4 Launch MG-SOFT.

a Change the TargetParamsTable snmpv3 row, and
TargetParamsSecurityName to MIBWatcher so that the SNMPv3 traps will be
sent.

b Create a profile for MIBWatcher.

4039214 Rev A



Security Features Overview

Configure the trap ringer preferences for SNMPv3 and MIBWatcher.
Contact the RFGW-1 as MIBWatcher.

Disable all groups except secure_snmp.

Close MG-SOFT.

- o o N

Upgrading from 2.5.x to 2.6.x

Follow the instructions below to upgrade from 2.5.x to 2.6.x.

4039214 Rev A

1

When upgrading from 2.5.x to 2.6.x, all configuration changes to user credentials
(such as user name, password) will be retained. The user will not notice a
difference in access permissions after the upgrade. When downgrading to 2.5.x,
the new configurations will not be available. The previous 2.5.x user credentials
will be restored.

When upgrading from 2.5.x to 2.6.x, all six private passwords are set to 0000. To
change them with MG-Soft, select Tools>Manage Agent SNMPv3 USM Users,
and then right-click the row and follow the instructions.

During an upgrade to 2.6.x, the configurations in the SNMP & Traps page will be
copied over to the corresponding SNMPv3 tables. The SNMP & Traps page is not
available in 2.6.x, and all configurations using this page can be done from the
SNMP manager using the target, target params, and notification tables. When
downgrading to 2.5.x, the new configurations will not be available. The previous
2.5.x user credentials will be restored.

Any SNMPv1 or SNMPv2c trap configurations in the agent before upgrading
will be retained after upgrade, without additional configurations.

When upgrading from 2.5.x to 2.6.x, community strings (from previous release)
will be copied to the snmpCommunityTable, and the same will be used for
v1/v2/trap response.

Unified user support is provided, thus user details are shared across the GUI,
SNMP, and SFTP server. Any changes made to username and password using
the GUI, or changes to the password made from the SNMP manager will be
reflected for all types of users (GUI, SNMP, and SFTP). This provides single
point of control for user details.

RADIUS user authentication is not a part of Unified user management in REGW-
1, SFTP server, and SNMPv3.

By default, SFTP will be disabled and FTP will be the default file transfer option.
This can be enabled by downloading and installing the DSA key file. Refer to
Generating a DSA Key. (see "Generating a DSA Key" on page 6) After an
upgrade, the FTP is still available and the user can continue using it.

By default, SNMPv2c user is provided read-write access to all objects. This can
be restricted by an admin user.
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Customer Support Information

Introduction

This chapter contains information on obtaining product support.

Obtaining Product Support

IF... THEN...
you have general questions about contact your distributor or sales
this product agent for product information or

refer to product data sheets on
WWW.cCisco.com.

you have technical questions about  call the nearest Technical Support
this product center.

you have customer service questions call the nearest Customer Service
about this product center.

In This Chapter

®  Support Telephone Numbers
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Support Telephone Numbers

This table lists the Technical Support and Customer Service numbers for your area.

Telephone and Fax Numbers

Region Centers

North America Cisco Services
Atlanta,
Georgia

United States

For Technical Support, call:

s Toll-free: 1-800-722-2009

m  Local: 678-277-1120 (Press 2 at the prompt)
For Customer Service, call:

n  Toll-free: 1-800-722-2009

m  Local: 678-277-1120 (Press 3 at the prompt)
m  Fax: 770-236-5477

m  Email: customer-service@cisco.com

Europe,
Middle East,
Africa

Belgium

For Technical Support, call:

u  Telephone: 32-56-445-197 or 32-56-445-155
m  Fax: 32-56-445-061

For Customer Service, call:

u  Telephone: 32-56-445-444

m  Fax: 32-56-445-051

= Email: service-elc@cisco.com

Japan Japan

u  Telephone: 81-3-5908-2153 or +81-3-5908-2154
= Fax: 81-3-5908-2155

Korea Korea

u  Telephone: 82-2-3429-8800
»  Fax: 82-2-3452-9748
®  Email: songk@cisco.com

China (mainland) China

u  Telephone: 86-21-2401-4433
n  Fax: 86-21-2401-4455

»  Email: xishan@cisco.com

All other Asia Pacific
countries & Australia

Hong Kong

u  Telephone: 852-2588-4746
= Fax: 852-2588-3139
»  Email: saapac-support@cisco.com

Brazil Brazil

u  Telephone: 11-55-08-9999
= Fax: 11-55-08-9998
»  Email: fattinl@cisco.com or ecavalhe@cisco.com

Mexico, Mexico
Central America,

Caribbean

For Technical Support, call:

m  Telephone: 52-3515152599

m  Fax: 52-3515152599

For Customer Service, call:

m  Telephone: 52-55-50-81-8425
m  Fax: 52-55-52-61-0893

»  Email: sa-latam-cs@cisco.com

All other
Latin America countries

Argentina

For Technical Support, call:

u  Telephone: 54-23-20-403340 ext 109
m  Fax: 54-23-20-403340 ext 103

For Customer Service, call:

u  Telephone: 770-236-5662

m  Fax: 770-236-5888

»  Email: keillov@cisco.com

28
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FTP

GUI

HTTP

HTTPS

IP address

ISO

PC

4039214 Rev A

file transfer protocol. Allows users to transfer text and binary files to and from a personal
computer, list directories on the foreign host, delete and rename files on the foreign host, and
perform wildcard transfers between hosts.

graphical user interface. A program interface that takes advantage of a computer graphics
capabilities to make the program visually easier to use.

hypertext transfer protocol.

hypertext transfer protocol secure.

Internet protocol. A standard that was originally developed by the United States Department
of Defense to support the internetworking of dissimilar computers across a network. IP is
perhaps the most important of the protocols on which the Internet is based. It is the standard
that describes software that keeps track of the internetwork addresses for different nodes,
routes, and outgoing/incoming messages on a network. Some examples of IP applications
include email, chat, and Web browsers.

Internet protocol address. A 32-bit sequence of numbers used for routing IP data. Each IP
address identifies a specific component on a specific network. The address contains a network
address identifier and a host identifier.

International Organization for Standardization. An international body that defines global
standards for electronic and other industries.

personal computer.
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RADIUS
Remote authentication dial in service. A networking protocol that provides centralized
Authentication, Authorization and Accounting (AAA) management for computers to connect
and use a network service.
RMA
return material authorization. A form used to return products.
SFTP
Secure File Transfer Protocol.
SNMP
Simple Network Management Protocol.
SSH
Secure SHell
SSL
Secure Sockets Layer.
UDP
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