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See the following items for additional information about Call Home feature and
Smart Call Home service:

For more information.
Resources for Smart Call Home.
Terminology.

CA Root Certificate Update Process.

For More Information

For more information about Smart Call Home, there are several options available,
you can:

“Smart Call Home Service Introduction -
http://www.cisco.com/en/US/products/ps7334/serv_home.html

Smart Call Home presentation —
http://www.cisco.com/warp/public/437/services/smartcallhome/

Catalyst 6500 Call Home Configuration Guide —
http://www.cisco.com/en/US/products/hw/switches/ps708/products_configu
ration_guide book09186a00801609¢a.html

Catalyst 6500 Command Reference —
http://cisco.com/en/US/products/hw/switches/ps708/products command_ref
erence_book09186a0080160cd0.html
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¢ Generic Online Diagnostics on the Cisco Catalyst 6500 Series Switch —
http://www.cisco.com/en/US/products/hw/switches/ps708/products_white p
aper0900aecd801e659f.shtml

e Cisco Catalyst 6500 Series with Cisco IOS Software Modularity —
http://www.cisco.com/en/US/products/hw/switches/ps708/prod_bulletin090
0aecd80313e15.html

* Embedded Event Manager (EEM) on the Cisco Catalyst 6500 Series —
http://cisco.com/en/US/products/hw/switches/ps708/products white paper(
900aecd805457c3.shtml

* Cisco 7600 Series Command References -
http://www.cisco.com/en/US/products/hw/routers/ps368/prod _command ref
erence_list.html

e Cisco 7600 Series Cisco I0S Software Configuration Guide, 12.2SX -
http://www.cisco.com/en/US/partner/docs/routers/7600/i0s/12.2SXF/config
uration/guide/sweg.html

» Cisco 7600 Series Technical References -
http://www.cisco.com/en/US/products/hw/routers/ps368/prod_technical ref
erence_list.html

e Cisco 7600 White Papers -
http://www.cisco.com/en/US/products/hw/routers/ps368/prod_white papers
list.html

¢ Use the feedback box on the Smart Call Home web application

e Access the Smart Call Home Technical Overview —
http://www.cisco.com/application/pdf/en/us/guest/products/ps7334/c1266/c
dccont_0900aecd8063¢595.pdf

» Contact Smart Call Home at email address — sch-support@cisco.com

Resources for Smart Call Home

The following items are resources that can be used with the Smart Call Home
service:

* Cisco server certificate
* Download Transport Gateway

» Download (Smart) Call Home Configuration Script
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Terminology

The following list defines the different components, tools and terms used in Smart
Call Home:

Call Home (CH) — Product feature in IOS version 12.3(33)SXH that uses
SMTP or HTTP connections established with a configurable destination to
send formatted messages. The messages contain Inventory or Configuration
information that are collected at scheduled intervals. Configuration,
Diagnostics, Environmental, Inventory or System Log (syslog) information is
collected during real-time events; Test, Inventory, Configuration Diagnostic
and Environmental information are collected on-demand.

The I0OS code incorporates device diagnostics (i.e. GOLD) that enables the
sending of the following outbound alerts and alarms in email messages to Smart
Call Home.

Call Home Alert Group — Is a configurable Call Home feature that groups
detectable events from one of the Configuration, Diagnostics,
Environmental, Inventory or System Log categories for monitoring.

Call Home Profile — Is a configurable Call Home feature that provides a
structure to bundle together several Alert Groups, to select transport methods,
to assign multiple destination addresses and to specify message format
options.

Call Home message formats — Are configurable formatting options used by
the IOS Call Home feature when creating messages. The Short Text format is
suitable for pagers or printed reports and the Long Text format contains Full
formatted message information suitable for human reading. The XML
Messages contain the same data as the Long Message, but with the addition
of XML tagging and AML specific transport information to allow
machine-readable parsing and routing of the message in the Smart Call Home
System.
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Call Home message type — s a field within an IOS Call Home message that
indicates what type of message it contains: Configuration, Diagnostics,
Environmental, Inventory, Test or System Log (syslog) information.

Call Home message sub-type — Is a field within an IOS Call Home message
that indicates that the message contains full or delta Configuration or
Inventory information, Gold major, minor or normal Diagnostics
information, minor or major Environmental information, Test or System Log
(syslog) information.

Cisco.com profile — Where information on Cisco contracts, case
management permissions and user’s company are kept for use by the Smart
Call Home service.

Cisco Backend (CBE) — Contains a collection of various tools and
information:

— Smart Call Home service.
— Guided searches for the Smart Call Home reporting process.
— Generation of customized reports for Smart Call Home users.
— Device install-base data and their associated contracts.
— Customer device-based troubleshooting tools.

Cisco Contracts:

Contract information is kept in the Cisco.com profile. A customer can
register a device using one of the following types of branded contracts:

— Cisco Branded — Direct: Customer bought product directly from Cisco
and contacts Cisco directly if they need support.

— Cisco Branded — CBR (Cisco Branded Reseller): Customer bought
product from Cisco reseller and customer contacts Cisco directly if they
need support.

— Other types of contracts will become supported in a future release.

Customer Specific Network Alerts — Smart Call Home supports the
following Call Home message types:

— Configuration — Contains image name and feature, running and startup
configs, SW features technologies and sub-technologies.
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— Environment - Contains information about environmental alarms for
the device clock, VTT, power supply and modules. Depending on the
type of alert, a notification is sent to the customer and a Service Request
is generated.

— GOLD - Contains information about diagnostic tests, what tests were
run, their status, and results. Depending on the type of failure, a Service
Request is generated.

— Inventory — Contains information about the device, software, modules.

— Test — Contains information that is common to all message types. The
content of test messages is not processed by Smart Call Home and hence
no specific message processing results will be available for test
messages.

— Embedded Event Manager (EEM) — Detects real time events and takes
action based on a pre-defined rules policy. EEM has event detectors with
which Call Home registers; the registration is dependent upon which
alert-groups the EEM profile is configured. The profile can subscribe to
alert-groups for the following type events:

* GOLD diagnostic
¢ Environmental

e Configuration

¢ Inventory

Generic Online Diagnostics (GOLD) — Provides a common command-line
interface (CLI) for manually generating Smart Call Home messages and
scheduling run-time diagnostics.

GOLD can detect faults in hardware and provides the triggers that proactively
engage high-availability features and actions, such as the switch-hitter of
modules or turning off modules or individual ports. The GOLD test suite also
gives support personnel the tools to test the functioning of hardware modules
and troubleshoot down to the field-replaceable unit (FRU) level.

Smart Call Home service— s a service that captures and processes Call
Home diagnostics and inventory alarms that are sent from a device containing
the Smart Call Home feature. This service provides proactive messaging that
resolves issues before they become problems and for those problems that
occur, resolving them faster using enhanced diagnostics
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* Smart Call Home Client — A device that sends or forwards IOS Call Home
or other supported messages to Smart Call Home using SMTP or HTTPS
connections; the messages must be registered with the Smart Call Home
system.

¢ Smart Call Home supported messages — Currently is an AML/XML
message, created by a device using the IOS Call Home Feature, that contains
Configuration (full), Diagnostics (major & minor), Environmental (major &
minor), Inventory (full), Test or System Log information.

e Transport Gateway (TG) — Securely transports Call Home messages from
the customer hardware to the Smart Call Home service on the Cisco Backend.
A Smart Call Home software client that runs on a device under the Windows
2000, Windows 2003, Windows XP, Solaris or Linux operating systems. The
Transport Gateway acts as an intermediary device and is capable of
forwarding supported messages collected from Smart Call Home Client
devices and sends them to the Smart Call Home System using an HTTPS
connection.

CA Root Certificate Update Process

Periodically, Cisco updates security credentials to ensure the continued secure
communications to the Smart Call Home back-end. This section applies to those
who are using either Transport Gateway or the HTTPS method for communicating
to the back-end.

When there is a security credential update from Cisco, instructions will be sent
via e-mail to SCH-registered user e-mail addresses that are linked to a valid CCO
ID. Instructions for updating security credentials are as follows:

There are two methods for secure communication to the Smart Call Home
backend, Transport Gateway (TG) and HTTPS. Both of these options have a
certificate update process:

There are two methods for secure communication to the Smart Call Home
backend, Transport Gateway (TG) and HTTPS. Both of these options have a
certificate update process:

» For Transport Gateway, there are two variations for the certificate update
process:

— Linux/Solaris, which uses the certUpgrader_script.zip to update the TG
keystore (certificate) file.
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— Windows, which uses the certUpgrader windows.zip to update the TG
keystore (certificate) file.

e Forthe HTTPS method, there are two variations (regardless of platform), IOS
devices and Nexus 7000 devices.

— 1I0S devices use either IOS certificate content from this section of the
Smart Call Home User Guide, or use the contents from the
Verisign-G3-SSCA.zip file.

— Nexus 7000 devices use either the "chained" certificate content from this
section of the Smart Call Home User Guide, or use the combined contents
of the certificate files in the Verisign-CA-Certs.tar file.

Transport Gateway Certificate Update Process

There are two Transport Gateway certificate update processes:
¢ Update the Linux/Solaris Root CA Certificate
¢ Update the Window's Root CA Certificate

Both of these processes use scripts that update the certificate file on the Transport
Gateway.

Update the Linux/Solaris Root CA Certificate

The following information explains how to update the Linux/Solaris Root CA
Certificate for Transport Gateway Users. This process instructs you how to
download and use the certUpgrader script.zip file:

* Go to the following URL:

http://www.cisco.com/cisco/software/release.html?mdfid=282152778 &catid=26
8439477 &softwareid=283490182&release=3.1.1&rellifecycle=&relind=AVAIL
ABLE&reltype=latest

¢ On the Download Software window, click the Download Now button for the
certUpgrader_script.zip file; the Download Cart window appears.

Smart Call Home User Guide
[ Version 2 .m



http://www.cisco.com/cisco/software/release.html?mdfid=282152778&catid=268439477&softwareid=283490182&release=3.1.1&rellifecycle=&relind=AVAILABLE&reltype=latest
http://www.cisco.com/cisco/software/release.html?mdfid=282152778&catid=268439477&softwareid=283490182&release=3.1.1&rellifecycle=&relind=AVAILABLE&reltype=latest

Chapter 6  References |

M CA Root Certificate Update Process

+ On the Download Cart window, click Agree; (&) the Select a Download
Option area appears.

* In the Select a Download Option area i’} click the Non Java Download

H]
s

option;@ the Non Java Download area appears.;~,
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+ Click Download (Z) for the certUpgrader script.zip file; the file is
downloaded to your computer.

¢ On the Transport Gateway device, navigate to the bin directory of the
Transport Gateway installation location.

Example: /opt/CSCOSchtg/tg/bin
» Unzip the certUpgrader_script.zip file to the bin directory.

» After unzipping the file, the certUpgrader script.sh and
Verisign-G3-SSCA.cer files will be available in the bin directory.

» Stop the TG service, if it's running.

e Click on the certUpgrader_script.sh batch file to start importing the new
root CA cert to the TG Certificate chain.

~

Note Give permission, if not available, for the certUpgrader script.sh patch
file (i.e. # chmod 777 certUpgrader_script.sh)

*  When asked if you want to trust this certificate, enter yes and press ENTER.

e Restart the TG service; now the TG should be able to communicate with the
backend servers, which have the new root CA certificate.

Update the Window's Root CA Certificate

The following information is the procedure for how to update the Windows Root
CA Certificate for Transport Gateway Users. This process instructs you how to
download and use the certUpgrader windows.zip file:

* Go to the following URL:
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http://www.cisco.com/cisco/software/release.html?mdfid=282152778&catid=26

8439477 &softwareid=283490182&release=3.1.1&rellifecycle=&relind=AVAIL
ABLE&reltype=latest

On the Download Software window, click the Download Now button for the
certUpgrader windows.zip file; the Download Cart window appears.

On the Download Cart window, click Agree; (&)} the Select a Download Option
area appears.
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In the Select a Download Option area '} click the Non Java Download
option; (D the Non Java Download area appears.;~,

Click Download (2) for the certUpgrader windows.zip file; the file is
downloaded to your computer.

On the Transport Gateway device, navigate to the bin directory of the
Transport Gateway installation location.

Example: C:\Program Files\Cisco Systems\Cisco Transport
Gateway\Transport Gateway\bin

Unzip the certUpgrader windows.zip file to the bin directory.

After unzipping the file the certUpgrader windows.bat and
Verisign-G3-SSCA.cer files will be available in the bin directory.

Stop the TG service, if it's running.

Click on the certUpgrader_windows.bat batch file to start importing the
new root CA cert to the TG Certificate chain.

When asked to enter keystore password: enter Test123% and press ENTER.
When asked if you want to trust this certificate, enter yes and press ENTER.

Restart the TG service; now the TG should be able to communicate with the
backend servers, which have the new root CA certificate.
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HTTPS Certificate Processes (New or Update)

There are two different HTTPS certificate processes:
e« HTTPS Certificate Process for All Devices Except Nexus 7000 Devices
e« HTTPS Certificate Process for Nexus 7000 Devices

HTTPS Certificate Process for All Devices Except Nexus 7000 Devices

There are two different time frames when you will be using certificate content on
your IOS device, when you are:

* Adding the certificate to an IOS device, for the first time; you will perform
the steps and use the certificate data identified below in this document.

*  When you are updating an expired security certificate on an IOS device, you
can use the certificate content contained in the Verisign-G3-SSCA..zip file.

Adding the Certificate to a non-Nexus 7000 Device
For all 10S devices, use this procedure to update the Root CA Certificate for
HTTPS Users:
« Identify all trust points.
¢ Delete the existing Smart Call Home Certificate trust point.
¢ Create a new trust point.
* Copy the new certificate.
» Save and send test message.

For all IOS devices, use the following specific instructions to install the new
certificate:

« If the old trustpoint name is not cisco then replace the text in <angle
brackets> with the appropriate trustpoint name, or remove the lines with the
blue text if the old trustpoint is needed or does not exist.

« Enter the following commands:

config t

no crypto ca trustpoint <cisco>
yes

crypto ca trustpoint cisco
enroll terminal
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exit

crypto ca authenticate cisco
When you are adding the certificate to your IOS device for the first time, use the
following certificate content:

IMPORTANT: PLEASE COPY THE CERTIFICATE CONTENT BELOW
USING A PLAIN TEXT EDITOR AND PASTE THE CONTENT AS PLAIN
TEXT; THIS REMOVES ANY POSSIBLE FORMATTING SYMBOLS,
WHICH ALTER THE CERTIFICATE CONTENT.

~

Note  Your copy of the security certificate should include each and every
character, including the certificate markers. Remove any blank lines
either after or before the certificate markers.

MIIF7DCCBNSgAwIBAGIQbsx6pacDIAm4zrz06VLUKTANBgkaghkiGOwOBAQUFADCBYjELMA
kGA1UEBhMCVVMxFzAVBgNVBAOTD1ZlcmlTaWduLCBIbmMuMR8wHQYDVQQOLEXZWZXJpU21n
biBUcnVzdCBOZXR3b3JrMTowOAYDVQQLEZEOYykgMjAWNiBWZXJpU21lnbiwgSW5jLiAtIE
ZvciBhdXRob3JpemVkIHVZzZSBvbmx SMUUWQWYDVQQODEzxWZXJpU21nbiBDbGFzcyAzIFB1
YmxpYyBQcmltYXJIS5IENlcnRpZmljYXRpb24gQXv0aG9yaXR5ICO0gRzUwHhcNMTAWM]A4MD
AwMDAWWhcNMjAWMIA3SMIMIOTUSW)CBtTELMAKGALIUEBhMCVVMxFzAVBgNVBAOTD1Z1cmlT
aWduLCBJIbmMuMR8wHQYDVQQLExXZWZXJpU21nbiBUcnVzdCBOZXR3b3JrMTswOQYDVQQLEzZ
JUZXJtcyBvZiBlc2UgYXQgaHROcHM6Ly93d3cudmVyaXNpz24uY29tL3JIJwYSAoYykxMDEV
MCOGA1UEAXMmMVmMVyaVNpZ24gQ2xhc3MgMyBTZWN1cmUgU2VydmVyIENBICOgRzMwggEiMA
0GCSgGSIb3DOEBAQUAA4IBDWAWGGEKAOIBAQCxh4QfwgxFObyrJZenral+nLr2wTm4i8rC
rFbG5bt1jkRPTc5v7QlK1IKIOEIx01y6VedmpbE8riNDTB81vzSXtig0iBANGIeGwCU/m8£0
MmV1gzgzszChewOE6RJIK2GEWQS3HRKNKEACugWHQsV/KNLO85)1ND4LQyUhhDKtpo9yus3
NABINYYpUHJjoRWPNGUFP9ZXse5jUxHGzUL40s4+guVOc9cosI6n9FAboGLSa6Dxugf3kzT
U2s1HTaewSulzub5tXxYsUSw7HnO1KVGrJITcW/EbGuHGeByORVM51/JJs/U0V/hhrzPPpt
f4HIUErT9YU3HLWMOANKkGHs 4TvOoPAGMBAAG)ggHEfMIIB2zA0BggrBgEFBQCBAQQOMCYWJIA£QBY 9
i+eaUwHwYDVROJBBgwFoAUfIN1p8Ld7LvwMANzQzn6Ag8zMTMwDQYJKoZ IThvcNAQEFBQAD
ggEBAAYDJO/dwwzZWJIz+NrbrioBL0aP3nfPMU++CngOh5pfBWJI11bOAdG0z60cEtBcDgbr
IicFXZIDNAMwECZYP670M3m+oOmmxw/vacgDvZN/R6bezQGH1JISsqgZxxkoor7YdyT3hSaG
bYCFQEFn0Sc67dxIHSLNCwuLvPSxe/20majpdirhGi2HbnTTiNOeIsbfFrYrghQK1FzyUO
yvzvIiNw2tZdMGQVPtAhTItVgooazgW+yzf5VK+wPIrSbb5mZ4EkrZn0L74ZjmQo0bj49n
JOhhGbXdzbULJgWOw2 7EyHW4Rs/1GAZeqa6ogZpHFt4MKGw1lJ7net4RYxh84HQTEy2Y=
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quit

yes

end

write mem

call-home send alert-group inventory profile CiscoTAC-1

Downloading a New Certificate for an 10S Device
If you need the new CA Root certificate file it can be downloaded perform the
following steps:
¢ Go to the following URL:

http://www.cisco.com/cisco/software/release.html?mdfid=282152778&catid=26
8439477 &softwareid=283490182&release=3.1.1&rellifecycle=&relind=AVAIL
ABLE&reltype=latest

¢ On the Download Software window, click the Download Now button for the
Verisign-G3-SSCA..zip file

e Unzip the file and use the data contained in the certificate file.

HTTPS Certificate Process for Nexus 7000 Devices

There are two different time frames when you will be using HTTPS certificate
content on your Nexus 7000 device, when you are:

» Adding the certificate to a Nexus 7000 device, for the first time; you will
perform the steps and use the certificate data identified below in this
document.

*  When you are updating an expired security certificate on a Nexus 7000
device, you will use the script files and certificate data contained in the
Verisign-CAs-Certs.tar file.

Adding the Certificate to a Nexus 7000 Device

For Nexus 7000 devices, use the following instructions to install a security root
certificates chain:

Smart Call Home User Guide
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* Copy the root certificates chain below.

« Configure a trust-point and prepare to enroll the certificate via the terminal
using copy and paste when prompted.
NX-7000 (config) #crypto ca trustpoint cisco
NX-7000 (config-trustpoint) #enroll terminal
(

NX-7000 (config-trustpoint) #crypto ca authenticate cisco
Input (cut & paste) the CA certificate (chain) in PEM format.

IMPORTANT: PLEASE COPY THE CERTIFICATE CONTENT BELOW
USING A PLAIN TEXT EDITOR AND PASTE THE CONTENT AS PLAIN
TEXT; THIS REMOVES ANY POSSIBLE FORMATTING SYMBOLS,
WHICH ALTER THE CERTIFICATE CONTENT.

~

Note  Your copy of the security certificate should include each and every
character, including the certificate markers. Remove any blank lines
either after or before the certificate markers.

MIICPDCCAaUCEHC65B0Q2Sk0t]jjKewPMur8wDQYJKoZIhvcNAQECBQAWXzZzELMAKGALIUEBOh
MCVVMxFzAVBgNVBAOTD1Z1lcmlTaWduLCBIJbmMuMT cwNQYDVQQLEYy5DbGFzcyAzIFBlYmxp
YyBQcemltYXJI5IENLcnRpZmlj YXRpb24gQXV0aG9yaXR5SMB4XDT k2MDEyOTAWMDAWMEOXDT
I4MDgwMTIzNTk1lOVowXzELMAKGA1UEBhMCVVMxFzAVBgNVBAOTD1Z1cmlTaWduLCBJbmMu
MTcwNQYDVQQLEY5DbGFzcyAzIFBlYmxpYyBQcmltYXJ5IEN1cnRpZmljYXRpb24gQXvV0aG
9yaXROMIGEMAOGCSgGSIb3DQEBAQUAAAGNADCB1QKBgODIXFme 8huKARSOENSEQNVIV69qg
RUCPhAWLOTPZ2RHP7gJYHyX3KqhEBarsAx94f56TuzoAqiN91lqyFomNFx3InzPRMxnVx 0
nvTOLwdd8KkMaOIG+YD/isI19wKTakyYbnsZogylOlhec9vn2a/iRFMIx2Fe0PonFkTGUu
gWhFpwIDAQABMAOGCSqGSIb3DQEBAGUAAAGBALEMEivVPLCYATxQT3ab7/A0RhIzzKBxnki
98tsX63/Dolbwdj2wsqFHMc91i kwFPwTtYmwHYBVAGSXiHx0bH/59AhWM1pF+NEHIwZRDmJ
XNycAAOWIQKZ7aKQRUzkuxCkPfAyAWTxzvioyVGM5SmKES5p/AfbdynMk20mufTqgj/2A1k

MIIGNDCCBRygAwWIBAGIQWrQ6b86c]zk7c3Bo07KGETANBgkqhkiGOwOBAQUFADCBtTELMA
kGA1UEBhMCVVMxFzAVBgNVBAOTD1Z1lcmlTaWduLCBIJbmMuMR8wHQYDVQQLEXZWZXJpU21n
biBUcnVzdCBOZXR3b3JrMTswOQYDVQQLEZzJUZXJtcyBvZiBlc2UgYXQgaHROCcHM6Ly93d3
cudmVyaXNpz24uY29tL3JwYSA0YykxMDEVMCOGALUEAXMMVMVyaVNpZ24gQ2xhc3MgMyBT
ZWN1cmUgU2VydmVyIENBICOgRzMwHhCNMTAxM EyMDAWMDAWWhcNMTEXM] EyMjM1OTUSW
B5MQswCQYDVQQGEWJVUzZETMBEGA1UECBMKQ2FsaWZvcmSpYTERMAS8GALUEBxQIU2FulEpv
c2UxFjAUBgNVBAOUDUNpPpc2NVIFN5c3R1bXMxEDAOBgNVBASUBOFUUY1BVIMxGDAWBGNVBA
MUD3Rvb2xzLmNpc2NvLmNvbTCBnzANBgkghkiGOwOBAQEFAAOB)QAWgYkCgYEAZOUIOWZ YV
djJ1IWDPYk55kyhbnxxYv651eZ0blZ09XdipLrf+Y1luz8++ux3Ld6lr6QnVdIl/AYYA2KSF
4+2D+Z2JUwLnaQWlQYIzbmeVhbdcAa7IwuR+P8eMUaetOUAdC641QvMXtpZQ5I0WdTS2IV/
O7A3H1V3QInS2+0xnnehTT8CAWEAAaOCAVOwggLS5MIIBKAYDVRORBIIBHZCCARUCD3RVb2
xzLmNpc2NvImNvbYIOYXBwcy5jaXNjby5jb22CEHRvb2xzMS5jaXNjby5jb22CEHRvb2x2z
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Mi5jaXNjby5jb22CEHRvb2xz0S57aXNjby5jb22CFHRvb2xzLXdhczUu¥212zY28uY¥29tgh
ROb29scyl3YXM2LmNpc2NvLmNvbYIUdGIvVbHMtd2FzNy5jaXNjby5jb22CFXRvb2xzLXR1
c3QzLmNpc2NvImNvbYIVAGIvbHMtdGVzdDQuY21zY28u¥29tghp0b29scyl0ZXNOMS13YX
M3LmNpc2NvLmNvbYTIadG9vbHMyLXR1c3Qtd2FzNi5jaXNjby5jb22CGnRvb2xzMi10ZXNO
LXdhczcuY21zY28uY29tMAKGALIUJEWQCMAAWCWYDVROPBAQDAGWgMEUGA1UdHWQ+MDwwOq
A40DaGNGhOdHAG6LYITV1IJTZWN1cmUtRzMtY3JslnZlcmlzaWduLmNvbS9TV1IJTZWN1cmVH
My 57 cmwwRAYDVROgBDOwOzAS5BgtghkgBhvhFAQcXAzAgMCgGCCsGAQUFBwIBFhxodHRwCz
ovL3d3dy5272XJpc21lnbi5jb20vcnBhMBOGA1UAJIQQWMBQGCCsGAQUFBWMBBggrBgEFBQcD
AJAfBgNVHSMEGDAWGBONREFWWUOTBgn4dIKs19AF] 2L55pTB2BggrBgEFBQCBAQRGMGgWIA
YIKwYBBQUHMAGGGGhOAHA6LY9vY3NwLnZlcmlzaWduLmNvbTBABggrBgEFBQcwAoY0aHRO
cDovLINWUIN1Y3VyZS1HMylhaWEudmVyaXNpZ24uY29tLINWUIN1Y3VyZUczLmN1cjBuBg
grBgEFBQcBDARIMGChXgBcMFOowWDBWEglpbWFNnZS9naWYwITAfMACGBSsOAwIaBBRLa7ko
1g¥YMu9BSOJsprEsHiyEFGDAMFiRodHRWO18vbGOnby522XJpc21lnbi5jb20vdnNsb2dvMS
5naWYwDQYJKoZIhveNAQEFBQADGGEBAISkILQZDB7FjTQoqyu3L1SLF1yl+6bdhgXOJFmC
97d12g/91hHpKVs3CYPhGcTef8ehVwa3CN4Iuvatvpbf+ul/xayQ8kppjQ3G2AkvIQofB9
dbMmnd6r0KmcLNy7Bxn6LO6Fu2XbAzoHQRYrLIMr4F4A+A1yDSJKO6DbIQQzT8vEHtboIO
HjoVGrKEH5+KgB1RGYwfJDUJdfQoifFHW78Ax/NbeUd8i4 /HMbM3zT3TW80G1lrUJaFiFMJ
wDTUspBzYYKPvDOcl+uRFSeeo0JsB3L6U2ckvgQ0zSJ4vz/Jh6BOUBpbjgL3Tm8PraGikUu
CCF1A7a9V0JIX0dgLARpWgUI=

MIIEODCCBDmgAwWIBAGIQJQz0o4DBhLp8rifcFTXz4/TANBgkghkiGIwOBAQUFADBEMQOSWCQ
YDVQQGEwJVUzZEXMBUGALUEChMOVmMVyaVNpZ24sIE1uYy4xNzA1BgNVBAsTLkNsYXNzIDMg
UHVibGljIFByaWlhcnkgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkwHhcNMDYxMTA4MDAWMD
AwWhcNMjExXxMTA3MIM1IOTUSW] CByJELMAKGAIUEBhMCVVMxFZzAVBgNVBA0OTD1Z1lcmlTaWdu
LCBJIbmMuMR8wWHQYDVQQOLExZWZXJpU21nbiBUcnVzdCBOZXR3b3JrMTowOAYDVQQLEZEOYyY
kgMJAWNiBWZXJpU21lnbiwgSW5jLiAtIEZvciBhdXRob3JpemVkIHVZzZSBvbmx 5SMUUWQwWYD
VQQODEzxWZXJpU21nbiBDbGFzcyAzIFBlYmxpYyBQcmltYXJI5IENl1cnRpZmljYXRpb24gQX
V0aG9yaXR5ICOgRzUwggEiMAOGCSgGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQCVIAgIKXoL
nmAMqudLO07cfLw8RRy7K+D+KQL5VwijZIUVJ/XxrcgxiV0i6CqgpkKzj/1i5VbextOuz/o
9+B1fs70PbZmIVYc9gDaTY3vigw2IIPVQT60nKWVSFJuUrjxuf6/WhkcIzSdhDY2pSS9OKP
6HBRTAGJaXvHcPaz3BJ023tdS1bT1r8Vd6GwIKI18g8ckmcY5£QGBO+QueQASNO6tRn/Ar
rOPO7gi+s3i+z0162zy9vA9r911kTMZHRxAY3QkGSGT2RT+rCpSx4/VBEnkjWNH1Dxpg8v+
R70rfk/F1a40ndTRQ8Bnc+MUCH71P592zuDMKz10/NIeWiu5T6CUVAgGMBAAG]ggGbMIIBlz
APBgNVHRMBA f 8EBTADAQH /MDEGA1UdHWQQMCgwJIgAkoCKGIGhOdHAGLyY 9 cmwudmVyaXNp
Z24uY29tL3BjYTMuY3JsMA4GA1UdADWEB/wQEAWIBBjASBgNVHSAENjAOMDIGBFUdAIAAWK]
AoBggrBgEFBQcCARYcaHROcCHM6Ly93d3cudmVyaXNpz24uY29tL2NwczAdBgNVHQ4EFgQU
fIN1p8Ld7LvwMANzQzn6Ag8zMTMwbQY IKwYBBQUHAQWEYTBfoV2gWzBZMFcwVRYJaWlhZ2
UvZ21mMCEwHzAHBgUrDgMCGgQUj+XTGoasjY5rw8+AatRIGCx7GS4wJRYjaHROcDovL2xv
Z228udmVyaXNpZ24uY29tL3ZzbGOnby5naWYwNAY IKwYBBQUHAQEEKDAMMCQGCCsGAQUEFBz
ABhhhodHRwO18vb2NzcC52ZXJpc21lnbi5jb20wPgYDVRO1IBDcWNQYIKwYBBQUHAWEGCCsSG
AQUFBWMCBggrBgEFBQCDAWYJYIZIAYb4QgOBBgpghkgBhvhFAQgBMAOGCSGGSIb3DQERBQ
UAA4GBABMC3fjohgDyWvj4IAxZiGIHzs73Tvm7WaGY5eE43U68ZhjTresY8g3JbT5K1CDD
PLg9ZVTGr0SzEKOsaz6rlwe2ulFjxfleLuUgZ8 7NMwwgl4d1WAyMEfs7700ghZtOxFNfeKW/
9mz1CvxmlXjR14t7miOVEgHSpLr7rJjhJ+xr3/
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MIIF7DCCBNSgAwWIBAgIQbsx6pacDIAmM4zrz06VLUKTANBgkghkiGOwOBAQUFADCBYjELMA
kGAL1UEBhMCVVMxFzAVBgNVBAOTD1Z1lcmlTaWduLCBIJbmMuMR8wHQYDVQQLEXZWZXJpU21n
biBUcnVzdCBOZXR3b3JrMTowOAYDVQQLEZEOYykgMjAWNiBWZXJpU21lnbiwgSW5jLiAtIE
ZvciBhdXRob3JpemVkIHVzZSBvbmx 5SMUUWQWYDVQQODEzxWZXJpU21nbiBDbGFzcyAzIFB1
YmxpYyBQcmltYXJS5IENl1cnRpZmljYXRpb24g0XvV0aGo9yaXR5ICO0gRzUwWHhcNMTAWMA4MD
AwMDAWWhcNMJjAwWMjA3MIMIOTUSWI CBt TELMAKGALIUEBhMCVVMXFzAVBgNVBAOTD1Z1cmlT
aWduLCBJIbmMuMR8wHQYDVQQLExXZWZXJpU21nbiBUcnVzdCBOZXR3b3JrMTswOQYDVQQLEzZ
JUZXJtcyBvZiBlc2UgYXQgaHROCHM6Ly93d3cudmVyaXNpz24uY29tL3JwYSACY ykxMDEV
MCOGA1UEAxMmVmVyaVNpZ24gQ2xhc3MgMyBTZWN1cmUgU2VydmVyIENBICOgRzMwggEiMA
0GCSgGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQCxh4QfwgxF9byrJZenral+nLr2wTm4i8rC
rFbG5bt1jkRPTc5v7QlK1IKIOEIx01iy6VedmbE8riNDTB81vzSXtig0iBANGIeGwCU/m8£0
MmV1gzgzszChewOE6RJIK2GEWQS3HRKNKEACugWHQsV/KNLO85)iND4LQyUhhDKtpo9yus3
NABINYYpUHJjoRWPNGUFP9ZXse5jUxHGzUL40os4+guVOc9cosI6en9FAboGLSa6Dxugf3kzT
U2s1HTaewSulzZub5tXxYsUSw7HnO1KVGrJITcW/EbGuHGeByORVM51/JJs/U0V/hhrzPPpt
f4AHIuUErTO9YU3HLWmOANnkGHs4TvoPAgGMBAAG]ggHEMIIB2zA0BggrBgEFBOCBAQQOMCYwWJA
YIKwYBBQUHMAGGGGhOdHA6LY9vY3NwLnZlcmlzaWduLmNvbTASBgNVHRMBAf8ECDAGAQH/
AgEAMHAGA1UdIARPMGCWZQYLYIZIAYD4RQEHFWMwVjA0BggrBgEFBQcCARYcaHROCHM6LyY
93d3cudmVyaXNpz24uY29tL2NwczAgBggrBgEFBOcCAjAeGhxodHRwczovL3d3dy52Z2XJp
c21nbi5jb20vcnBhMDQGAIUAHWQEMCswKaAnoCWGIZ2h0dHAGLY 9] cmwudmVyaXNpZ24uY?2
9tL3BJYTMtZzUuY3JsMA4GA1UdADWEB/wQEAWIBBjBtBggrBgEFBQCcBDARKMF+hXaBbMFkw
VzBVFglpbWFNnZS9naWYwITAfMACGBSsOAwWIaBBSP5dMahgyNjmvDz4BglEgYLHSZLJALFL
NodHRwO18vbGonby522XJpc21lnbi5jb20vdnNsb2dvimdpZjAoBgNVHREEITAfpBOWGZEZ
MBCcGA1UEAXMQVmMVyaVNpZ25NUEtJLTItNjAdBgNVHQ4EFgQUDURCFINEWYJ+HSCrJfQBY 9
i+eaUwHwYDVROjBBgwFoAUfON1p8Ld7LvwMANzQzn6Ag8zMTMwDQY JKoZ IThvcNAQEFBQAD
ggEBAAYDJO/dwwzZWJz+NrbrioBL0aP3nfPMU++CngOhS5pfBWJI11bOAdG0z60cEtBcDgbr
IicFXZIDNAMwECZYP6]0M3m+oOmmxw/vacgDvZN/R6bezQGH1ISsgZxxkoor7YdyT3hSaG
bYcFQEFN0Sc67dxIHSLNCwuLvPSxe/20majpdirhGi2HbnTTiNOeIsbfFrYrghQK1FzyUO
yvzvIiNw2tZdMGQVPtAhTItVgooazgW+yzf5VK+wPIrSbb5mZ4EkrZn0L74Z3imQo0Obj49n
JOhhGbXdzbULJgWOw2 7EyHWA4Rs / 1GAZeqa60gZpHFt4AMKGw1J7net 4RYxh84HQTEy2Y=

On the next line following the certificate content, end the input by entering END
OF INPUT:

Hit Enter, a prompt appears asking "Do you accept this certificate? [yes/no]:";
enter yes

Exit configuration mode and save the configuration -
NX-7000(config)#end
NX-7000#copy running-config startup-config

Downloading a New Certificate for a Nexus 7000 Device

If you need the new certificate files that comprise the CA Root certificate,
perform the following steps:
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Go to the following URL:

http://www.cisco.com/cisco/software/release.html?mdfid=282152778&catid=26
8439477 &softwareid=283490182&release=3.1.1&rellifecycle=&relind=AVAIL
ABLE&reltype=latest

On the Download Software window, click the Download Now button for the
Verisign-CAs-Certs.tar file

Gunzip the Verisign-CAs-Certs.tar file to the directory of your choice.

Additional Information
For more information on the SSL certificate, see the information at the following
URL:

https://knowledge.verisign.com/support/ssl-certificates-support/index?page=con
tent&id=AD146

For technical support, please contact Cisco Smart Services Bureau (SSB) via:
Email: ask-smart-services@cisco.com <mailto:ask-smart-services@cisco.com>

Telephone:

US and Canada: +1-877-330-9746

Europe: Austria 0800 006 206
Belgium 0800 49913
France 0805 119 745
Germany 0800 589 1725
Italy 800 085 681
Netherlands 0800 0201 276
Spain 800 600472
Switzerland 0800 840011
UK 0800 2795112
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From the rest of the world, choose the appropriate phone number from
http://www.cisco.com/en/US/support/tsd_cisco_worldwide contacts.html

Smart Call Home User Guide
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