CHAPTER

Configuring Port Security

This chapter describes how to configure port security and how to limit the number of MAC addresses
that are learned on the Catalyst 6500 series switches.

For complete syntax and usage information for the commands that are used in this chapter, refer to the
Catalyst 6500 Series Switch Command Reference

Chapter 41, “Configuring MAC
Authentication Bypass.”

For information on configuring 802.1X authentication to restrict the unauthorized devices from
connecting to a LAN through the publicly accessible ports, see Chapter 40, “Configuring 802.1X
Authentication.”

For information on configuring authentication, authorization, and accounting (AAA) to monitor and
control access to the command-line interface (CLI) on the Catalyst 6500 series switches, see Chapter 39,
“Configuring the Switch Access Using AAA.”

For information on configuring network admission control, see Chapter 44, “Configuring Network
Admission Control.”

This chapter consists of these sections:
¢ Understanding How Port Security Works, page 38-2
Understanding How MAC-Address Monitoring Works, page 38-3
Port Security Configuration Guidelines, page 38-4
Configuring Port Security on the Switch, page 38-4
Configuring MAC-Address Monitoring, page 38-14
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I Understanding How Port Security Works

Understanding How Port Security Works

You can use port security to block input to an Ethernet, Fast Ethernet, or Gigabit Ethernet port when the
MAC address of the station attempting to access the port is different from any of the MAC addresses that
are specified for that port. Alternatively, you can use port security to filter the traffic that is destined to
or received from a specific host that is based on the host MAC address.

These sections describe the traffic filtering methods:
Allowing the Traffic Based on the Host MAC Address, page 38-2
Restricting the Traffic Based on the Host MAC Address, page 38-3
Blocking the Unicast Flood Packets on the Secure Ports, page 38-3

Allowing the Traffic Based on the Host MAC Address

MAC addresses on any port cannot exceed 4097.

Whether you allocate the maximum number of MAC addresses for each port depends on your network
configuration. These combinations are examples of the valid allocations for the software releases prior
to 8.1(1); the logic is the same for software release 8.1(1) and later releases:

1025 (1 + 1024) addresses on 1 port and 1 address each on the rest of the ports.
513 (1 + 512) each on 2 ports in a system and 1 address each on the rest of the ports.

901 (1 +900) on 1 port, 101 (1 + 100) on another port, 25 (1 + 24) on the third port, and 1 address
each on the rest of the ports.

After you allocate the maximum number of MAC addresses on a port, you can either specify the secure
MAC address for the port manually or you can have the port dynamically configure the MAC address of
the connected devices. Out of an allocated number of maximum MAC addresses on a port, you can
manually configure all, allow all to be learned dynamically, or configure some manually and allow the
rest to be learned dynamically. Once you manually configure or autoconfigure the addresses, the
addresses are stored in nonvolatile RAM (NVRAM) and maintained after a reset. The addresses that have
been learned dynamically are not saved, so after a reset of the switch, all dynamically learned addresses
are cleared.

After you allocate a maximum number of MAC addresses on a port, you can specify how long the
addresses on the port will remain secure. After the age time expires, the MAC addresses on the port
become insecure. By default, all addresses on a port are secured permanently.

If a security violation occurs, you can configure the port to go into shutdown mode or restrictive mode.
The shutdown mode allows you to specify whether the port is to be permanently disabled or disabled for
only a specified time. The default is for the port to shut down permanently. The restrictive mode allows
you to configure the port to remain enabled during a security violation and drop only the packets that are
coming in from the insecure hosts.
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Understanding How MAC-Address Monitoring Works 1l

Note

configure MAC-1 as the secure MAC address on port 2/1 and MAC-2 as the secure MAC address on
port 2/2 and then connect the station with MAC-1 to port 2/2 when port 2/2 is configured for restrictive
mode, port 2/2 shuts down instead of restricting the traffic from MAC-1.

When a secure port receives a packet, the source MAC address of the packet is compared to the list of
secure source addresses that were manually configured or learned dynamically on the port. If a MAC
address of a device that is attached to the port differs from the list of secure addresses, the port either
shuts down permanently (default mode), shuts down for the time that you have specified, or drops the
incoming packets from the insecure host. The port’s behavior depends on how you configure it to
respond to a security violation.

If a security violation occurs, the LED labeled “Link” for that port turns orange, and a link-down trap is
sent to the Simple Network Management Protocol (SNMP) manager. An SNMP trap is not sent if you
configure the port for restrictive violation mode. A trap is sent only if you configure the port to shut down
during a security violation.

Restricting the Traffic Based on the Host MAC Address

You can filter the traffic that is based on a host MAC address so that the packets that are tagged with a
specific source MAC address are discarded. When you specify a MAC address filter with the set cam
filter

~

set cam filter

Blocking the Unicast Flood Packets on the Secure Ports

Understanding How MAC-Address Monitoring Works
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I Port Security Configuration Guidelines

Port Security Configuration Guidelines

Configuring Port Security on the Switch

Enabling Port Security

Task Command
Step 1 set port security mod/port enable [mac_addr]
[vian_list
Step 2
Step 3 show port /
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Console> (enable) set port security 2/1 enable
Port 2/1 security enabled.
Console> (enable) show port 2/1

Port Name Status Vlan Level Duplex Speed Type

E comnected 522 normal half 100 100BaseTX
Port Security Secure-Src-Addr Last-Src-Addr Shutdown Trap IfIndex
'2/1 cnabled 00-90-2b-03-34-08 00-90-2b-03-34-08 No disabled 1081
Port Broadcast-Limit Broadcast-Drop

2 - 0

Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize

E o o o o 0

Port Single-Col Multi-Coll Late-Coll Excess-Col Carri-Sen Runts Giants
2 o o o o o o 0

Fri Jul 10 1998, 17:53:38

Console> (enable) set port security 2/1 enable 00-90-2b-03-34-08

Trunking disabled for Port 2/1 due to Security Mode
Console> (enable)

Console> (enable) set port security 2/2 00-90-2b-03-34-09 1,20,30

Setting the Maximum Number of Secure MAC Addresses
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M Configuring Port Security on the Switch

and secured on multiple ports that are in different VLANSs. For example, a MAC address "00-00-aa-00-00-aa"
can be configured or secured on port 2/1 in VLAN 10 and 2/2 in VLAN 20. If both these ports were in VLAN
10, this MAC address could be configured or secured on only one of these ports. A MAC address can be
configured or secured on only one of the ports belonging to a VLAN.

To set the number of MAC addresses to be secured for a particular port, perform this task in privileged
mode:

Task Command

maximum num_of_mac

This example shows how to set the number of MAC addresses to be secured:

set port security 7/7 maximum 20

set port security 7/7 maximum 18

00-11-22-33-44-66 cleared from secure address list for port 7/7
Console> (enable)

Automatically Configuring Dynamically Learned MAC Addresses

Note

set port security auto-configure enable | disable
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set port security auto-configure enable

show port security statistics system

Auto-Configure Option: Enabled
Module 2:
Total ports: 24
Total secure ports: 0
Total MAC addresses: 24
Total global address space used (out of 4096): 0
Status: installed
Module 3:
Total ports: 48
Total secure ports: 0
Total MAC addresses: 48
Total global address space used (out of 4096): 0
Status: installed
Module 5:
Total ports: 2
Total secure ports: 0
Total MAC addresses: 2
Total global address space used (out of 4096): 0
Status: installed
Total secure ports in the system: 0
Total secure MAC addresses in the system: 74
Total global MAC address resource used in the system (out of 4096): 0
Console> (enable)

range is from 1-1440 minutes. Setting the age time to zero disables the aging of the secure addresses.

To set the age time on a port, perform this task in privileged mode:

This example shows how to set the age time on port 7/7:

set port security 7/7 age 600




Setting the Port Security Aging Type
N

Note { | inactivity} command is supported on the
Supervisor Engine 720 and Supervisor Engine 32 only.

In software release 8.2(1) and later releases, you can set the type of aging to be applied to the addresses
that were learned dynamically on a per-port basis. The two types of aging are as follows:

Absolute aging—Times out the MAC address after the age_time has been exceeded, regardless of
the traffic pattern. This is the default for any secured port, and the age_time is set to 0.

Inactivity aging—Times out the MAC address only after the age_time of inactivity from the
corresponding host has been exceeded.

To set the port-security aging type for the dynamically learned addresses on a per-port basis, perform
this task in privileged mode:

This example shows how to set the different port-security aging types on port 5/1:

set port security 5/1 timer-type absolute

set port security 5/1 timer-type inactivity




clear port security 3/37 00-00-aa-00-00-aa 20,30

clear port security 3/37 00-00-aa-00-00-aa all

clear port security 2/2 00-90-2b-03-34-09 1




set port security 4/1 unicast-flood disable

show port security 4/1

show port unicast-flood 4/1

Specifying the Security Violation Action

Specify the violation action on a port. {

Note

is 5 minutes. If a host is blocked from joining a port in the same VLAN as the secured port, allow the
VLAN aging time to expire before you attempt to connect the host to the port again.




You can set the time that a port remains disabled in case of a security violation. By default, the port is
shut down permanently. The valid range is from 1-1440 minutes.

If the time is set to zero, the shutdown is disabled for this port.

When the shutdown timeout expires, the port is reenabled and all port security-related configuration is
maintained.

To set the shutdown timeout, perform this task in privileged mode:

Set the shutdown timeout on a port.

This example shows how to set the shutdown timeout to 600 minutes on port 7/7:

To disable port security, perform this task in privileged mode:

Disable port security on the desired ports.

Verify the configuration. [ ]

This example shows how to disable port security:




To restrict the traffic for a specific MAC address, perform this task in privileged mode:

This example shows how to create a filter that restricts the traffic for a specific MAC address:

This example shows how to clear the filter:

This example shows how to display the static CAM entries:

VLAN Dest MAC/Route Des [CoS] Destination Ports or VCs / [Protocol Type]

3 04-04-05-06-07-08 * FILTER




Console> (enable)
* = Configured MAC Address

Port Security Violation Shutdown-Time Age-Time Maximum-Addrs Trap IfIndex
n i om0 e s T s s
Port Secure-Src-Addrs Age-Left Last-Src-Addr Shutdown Shutdown-Time-Left
4/1 00-11-22-33-44-55 4 00-11-22-33-44-55 No -

00-10-14-da-77-f1 100
Port Flooding on Address Limit

4/1 Enabled
Console> (enable)
Port Total-Addrs Maximum-Addrs

4/1 4 10
Console> (enable)

Console> (enable)
Port Total-Addrs Maximum-Addrs

O O O O O O OO OO O OO0 OO OO o oo o o
PR PRPRPRPRPRREREPRPRPPPRPORRERERRERRRRRR

Total ports: 24
Total secure ports: 0
Total MAC address(es): 223
Total global address space used (out of 4096): 199
Status: installed
Console> (enable)




Console> (enable)

Auto-Configure Option: Enabled
Module 2:
Total ports: 24
Total secure ports: 0
Total MAC addresses: 24
Total global address space used
Status: installed
Module 3:
Total ports: 48
Total secure ports: 0
Total MAC addresses: 48
Total global address space used
Status: installed
Module 5:
Total ports: 2
Total secure ports: 0
Total MAC addresses: 2
Total global address space used
Status: installed
Total secure ports in the system:
Total secure MAC addresses in the
Total global MAC address resource
Console> (enable)

(out of

(out of

(out of

0
system:
used in

4096): 0
4096): 0
4096): 0
74

the system (out of 4096):

Configuring Global MAC-Address Monitoring
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Configuring MAC-Address Monitoring

Task Command

Note

Monitoring the MAC Addresses in the CAM Table

Task Command

Note
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M Configuring MAC-Address Monitoring

Specifying the Polling Interval for Monitoring

Task Command

Note

Specifying the Lower Threshold for MAC-Address Monitoring

Task Command

Note

i Catalyst 6500 Series Switch Software Configuration Guide—Release 8.7
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Configuring MAC-Address Monitoring

Specifying the Upper Threshold for MAC-Address Monitoring

Task

Command

Note

Clearing the Configuration for MAC-Address Monitoring

Task

Command

mod/port | mod/port vlan | vian

mod/port |
mod/port vian | vlian

mod/port |
mod/port vian | vlan

[ oL-8978-04
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Displaying the Configuration for the CAM Monitor

Port Status Low Low High High No. of
Threshold Action Threshold Action mac addrs

3/1 enabled 500 warning 32000 warning 0
4/2 enabled 500 warning* 32000 warning 0

Total port entries = 2

Console> (enable)

Console> (enable)

Cam monitor global configuration:
status : enabled

interval : 5 seconds

Console> (enable)

Catalyst 6500 Series Switch Software Configuration Guide—Release 8.7
-. oL-8978-04 |



	Configuring Port Security
	Understanding How Port Security Works
	Allowing the Traffic Based on the Host MAC Address
	Restricting the Traffic Based on the Host MAC Address
	Blocking the Unicast Flood Packets on the Secure Ports

	Understanding How MAC-Address Monitoring Works
	Port Security Configuration Guidelines
	Configuring Port Security on the Switch
	Enabling Port Security
	Setting the Maximum Number of Secure MAC Addresses
	Automatically Configuring Dynamically Learned MAC Addresses
	Setting the Port Security Age Time
	Setting the Port Security Aging Type
	Clearing the MAC Addresses
	Configuring Unicast Flood Blocking on the Secure Ports
	Specifying the Security Violation Action
	Setting the Shutdown Timeout
	Disabling Port Security
	Restricting the Traffic Based on a Host MAC Address
	Displaying Port Security

	Configuring MAC-Address Monitoring
	Configuring Global MAC-Address Monitoring
	Monitoring the MAC Addresses in the CAM Table
	Specifying the Polling Interval for Monitoring
	Specifying the Lower Threshold for MAC-Address Monitoring
	Specifying the Upper Threshold for MAC-Address Monitoring
	Clearing the Configuration for MAC-Address Monitoring
	Displaying the Configuration for the CAM Monitor
	Displaying the Global Configuration for the CAM Monitor




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


