INDEX

TACACS+
Symbols
disabling accounting of normal login session 2-142
? (help) disabling accounting of system events 2-145
switch CLT  1-7 disabling suppression of accounting
information 2-144
enabling accounting of normal login session 2-142
Numerics enabling accounting of outbound connection
events 2-140
802.1x

enabling accounting of system events 2-145

configuring on a port 2-295 . .
guring P enabling command event accounting  2-138

displaying authenticator information 2-612 . . o .
playmg at enabling suppression of accounting information 2-144

displaying backend authenticator information 2-612 . .
setting accounting update frequency 2-147

displayi t biliti d protocol . .
1P a}ifl:r%iif er;;)z;pa Htes and protoco adding to permit list 2-232

displaying timer values 2-506 alias

initializing on port 2-295 defining ~ 2-148

displaying 2-462
ARP table

manually initiating reauthentication 2-295

setting number of frame 2-190

setting retransmission authentication time 2-190 adding entries 2149

adding IP address-to-MAC address mapping

setting retransmission time 2-190 .
& entries 2-149

specifying port control type
auto  2-295

clearing entries 2-6
displaying 2-462
- i 2-2
force-authorized 95 displaying table 2462
force-unauthorized 2-295 . S
setting aging time 2-149
setting ARP agingtime 2-149
A ATM

accessing CLI  2-136

accessing CLI of intelligent module 2-136 authentication

accounting
RADIUS

Kerberos
enabling 2-151

RADIUS
enabling 2-151

disabling accounting of normal login session 2-142
disabling accounting of system events 2-145

enabling accounting of normal login session 2-142 specifying lockout time  2-151

enabling accounting of system events 2-145 specifying login lockout time 2-153
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specifying number of connection attempts  2-151
specifying number of login connection attempts 2-153
specifying primary login method 2-153
specifying primary method 2-151
TACACS+
enabling 2-151
authorization
TACACS+
disabling 2-155

disabling authorization of privileged mode
events 2-157

enabling 2-155
enabling authorization of EXEC mode events 2-159
enabling authorization of normal login mode 2-159

enabling authorization of privileged mode
events 2-157

enabling authorization of session events 2-159

auto-config

synchronizing 2-167
auto-config file

configuring 2-167
auxiliary VLAN

configuring ports 2-287

displaying port status  2-597

banner
clearing MOTD banner 2-7
configuring message-of-the-day banner 2-161

baud rate

boot

boot configuration register

setting 2-164

clearing 2-8

setting 2-168

bootflash

displaying information 2-517

bridge

displaying information 2-467

broadcast/multicast suppression

disabling 2-54
displaying information 2-598

broadcast suppression

setting 2-289

CAM table

adding entries 2-175
clearing entries 2-9
configuring traffic filtering 2-175
deleting entry  2-9
displaying
aging time information 2-470
displaying entries 2-468
setting
aging time 2-175
setting agingtime 2-175

CDP

configuring 2-177
configuring hold time 2-178
disabling 2-177

displaying information 2-472

displaying port CDP state and message interval 2-601
. bli 2-177
setting console port baud rate  2-405 enabling
selecting version 2-180
.. e t cdp int 1 2179
synchronizing auto-config file 2-167 set ccp wtetva
setting message interval 2-179
CGMP
. . leari tatistics infi ti 2-10
BOOT environment variable cleating statistcs itormation
disabling 2-181
disabling 1 i 2-182
displaying contents 2-466 1sabiing leave processing
displaying CGMP leave status 2-475
Catalyst 5000 Family Command Reference, Releases 6.3 and 6.4
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displaying statistics 2-476
enabling 2-181
enabling leave processing 2-182
set cgmp 2-181
set cgmp leave 2-182
show cgmp leave 2-475

channel

displaying EtherChannel group status
information 2-483

displaying port or module information 2-603
setting channel path cost 2-183
setting channel VLAN cost  2-184
clearing MAC addresses 2-55
clearing protocol filters 2-55
CLI
exiting session  2-128
pausing CLI for specified number of seconds 776
ROM monitor CLI
accessing 1-9
operating 1-10
switch CLI
accessing 1-1
command aliases 1-5
command help 1-7
command modes 1-3
console port 1-2
history substitution 1-4
operating 1-3
starting Telnet 1-2
Telnet 1-2
clock
displaying summertime status 2-713
setting  2-283, 2-403
closing active console 2-110
command accounting
clearing command log entries 2-36
diplaying command log entries 2-549
command alias

clearing 2-5

displaying 2-2
removing alias name and value 769
setting 2-2
using 1-5
command help
switch CLI 1-7
command history
switch CLI 1-4
command history log
clearing 2-36
displaying 2-549
command-line editing
scrolling to specified text 1-5
command logging
clearing log entry table 2-36
displaying command log entries 2-549
command modes
switch CLI
normal mode 1-3
privileged mode 1-3
command shorthands
clearing 2-5
displaying 2-2
setting  2-2
common access policy
displaying group name 2-669
displaying user collection 2-669
Common Open Policy Server
See COPS
community and associated access types
defining 2-351
configuration files
clearing contents 2-8
deleting 2-104
downloading rcp configuration 2-96
specifying file to use 2-162
configuration mode
changing binary model and text model 2-185
displaying 2-493
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configuration register setting
displaying 2-466
setting 2-8
configuration register utility
configuring 2-98
console
setting port baud rate  2-405
contact person
identifying 2-406
COPS
clearing COPS configuration 2-14
clearing domain name 2-14
clearing roles 2-14
clearing servers 2-14
configuring
domain name 2-187
policy server names 2-187
displaying COPS information for RSVP+ 2-494
displaying the policy tree information 2-494
displaying the ports assigned to each role 2-494
set cops 2-187
setting
connection retry interval 2-187
memory usage 2-187
core dump file
disabling 2-407
enabling 2-407
naming 2-409
counters
clearing
MAC counters 2-16
port counters 2-16
clearing station 2-83
displaying port counters 2-609
resetting soft error statistics 2-83
country code
setting 2-410
CPU
displaying information 2-634

D

daylight saving time

displaying clock 2-713

setting clock 2-283, 2-403
default IP gateway

specifying 2-235
default port status

displaying 2-505

setting 2-189
defining Ethertype protocol filters 2-300
defining protocol classes, SAPs 2-299
defining protocol filters, Ethertype 2-300
deleted file

recovering 770
DES key

defining 2-246

removing 2-34
DHCP

configuring interfaces 2-222
diagnostic tests

errors  2-720

level 2-720

module 2-720

setting level 2-419

system 2-720
disabling UDLD information display 2-441
displaying configuration information 777, 782

displaying configuration information currently in running
memory 785

displaying current cd command setting 2-127
displaying Layer 2 path 2-121
displaying system information 2-714
DNS
defining IP address of DNS server 2-228
defining server as primary 2-228
disabling 2-226
enabling 2-226
setting default DNS domain name 2-227

i Catalyst 5000 Family Command Reference, Releases 6.3 and 6.4
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domain naming service
See DNS
dotlx
clearing configuration 2-17
configuring on a port 2-295
configuring on a system 2-190
disabling authentication 2-190
disabling reauthentication 2-190
displaying authenticator information 2-612
displaying backend authenticator information 2-612

displaying system capabilities and protocol
version 2-506

displaying timer values 2-506
enabling authentication 2-190
enabling reauthentication 2-190
initializing on port 2-295
manually initiating reauthentication 2-295
setting idle time 2-190
setting number of frame retransmissions 2-190
setting retransmission authentication time 2-190
setting retransmission time 2-190
specifying port control type
auto  2-295
force-authorized 2-295
force-unauthorized 2-295
downloading
forcing module to accept SCP download 2-130
image 2-111
rcp configuration file 2-96
downloading image 2-111
DRiP
clearing DRIP statistical information 2-18
displaying statistics  2-507
dump log
clearing 2-35
displaying 2-546
DVLAN
displaying statistics  2-508

Index W

EAP
configuring dotlx 2-190
error detection
disabling 2-196
displaying settings 2-510
enabling 2-196
inband 2-196
memory 2-196
port counter 2-196
error disable
configuring timeout for ports in errdisable state 2-194
displaying configuration and status information 2-509
EtherChannel
displaying channel information 2-478
Ethertype, protocol filters 2-300
exiting CLI session 2-128
Extensible Authentication Protocol
See EAP

F

FDDI
changing TNotify timer value for FDDI module. 2-203
changing TRequest value for FDDI module 2-204

configuring user-data string in SMT MIB of FDDI
module 2-205

disabling APaRT 2-170

disabling relearning of MAC address 2-171
displaying FDDI CAM table 2-513
displaying settings 2-511

enabling APaRT 2-170

enabling relearning of MAC address 2-171

setting default method for translating IPX packets from
Ethernet to FDDI  2-173

setting default method for translating IPX packets from
FDDI to Ethernet 2-172

setting default method for translating translating IPX
FDDI SNAP frames to Ethernet frames 2-174
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specifying LER-alarm value for FDDI port  2-200
specifying LER-cutoff value for FDDI port 2-201
feature
disabling port disable for duplex mismatch 2-197
enabling
port disable for duplex mismatch 2-197
MDG
disabling 2-198
enabling 2-198
no ISL entry 2-199
Flash device
confirming checksum of file 775
recovering deleted file 770
setting system default Flash device 2-4
Flash files
deleting 759
Flash memory
copying image from host 2-111

displaying contents of file that have been saved to Flash
memory 2-515

Flash PC card
displaying information 2-517
formatting 2-117

flow control

configuring ports 2-302

G

GARP
setting timers  2-206

GMRP
clearing statistics information 2-19
disabling Forward All  2-209
disabling on ports 2-305
disabling on VLANs 2-208

displaying complete GMRP-related configuration
information 2-521

displaying GMRP-related statistics 2-522
displaying timer values 2-523

enabling Forward All  2-209
enabling on ports 2-305
enabling on VLANs  2-208
setting registration type 2-210
setting timers  2-211

GVRP
clearing statistics information 2-20
disabling dynamic VLAN creation 2-214
disabling globally 2-212
disabling ports 2-306
displaying configuration information 2-524
displaying statistics 2-526
enabling dynamic VLAN creation 2-214
enabling globally 2-212
enabling ports  2-306
setting administrative control 2-215
setting timers ~ 2-217

VLAN declaration 2-213

H

hardware

displaying versions 2-742
history substitution

switch CLI 1-4
hop-by-hop path

displaying 766

ICMP
disabling redirect messages 2-234
disabling unreachable messages 2-237
enabling redirect messages 2-234
enabling unreachable messages 2-237
sending echo-request packets
configuring ping 2-124

idle session timeout

i Catalyst 5000 Family Command Reference, Releases 6.3 and 6.4
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setting 2-258
idling
timeout 2-258
ifIndex
displaying 2-618
displaying information 2-528
IGMP
clearing statistics information 2-21
disabling fastleave processing 2-220
disabling snooping 2-219
displaying IGMP mode 2-529
displaying IGMP statistics  2-530
enabling fastleave processing 2-220
enabling snooping 2-219
setting IGMP snooping mode 2-221
in-band interfaces
configuring 2-222
instances
displaying BPDU skew status 2-689
IP addresses 2-232
clearing 2-25
IP alias
adding 2-225
clearing 2-22
displaying 2-535
IP DNS
clearing default DNS domain name 2-23
defining IP address of DNS server 2-228
displaying DNS domain name 2-536
displaying DNS name server 2-536
displaying DNS name servers 2-535
removing DNS server 2-24
IP fragmentation
disabling 2-229
enabling 2-229
IP permit list
clearing IP address and mask 2-25
disabling 2-232
displaying 2-540

Index W

enabling 2-232
IP routing table

adding IP addresses 2-235

adding IP aliases 2-235

deleting entries 2-27

displaying entries 2-542

specifying default IP gateway 2-235
ISL entry

disabling 2-199

enabling 2-199

J

jumbo frames
displaying settings 2-619
enabling 2-309
port guidelines 2-309

K

Kerberos
authenticating users 2-240

clearing Kerberos realm to DNS domain name
map 2-31

clearing secret key 2-34

clearing specific Kerberos entry  2-32
defining secret key 2-246

deleting all Kerberos credentials 2-30
disabling credentials forwarding 2-29
disabling mandatory authentication 2-28
displaying configuration information 2-544
displaying credentials information 2-545

enabling as primary authentication method for
login 2-153

enabling authentication 2-151

enabling mandatory authentication 2-238
entering SRVTAB file from command line 2-243
forwarding user credentials 2-239

mapping realm to DNS domain name 2-241
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providing file containing secret key 2-245
specifying which KDC to use 2-242
key pair

defining authentication pair 2-281

L

link negotiation protocol
disabling on port 2-314
displaying setting 2-622
listing Flash memory device files 2-107
local command accounting
clearing command log entries  2-36
displaying command log entries  2-549
local engine ID
displaying 2-668
login password
changing 2-286
loop guard
disabling 2-379
enabling 2-379

MAC addresses
clearing addresses 2-55
clearing from secure MAC addresses list 2-58

clearing MAC address from list of secure MAC
addresses 2-58

displaying port MAC counter information 2-620
MAC counters
displaying 2-554
MDG
disabling feature 2-198
enabling feature 2-198
membership assignments
reconfirming 2-129
memory allocation

displaying information 2-634

message log

limiting number of system logging messages
buffered 2-248

setting size of syslog table 2-250
message-of-the-day banner
clearing 2-7
messages
disabling logging 2-256
enabling logging 2-256
sending logging messages to current login session  2-256
MIB
displaying CISCO-IMAGE-MIB information 2-532
removing view entry 2-76
microcode
displaying version 2-557
MLS
adding protocols to protocol statistics list 2-272
adding routers to MLS-RP include list 2-265
adding routers to MMLS-RP include list 2-268
clearing IP MLS cache entries 2-41
clearing IP MLS statistics 2-49

clearing IP multicast MLS statistics for all
MMLS-RPs 2-47

clearing IPX MLS cache entries 2-43
clearing IPX MLS statistics 2-49

clearing manually configured multicast router
ports  2-50

clearing MLS NDE flow filter 2-48
configuring NDE flow 2-269

disabing IP multicast 2-267

disabling NDE  2-269

disabling on switch 2-259

displaying IP MLS state information 2-562
displaying IP MLS statistics information 2-572

displaying IP multicast MLS statistics for
MMLS-RPs  2-569

displaying IPX MLS statistics information 2-572
displaying IPX state information 2-562

displaying list of all MLS-related debug
information 2-561
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displaying MLS Layer 3 packet information 2-559
displaying MLS-RP information 2-571

displaying MLS state information 2-562

displaying MLS statistics information 2-572
displaying MSFC MLS statistics information 2-572

displaying NDE configuration and status
information 2-570

displaying NDE information 2-559

displayingrouter information in IP MLS-RP include
list 2-565

displaying router information in IP multicast MLS-RP
include list 2-568

displaying router information in IPX MLS-RP include
list 2-565

displaying router processor MLS information 2-562
display IP multicast MLS cache entries 2-566
enabling IP multicast 2-267

enabling NDE  2-269

enabling on switch 2-259

removing router from IP multicast MLS-RP include
list 2-46

removing routers from IP MLS-RP include list 2-44

removing routers from IPX MLS-RP include list 2-45

setting MLS aging time 2-260

setting MLS fast aging time  2-261

specifying collector 2-269

specifying minimum flow mask used 2-263
MLS-RP

displaying router entries in forwarding table 2-471
module configuration

displaying the nondefault configuration 2-488
module error log

clearing 2-35
modules

disabling 2-273

displaying information stored in system module
initiation log  2-577

displaying status and information 2-575
enabling 2-274
naming 2-275

Index W

monitoring traffic
configuring threshold 2-437
multicast
clearing manually configured router ports 2-50
configuring port as multicast router port 2-276
displaying multicast protocols status 2-582
multicast group
displaying configuration 2-579

displaying total count of multicast addresses (groups) in
VLAN 2-581

multicast router
displaying ports with CGMP-capable routers 2-583
multicast suppression

setting 2-289

NAM
disabling SNMP extended RMON support 2-353
enabling SNMP extended RMON support 2-353

naming module 2-275

naming your system 2-413

network interfaces
displaying information 2-533

network statistics
displaying 2-585

normal mode
returning from privileged mode 2-109

NTP
configuring IP address of NTP server 2-282
configuring server authentication key 2-282
configuring time-adjustment factor 2-279
defining authentication key pair 2-281
disabling NTP authentication 2-277
disabling switch as NTP client 2-280
displaying current status  2-591
enabling NTP authentication 2-277
enabling switch as NTP client 2-280

removing authentication keys 2-51
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removing servers 2-52
set ntp authentication 2-277
setting daylight saving time 2-283
ntp
time zone
returning to default, UTC 2-53
NVRAM
changing configuration mode 2-185
clearing stored module configuration information 2-12
clearing stored system configuration information 2-12

displaying startup configuration 2-703

o

oops

recovering deleted file 770

P

PAgP
clearing statistical information 2-11
configuring ports  2-291
displaying port or module information 2-603
displaying port statistics 2-478
password
changing 2-286
setting password for privileged level 2-193
peak
displaying information 2-735
port name
setting  2-313
ports

clearing MAC addresses from secure MAC addresses
list 2-58

clearing port configuration for optimizing host
connection  2-56

configuring access port on Cisco IP phone 2-321
configuring duplex type 2-297

configuring flow control

pause frames 2-302
configuring port security 2-322
configuring speed 2-324
creating EtherChannel port bundles 2-291
defining EtherChannel administrative groups 2-291
disabling 2-294
disabling link negotiation protocol 2-314
disabling operation of standard SNMP link trap 2-326
disabling protocol membership 2-315
disabling standby ports feature 2-400
displaying flow control information 2-616
displaying information 2-632
displaying link negotiation protocol setting 2-622
displaying MAC counter information 2-620
displaying port capabilities 2-599
displaying port security configuration 2-626
displaying port security configuration statistics 2-628
displaying port status  2-593
displaying protocol filters configured 2-623
displaying standby port status 2-702
displaying status 2-629
displaying trap status information 2-631
enabling 2-298
enabling jumbo frames 2-309
enabling link negotiation protocol 2-314
enabling operation of standard SNMP link trap 2-326
enabling or disabling GMRP  2-305
enabling or disabling GVRP  2-306
enabling protocol membership 2-315
enabling standby ports feature 2-400
optimizing port configuration for host connection 2-308

returning to factory-set default for all packets arriving
through untrusted port 2-57

setting default value for packets arriving through
untrusted port 2-319

setting interface interpretation as physical port 2-317
setting interface interpretation as VLAN  2-317
setting port name 2-313

setting priority level 2-310
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setting trusted state  2-320 displaying current information for MAC address/VLAN
setting VLAN membership assignment 2-311 pair  2-642
specifying frame-distribution method for switch 2-291 dlspla);:i% 1n2f06r g ation for MAC address and VLAN

t it
port security displaying information on per-port basis 2-624

clearing MAC addresses from secure MAC addresses . . . . .
list 2-58 displaying policy source information 2-644

configuring  2-322 displaying QoS status 2-647

displaying related information 2-638
port speed
displaying router information for MAC/VLAN

figuri 2-324
configuring pair 2-645

ivileged level
privileged leve mapping CoS values 2-334

tti d 2-193 . .
setiing passwor removing entries from router MAC address-to-VLAN

privileged mode mappings 2-63

activating  2-116 returning to factory-set default for all packets arriving

returing to normal mode  2-109 through untrusted port ~ 2-57

process utilization returning to factory-set default values 2-59

displaying information 2-634 returning to factory-set queue defaultsQoS

prompt returning to factory-set threshold map defaults 2-59

changing 2-327 returning to factory-set threshold defaults 2-59

protocol filtering setting CoS values 2-333

activating 2-328 setting default for all packets arriving through untrusted

port 2-319
deactivating 2-328 )
) . setting packet value 2-319
displaying status 2-637 ) )
] setting policy source to COPS  2-336
protocol filters ) )
) setting policy source to local NVRAM  2-336
clearing 2-55 . .
) setting port policy source 2-317
protocol membership ) )
o setting QoS CoS to IP filter 2-330
disabling on port 2-315 )
) setting trusted state  2-320
enabling on port 2-315 )
show qos ip 2-640

show qos router-macs 2-645

Q specifying interface as port or VLAN  2-317
specifying router MAC addresses 2-338
specifying WRED threshold 2-339
turning off 2-329

QoS
clearing mac-cos values 2-61
clearing map values 2-62 .
turning on  2-329
clear qos ip-filter 2-60
configuring access port 2-321
deleting CoS assigned to MAC addresses 2-59 R
deleting entries from ACE list 2-60

displaying ACL  2-640

RADIUS

) ) clearing RADIUS server 2-65
displaying counters 2-646
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clear radius key 2-64
disabling accounting of normal login session 2-142

disabling accounting of system events 2-145

displaying RADIUS configuration parameters 2-648,

2-650
enabling accounting of normal login session 2-142
enabling accounting of system events 2-145

enabling as primary authentication method for
login  2-153

enabling authentication 2-151
setting deadtime 2-341
setting encryption and authentication 2-342
setting time between retransmissions  2-345
setting up RADIUS server 2-344
specifying RADIUS retransmit times 2-343
rcp
clearing information 2-66
copying software image to Flash memory 2-111

downloading configuration file 2-96

downloading Flash image or switch configuration 2-100

setting username  2-346

uploading Flash image or switch configuration 2-100

relearning MAC addresses from Ethernet interface 2-171

Remote Copy Protocol
See rcp
repeating command  2-131
reset
cancel 2-134
module 2-134
schedule reset 2-134
switch 2-134
restoring factory-set defaults 2-81
RGMP
clearing statistics information 2-67
disabling 2-347
displaying multicast group count 2-650
displaying multicast groups 2-650
displaying statistics information 2-651

enabling 2-347

RIF
displaying information 2-652

ROM monitor
booting up external process 2-3
configuring configuration register utility —2-98
displaying command aliases 2-2
displaying main memory information 2-123
displaying NVRAM information 2-123
displaying packet memory information 2-123
displaying supported DRAM configurations 2-123
displaying variable names 2-137
listing available device IDs 2-105
repeating command  2-131
setting ROM monitor variable name values 2-137

writing environment variables and aliases to
NVRAM 761

ROM monitor CLI
accessing 1-9
operating 1-10

root guard
disabling 2-379
enabling 2-379

RSFC
accessing CLI  2-136

RSM
accessing CLI 2-136
disabling line protocol state  2-348

displaying current status of line protocol state
determination of RSMs  2-653

enabling line protocol state 2-348
running configuration

displaying 2-654

S

Saint
packet buffer
set test diaglevel 2-419
set test packetbuffer 2-421
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test packetbuffer 763
SAPs
IBM protocol class  2-299
IEEE protocol class 2-299
session, ending 2-128

setting default method for translating IPX packets from
Ethernet to FDDI  2-173

setting default method for translating IPX packets from
FDDI to Ethernet 2-172

setting default method for translating translating IPX FDDI
SNAP frames to Ethernet frames 2-174

setting VARNAME variable 774

SLIP
attaching 758
configuring interfaces 2-222
detaching 758

SNMP
adding trap receiver table entry 2-364
clearing SNMP trap receiver entry 2-74
clearing target parameters 2-73
configuring MIB view 2-368
configuring new user 2-366
configuring target address entry  2-360
configuring target parameters 2-362
defining community and associated access types 2-351
defining group access rights 2-349
disabling extendedrmon 2-352
disabling NDE stream  2-353
disabling operation of standard SNMP link trap 2-326
disabling RMON support 2-358
disabling VLANagent option 2-354
disabling VLAN monitor option 2-355
displaying access information 2-658
displaying community information 2-660
displaying counter information  2-662

displaying group or users with common access
policy 2-669

displaying information 2-656
displaying information for specfic user 2-679

displaying local engine ID  2-668

Index W

displaying MIB view configuration 2-681

displaying snmpNotifyTable configuration 2-672
displaying target address entries 2-675

displaying target parameter entries 2-677

enabling extendedrmon  2-352

enabling NDE stream 2-353

enabling operation of standard SNMP link trap 2-326
enabling RMON support 2-358

enabling VLANagent option 2-354

enabling VLAN monitor option  2-355

establishing relationship between group and user 2-356
removing group access rights  2-68

removing individual user 2-75

removing mappings between community strings and
security modes 2-69

removing MIB view entry 2-76
removing notifyname 2-71
removing SNMP user from SNMP group 2-70
removing target address entry = 2-72
set snmp extendedrmon vlanagent 2-354
set snmp targetaddr 2-360
setting notifyname entry 2-357
setting notifytag entry 2-357
show snmp engineid 2-668
show snmp group 2-669
show snmp notify 2-672
show snmp view 2-681
SNMP engineid
show engineid 2-668
SNMP group
group/users with common access policy 2-669
removing group access rights  2-68
removing user 2-70
SNMP notify
show snmpNotifyTable 2-672
SNMP permit list
adding 2-232
clearing 2-25
SNMP target address
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set target address information in
TargetAddressTable 2-360

SNMP trap receiver table
removing entry 2-74
sending message 765
soft error
configuring  2-401
disabling  2-401
displaying monitoring configuration 2-709
displaying softerror counters 2-711
enabling 2-401
software
displaying versions 2-742
uploading software image to network host 772
SPAN
configuring 2-370
displaying 2-370
displaying information 2-683
spanning tree
assigning path cost 2-392
clearing statistics 2-80
disabling 2-376
disabling BackboneFast 2-374
disabling BPDU packet filtering 2-388
disabling BPDU skewing 2-375
disabling MAC address reduction  2-382
disabling PortFast BPDU guard feature 2-389
disabling PortFast-start feature 2-387
disabling UplinkFast 2-398

display BackboneFast convergence status  2-687

displaying BPDU skew status 2-689

displaying current state of Token Ring port 2-692

displaying information summary 2-699
displaying only blocked ports 2-688
displaying port information 2-6384
displaying statistics information 2-694
displaying UplinkFast settings 2-701
displaying VLAN information 2-684
displaying VLAN path cost 2-693

displaying VLAN root guard information 2-691
enabling 2-377
enabling BackboneFast 2-374
enabling BPDU skewing 2-375
enabling enabling BPDU packet filtering 2-388
enabling MAC address reduction 2-382
enabling PortFast BPDU guard feature 2-389
enabling PortFast-start feature 2-387
enabling UplinkFast 2-398
loop guard

disabling 2-379

enabling 2-379
resetting port VLAN priority 2-78
restoring default bridge priority 2-79
restoring default forward delay 2-79
restoring default hello time 2-79
restoring default maxage 2-79
restoring default path cost 2-77
restoring factory-set defaults 2-79
root guard

disabling 2-379

enabling 2-379
setting bridge forward delay 2-378
setting bridge hello time 2-381
setting bridge maximum aging time 2-383
setting bridge priority  2-390, 2-395
setting port path cost 2-385
setting port priority  2-394
setting primary root 2-396
setting secondary root 2-396
setting state of TrCRF  2-391
specifying bridge functional address 2-384
turning off UplinkFast 2-81

SSH permit list

adding 2-232
clearing 2-25

standby ports

displaying status 2-702

startup configuration
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displaying 2-703
summertime
displaying status 2-713
setting daylight saving time 2-283, 2-403
switch CLI
accessing 1-1
command aliases 1-5
command help 1-7
command modes 1-3
console port 1-2
history substitution 1-4
operating 1-3
starting Telnet 1-2
Telnet 1-2
switching

from active supervisor engine to standby supervisor
engine 760

from supervisor engine clock to internal clock 760
syslog server

adding 2-254
system

displaying information 2-714
system clock

changing 2-423

displaying current time of day 2-727
system configuration

displaying the nondefault configuration 2-488
system contact

identifying 2-406
system disconnect

idle session timeout 2-258
system error log

clearing 2-35
system location

identifying 2-411

setting  2-410
system log

clearing buffer 2-37

displaying 2-546

Index W

displaying logging buffer 2-552
system logging messages
disabling 2-254
disabling timestamp display 2-257
enabling 2-254
enabling timestamp display 2-257
sending to console 2-249
system logging server
deleting 2-40
displaying 2-550
system messages
clearing logging level 2-38
setting facilty level 2-251
setting severity level 2-251
system modem
disabling 2-412
enabling 2-412
system name

configuring 2-413

T

TAC
displaying system and configuration information 2-718
TACACS+
configuring maximum number of login attempts 2-414
defining TACACS+ server 2-417
disabling accounting of normal login session 2-142
disabling accounting of system events 2-145
disabling authorization 2-155
disabling authorization of privileged mode events 2-157
disabling suppression of accounting information 2-144
disabling TACACS+ directed-request option  2-415
displaying accounting information 2-460
displaying authorization information 2-465
displaying protocol configuration 2-716
enabling accounting of normal login session 2-142

enabling accounting of outbound connection
events 2-140
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W Index

enabling accounting of system events 2-145

enabling as primary authentication method for
login 2-153

enabling authentication 2-151
enabling authorization 2-155
enabling authorization of EXEC mode events 2-159
enabling authorization of normal login mode 2-159
enabling authorization of privileged mode events 2-157
enabling authorization of session events 2-159
enabling command event accounting 2-138
enabling suppression of accounting information 2-144
enabling TACACS+ directed-request option  2-415
removing host 2-85
removing key setting 2-84
setting accounting update frequency 2-147
setting authentication and encryption key  2-416
setting response timeout interval 2-418
TACACS, RADIUS, KERBEROS, HTTP
displaying authentication information 2-463
target address entry
removing 2-72
technical support
displaying system and configuration information 2-718
Telnet
accessing switch  1-2
closing session 2-110
connecting 762
disconnecting 2-110
listing all active Telnet sessions 2-741
specifying authentication method
disabling authentication 2-151
specifying authentication method for login
disabling authentication 2-153
Telnet permit list
adding 2-232
clearing 2-25
terminal display
setting default number of lines on screen 2-247

setting number of lines on screen 2-247

timestamp display
disabling on system logging messages 2-257
enabling on system logging messages 2-257
time zone
displaying 2-728
returning to default, UTC 2-53
returning to its default, UTC 2-86
setting  2-424
Token Ring
configuring fast port aging 2-432
configuring MAC address filter 2-299
configuring protocol filter 2-299
disabling broadcast storm reduction 2-436
disabling distribution of TRCRF VLANs 2-428
disabling early token release 2-429
disabling local MAC address learning  2-431

displaying collection of statistics and status
information 2-706

displaying current values 2-729
displaying MAC addresses and protocol filters 2-614

displaying order listing of stations on monitored
rings 2-708

enabling broadcast storm reduction 2-436

enabling distribution of TRCRF VLANs 2-428

enabling early token release 2-429

enabling local MAC address learning  2-431

removing station 2-82

setting thresholds 2-427

specifying AC bits condition 2-425

specifying access protocol 2-434

specifying connection type 2-434

specifying frame priority 2-435

specifying number of incoming explorer frames 2-430
TopN

clear top 2-87

displaying all TopN processes and specific TopN
reports  2-733

starting 2-731
stopping process 2-87
traffic
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displaying information 2-735
traffic log
configuring threshold 2-437
traps
displaying status information  2-631
trunk
clearing VLAN from allowed VLAN list 2-89
displaying information 2-736
displaying port information 2-632
restoring trunk port to default trunk type and mode 2-89
trunk ports
adding VLANs 2-438
configuring 2-438

U

UDLD
disabling aggressive mode 2-443
displaying information 2-739
enabling aggressive mode 2-443
enabling UDLD information display 2-441
setting message interval 2-445

UplinkFast
displaying settings 2-701

uploading current configuration 777

uploading current configuration to file 782

\'}

variable name
removing 771

VLAN
deleting 2-90
deleting reserved mapping  2-91
deleting VLAN-mapped pairs 2-91
displaying nontrunk port information 2-745
displaying trunk port information 2-745
displaying VLAN information 2-745

Index W

displaying VLAN mapping table information 2-747
grouping ports  2-446
mapping 802.1Q VLANSs to ISL VLANs 2-449
VLAN membership
setting assignment to port 2-311
VLAN path cost
displaying 2-693
VMPS
configuring server 2-453
deleting server 2-92
deleting statistics 2-93
disabling 2-455
displaying configuration information 2-748
displaying MAC addresses in VLAN  2-752

displaying MAC-address-to-VLAN mapping
table 2-750

displaying ports belonging to restricted VLAN 753
displaying statistics  2-751
downloading database 2-115
enabling 2-455
reconfirming membership assignments 2-129
show vmps vlanports 753
specifying download method 2-451
specifying server 2-452
voice
configuring access port on Cisco IP phone 2-321
VTP
defining password 2-456
deleted VTP statistics 2-95
disabling pruning 2-456
displaying VTP domain information 754
displaying VTP statistics 756
enabling pruning 2-456
setting domain name  2-456
setting mode  2-456
setting options  2-456
setting version 2 mode 2-456
specifying pruning-eligible VTP domain VLANs 2-458
specifying pruning ineligibility 2-94
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W Index

W

web interface
configuring TCP port number 2-230
disabling HTTP server 2-231
displaying HTTP configuration 2-538
enabling HTTP server 2-231

WRED threshold
specifying 2-339
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