CHAPTER 42

Configuring Multilayer Switching

This chapter describes how to configure Multilayer Switching (MLS) on the Catalyst 5000
and 2926G series switches.

Note For complete syntax and usage information for the commands used in this chapter, refer to
the Command Reference for your switch.

This chapter consists of these sections:

® Understanding How MLS Works on page 42-1

® Software and Hardware Requirements on page 42-8

® Default MLS Configuration on page 42-9

® Configuration Guidelines and Restrictions on page 42-9
® Configuring MLS on the Router on page 42-12

® Configuring MLS on the Switch on page 42-19

® MLS Implementation Examples on page 42-30

® MLS Configuration Examples on page 42-37

Understanding How MLS Works

These sections provide an overview of ML S and describe how ML S works:
® MLSOverview on page 42-2

® MLS Components on page 42-2

® MLSFlowson page 42-2

® MLS Cache on page 42-3

® | ayer 3-Switched Packet Rewrite on page 42-3

® MLS Operation on page 42-4
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Understanding How MLS Works

® Standard and Extended Access Lists on page 42-5
® Flow Masks on page 42-6
® Packet Export Rate on page 42-8

MLS Overview

MLS provides high-performance hardware-based Layer 3 switching for Catalyst 5000 and 2926G
series LAN switches. ML S switches unicast |P data packet flows between subnets using advanced
application-specific integrated circuit (ASIC) switching hardware, offloading processor-intensive

packet routing from network routers.

The packet forwarding function is moved onto Layer 3 switches whenever a partial or complete
switched path exists between two hosts. Packetsthat do not have apartial or complete switched path
to reach their destinations are till forwarded by routers. Standard routing protocols, such as Open
Shortest Path First (OSPF), Enhanced Interior Gateway Routing Protocol (EIGRP), Routing
Information Protocol (RIP), and Intermediate System-to-Intermediate System (1S-1S), are used for
route determination.

MLS provides traffic statistics you can use to identify traffic characteristics for administration,
planning, and troubleshooting. ML S uses NetFlow Data Export (NDE) to export flow statistics.

Note For moreinformation about NDE, see Chapter 43, “ Configuring NetFlow Data Export.”

In addition, ML S allows you to debug and trace flows in your network. You can identify which
switch ishandling a particular flow by using ML S explorer packets. The explorer packetsaid you in
path detection and troubleshooting. For complete information on debugging MLS, see the “Using
Debug Commands on the MLS Router” section on page 42-19.

MLS Components

MLS Flows

An MLS network topology consists of these components:

® Multilayer Switching-Switching Engine (ML S-SE)—Catalyst 2926G series switch, or
Catalyst 5000 series switch with the NFFC or NFFC II. The MLS-SE provides Layer 3
LAN-switching services.

® Multilayer Switching-Route Processor (MLS-RP)—A Catalyst 5000 series Route Switch
Module (RSM) or an externally connected Cisco 7500, 7200, 4500, or 4700 series router with
software that supports MLS. The MLS-RP provides Cisco |0S-based multiprotocol routing,
network services, and central configuration and control for the switches.

® Multilayer Switching Protocol (ML SP)—The protocol running between the MLS-SE and
MLS-RPto enable MLS.

Layer 3 protocols, such as |P and Internetwork Packet Exchange (1PX), are connectionless—they
deliver every packet independently of every other packet. However, actual network traffic consists
of many end-to-end conversations, or flows, between users or applications.
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A flow isaunidirectional sequence of packets between a particular source and destination that share
the same protocol and transport-layer information. Communication from a client to a server and
from the server to the client are separate flows. For example, Telnet traffic transferred from a
particular source to a particular destination comprises a separate flow from File Transfer Protocol
(FTP) packets between the same source and destination.

Flowsare based only on Layer 3 addresses, which allow I Ptraffic from multiple users or applications
to aparticular destination to be carried on asingle flow if only the destination IP addressis used to
identify aflow.

The NFFC (or NFFC 11) maintains a Layer 3 switching table (ML S cache) for the Layer 3-switched
flows. The cache also includes entries for traffic statistics that are updated in tandem with the
switching of packets. After the MLS cacheis created, packets identified as belonging to an existing
flow can be Layer 3-switched based on the cached information. The MLS cache maintains flow
information for al active flows. When the Layer 3-switching entry for aflow ages out, the flow
statistics can be exported to aflow collector application.

MLS Cache

The ML S-SE maintainsacachefor ML Sflows and maintains statisticsfor each flow. An ML S cache
entry is created for theinitial packet of each flow. Upon receipt of a packet that does not match any
flow currently in the MLS cache, anew MLS entry is created.

The state and identity of the flow are maintained while packet traffic is active; when traffic for aflow
ceases, the entry ages out. You can configure the aging time for ML S entries kept in the ML S cache.
If an entry is not used for the specified period of time, the entry ages out and statistics for that flow
can be exported to aflow collector application.

The maximum MLS cache sizeis 128K. However, an MLS cache larger than 32K increases the
probability that aflow will not be switched by the ML S-SE and will get forwarded to the router.

Note Thenumber of active flowsthat can be stored in the ML S cache depends on the type of access
lists configured on ML S router interfaces (which determines the flow mask). Seethe “ Flow Masks”
section on page 42-6 for additional information.

Layer 3-Switched Packet Rewrite

When a packet is Layer 3 switched from a source host to a destination host, the switch (ML S-SE)
performs a packet rewrite, based on information learned from the router (ML S-RP) and stored in the
MLS cache.

Note The Catalyst 5000 series 24-port 10/100BaseT X and 12-port 100BaseFX Backbone Fast
Ethernet switching modules (WS-X5225R and WS-X5201R) have onboard hardware that performs
the packet rewrite, optimizing MLS performance. This optimization is also used on the

Catalyst 2926G series switch ports.

Note Therearesdlot restrictionswhen using ML Swith the Gigabit Ethernet (WS-X5403) switching
module. You must install the switching module in specific slotsin the Catalyst 5000 series switches
to maximize ML S operation. Refer to the Catalyst 5000 Series Module Installation Guidefor details.
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If Host A and Host B are on different virtual LANs (VLANS) and Host A sends a packet to the
MLS-RP to be routed to Host B, the ML S-SE recogni zes that the packet was sent to the Media
Access Control (MAC) address of the MLS-RP. The ML S-SE checksthe ML S cache and finds the
entry matching the flow in question.

When the ML S-SE receives the packet, it is formatted as follows:

Frame Header IP Header Payload
Destination Source Destination Source TTL |Checksum Data Checksum
MLS-RPMAC |Host A MAC Host B IP Host A IP

The MLS-SE rewritesthe Layer 2 frame header, changing the destination MAC addressto the MAC
address of Host B and the source MAC address to the MAC address of the MLS-RP (these MAC
addresses are stored in the ML S cache entry for thisflow). The Layer 3 IP addresses remain the
same, but the IP header Timeto Live (TTL) is decremented and the checksum is recomputed. The
ML S-SE rewrites the switched Layer 3 packets so that they appear to have been routed by arouter.

The ML S-SE forwards the rewritten packet to Host B's VLAN (the destination VLAN issaved in
the MLS cache entry) and Host B receives the packet.

After the MLS-SE performs the packet rewrite, the packet is formatted as follows:

Frame Header IP Header Payload

Destination Source Destination | Source TTLY  [Checksum® |Data |Checksum
Host B MAC MLS-RP MAC Host B IP Host A IP

1 ThelPheader TTL valueisdecremented by 1.
2 ThelP header checksum is recalculated.

MLS Operation

42-4

Figure 42-1 shows asimple MLS network topology. In this example, Host A ison the SalesVLAN
(IP subnet 171.59.1.0), Host B is on the Marketing VLAN (1P subnet 171.59.3.0), and Host C ison
the Engineering VLAN (1P subnet 171.59.2.0).

WhenHost A initiatesan FTPfiletransfer to Host B, an ML Sentry for thisflow iscreated (thisentry
isthefirst iteminthe MLS cache shown in Figure 42-1). The ML S-SE stores the MAC addresses of
the MLS-RP and Host B in the ML S entry when the ML S-RP forwards the first packet from Host A
through the switch to Host B. The ML S-SE usesthisinformation to rewrite subsequent packets from
Station A to Station B.

Similarly, a separate MLS entry is created in the ML S cache for the HTTP traffic from Host A to
Host C, and for the HT TP traffic from Host C to Host A. The destination VLAN is stored as part of
each MLS entry so that the correct VLAN identifier is used when encapsulating traffic on trunk
links.
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Figure 42-1 MLS Example Topology

Source IP Destination L Rewrite Src/Dst Destination
Address IP Address Application MAC Address VLAN
171.59.1.2 171.59.3.1 FTP Dd:Bb Marketing
171.59.1.2 171.59.2.2 HTTP Dd:Cc Engineering
171.59.2.2 171.59.1.2 HTTP Dd:Aa Sales

MAC = Aa
-' Subnet 1/Sales
—

171.59.1.2

’ Data‘ 171.59.1.2: 2000 ‘Aa:Dd‘

171.59.2.2

’ Data‘ 171.59.1.2: 2000 ‘Dd:Cc‘g

Standard and Extended Access Lists

Note Router interfaces with input access lists cannot participate in MLS. However, you can
translate any input access list to an output access list to provide the same effect on the interface.

MLS allows you to enforce access lists on every packet of the flow without compromising MLS
performance. When you enable MLS, the ML S-SE handles standard and extended access list permit
traffic at wire speed.

Note Accesslist deny traffic is always handled by the ML S-RP, not the MLS-SE.

Route topology changes and the addition or modification of access lists are reflected in the MLS
switching path automatically on the MLS-SE. The techniques for handling route and access list
changes apply to both the RSM and directly attached external routers.

For example, when Station A wants to communicate with Station B, it sends the first packet to the
MLS-RP If an accesslist is configured on the ML S-RP to deny access from Station A to Station B,
the ML S-RP receives the packet, checks the access list to seeif the packet flow is permitted, and
discardsthe packet based on the accesslist. Becausethefirst packet for thisflow doesnot return from
the MLS-RP, an ML S cache entry is not established by the MLS-SE.
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Flow Masks

Flow Mask Modes

If aflow is aready being Layer 3 switched by the ML S-SE and the access list is created on the
MLS-RP, the MLS-SE learns of the change through ML SP and immediately enforces security for
the affected flow by purging it from the ML S cache. New flows are created based on the restrictions
imposed by the accesslit.

Similarly, when the ML S-RP detects a routing topology change, the appropriate ML S cache entries
are deleted in the MLS-SE. New flows are created based on the new topology.

The ML S-SE usesflow mask modesto determine how ML Sentriesare created. Theflow mask mode
is based on the access lists configured on the ML S router interfaces. The ML S-SE learns the flow
mask through ML SP messages from each MLS-RP for which the MLS-SE is performing Layer 3
switching.

These sections describe how the flow mask modes work:
® Flow Mask Modes on page 42-6
® Flow Mask Mode and show mls entry Command Output on page 42-6

An MLS-SE supports only one flow mask (the most specific one) for all MLS-RPsthat are Layer 3
switched. If the MLS-SE detects different flow masks from different MLS-RPs for which it is
performing Layer 3 switching, it changesits flow mask to the most specific flow mask detected.

When the ML S-SE flow mask changes, the entire ML S cache is purged. When an ML S-SE exports
cached entries, flow records are created based on the current flow mask mode. Depending on the
current mode, some fields in the flow record might not have values. Unsupported fields are filled
with a zero (0).

The three flow mask modes are as follows:

® destination-ip mode—The |least-specific flow mask mode. The MLS-SE maintains one MLS
entry for each destination | P address. All flowsto a given destination | P address use thisMLS
entry. This mode is used if there are no access lists configured on any of the MLS router
interfaces.

® source-destination-ip mode—The MLS-SE maintains one ML S entry for each source and
destination | P address pair. All flows between a given source and destination use thisMLS entry
regardless of the IP protocol ports. Thismode isused if there is a standard access list on any of
the MLS interfaces.

® ip-flow mode—The most-specific flow mask mode. The ML S-SE creates and maintains a
separate ML S cache entry for every IP flow. An ip-flow entry includes the source | P address,
destination I P address, protocol, and protocol ports. This mode isused if there is an extended
access list on any of the ML S interfaces.

Flow Mask Mode and show mis entry Command Output

This section describes how the flow mask mode impacts the screen output of the show mlisentry
command.

In destination-ip mode, the source I P, protocol, and source and destination port fields show the
details of the last packet that was Layer 3 switched using the ML S cache entry.
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This example shows how the show mls entry command output appears in destination-ip mode:

Console> (enable) show mls entry
Last Used Last Used
Destination IP Source IP Port DstPrt SrcPrt Destination Mac Vlan Port

MLS-RP 10.20.6.161:

10.19.6.2 10.19.26.9 UDP 6009 69 00-10-0b-16-98-00 250 1/1-2
10.19.22.8 10.19.2.1 TCP 6001 Telnet 00-00-00-00-00-08 22 4/6
10.19.2.1 10.19.22.8 TCP 6008 Telnet 00-10-0b-16-98-00 250 1/1-2
10.19.27.10 10.19.7.3 TCP 6003 20 00-00-00-00-00-10 27 4/8
10.19.28.11 10.19.8.4 UDP 6004 DNS 00-00-00-00-00-11 28 4/9
10.19.26.9 10.19.6.2 UDP 6002 69 00-00-00-00-00-09 26 4/7
10.19.7.3 10.19.27.10 TCP 6010 FTP 00-10-0b-16-98-00 250 1/1-2
MLS-RP 132.68.9.10:

10.19.86.12 10.19.85.7 TCP 6007 SMTP 00-00-00-00-00-12 86 4/10
10.19.85.7 10.19.86.12 TCP 6012 WWW 00-00-00-00-00-07 85 4/5
MLS-RP 10.20.6.82:

10.19.63.13 10.19.73.14 TCP 6014 Telnet 00-00-00-00-00-13 63 4/11
10.19.73.14 10.19.63.13 TCP 6013 FTP 00-00-00-00-00-14 73 4/12

Console> (enable)

In source-destination-ip mode, the protocol, source port, and destination port fiel ds show the details
of the last packet that was Layer 3 switched using the MLS cache entry.

This example shows how the show mls entry command output appears in source-destination-ip
mode;

Console> (enable) show mls entry

Last Used

Destination IP Source IP Port DstPrt SrcPrt Destination Mac Vlan Port
MLS-RP 10.20.6.161:

10.19.26.9 10.19.6.2 UDP 6002 69 00-00-00-00-00-09 26 4/7
10.19.28.11 10.19.8.4 UDP 6004 DNS 00-00-00-00-00-11 28 4/9
10.19.6.2 10.19.26.9 UDP 6009 69 00-10-0b-16-98-00 251 1/1-2
10.19.2.1 10.19.22.8 TCP 6008 Telnet 00-10-0b-16-98-00 251 1/1-2
10.19.27.10 10.19.7.3 TCP 6003 20 00-00-00-00-00-10 27 4/8
10.19.22.8 10.19.2.1 TCP 6001 Telnet 00-00-00-00-00-08 22 4/6
10.19.7.3 10.19.27.10 TCP 6010 FTP 00-10-0b-16-98-00 251 1/1-2
MLS-RP 132.68.9.10:

10.19.85.7 10.19.86.12 TCP 6012 WWW 00-00-00-00-00-07 85 4/5
10.19.86.12 10.19.85.7 TCP 6007 SMTP 00-00-00-00-00-12 86 4/10
MLS-RP 10.20.6.82:

10.19.63.13 10.19.73.14 TCP 6014 Telnet 00-00-00-00-00-13 63 4/11
10.19.73.14 10.19.63.13 TCP 6013 FTP 00-00-00-00-00-14 73 4/12

Console> (enable)
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Inip-flow mode, because a separate ML S entry is created for every ip-flow, details are shown for
every flow.

This example shows how the show mlsentry command output appears in ip-flow mode:

Console> (enable) show mls entry
Destination IP Source IP Port DstPrt SrcPrt Destination Mac Vlan Port

MLS-RP 10.20.6.161:

10.19.26.9 10.19.6.2 UDP 6002 69 00-00-00-00-00-09 26 4/7
10.19.6.2 10.19.26.9 UDP 6009 69 00-10-0b-16-98-00 251 1/1-2
10.19.22.8 10.19.2.1 TCP 6001 Telnet 00-00-00-00-00-08 22 4/6
10.19.2.1 10.19.22.8 TCP 6008 Telnet 00-10-0b-16-98-00 251 1/1-2
10.19.27.10 10.19.7.3 TCP 6003 20 00-00-00-00-00-10 27 4/8
10.19.28.11 10.19.8.4 UDP 6004 DNS 00-00-00-00-00-11 28 4/9
10.19.7.3 10.19.27.10 TCP 6010 FTP 00-10-0b-16-98-00 251 1/1-2
MLS-RP 132.68.9.10:

10.19.86.12 10.19.85.7 TCP 6007 SMTP 00-00-00-00-00-12 86 4/10
10.19.85.7 10.19.86.12 TCP 6012 WWW 00-00-00-00-00-07 85 4/5
MLS-RP 10.20.6.82:

10.19.63.13 10.19.73.14 TCP 6014 Telnet 00-00-00-00-00-13 63 4/11
10.19.73.14 10.19.63.13 TCP 6013 FTP 00-00-00-00-00-14 73 4/12

Console> (enable)

Packet Export Rate

Note Packets are exported only when NDE is enabled.

Export rates for ML S entries depend on the traffic pattern—there is no typical packet rate. The
worst-case packet export rate occurs when all existing ML S entries are purged due to an event such
asaroute change. The ML S entries are exported at aburst rate of 1,213 datagrams of 27 flows each.

Software and Hardware Requirements

MLS requires these software and hardware versions:

42-8

Supervisor engine software—Software release 4.1(1) or later
Cisco 10S router software—IOS release 11.3(2)WA4(4) or later

Catalyst 2926G series switch or a Catalyst 5000 series switch with Supervisor Engine 11,
111 FSX, or 1l FLX module with a NetFlow Feature Card (NFFC) or NFFC 11

Route Switch Module (RSM) or Cisco 7500, 7200, 4500, or 4700 series router

(Optional) Catalyst 5000 series 24-port 10/100BaseT X and 12-port 100BaseFX Backbone Fast
Ethernet switching modules (WS-X5225R and WS-X5201R)—These switching modules have
onboard hardware that optimizes ML S performance (this optimization is also used in the
Catalyst 2926G series switches)
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Default MLS Configuration

Table 42-1 shows the default ML'S configuration.

Table 42-1 Default MLS Configuration

Feature Default Value

Multilayer Switching Enabled

Participating routers None!

MLS aging-time 256 seconds

MLS fast aging-time 0 seconds (no fast aging)

MLS fast aging-time packet threshold 0 packets

Minimum MLS flow mask Varies depeding on router access list configuration

1 If an RSM isinstaled in the switch, the RSM is automatically included as a participating ML S router.

Configuration Guidelines and Restrictions
These sections describe configuration guidelines that apply when configuring MLS:

® Genera Configuration Guidelines on page 42-9

® External Routers on page 42-10

® Access Listson page 42-10

® MLSInteraction with Other Features on page 42-11
® Maximum Transmission Unit Size on page 42-11

® Restrictions on Using IP Router Commands with ML S Enabled on page 42-12

General Configuration Guidelines
Follow these general guidelines when configuring MLS:

® When you enable MLS, the RSM or externally attached router continues to handle al non-1P
protocols while offloading the switching of IP packets to the MLS-SE.

® Do not confuse ML Swith the NetFl ow switching supported by Cisco routers. ML S uses both the
RSM or directly attached external router and the MLS-SE. With MLS, you are not required to
use NetFlow switching on the RSM or directly attached external router; any switching path on
the RSM or directly attached external router will work (process, fast, optimum, and so on).
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External Routers

Follow these guidelines when using an external router:

Access Lists

42-10

We recommend one directly attached external router per switch to ensure that the ML S-SE
caches the appropriate flow information from both sides of the routed flow.

You can use Cisco high-end routers (Cisco 7500, 7200, 4500, and 4700 series) for MLS when
they are externally attached to the switch. You can make the attachment with multiple Ethernet
connections (one per subnet) or by using Fast or Gigabit Ethernet with Inter-Switch Link (1SL)
encapsulation.

You can connect end hosts through any media (Ethernet, Fast Ethernet, ATM, and Fiber
Distributed DataInterface [FDDI]) but the connection between the external router and the switch
must be through standard 10/100 Ethernet interfaces or ISL links.

Access lists affect MLS as follows:

Input access lists—Router interfaces with input access lists cannot participate in MLS. If you
configure an input access list on an interface, no packets destined for that interface are Layer 3
switched, even if the flow is not filtered by the accesslist. Existing flows for that interface are
purged, and no new flows are cached.

Note You can tranglate input accessliststo output access liststo provide the same effect on the
interface.

Output access lists—When an output accesslist is applied to an interface, the ML S cache entries
for that interface are purged. Entries associated with other interfaces are not affected; they follow
their normal aging or purging procedures.

Applying an output access list that uses the log, precedence, tos, or establish options prevents
the interface from participating in MLS.

Access list impact on flow masks—A ccess lists impact the flow mask mode advertised to the
MLS-SE by an MLS-RP. When there is no access list on any MLS-RP interface, the flow mask
mode is destination-ip (the least specific) by default. When thereis a standard accesslist on any
of the MLS-RP interfaces, the mode is source-destination-ip by default. When thereisan
extended accesslist on any of the MLS-RP interfaces, the mode isip-flow (the most specific) by
default. You can specify the minimum flow mask using the set mls flow command.

Reflexive access lists—Router interfaces with reflexive access lists cannot participatein Layer 3
switching.
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MLS Interaction with Other Features
Other Cisco |0S software features affect ML S as follows:

® |Paccounting—Enabling IP accounting on an ML S-enabled interface disables the | P accounting
functions on that interface.

Note To collect statistics for the Layer 3-switched traffic, enable NDE. For information on
configuring NDE, see Chapter 43, “Configuring NetFlow Data Export.”

® Dataencryption—ML Sisdisabled on aninterface when the dataencryption featureis configured
on theinterface.

® Policy route-map—MLS is disabled on an interface when a policy route-map is configured on
the interface.

® TCPintercept—With MLS interfaces enabled, the Transmission Control Protocol (TCP)
intercept feature (enabled in global configuration mode) might not work properly. When you
enable the TCP intercept feature, the following message displays:

Command accepted, interfaces with mls might cause inconsistent behavior.
® Network Address Transglation (NAT)—MLSisdisabled on an interface when NAT is configured
on the interface.

® Committed access rate—ML Sis disabled on an interface when Committed Access Rate (CAR)
is configured on the interface.

Maximum Transmission Unit Size

The maximum transmission unit (MTU) for an ML S interface must be the default Ethernet MTU,
1500 bytes.

To changethe MTU on an ML S-enabled interface, you must first disable ML S on theinterface (enter
theno misrp ip command on the interface). If you attempt to change the MTU with ML S enabled,
the following message displays:

Need to turn off the mls router for this interface first.

If you attempt to enable ML S on an interface that has an MTU val ue other than the default value, the
following message displays:

mls only supports interfaces with default mtu size
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Restrictions on Using IP Router Commands with MLS Enabled

When you enable some | P processes on an interface, you will disable MLS on the interface.
Table 42-2 shows the affected commands.

Table 42-2 IP Router Command Restrictions

Command Behavior

clear ip-route Clearsall MLS cache entries for al switches performing Layer 3
switching for this MLS-RP.

ip routing The no form purges all MLS cache entries and disables MLS on this
MLS-RP.

ip security (al forms of this command) Disables MLS on the interface.

ip tcp compression-connections Disables MLS on the interface.

ip tcp header-compression Disables MLS on the interface.

Configuring MLS on the Router

42-12

These sections describe how to configure one or more routers for ML S. Depending upon your
configuration, you might not have to perform all the steps in the procedure.

® Enabling ML SP on the Router on page 42-13

® Adding an MLS Interface to a VTP Domain on page 42-13

® Assigning aVLAN ID to aRouter Interface on page 42-14

® Enabling MLS on a Router Interface on page 42-14

® Specifying a Router Interface as a Management Interface on page 42-14
® Removing a Router Interface as a Management Interface on page 42-15
® Disabling MLS on a Router Interface on page 42-15

® ClearingaVLAN ID from a Router Interface on page 42-15

® Removing an MLS Interface from a VTP Domain on page 42-16

® Removing an MLS Interface from the Null Domain on page 42-16

® Disabling ML SP on the Router on page 42-17

® Monitoring MLS on the Router on page 42-17

® Using Debug Commands on the ML S Router on page 42-19

Note Theinterface-specific commandsin these sections apply only to Ethernet, Fast Ethernet, and
VLAN interfaces on the Catalyst RSM/VIP2 or directly-attached externa router.

Note For information on configuring VLAN interfaces on the RSM, see Chapter 39, “Configuring
InterVLAN Routing.”

After you perform the stepsin this section to configure the router, see the “ Configuring ML S on the
Switch” section on page 42-19.
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Enabling MLSP on the Router

To use MLS in your network, you must globally enable ML SR, the protocol that runs between the
MLS-SE and the MLS-RP.

To enable ML SP globally on the ML S-RP, perform this task in global configuration mode:

Task Command

Globally enable MLSP on the router. Router(configy#mlsrp ip

This example shows how to enable ML SP on the router:

Router (config)#mls rp ip
Router (config) #

Adding an MLS Interface to a VTP Domain

Note Perform this configuration task only if the switchisina VTP domain.

Determine which router interfaces you will use as ML S interfaces and add those interfaces to the
same V TP domain as the switches. A switch can bein only one VTP domain and you must add the
MLS interfaces to the same domain.

To view the VTP configuration on the switch, including the VTP domain name, enter the show vtp
domain command at the switch Console> prompt.

Caution Perform thistask before you enter any other ML S interface commands on the ML S interface

A (specificaly, themlsrp ip or mlsrp management-interface commands). Entering ML S interface
commands on an interface prior to putting the interface into a VTP domain places the interface in the null
domain. To put the ML Sinterface into adomain other than the null domain, you must clear the ML Sinterface
configuration before you can add it to another VTP domain (for more information, see the “Removing an
MLS Interface from the Null Domain” section on page 42-16).

On ISL interfaces, enter the mls rp vtp-domain command on the primary interface. All
subinterfaces on the primary interface inherit the VTP domain assigned to the primary interface.

To add an ML S interface to a VTP domain, perform this task in interface configuration mode;

Task Command

Add an MLSinterfaceto a VTP domain. Router(config-ifJ#mlsrp vtp-domain [domain_name]

This example shows how to add an MLS interfaceto a VTP domain;

Router (config-if)#mls rp vtp-domain engineering
Router (config-if)#
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Assigning a VLAN ID to a Router Interface

Note Thistask isnot required for RSM VLAN interfaces (virtual interfaces) or | SL-encapsul ated
interfaces.

The MLS interface must have aVLAN ID configured before you can enableit for MLS. Removing
the VLAN ID from an interface disables ML S for the interface.

The assigned interface must be either an Ethernet or Fast Ethernet interface with no subinterfaces.

ToassignaVLAN ID to an ML S interface, perform this task in interface configuration mode;

Task Command

AssignaVLAN ID to an MLS interface. Router(config-if)#mlsrp vian-id [vian_id_num]|

This example shows how to assign aVLAN ID to an ML Sinterface:

Router (config-if)#mls rp vlan-id 23
Router (config-if)#

Enabling MLS on a Router Interface

To enable ML S on a specific router interface, perform thistask in interface configuration mode:

Task Command

Specify arouter interface for MLS. Router(config-if)#mlsrp ip

This example shows how to enable ML S on arouter interface:

Router (config-if)#mls rp ip
Router (config-if)#

Specifying a Router Interface as a Management Interface

42-14

ML SP packets are sent and received through the management interface. You must specify at least
onerouter interface asamanagement interface. If you do not specify amanagement interface, ML SP
packets will not be sent or received.

Every switch participating in ML S must have an active port in at least one VLAN that hasa
corresponding router interface configured as a management interface. If the VLAN to which the
management interface belongs does not span the whole ML'S network, you must configure multiple
management interfaces such that each switch has an active port in aVLAN with a management
interface.

To specify arouter interface as amanagement interface, perform thistask in interface configuration
mode:

Task Command

Specify an interface as the management interface. Router(config-if)#mls rp management-interface
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This example shows how to specify arouter interface as a management interface:

Router (config-if)#mls rp management-interface
Router (config-if)#

Removing a Router Interface as a Management Interface
To remove arouter interface as amanagement interface, perform thistask in interface configuration

mode;
Task Command
Remove an interface as the management interface. Router(config-if)#no mlsrp management-interface

This example shows how to remove arouter interface as a management interface:

Router (config-if)#no mls rp management-interface
Router (config-if)#

Disabling MLS on a Router Interface

To disable MLS on a specific router interface, perform this task in interface configuration mode:

Task Command

Remove arouter interface from MLS. Router(config-if}#fno misrp ip

This example shows how to disable MLS on arouter interface:

Router (config-if)#no mls rp ip
Router (config-if)#

Clearing a VLAN ID from a Router Interface

Note Thistask does not apply for RSM VLAN interfaces (virtual interfaces) or 1SL-encapsul ated
interfaces.

Removing the VLAN ID from an interface disables MLS for the interface.

Toclear aVLAN ID from an MLS interface, perform this task in interface configuration mode:

Task Command

RemoveaVLAN ID from an MLS interface. Router(config-if)#no mlsrp vian-id [vian_id_num]|

This example shows how to clear aVLAN ID from an MLS interface:

Router (config-if)#no mls rp vlan-id 23
Router (config-if)#
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Removing an MLS Interface from a VTP Domain

To remove an interface from one VTP domain and add it to another, perform thistask in interface
configuration mode:

Task Command

Step 1 Remove an interface from aVTP domain if you  Router(config-if)#no misrp vtp-domain
have not already enteredthe misrpip or misrp  [domain_name]
management-inter face commands on the
interface.

Step 2 Add theinterface to anew VTP domain. Router(config-if)#mlsrp vtp-domain [domain_name]

This example shows how to remove an interface from aV TP domain and add it to another VTP
domain if you have not already entered the misrp ip or misrp management-inter face commands
on theinterface:

Router (config-if)#no mls rp vtp-domain engineering
Router (config-if)#mls rp vtp-domain wbu

Removing an MLS Interface from the Null Domain

42-16

If you entered either the misrp ip command or the misrp management-inter face command on the
interface before you assigned the interface to aVV TP domain, the interface will bein the null domain.

To remove an interface from the null domain and add it to another domain, perform thistask in
interface configuration mode:

Task Command

Step 1 Remove an interface from the null domain. Router(config-ify#nomisrp ip
Router(config-if)#no misrp management-interface

Router(config-if)#no misrp vtp-domain
[domain_name]

Step 2 Add the interface to anew VTP domain. Router(config-if)#mlsrp vtp-domain [domain_name]

This example shows how to remove an interface from the null domain and add it to another VTP
domain:

Router (config-if)#no mls rp ip

Router (config-if)#no mls rp management-interface
Router (config-if)#no mls rp vtp-domain engineering
Router (config-if)#mls rp vtp-domain wbu

Router (config-if)#
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Disabling MLSP on the Router

To disable ML SP on the router, perform this task in global configuration mode:

Task Command

Globally disable MLSP on the router. Router(config)#nomisrp ip

This example shows how to disable ML SP on the router:

Router (config)#no mls rp ip
Router (config)#

Monitoring MLS on the Router

The show misrp command displays ML S details, including specific information about MLSP. The
output of the show mlsrp command includes:

® MLS status (enabled or disabled) for switch interfaces and subinterfaces

® Flow mask used by this device when creating Layer 3-switching entries for the router
® Current settings for the keepalive timer, retry timer, and retry count

® MLSP-ID used in MLSP messages

® Listof interfacesin all VTP domainsthat are enabled for MLS

To display detailed ML S information on the router, perform one of these tasks:

Task Command
e Show MLSdetails for al interfaces. show misrp [interface]
» Show MLSiinterfaces for a specific VTP domain. show mlsrp vtp-domain [domain_name]

This example shows how to display details about ML S on the router:

Router# show mls rp

multilayer switching is globally enabled
mls id is 00e0.fefc.6000

mls ip address 10.20.26.64

mls flow mask is ip-flow

vlan domain name: WBU
current flow mask: ip-flow
current sequence number: 80709115
current/maximum retry count: 0/10
current domain state: no-change
current/next global purge: false/false
current/next purge count: 0/0
domain uptime: 13:03:19
keepalive timer expires in 9 seconds
retry timer not running
change timer not running
fcp subblock count = 7

1 management interface(s) currently defined:
vlan 1 on Vlanl

7 mac-vlan(s) configured for multi-layer switching:
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mac 00e0.fefc.6000
vlan id(s)
1 10 91 92 93 95 100

router currently aware of following 1 switch(es) :
switch id 0010.1192.b5ff

Router#

This example shows how to display ML S information about a specific interface (in this case,
interface vian 10)

Router# show mls rp interface vlan 10
mls active on Vl1anl0, domain WBU
Router#

This example shows how to show detailed information about ML S interfaces in a specific VTP
domain:

Router# show mls rp vtp-domain WBU

vlan domain name: WBU
current flow mask: ip-flow
current sequence number: 80709115
current/maximum retry count: 0/10
current domain state: no-change
current/next global purge: false/false
current/next purge count: 0/0
domain uptime: 13:07:36
keepalive timer expires in 8 seconds
retry timer not running
change timer not running
fcp subblock count = 7

1 management interface(s) currently defined:
vlan 1 on Vlanl

7 mac-vlan(s) configured for multi-layer switching:
mac 00e0.fefc.6000
vlan id(s)

1 10 91 92 93 95 100

router currently aware of following 1 switch(es):
switch id 0010.1192.b5ff

Router#
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Using Debug Commands on the MLS Router

Table 42-3 describes ML S-related debug commands that you can use to troubleshoot ML S problems
on the router.

Note To turn off any of the debug commandslisted in Table 42-3, use the no form of the command.

Table 42-3 MLS Debug Commands

Command Description

debug misrp events  Displays arun-time sequence of events for the ML SP.

debug misrp packets Displays packet contents (in verbose and hexadecimal formats) for ML SP messages.

debug misrp error Displays error messages related to MLS.

debugmisrpip Turns on |P-related events for MLS, including route purging and changes of access lists and
flow masks.

debug misrp locator  Identifies which switch is switching a particular flow by using MLS explorer packets.

debug misrp all Turnson all MLS debugging events.

Configuring MLS on the Switch

MLS isenabled by default on Catalyst 5000 and 2926G series switches. If the MLS-RPisan RSM
installed inthe Catalyst 5000 series switch chassis, you do not need to configurethe switch. You only
need to configure the switch in these circumstances:

® You have an externa router asthe MLS-RP (thisis always the case with the Catalyst 2926G
series switches)

® You want to change the MLS aging time

® You want to enable NDE

These sections describe how to configure ML S on the switch:

® Enabling MLS on the Switch on page 42-20

® Specifying Routersto Participate in ML S on page 42-20

® Specifying MLS Aging-Time Value on page 42-21

® Specifying MLS Fast Aging Time and Packet Threshold Values on page 42-22
® Setting the Minimum MLS Flow Mask on page 42-22

® Removing Routers from Participation in ML S on page 42-23
® Disabling MLS on the Switch on page 42-23

® Displaying CAM Entries on the Switch on page 42-24

® Displaying MLS Information on page 42-24

® Displaying MLS Cache Entries on page 42-25

® Clearing MLS Cache Entries on page 42-28
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® Displaying MLS Statistics on page 42-28
® Clearing MLS Statistics on page 42-30
® Displaying ML S Debug Information on page 42-30

Note For information on configuring VLANS on the switch, refer to Chapter 10, “Configuring
VLANS"

Enabling MLS on the Switch

When you enable MLS on the switch, the switch (ML S-SE) startsto process ML SP messages from
the MLS-RPs and starts Layer 3 switching. MLSis enabled by default on the ML S-SE.

To enable ML S on the switch, perform this task in privileged mode:

Task Command
Step 1 Enable MLS on the switch. set mlsenable
Step 2 Verify that MLSis enabled. show mls[noalias]

This example shows how to enable ML S on the switch and verify the configuration:

Console> (enable) set mls enable
Multilayer switching is enabled
Console> (enable)

Specifying Routers to Participate in MLS

42-20

If the MLS-RP isan external router, you must specify the IP address of the ML S-RP to participate
in MLS. The MLS-SE does not process ML SP messages from external routers that have not been
included as MLS-RPs.

If an RSM isinstalled in the switch, it participatesin ML S automatically and isincluded in the
inclusion list (provided the RSM is running the correct Cisco 10S software version). If you
physically remove the RSM or disable MLS on the RSM, the RSM is removed from the inclusion
list.

Onthe Catalyst 2926G series switches, you must specify at |east one external router to participatein
MLS.

Note Before specifying arouter to participatein MLS, enter the show mlsrp command on the
router to identify the MLS-RP I P address. Use the displayed address when you enter the set mls
includeip_addr command on the switch.

To specify arouter to participatein MLS, perform thistask in privileged mode:

Task Command

Step 1  On the switch, specify the IP address of the set misinclude[ip_addr]
MLS-RPto participatein MLS.

Step 2 Verify the configuration. show misinclude
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Note You can specify the IP addresses of multiple ML S-RPs on the same command line. Up to
16 ML S-RPs can be selected to participate in MLS.

This example shows how to identify the MLS-RP I P address on the router, how to specify the
MLS-RP to participate in MLS, and how to verify the configuration:

Console> (enable) set mls include 170.170.2.1
Multilayer switching is enabled for router 170.170.2.1
Console> (enable) show mls include

Included MLS-RP

170.67.2.13
170.67.2.12
Console> (enable)

Specifying MLS Aging-Time Value
The MLS aging time appliesto all MLS cache entries. Any MLS entry that has not been used for
agingtime secondsis aged out. The default is 256 seconds.

You can configure the aging time in the range of 8 to 2032 seconds in 8-second increments. Any
aging-time value that is not a multiple of 8 secondsis adjusted to the closest one. For example, a
value of 65 is adjusted to 64 and avalue of 127 is adjusted to 128.

Other events might cause ML S entriesto be purged, such asrouting changes or achangeinlink state
(MLS-SE link down).

Note Werecommend that you keep the number of ML S entriesin the ML S cache below 32K. If the
number of ML S entriesis more than 32K, some flows (less than 1 percent) are sent to the router. To
help keep the size of the ML S cache down, enable ML S fast aging, as described in the “ Specifying
MLS Fast Aging Time and Packet Threshold Values” section on page 42-22.

To specify the ML S aging time, perform this task in privileged mode:

Task Command

Specify the MLS aging time for an ML S cache entry. set mls agingtime [agingtime]

This example shows how to set the MLS aging time:

Console> (enable) set mls agingtime 512
Multilayer switching aging time set to 512
Console> (enable)
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Specifying MLS Fast Aging Time and Packet Threshold Values

To help keep the ML S cache size below 32K, enable ML S fast aging time. The ML Sfast aging time
appliesto ML S entries that have no more than pkt_threshold packets switched within fastagingtime
seconds after it is created. A typical cache entry that is removed is the entry for flowsto and from a
Domain Name Server (DNS) or TFTP server; the entry might never be used again after it is created.
Detecting and aging out these entries saves space in the MLS cache for other data traffic.

The default fastagingtime valueis 0 (no fast aging). You can configure the fastagingtime valueto 32,
64, 96, or 128 seconds. Any fastagingtime valuethat is not configured exactly astheindicated values
is adjusted to the closest one. You can configure the pkt_threshold valueto 0, 1, 3, 7, 15, 31, or

63 packets.

If you need to enable ML S fast aging time, initially set the value to 128 seconds. If the size of the
MLS cache continues to grow over 32K, decrease the setting until the cache size stays below 32K.
If the cache continues to grow over 32K, decrease the normal ML S aging time.

Typical values for fastagingtime and pkt_threshold are 32 seconds and 0 packets (no packets
switched within 32 seconds after the entry is created).

To specify the ML S fast aging time and packet threshold, perform thistask in privileged mode:

Task Command

Specify the ML S fast aging time and packet threshold for ~ set mis agingtime fast [fastagingtime] [pkt_threshold]
an MLS cache entry.

This example shows how to set the ML S fast aging time to 32 seconds with a packet threshold of
0 packets:

Console> (enable) set mls agingtime fast 32 0

Multilayer switching fast aging time set to 32 seconds for entries with no more than 0
packets switched.

Console> (enable)

Setting the Minimum MLS Flow Mask

You can set the minimum granularity of the flow mask for the MLS cache on the MLS-SE. The
actual flow mask used will be at least of the granularity specified by this command. For information
on how the different flow masks work, see the “Flow Masks’ section on page 42-6.

For example, if you do not configure access lists on any ML S-RP, then the ML S flow mask on the
MLS-SE is destination-ip by default. However, you can force the ML S-SE to use the
source-destination-ip flow mask by setting the minimum MLS flow mask using the set mls flow
destination-sour ce command. If an extended access list is configured on ML S-RP, then the flow
mask is changed to ip-flow, which isamore granular flow mask than the configured
source-destination-ip flow mask.

Caution Thiscommand purges all existing shortcuts in the MLS cache and affects the number of active
A shortcuts on the ML S-SE. Exercise care when using this command.

To specify the minimum MLS flow mask, perform this task in privileged mode:

Task Command

Specify the minimum MLS flow mask. set misflow {destination | destination-source | full}
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This example shows how to set the minimum MLS flow mask to destination-source-ip:

Console> (enable) set mls flow destination-source
Configured flow mask is set to destination-source flow.
Console> (enable)

Removing Routers from Participation in MLS

To remove arouter from the list of routers participating in MLS, perform thistask in privileged

mode:
Task Command
Remove an MLS-RP from participation in MLS. clear misinclude[ip_addr] [all]

Note You cannot remove a RSM installed in the switch from theinclusion list using the clear mis
include command. To remove an RSM from the inclusion list, disable MLS on the RSM or
physically remove it from the switch.

This example shows how to remove arouter from the MLS inclusion list on the switch:

Console> (enable) clear mls include stargate
Multilayer switching is disabled for router 170.20.15.1 (Stargate)
Console> (enable)

Disabling MLS on the Switch

When you disable MLS on the switch, the ML S-SE does not process any ML SP messages from any
MLS-RPs, and all existing MLS cache entries are purged.

Note If NDE isenabled and you disable MLS, you lose the statistics for existing cache
entries—they are not exported.

To disable MLS on the switch, perform this task in privileged mode:

Task Command
Step 1 Disable MLS on the switch. set mlsdisable
Step 2 Verify that MLSis disabled. show mls

This example shows how to disable MLS on the switch:

Console> (enable) set mls disable
Multilayer switching is disabled
Console> (enable)
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Displaying CAM Entries on the Switch

The show cam command displays the content-addressable memory (CAM) entries associated with
aspecific MAC address. If the MAC addressbelongsto an MLS-RP, an“R” isappended to the MAC
address.

If you specify a VLAN number, only those CAM entries corresponding to that VLAN number are
displayed. If aVLAN is not specified, entriesfor all VLANS are displayed.

The show cam mlsrp command displays entries in the forwarding table for the specified MLS-RP.
To display CAM entries on the switch, perform one of these tasks:

Task Command
» Show CAM entriesby MAC address. show cam [mac_addr] [vian]
» Show CAM entriesfor arouter. show cam mlsrp [ip_addr] [vian]

This example shows how to display the CAM entries on the switch:

Console> (enable) show cam 00-10-29-8a-4c-00
* = Static Entry. + = Permanent Entry. # = System Entry. R = Router Entry.

VLAN Dest MAC/Route Des Destination Ports or VCs / [Protocol Typel

10 00-10-29-8a-4c-00R 9/1 IpP
51 00-10-29-8a-4c-00R 9/1 Ip
52 00-10-29-8a-4c-00R 9/1 Ip
53 00-10-29-8a-4c-00# 9/1 IpP
54 00-10-29-8a-4c-00# 9/1 Ip

Total Matching CAM Entries Displayed = 5
Console> (enable)

This example shows how to display CAM entries for the specified MLS-RP:

Console> (enable) show cam mlsrp 51.0.0.3

VLAN Destination MAC Destination Ports or VCs Xtag Status
52 00-10-29-8a-4c-00R 9/1 5 H
51 00-10-29-8a-4c-00R 9/1 5 H
10 00-10-29-8a-4c-00R 9/1 5 H

Total Matching CAM Entries Displayed = 3
Console> (enable)

Displaying MLS Information

The show mls command displays ML S information and ML S-RP-specific information. The show
misrp command displays ML S-RP-specific information for the specified MLS-RP.

To display ML S information on the switch, perform one of these tasks:

Task Command

« Show general MLS information and router-specific show mis[noalias]
information for al MLS-RPs.

» Show router-specific information for a specified show misrp [ip_addr] [nodias]
MLS-RP.
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This example shows how to display ML S information on the switch:

Console> (enable) show mls
Multilayer switching enabled
Multilayer switching aging time =

Destination-ip flow
Total packets switched =
Active entries = 2153
Netflow data export enabled

101892

256 seconds
Multilayer switching fast aging time

= 0 seconds,

packet threshold =1

Netflow data export configured for port 8010 on host 10.0.2.15

Total packets exported = 20

MLS-RP IP MLS-RP ID Xtag
172.20.25.2 0000808cecel 2
172.20.27.1 0000808c1l214 3
Console> (enable)

MLS-RP MAC-Vlans

00-00-80-8c-ec-e0
00-00-80-8c-ec-el
00-00-80-8c-ec-e2
00-00-80-8c-ec-e3
00-00-80-8c-ec-e4

00-00-80-8c-12-14
00-00-80-8c-12-15
00-00-80-8c-12-16

This example shows how to display ML S information for a specific MLS-RP:

MLS-RP MAC-Vlans

00-00-80-8c-ec-e0
00-00-80-8c-ec-el
00-00-80-8c-ec-e2
00-00-80-8c-ec-e3
00-00-80-8c-ec-e4

Console> (enable) show mls rp 172.20.25.2
MLS-RP IP MLS-RP ID Xtag
172.20.25.2 0000808cecel 2

Console> (enable)

Displaying MLS Cache Entries

Note For adescription of how the flow mask mode affects the screen displays when showing MLS
entries, see the “Flow Mask Mode and show mls entry Command Output” section on page 42-6.

These sections describe how to display ML S cache entries on the switch:

Displaying All MLS Entries on page 42-26

Displaying MLS Entries for a Specific Destination Address on page 42-26

Displaying Entries for a Specific Source Address on page 42-26

Displaying Entries for a Specific P Flow on page 42-27

Displaying Entries for a Specific MLS-RP on page 42-27
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Displaying All MLS Entries
To display al MLS entries on the switch, perform this task in privileged mode:

Task Command

Show al MLS entries. show misentry

This example shows how to display all MLS entries on the switch:

Console> (enable) show mls entry
Last Used Last Used
Destination IP Source IP Port DstPrt SrcPrt Destination Mac Vlan Port

MLS-RP 10.20.6.161:

10.19.6.2 10.19.26.9 UDP 6009 69 00-10-0b-16-98-00 250 1/1-2
10.19.26.9 10.19.6.2 UDP 6002 69 00-00-00-00-00-09 26 4/7
MLS-RP 132.68.9.10:

10.19.86.12 10.19.85.7 TCP 6007 SMTP 00-00-00-00-00-12 86 4/10
10.19.85.7 10.19.86.12 TCP 6012 WWW 00-00-00-00-00-07 85 4/5
MLS-RP 10.20.6.82:

10.19.63.13 10.19.73.14 TCP 6014 Telnet 00-00-00-00-00-13 63 4/11
10.19.73.14 10.19.63.13 TCP 6013 FTP 00-00-00-00-00-14 73 4/12

Console> (enable)

Displaying MLS Entries for a Specific Destination Address
To display ML S entries for a specific destination | P address, perform thistask in privileged mode:

Task Command
Show MLS entries for the specified destination 1P show misentry destination [ip_addr]
address.

This example shows how to display MLS entries for a specific destination | P address:

Console> (enable) show mls entry destination 172.20.22.14/24
Destination IP Source IP Port DstPrt SrcPrt Destination Mac Vlan
Port

MLS-RP 172.20.25.1:

172.20.22.14 172.20.25.10 TCP 6001 Telnet 00-60-70-6c-fc-22 4
MLS-RP 172.20.27.1:
172.20.22.16 172.20.27.139 TCP 6008 Telnet 00-60-70-6c-fc-24 4

Console> (enable)

Displaying Entries for a Specific Source Address
To display MLS entries for a specific source | P address, perform this task in privileged mode:

Task Command

Show MLS entries for the specified source | P address. show misentry source [ip_addr]
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This example shows how to display ML S entries for a specific source IP address:

Console> (enable) show mls entry source 10.0.2.15
Destination IP Source IP Port DstPrt SrcPrt Destination Mac Vlan Port

MLS-RP 51.0.0.3:
51.0.0.2 10.0.2.15 TCP Telnet 37819 00-e0-4f-15-49-ff 51 1/9
51.0.0.2 10.0.2.15 ICMP 00-e0-4f-15-49-ff 51 1/9
Console> (enable)

Displaying Entries for a Specific IP Flow

The show misentry flow command displays MLS entries for a specific | P flow. The protocol
argument can betcp, udp, icmp, or adecimal number for other protocol families. The src_port and
dst_port arguments specify the protocol portsif the protocol is TCP or User Datagram Protocol
(UDP). A value of zero (0) for src_port and dst_port or protocol istreated as awildcard and all
entries are displayed (unspecified options are treated as wildcards). If the protocol selected is not
TCP or UDP, set the src_port and dst_prt to O or no flows will be displayed.

Todisplay MLSentriesfor aspecific | P flow (when the switch flow mask modeisip-flow), perform
thistask in privileged mode:

Task Command

Show entries for aspecific IP flow (when the switch flow  show misentry flow [protocol src_port dst_port]
mask mode isip-flow).

This example shows how to display MLS entries for a specific IP flow:

Console> (enable) show mls entry flow tcp 23 37819
Destination IP Source IP Port DstPrt SrcPrt Destination Mac Vlan Port

MLS-RP 51.0.0.3:
10.0.2.15 51.0.0.2 TCP 37819 Telnet 08-00-20-7a-07-75 10 3/1
Console> (enable)

Displaying Entries for a Specific MLS-RP
To display MLS entries for a specific MLS-RP, perform this task in privileged mode:

Task Command

Show MLS entries for the specified MLS-RP. show misentry rp ip_addr

This example shows how to display ML S entries for a specific MLS-RP:

Console> (enable) show mls entry rp 172.20.27.1

Destination IP Source IP Port DstPrt SrcPrt Destination Mac Vlan Port
MLS-RP 172.20.27.1:

172.20.22.16 172.20.27.139 TCP DNS DNS 00-60-70-6c-fc-24 4 2/3
172.20.21.17 172.20.27.138 TCP 7001 7003 00-60-70-6c-fc-25 3 2/4
Console> (enable)
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Clearing MLS Cache Entries

The clear mlsentry command removes specific ML S cache entries on the switch. The all keyword
clearsall MLS entries. The destination and sour ce keywords specify the source and destination |P
addresses. The destination and source ip_addr_spec can be afull IP address or a subnet addressin
the format ip_subnet_addr, ip_addr/subnet_mask, or ip_addr/subnet_mask_hits.

The flow keyword specifies the following additional flow information:

® Protocol family (protocol)—Specify tcp, udp, icmp, or adecima number for other protocol
families. A value of zero (0) for protocol istreated as awildcard and entries for all protocols are
cleared (unspecified options are treated as wildcards).

® TCP or UDP source and destination port numbers (src_port and dst_port)—If the protocol you
specify is TCP or UDP, specify the source and destination TCP or UDP port numbers. A value
of zero (0) for src_port or dst_port istreated as a wildcard, and entries for all source or
destination ports are cleared (unspecified options are treated as wildcards). For other protocols,
set the src_port and dst_port to 0, or no entries will be cleared.

To clear an MLS entry, perform this task in privileged mode:

Task Command

Clear an MLS entry on the switch. clear misentry destination [ip_addr_spec] source
[ip_addr_spec] flow [protocol src_port dst_port] [all]

This example shows how to clear ML S entries with destination |P address 172.20.26.22:

Console> (enable) clear mls entry destination 172.20.26.22
Console> (enable)

This example shows how to clear ML S entries with destination IP address 172.20.22.113, TCP
source port 520, and TCP destination port 320:

Console> (enable) clear mls entry destination 172.20.26.22 source 172.20.22.113 flow
tcp 520 320
Console> (enable)

Displaying MLS Statistics

These sections describe how to display avariety of MLS statistics:
® Displaying MLS Statistics by Protocol on page 42-28

® Displaying Statistics for MLS-RPs on page 42-29

® Displaying Statistics for MLS Cache Entries on page 42-29

Displaying MLS Statistics by Protocol

42-28

The show mls statistics protocol command displays ML S statistics by protocol (such as Telnet,
FTP, and WWW). The protocol keyword functions only if the flow mask mode isip-flow. Use the
show mls command to see the current flow mask.

To display MLS statistics by protocol, perform this task in privileged mode:

Task Command
Show MLS statistics by protocol (only if MLSisin show mls statistics protocol
ip-flow mode).
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This example shows how to display ML S statistics by protocol:

Console> (enable) show mls statistics protocol

Protocol TotalFlows TotalPackets Total Bytes
Telnet 900 630 4298

FTP 688 2190 3105

WWW 389 42679 623686

SMTP 802 4966 92873

X 142 2487 36870

DNS 1580 52 1046

Others 82 1 73

Total 6583 53005 801951

Console> (enable)

Displaying Statistics for MLS-RPs

The show misstatisticsrp command displays ML S statistics for MLS-RPs. If you do not specify a
particular MLS-RP, statistics for all MLS-RPs are displayed.

To display MLS statistics for MLS-RPs, perform this task in privileged mode:

Task Command

Show MLS statistics for MLS-RPs. If a particular show mis statisticsrp [ip_addr] [noalias]
MLS-RPisnot specified, statistics for al MLS-RPs are

shown.

This example shows how to display MLS statistics for all MLS-RPs:

Console> (enable) show mls statistics rp
Total packets switched = 212540292
Active shortcuts = 2000

Total packets exported= 1889

Total switched
MLS-RP IP MLS-RP ID packets bytes

10.20.26.64 00e0fefc6000 7877192 803473584
Console> (enable)

Displaying Statistics for MLS Cache Entries

Theshow misstatisticsentry command displays ML S statisticsfor ML S cache entries. Specify the
destination | P address, source | P address, protocol, and source and destination ports to see specific
MLS cache entries.

A value of zero (0) for src_port or dst_port istreated as awildcard, and all statistics are displayed
(unspecified options are treated as wildcards). If the protocol specified isnot TCP or UDP, set the
src_port and dst_prt to O or no statistics will be displayed.

To display statistics for MLS cache entries, perform this task in privileged mode:

Task Command

Show statistics for MLS cache entries. If aspecific MLS  show mis statisticsentry [destination ip_addr_spec]
cache entry is not specified, all statistics are shown. [sourceip_addr_spec] [flow protocol src_port dst_port]
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This example shows how to display statistics for a particular MLS cache entry:

Console> (enable) show mls statistics entry destination 92.1.0.219
Destination IP Source IP Port DstPrt SrcPrt Stat-Pkts Stat-Bytes
MLS-RP 10.20.26.64:

92.1.0.219 10.1.0.219 ICMP - - 511 52122
Console> (enable)

Clearing MLS Statistics

The clear mls statistics command clears the following statistics on the switch:
® Total packets switched

® Total packets exported (for NDE)

To clear MLS statistics on the switch, perform this task in privileged mode:

Task Command

Clear MLS statistics on the switch. clear mls statistics

This example shows how to clear ML S statistics on the switch:

Console> (enable) clear mls statistics

Displaying MLS Debug Information

The show mlsdebug command displays ML S debug information that you can send to your technical
support representative for analysisif necessary.

To display ML S debug information on the switch, perform this task:

Task Command

Display ML S debug information that you can send to show mlis debug
your technical support representative.

MLS Implementation Examples

42-30

These sections provide examples that show the interaction between switches and routers necessary
to perform MLS. All examples assume Host A and Host B are on different VLANS.

® Basic MLS Implementation on page 42-31

® Packets Traversing a Single Router between Two Hosts on page 42-33

® Destination Host Connected to a Switch Through a Router on page 42-34

® Source Host Connected to a Switch Through a Router on page 42-34

® Source and Destination Hosts Connected to a Switch Through Different Routers on page 42-35
® Source Host Connected to a Switch Through an FDDI Ring on page 42-36

® Source Host Connected to a Switch Through an ATM Cloud on page 42-36

® Unsupported Topologies on page 42-37
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Note The MLS-RPsin theillustrations represent either an RSM or an externally attached Cisco
router.

Basic MLS Implementation
This section provides a step-by-step description of ML S implementation.

Step 1  The MLSPinformsthe switch of the MLS-RP MAC addresses used on different VLANS
and the ML S-RP's routing and access-list changes. Through this protocol, the MLS-RP
multicastsitsMAC and VLAN information to all MLS-SEs. When the ML S-SE hearsthe
ML SP hello message indicating an ML Sinitialization, the ML S-SE is programmed with
the MLS-RP MAC address and its associated VLAN number (see Figure 42-2).

Figure 42-2 MLS Implementation: Step 1

MLS-RP multicasts its ... all MLS-SEs
MAC addresses and program the NFFC
VLAN number to all MLS RP with the MSLP hello
MLS-SEs... message information
(MLS-SE) g

Step 2 InFigure 42-3, Host A and Host B arelocated on different VLANS. Host A initiatesadata
transfer to Host B. When Host A sends the first packet to the MLS-RP, the
ML S-SE recognizes this packet as a candidate packet for Layer 3 switching because the
ML S-SE haslearned the ML S-RP sdestination MAC addressand VLAN through ML SP.
The MLS-SE learnsthe Layer 3 flow information (such as the destination address, source
address, and protocol port numbers), and forwards the first packet to the MLS-RP. A
partial MLS entry for this Layer 3 flow is created in the ML S cache.

The MLS-RP receivesthe packet, looks at its route table to determine how to forward the
packet, and applies services such as access control listsand class of service (COS) policy.

TheMLS-RPrewritesthe MAC header adding anew destination MAC address (Host B'S)
and its own MAC address as the source.
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Figure 42-3 MLS Implementation: Step 2

Because the Catalyst switch has learned

the MAC and VLAN information of the MLS-RP,
the switch starts the MLS process for the Layer 3
flow contained in this packet, the candidate packet

MLS-RP
=l
Candidate packet
(MLS-SE)
]
4 4 é‘
Host A Host B S

Step 3  The MLS-RP routes the packet to the destination host. When the switch receives the
packet, the ML S-SE recogni zesthat the source MAC address belongsto the ML S-RP, and
that the flow information for the packet matches the flow for which the candidate entry
was created. The ML S-SE considers this packet an enabler packet and completes the
MLS entry in the MLS cache (see Figure 42-4).

Figure 42-4 MLS Implementation: Step 3

The MLS-RP routes this packet to Host B. Because the
MLS-SE has learned both this MLS-RP and the Layer 3
flow in this packet, it completes the MLS entry in the
MLS cache. The first routed packet is called the
enabler packet

MLS-RP

Enab
(MLS-SE)
y

ler packet

7 4

Host A Host B

12002

Step 4  After the MLS entry has been completed, all Layer 3 packets in the same flow from the

source host to the destination host are Layer 3 switched directly by the switch, bypassing
the router (see Figure 42-5).

Note MLSisunidirectional. A separate Layer 3-switched path is created for traffic from
Host B to Host A.
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After the Layer 3-switched path is established, the ML S-SE rewrites the packet from the
source host before it is forwarded to the destination host. The rewritten information
includes the MAC addresses, encapsul ations (when applicable), and some Layer 3
information.

The resultant packet format and protocol behavior isidentical to that of a packet routed
by the RSM or external Cisco router.

Note For more information on the packet rewrite process, see the “Layer 3-Switched
Packet Rewrite” section on page 42-3.

Figure 42-5 MLS Implementation: Step 4

With the MLS entry from Host A to B established, the
Layer 3 traffic for this flow is switched directly inside
the Catalyst switch without going to the router

I:l’\ (MLS-SE) ill

12003

Layer 3-switched packets

Packets Traversing a Single Router between Two Hosts

In Figure 42-6, the path from Host A to Host B isthrough asingle router. After the ML S cache entry
is created for this flow, packets from Host A to Host B are Layer 3 switched directly by the switch,

bypassing the router.
Figure 42-6 Packets Traversing a Single Router Between Two Hosts
MLS-RP
y
Candidate ’ Enabler
packet packet MLS'R;
xd A
(MLS-SE) @-
y_ /| | _| I'4 1 N
[ [ ] VLS-SE
, ’s Fe  oSE)

Host A Host B Host A

12004

Layer 3-switched packets
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Destination Host Connected to a Switch Through a Router

In Figure 42-7, the path from Host A to Host B isthrough two routers. Router R-2 islocated between
the switch and the destination host (Host B). After the MLS cache entry is created for this flow,
packets from Host A to Host B are Layer 3 switched directly by the switch. However, Router R-2
still routes the packets.

Figure 42-7 Destination Host Connected to a Switch Through a Router

MLS-RP (R 1)
Candidate

Enabler
packet I\ packet

(MLS-SE)

Host A

MLS-RP (R 1)

L

(MLS-SE)

l
Host A

Layer 3-switched packets

Source Host Connected to a Switch Through a Router

In Figure 42-8, the path from Host A to Host B isthrough two routers. Router R-2 islocated between
the source host (Host A) and the switch. After the MLS cache entry is created for this flow, packets
from Host A to Host B are routed by Router R-2 and then Layer 3 switched directly by the switch to
the destination host.
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Figure 42-8 Source Host Connected to a Switch Through a Router
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Source and Destination Hosts Connected to a Switch Through Different Routers

In Figure 42-9, the path from Host A to Host B is through three routers. Router R-2 is located
between the source host (Host A) and the switch. Router R-3 islocated between the switch and the
destination host (Host B). After the MLS cache entry is created for this flow, packets from Host A
to Host B are routed by Router R-2, Layer 3 switched directly by the switch to Router R-3, and then
routed by Router R-3 to the destination host.

Figure 42-9 Source and Destination Hosts Connected to a Switch Through Different
Routers
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Source Host Connected to a Switch Through an FDDI Ring

In Figure 42-10, the path from Host A to Host B isthrough a FDDI ring and one router. After the
MLS cache entry is created for this flow, packets from Host A to Host B are received on a FDDI
VLAN by the switch, translated to an Ethernet VLAN, and then Layer 3 switched directly by the
switch to the destination host.

Figure 42-10  Source Host Connected to Switch Through FDDI Ring
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Source Host Connected to a Switch Through an ATM Cloud

In Figure 42-11, the path from Host A to Host B isthrough an ATM cloud and one router. After the
MLS cache entry is created for this flow, packetsfrom Host A to Host B are received as cells on the
ATM LAN Emulation (LANE) module, trandated to Ethernet frames, and then Layer 3 switched
directly by the switch to the destination host.

Figure 42-11  Source Host Connected to Switch Through ATM Cloud
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Unsupported Topologies

In Figure 42-12, the routed path from Host A to Host B traverses Switch S-1, Routers R-1 and R-2,
and Switch S-2. Layer 3 switching is not possible because the candidate packet creates an entry in
the MLS cache on Switch S-1, but the enabler packet is forwarded to Router R-2 rather than to
Switch S-1. The entry created in the MLS cache for the candidate packet times out because no
enabler packet returns to the switch. In thistopology, Routers R-1 and R-2 forward all packets
between Hosts A and Host B.

Figure 42-12  Unsupported Topologies (Example 1)
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In Figure 42-13, Layer 3 switching isnot possible because ML SPisnot supported over FDDI, ATM,
and Token Ring media.

Figure 42-13  Unsupported Topologies (Example 2)
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MLS Configuration Examples

These sections show different example MLS configurations. In these examples, VLAN interfaces 1
and 3 arein the VTP domain Engineering. The management interface is configured onthe VLAN 1
interface. Only information relevant to ML S is shown in these configurations.

® Router Configuration with No Access Lists on page 42-38
® Router Configuration with Standard Access List on page 42-39
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® Router Configuration with Extended Access List on page 42-39
® Switch Configuration on page 42-40

Router Configuration with No Access Lists

In this example configuration, no access lists are configured on the RSM VLAN interfaces.
Therefore, the flow mask mode is destination-ip.

Router# write terminal
Building configuration...

Current configuration:

mls rp ip

interface Vlanl

ip address 172.20.26.56 255.255.255.0
mls rp vtp-domain Engineering

mls rp management-interface

mls rp ip

interface Vlan2
ip address 128.6.2.73 255.255.255.0

interface Vlan3

ip address 128.6.3.73 255.255.255.0
mls rp vtp-domain Engineering

mls rp ip

end
Router#
Router# show mls rp
multilayer switching is globally enabled
mls id is 0006.7c71.8600
mls ip address 172.20.26.56
mls flow mask is destination-ip

number of domains configured for mls 1
vlan domain name: Engineering
current flow mask: destination-ip
current sequence number: 82078006
current/maximum retry count: 0/10
current domain state: no-change
current/next global purge: false/false
current/next purge count: 0/0
domain uptime: 02:54:21
keepalive timer expires in 11 seconds
retry timer not running
change timer not running

1 management interface(s) currently defined:
vlan 1 on Vlanl

2 mac-vlan(s) configured for multi-layer switching:
mac 0006.7c71.8600

vlan id(s)
1 3
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router currently aware of following 1 switch(es):

switch id 00e0.fe4a.aeff
Router#

Router Configuration with Standard Access List

In this example configuration, a standard access|list is configured on the RSM VLAN 3 interface.

Therefore, the flow mask mode is source-destination-ip.

interface Vlan3

ip address 128.6.3.73 255.255.255.0
ip access-group 2 out

mls rp vtp-domain Engineering

mls rp ip

Router# show mls rp

multilayer switching is globally enabled
mls id is 0006.7c71.8600

mls ip address 172.20.26.56

mls flow mask is source-destination-ip

number of domains configured for mls 1
vlan domain name: Engineering
current flow mask: source-destination-ip
current sequence number: 82078007
current/maximum retry count: 0/10
current domain state: no-change
current/next global purge: false/false
current/next purge count: 0/0
domain uptime: 02:57:31
keepalive timer expires in 4 seconds
retry timer not running
change timer not running

1 management interface(s) currently defined:
vlan 1 on Vlanl

2 mac-vlan(s) configured for multi-layer switching:

mac 0006.7c71.8600
vlan id(s)
1 3

router currently aware of following 1 switch(es):

switch id 00e0.fed4a.aeff

Router#

Router Configuration with Extended Access List

In this example configuration, an extended accesslist is configured on the RSM VLAN 3 interface.

Therefore, the flow mask mode isip-flow.

interface Vlan3

ip address 128.6.3.73 255.255.255.0
ip access-group 101 out

mls rp vtp-domain Engineering

mls rp ip
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Router# show mls rp

multilayer switching is globally enabled
mls id is 0006.7c71.8600

mls ip address 172.20.26.56

mls flow mask is ip-flow

number of domains configured for mls 1
vlan domain name: Engineering
current flow mask: ip-flow
current sequence number: 82078009
current/maximum retry count: 0/10
current domain state: no-change
current/next global purge: false/false
current/next purge count: 0/0
domain uptime: 03:01:52
keepalive timer expires in 3 seconds
retry timer not running
change timer not running

1 management interface(s) currently defined:
vlan 1 on Vlanl

2 mac-vlan(s) configured for multi-layer switching:

mac 0006.7c71.8600
vlan id(s)
1 3

router currently aware of following 1 switch(es) :
switch id 00e0.fe4a.aeff

Router#

Switch Configuration
This example configuration shows the switch MLS configuration with NDE enabled.

#mls

set mls enable

set mls agingtime 256

set mls agingtime fast 0 0

set mls nde flow destination 10.0.2.25/255.255.255.0
set mls nde 171.69.194.140 8000

set mls nde enable
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