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IN-2
Catalyst 3560 Switch Software Configuration Guide
standard IPv4

creating 9

matching criteria 7

support for 9

support in hardware 21

time ranges 16

types supported 2

unsupported features, IPv4 6
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Version 4 42
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BPDU guard

described 2

disabling 12
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See fallback bridging
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See CDP
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console port, connecting to 10
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See WCCP

control protocol, IP SLAs 4
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override priority 6

trust priority 6

CoS input queue threshold map for QoS 16

CoS output queue threshold map for QoS 18
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See downloadable ACL

daylight saving time 13

debugging

enabling all system diagnostics 20

enabling for a specific feature 19
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DHCP binding database

See DHCP snooping binding database

DHCP binding table

See DHCP snooping binding database

DHCP object tracking, configuring primary interface 11

DHCP option 82

circuit ID suboption 5

configuration guidelines 9

default configuration 8
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forwarding address, specifying 10
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overview 3
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remote ID 5

remote ID suboption 5

DHCP server port-based address allocation
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default configuration 19

described 19
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enabling 20

DHCP server port-based address assignment
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DHCP snooping
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bindings 15
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enabling 14
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See automatic discovery
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and DHCP-based autoconfiguration 7

default configuration 16
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in IPv6 4

overview 15

setting up 16

support for 5

DNS-based SSM mapping 18, 20
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VTP 8

Domain Name System

See DNS

domains, ISO IGRP routing 62

dot1q-tunnel switchport mode 18
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IEEE 802.1Q tunneling 2
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downloading
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support for 12

DSCP 11, 2

DSCP input queue threshold map for QoS 16

DSCP output queue threshold map for QoS 18

DSCP-to-CoS map for QoS 64

DSCP-to-DSCP-mutation map for QoS 65

DSCP transparency 40
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setting the type 16
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disabling 59
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mrinfo requests, responding to 52
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advertising the default route to 51

discovery with Probe messages 48
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prevent peering with nonpruning 55

rejecting nonpruning 54

overview 8
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adding a metric offset 59
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caching DVMRP routes learned in report 
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changing the threshold for syslog messages 56

deleting 60

displaying 61
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limiting the number injected into MBONE 56
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routing table 9

source distribution tree, building 9

support for 12

tunnels

configuring 50
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dynamic access ports
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configuring 30

defined 3

dynamic addresses

See addresses

dynamic ARP inspection

ARP cache poisoning 1

ARP requests, described 1

ARP spoofing attack 1
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log buffer 12
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denial-of-service attacks, preventing 10

described 1

DHCP snooping binding database 2
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log buffer 14
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trust state and rate limit 14

error-disabled state for exceeding rate limit 4

function of 2
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log buffer
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man-in-the middle attack, described 2
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error-disabled state 4
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Dynamic Host Configuration Protocol

See DHCP-based autoconfiguration

dynamic port VLAN membership

described 28

reconfirming 31

troubleshooting 33

types of connections 30

dynamic routing 3

ISO CLNS 61

Dynamic Trunking Protocol

See DTP
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EBGP 41
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enabling and disabling 7

keystrokes used 7

wrapped lines 9

EIGRP

authentication 38

components 33

configuring 36

default configuration 34

definition 33

interface parameters, configuring 37

monitoring 40

stub routing 39

ELIN location 3

embedded event manager

actions 4

configuring 1, 5
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environmental variables 5

event detectors 2
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registering and defining an applet 5
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understanding 1

enable password 3

enable secret password 3

encryption, CipherSuite 44

encryption for passwords 3

Enhanced IGRP

See EIGRP

enhanced object tracking

backup static routing 12

commands 1

defined 1

DHCP primary interface 11

HSRP 7

IP routing state 2

IP SLAs 9

line-protocol state 2

network monitoring with IP SLAs 11

routing policy, configuring 12

static route primary interface 10

tracked lists 3

enhanced object tracking static routing 10

environmental variables, embedded event manager 5

environment variables, function of 19

equal-cost routing 12, 88

error-disabled state, BPDU 2

error messages during command entry 5

EtherChannel
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channel groups

binding physical and logical interfaces 3

numbering of 3
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described 5
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hot-standby ports 18

interaction with other features 6

modes 6

port priority 19

system priority 19

Layer 3 interface 3

load balancing 7, 16

logical interfaces, described 3

PAgP

aggregate-port learners 16

compatibility with Catalyst 1900 17

described 4
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support for 3
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described 3
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enabling 14
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event detectors, embedded event manager 2

events, RMON 3
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extended system ID

MSTP 17
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configuring for autoconfiguration 7

image files

deleting 27

downloading 26

preparing the server 25

uploading 28

limiting access by servers 16

TFTP server 5

threshold, traffic level 2

threshold monitoring, IP SLAs 6

time

See NTP and system clock

Time Domain Reflector

See TDR

time-range command 16

time ranges in ACLs 16

time stamps in log messages 7

time zones 12

TLVs

defined 1

LLDP 2

LLDP-MED 2

Token Ring VLANs

support for 6

VTP support 4

ToS 11

traceroute, Layer 2

and ARP 16

and CDP 15

broadcast traffic 15

described 15

IP addresses and subnets 16

MAC addresses and VLANs 15

multicast traffic 15

multiple devices on a port 16

unicast traffic 15

usage guidelines 15

traceroute command 17
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See also IP traceroute

tracked lists

configuring 3

types 3

tracked objects

by Boolean expression 4

by threshold percentage 6

by threshold weight 5

tracking interface line-protocol state 2

tracking IP routing state 2

tracking objects 1

tracking process 1

track state, tracking IP SLAs 9

traffic

blocking flooded 8

fragmented 5

fragmented IPv6 2

unfragmented 5

traffic policing 11

traffic suppression 1

transmit hold-count

see STP

transparent mode, VTP 3, 12

trap-door mechanism 2

traps

configuring MAC address notification 22

configuring managers 11

defined 3

enabling 22, 11

notification types 11

overview 1, 4

troubleshooting

connectivity problems 13, 15, 16

CPU utilization 24

detecting unidirectional links 1

displaying crash information 23

PIMv1 and PIMv2 interoperability problems 34

setting packet forwarding 20

SFP security and identification 12
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show forward command 20

with CiscoWorks 4

with debug commands 19

with ping 13

with system message logging 1

with traceroute 16

trunk failover

See link-state tracking

trunking encapsulation 8

trunk ports

configuring 20

defined 3

encapsulation 21, 25, 27

trunks

allowed-VLAN list 21

configuring 21, 25, 27

ISL 16

load sharing

setting STP path costs 26

using STP port priorities 24, 25

native VLAN for untagged traffic 23

parallel 26

pruning-eligible list 23

to non-DTP device 17

trusted boundary for QoS 38

trusted port states

between QoS domains 40

classification options 5

ensuring port security for IP phones 38

support for 11

within a QoS domain 36

trustpoints, CA 42

tunneling

defined 1

IEEE 802.1Q 1

Layer 2 protocol 8

tunnel ports

defined 4

described 3, 1
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IEEE 802.1Q, configuring 6

incompatibilities with other features 6

twisted-pair Ethernet, detecting unidirectional links 1

type of service

See ToS

U

UDLD

configuration guidelines 4

default configuration 4

disabling

globally 5

on fiber-optic interfaces 5

per interface 5

echoing detection mechanism 2

enabling

globally 5

per interface 5

Layer 2 protocol tunneling 10

link-detection mechanism 1

neighbor database 2

overview 1

resetting an interface 6

status, displaying 6

support for 7

UDP, configuring 14

UDP jitter, configuring 9

UDP jitter operation, IP SLAs 9

unauthorized ports with IEEE 802.1x 9

unicast MAC address filtering 5

and adding static addresses 25

and broadcast MAC addresses 25

and CPU packets 25

and multicast addresses 25

and router MAC addresses 25

configuration guidelines 25

described 25

unicast storm 1
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unicast storm control command 4

unicast traffic, blocking 8

UniDirectional Link Detection protocol

See UDLD

UNIX syslog servers

daemon configuration 12

facilities supported 13

message logging configuration 12

unrecognized Type-Length-Value (TLV) support 4

upgrading software images

See downloading

UplinkFast

described 3

disabling 13

enabling 13

support for 7

uploading

configuration files

preparing 10, 13, 16

reasons for 9

using FTP 14

using RCP 18

using TFTP 12

image files

preparing 25, 29, 33

reasons for 23

using FTP 31

using RCP 36

using TFTP 28

User Datagram Protocol

See UDP

user EXEC mode 2

username-based authentication 6

V

version-dependent transparent mode 4

virtual IP address

cluster standby group 11
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command switch 11

Virtual Private Network

See VPN

virtual router 1, 2

virtual switches and PAgP 5

vlan.dat file 5

VLAN 1, disabling on a trunk port 22

VLAN 1 minimization 22

VLAN ACLs

See VLAN maps

vlan-assignment response, VMPS 28

VLAN configuration

at bootup 8

saving 8

VLAN configuration mode 2, 7

VLAN database

and startup configuration file 8

and VTP 1

VLAN configuration saved in 7

VLANs saved in 4

vlan database command 7

vlan dot1q tag native command 5

VLAN filtering and SPAN 6

vlan global configuration command 7

VLAN ID, discovering 28

VLAN link state 5

VLAN load balancing on flex links 2

configuration guidelines 8

VLAN management domain 2

VLAN Management Policy Server

See VMPS

VLAN map entries, order of 30

VLAN maps

applying 34

common uses for 34

configuration guidelines 30

configuring 29

creating 31

defined 2
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denying access to a server example 35

denying and permitting packets 31

displaying 41

examples of ACLs and VLAN maps 32

removing 34

support for 9

wiring closet configuration example 35

VLAN membership

confirming 31

modes 3

VLAN Query Protocol

See VQP

VLANs

adding 9

adding to VLAN database 9

aging dynamic addresses 9

allowed on trunk 21

and spanning-tree instances 3, 6, 13

configuration guidelines, extended-range VLANs 13

configuration guidelines, normal-range VLANs 6

configuration options 7

configuring 1

configuring IDs 1006 to 4094 13

connecting through SVIs 9

creating in config-vlan mode 9

creating in VLAN configuration mode 10

customer numbering in service-provider networks 3

default configuration 8

deleting 10

described 2, 1

displaying 16

extended-range 1, 12

features 7

illustrated 2

internal 13

limiting source traffic with RSPAN 22

limiting source traffic with SPAN 15

modifying 9

multicast 17
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native, configuring 23

normal-range 1, 4

number supported 7

parameters 5

port membership modes 3

static-access ports 11

STP and IEEE 802.1Q trunks 10

supported 2

Token Ring 6

traffic between 2

VLAN-bridge STP 10, 2

VTP modes 3

VLAN Trunking Protocol

See VTP

VLAN trunks 16

VMPS

administering 32

configuration example 33

configuration guidelines 29

default configuration 29

description 27

dynamic port membership

described 28

reconfirming 31

troubleshooting 33

entering server address 30

mapping MAC addresses to VLANs 28

monitoring 32

reconfirmation interval, changing 31

reconfirming membership 31

retry count, changing 32

voice aware 802.1x security

port-based authentication

configuring 35

described 25, 35

voice-over-IP 1

voice VLAN

Cisco 7960 phone, port connections 1

configuration guidelines 3
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configuring IP phones for data traffic

override CoS of incoming frame 6

trust CoS priority of incoming frame 6

configuring ports for voice traffic in

802.1p priority tagged frames 5

802.1Q frames 5

connecting to an IP phone 4

default configuration 3

described 1

displaying 7

IP phone data traffic, described 2

IP phone voice traffic, described 2

VPN

configuring routing in 80

forwarding 74

in service provider networks 71

routes 72

VPN routing and forwarding table

See VRF

VQP 7, 27

VRF

defining 74

tables 71

VRF-aware services

ARP 77

configuring 77

ftp 80

HSRP 78

ping 78

SNMP 78

syslog 79

tftp 80

traceroute 80

uRPF 79

VTP

adding a client to a domain 14

advertisements 19, 3

and extended-range VLANs 1

and normal-range VLANs 1
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client mode, configuring 11

configuration

global configuration mode 7

guidelines 8

privileged EXEC mode 7

requirements 9

saving 7

VLAN configuration mode 7

configuration mode options 7

configuration requirements 9

configuration revision number

guideline 14

resetting 15

configuring

client mode 11

server mode 9

transparent mode 12

consistency checks 4

default configuration 6

described 1

disabling 12

domain names 8

domains 2

Layer 2 protocol tunneling 8

modes

client 3, 11

server 3, 9

transitions 3

transparent 3, 12

monitoring 16

passwords 8

pruning

disabling 14

enabling 14

examples 5

overview 4

support for 8

pruning-eligible list, changing 23

server mode, configuring 9
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statistics 16

support for 8

Token Ring support 4

transparent mode, configuring 12

using 1

version, guidelines 8

Version 1 4

Version 2

configuration guidelines 8

disabling 13

enabling 13

overview 4

W

WCCP

authentication 3

configuration guidelines 5

default configuration 5

described 1

displaying 9

dynamic service groups 3

enabling 6

features unsupported 4

forwarding method 3

Layer-2 header rewrite 3

MD5 security 3

message exchange 2

monitoring and maintaining 9

negotiation 3

packet redirection 3

packet-return method 3

redirecting traffic received from a client 6

setting the password 6

unsupported WCCPv2 features 4

web authentication 14

configuring 60 to 63, 64 to ??

described 8, 26

fallback for IEEE 802.1x 62
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Web Cache Communication Protocol

See WCCP

weighted tail drop

See WTD

weight thresholds in tracked lists 5

wired location service

configuring 9

displaying 10

location TLV 3

understanding 3

wizards 2

WTD

described 13

setting thresholds

egress queue-sets 71

ingress queues 67

support for 11

X

Xmodem protocol 2
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