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CHAPTER ;

Configuring the Switch Ports

This chapter provides these topics about changing the switch port settings:
» Changing the Port Speed and Duplex Mode, page 7-2
» Configuring Flooding Controls, page 7-4
» Configuring UniDirectional Link Detection, page 7-7
» Creating EtherChannel Port Groups, page 7-8
» Configuring Protected Ports, page 7-10
- Enabling Port Security, page 7-11
- Configuring SPAN, page 7-13
» Configuring Voice Ports, page 7-14
« Configuring Inline Power on the Catalyst 3524-PWR Ports, page 7-16

From a Catalyst 2900 LRE XL switch, you can also configure the Ethernet link settings on the
Long-Reach Ethernet (LRE) customer premises equipment (CPE) devices connected to the switch LRE
ports.

Certain port features can conflict with one another. Review the “Avoiding Configuration Conflicts’
section on page 10-7 before you change the port settings.

For information about configuring these settings from Cluster Management Suite (CMS), refer to the
online help.

This switch software release is based on Cisco 10S Release 12.0. It has been enhanced to support a set
of features for the Catalyst 2900 XL and Catalyst 3500 XL switches. This chapter provides procedures
for using only the commands that have been created or changed for these switches. The switch command
reference provides complete descriptions of these commands. This guide does not provide Cisco |0S
Release 12.0 commands and information already documented in the Cisco |OS Release 12.0
documentation on Cisco.com.

For information about configuring these settings from Cluster Management Suite (CMS), refer to the
online help.
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M Changing the Port Speed and Duplex Mode

Changing the Port Speed and Duplex Mode

A

Caution

~

Note

If you reconfigure the port through which you are managing the switch, a Spanning Tree Protocol (STP)
reconfiguration could cause a temporary loss of connectivity.

The CPE Ethernet port settings have special considerations and different default settings from the switch
10/100 ports. For this information, see the CPE device considerations in the “ CPE Ethernet Links’
section on page 8-5.

Follow these guidelines when configuring the duplex and speed settings:

» Gigabit Ethernet ports are always set to 1000 Mbps but can negotiate full or half duplex with the
attached device.

- Gigabit Ethernet ports that do not match the settings of an attached device lose connectivity and do
not generate statistics.

« Asynchronous Transfer Mode (ATM) ports are always set to full duplex and do not autonegotiate
duplex or speed settings.

- GigaStack-to-GigaStack stack connections operate in half-duplex mode, and
GigaStack-to-GigaStack point-to-point connections operate in full-duplex mode.

- If STPisenabled, the switch can take up to 30 seconds to check for loops when aport is
reconfigured. The port LED is amber while STP reconfigures.

Connecting to Devices That Do Not Autonegotiate

To connect to a remote 100BASE-T device that does not autonegotiate, set the duplex setting to Full or
Half, and set the speed setting to Auto. Autonegotiation for the speed setting selects the correct speed
even if the attached device does not autonegotiate, but the duplex setting must be explicitly set.

To connect to a remote Gigabit Ethernet device that does not autonegotiate, disable autonegotiation on
the local device, and set the duplex and flow control parameters to be compatible with the other device.

Half Duplex with Back Pressure

Half-duplex back pressure ensures retransmission of incoming packets if a half-duplex switch port is
unableto receive incoming packets. When back pressure is enabled and no buffers are availableto aport,
the switch sends collision frames across the affected port and causes the transmitting station to resend
the packets. The switch can then use this retransmission time to clear its receive buffer by sending
packets already in the queue.

i Catalyst 2900 Series XL and Catalyst 3500 Series XL Software Configuration Guide
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Full Duplex with Flow Control

Full-duplex flow control is a function whereby the sending station does not send data or control
information faster than the receiving station can accept it. This prevents the loss of outgoing packets
during transmission. If the switch is sending packets faster than the attached device can receive and
process them, the attached device sends pause-control frames when its port buffer becomes full. When
you use the full duplex with flow control option on a 1000-M bps port, the switch port responds to the
pause-control frames sent from the attached device. The switch holds subsequent transmissions in the
port queue for the time specified in the pause-control frame. When no more pause-control frames are
received, or when time specified in the pause-control frame has passed, the switch again sends frames
through the port.

Setting Speed and Duplex Parameters

S,
Note  The Ethernet link settings on the CPE Ethernet ports have special considerations and different default
settings from the 10/100 ports. For this information, see the “ Configuring LRE Ports” section on
page 8-6.
Beginning in privileged EXEC mode, follow these steps to set the speed and duplex parameters on a
10/100 port:
Command Purpose
Stepl  configureterminal Enter global configuration mode.
Step2 interfaceinterface Enter interface configuration mode, and enter the port to be configured.
Step3  speed {10 | 100 | auto} Enter the speed parameter for the port.
You cannot enter the speed on Gigabit Ethernet or ATM ports.
Step4  duplex {full | half | auto} Enter the duplex parameter for the port.
Step5 end Return to privileged EXEC mode.
Step6  show running-config Verify your entries.
Step7  copy running-config startup-config |(Optional) Save your entry in the configuration file. This retains the
configuration when the switch restarts.
Catalyst 2900 Series XL and Catalyst 3500 Series XL Software Configuration Guide
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Configuring Flow Control on Gigabit Ethernet Ports

Beginning in privileged EXEC mode, follow these steps to configure flow control on a Gigabit Ethernet

port:

Command Purpose
Stepl  configureterminal Enter global configuration mode.
Step2  interfaceinterface Enter interface configuration mode, and enter the port to be configured.
Step3  flowcontrol [asymmetric | Configure flow control for the port.

symmetric]
Step4  end Return to privileged EXEC mode.
Step5  show running-config Verify your entries.
Step6  copy running-config startup-config |(Optional) Save your entry in the configuration file. This retains the

configuration when the switch restarts.

Configuring Flooding Controls

You can use these flooding techniques to block the forwarding of unnecessary flooded traffic:
» Enable storm control for unicast, multicast, or broadcast packets
» Block the forwarding of unicast and broadcast packets on a per-port basis
« Flood all unknown packets to a network port (configured only by using CLI)

~

Note  The switch supports the store-and-forward switching mode. Store-and-forward mode stores complete
packets and checks for errors before transmission. It is the most error-free form of switching.

Enabling Storm Control

A packet storm occurs when a large number of broadcast, unicast, or multicast packets are received on
aport. Forwarding these packets can cause the network to slow down or to time out. Storm control is
configured for the switch as a whole but operates on a per-port basis. By default, storm control is
disabled.

Storm control uses high and low thresholds to block and then restore the forwarding of broadcast,
unicast, or multicast packets. You can also set the switch to shut down the port when the rising threshold
is reached.

Therising threshold isthe number of packetsthat aswitch port can receive before forwarding is blocked.
The falling threshold is the number of packets below which the switch resumes normal forwarding. In
general, the higher the threshold, the less effective the protection against broadcast storms. The
maximum half-duplex transmission on a 100BASE-T link is 148,000 packets per second, but you can
enter a threshold of up to 4294967295 broadcast packets per second.

Catalyst 2900 Series XL and Catalyst 3500 Series XL Software Configuration Guide
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Configuring Flooding Controls 1l
Beginning in privileged EXEC mode, follow these steps to enable broadcast-storm control. (To enable
storm control on multicast packets, use the port storm-control multicast command. To enable storm
control on unicast packets, use the port storm-control unicast command.)
Command Purpose
Stepl  configureterminal Enter global configuration mode.
Step2 interfaceinterface Enter interface configuration mode, and enter the port to configure.
Step3  port storm-control broadcast Enter the rising and falling thresholds for broadcast packets.
[thr_eshol d.{ rising rising-number Make sure the rising threshold is greater than the falling threshold.
falling falling-number}]
Step4  port storm-control trap Generate an SNMP trap when the traffic on the port crosses the rising or
falling threshold.
Step5 end Return to privileged EXEC mode.
Step6  show port storm-control [interface] |Verify your entries.

Disab

ling Storm Control

Beginning in privileged EXEC mode, follow these steps to disable broadcast-storm control:

Command

Purpose

Step 1

configure terminal

Enter global configuration mode.

Step 2

interface interface

Enter interface configuration mode, and enter the port to configure.

Step 3

no port storm-control broadcast

Disable port storm control.

Step 4

end

Return to privileged EXEC mode.

Step 5

show port storm-control [interface]

Verify your entries.

Blocking Flooded Traffic on a Port

By default, the switch floods packets with unknown destination MAC addresses to all ports. Some
configurations do not require flooding. For example, a port that has only manually assigned addresses
has no unknown destinations, and flooding serves no purpose. Therefore, you can disable the flooding
of unicast and multicast packets on a per-port basis. Ordinarily, flooded traffic does not cross VLAN
boundaries, but multi-VLAN ports flood traffic to all VLANSs they belong to.
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Beginning in privileged EXEC mode, follow these steps to disable the flooding of multicast and unicast

packets to a port:

Command

Purpose

Stepl  configureterminal

Enter global configuration mode.

Step2  interface interface

Enter interface configuration mode, and enter the port to configure.

Step3  port block multicast

Block unknown multicast forwarding to the port.

Step4  port block unicast

Block unknown unicast flooding to the port.

Step5  end

Return to privileged EXEC mode.

Step6  show port block { multicast |
unicast} interface

Verify your entries, entering the appropriate command once for the
multicast option and once for the unicast option.

Resuming Normal Forwarding on a Port

Beginning in privileged EXEC mode, follow these steps to resume normal forwarding on a port:

Command

Purpose

Stepl  configureterminal

Enter global configuration mode.

Step2  interface interface

Enter interface configuration mode, and enter the port to configure.

Step3  noport block multicast

Enable unknown multicast forwarding to the port.

Step4  noport block unicast

Enable unknown unicast flooding to the port.

Step5 end

Return to privileged EXEC mode

Step6  show port block {multicast |
unicast} interface

Verify your entries, entering the appropriate command once for the
multicast option and once for the unicast option.

Enabling a Network Port

Network ports are assigned per VLAN and can reduce flooded traffic on your network. The switch
forwardsall traffic with unknown destination addresses to the network port instead of flooding the traffic

to all portsinthe VLAN.

When you configure a port as the network port, the switch deletes all associated addresses from the
addresstable and disables learning on the port. If you configure other portsinthe VLAN as secure ports,
the addresses on those ports are not aged. If you move anetwork port to aVLAN without a network port,
it becomes the network port for the new VLAN.

You cannot change the settings for unicast and multicast flooding on anetwork port. You can assign only
one network port per VLAN. For the restrictions that apply to a network port, see the “Assigning
Passwords and Privilege Levels” section on page 6-11.

A

Caution A network port cannot link cluster members.

i Catalyst 2900 Series XL and Catalyst 3500 Series XL Software Configuration Guide
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Beginning in privileged EXEC mode, follow these steps to define a network port:

Command Purpose
Stepl  configureterminal Enter global configuration mode.
Step2  interface interface Enter interface configuration mode, and enter the port to be configured.
Step3  port network Define the port as the network port.
Step4  end Return to privileged EXEC mode.
Step5  show running-config Verify your entry.
Disabling a Network Port

Beginning in privileged EXEC mode, follow these steps to disable a network port:

Command Purpose
Stepl  configureterminal Enter global configuration mode.
Step2 interfaceinterface Enter interface configuration mode, and enter the port to be configured.
Step3  no port network Disable the port as the network port.
Step4  end Return to privileged EXEC mode.
Step5  show running-config Verify your entry.

Configuring UniDirectional Link Detection

UniDirectiona Link Detection (UDLD) isaLayer 2 protocol that detects and shuts down unidirectional links.
You can configure UDLD on the entire switch or on an individual port. Use the udld reset command to
reset all ports that have been shut down by UDLD.

Beginning in privileged EXEC mode, follow these steps to configure UDLD on a switch:

Command Purpose
Stepl configureterminal Enter global configuration mode.
Step2  udld enable Enable UDLD on all switch ports.
Usetheudld interface configuration command to enable UDL D on aspecific
port.
Step3  end Return to privileged EXEC mode.
Step4  show running-config Verify the entry by displaying the running configuration.
Use the errdisable detect cause udld global configuration command to automatically place a port in
error-disabled state, which is an operational state similar to link-down state, when aUDLD-related error
condition is detected on the port.
Catalyst 2900 Series XL and Catalyst 3500 Series XL Software Configuration Guide
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~

Note

The errdisable recovery global configuration command automatically re-enables the port after a
specified time, so that the port can try the operation again. The port would continue the error disable and
recovery cycle until the UDLD error condition no longer exists.

The errdisable commands are not available on the Catalyst 2900 LRE XL switches.

Creating EtherChannel Port Groups

~

Note

Fast EtherChannel (FEC) and Gigabit EtherChannel port groups act as single, logical ports for
high-bandwidth connections between switches or between switches and servers.

You can create port groups of either Gigabit Ethernet ports or 100BASE-TX ports, but you cannot create
a port group that has both port speeds.

For the restrictions that apply to port groups, see the “Avoiding Configuration Conflicts” section on
page 10-7.

Understanding EtherChannel Port Grouping

This software rel ease supports two different types of port groups:. source-based forwarding port groups
and destination-based forwarding port groups.

Source-based forwarding port groups distribute packets forwarded to the group based on the source
address of incoming packets. You can configure up to eight ports in a source-based forwarding port
group. Source-based forwarding is enabled by default.

Destination-based port groups distribute packets forwarded to the group based on the destination address
of incoming packets. You can configure an unlimited number of portsin a destination-based port group.

You can create up to 12 port groups. All portsin each group must be of the same type; for example, they
must be all source-based or all destination-based. You can have source-based port groups and
destination-based source groups. You can independently configure port groups that link switches, but
you must consistently configure both ends of a port group.

In Figure 7-1, a port group of two workstations communicates with a router. Because the router is a
single-M AC-address device, source-based forwarding ensures that the switch uses all available
bandwidth to the router. The router is configured for destination-based forwarding because the large
number of stations ensuresthat the traffic is evenly distributed through the port-group ports on the router.

Figure 7-1  Source-Based Forwarding
Source-based Destination-based
E forwardlng forwardlng

’ FEC port group e

_
Catalyst 2900 XL Cisco router

or Catalyst 3500 XL switch

12650
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Creating EtherChannel Port Groups

The switch treats the port group as asingle logical port; therefore, when you create a port group, the
switch uses the configuration of the first port for all ports added to the group. If you add a port and
change the forwarding method, it changes the forwarding for al portsin the group. After the group is
created, changing STP or VLAN membership parametersfor one port in the group automatically changes
the parameters for all ports. Each port group has one port that carries all unknown multicast, broadcast,
and STP packets.

Note  LRE interfaces cannot be configured to take part in port groups (EtherChannel). The command-line
interface configuration command port group is not available for LRE interfaces. EtherChannel can be
configured on regular 10/100 FE ports and GE ports.

Port Group Restrictions on Static-Address Forwarding

These restrictions apply to entering static addresses that are forwarded to port groups:

 |If the port group forwards based on the source MAC address (the default), configure the static
address to forward to all ports in the group. This method eliminates the chance of lost packets.

« |If the port group forwards based on the destination address, configure the static address to forward
to only one port in the port group. This method avoids the possi bl e transmission of duplicate packets.
For more information, see the “Adding Static Addresses” section on page 6-19.

Creating EtherChannel Port Groups

Beginning in privileged EXEC mode, follow these steps to create a two-port group:

Command Purpose

Stepl  configureterminal Enter global configuration mode.

Step2 interfaceinterface Enter interface configuration mode, and enter the port of the first port to be

added to the group.

Step3  port group 1 distribution Assign the port to group 1 with destination-based forwarding.
destination

Step4  interfaceinterface Enter the second port to be added to the group.

Step5  port group 1 distribution Assign the port to group 1 with destination-based forwarding.
destination

Step6  end Return to privileged EXEC mode.

Step7  show running-config Verify your entries.

Catalyst 2900 Series XL and Catalyst 3500 Series XL Software Configuration Guide
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Configuring Protected Ports

Step 1
Step 2
Step 3
Step 4
Step 5

i Catalyst 2900 Series XL and Catalyst 3500 Series XL Software Configuration Guide

Some applicationsrequire that no traffic be forwarded by the Layer 2 protocol between ports on the same
switch. In such an environment, there is no exchange of unicast, broadcast, or multicast traffic between
ports on the switch, and traffic between ports on the same switch is forwarded through a Layer 3 device
such as arouter.

To meet this requirement, you can configure Catalyst 2900 XL and Catalyst 3500 XL ports as protected
ports (also referred to as private VLAN edge ports). Protected ports do not forward any traffic to
protected ports on the same switch. Thismeansthat all traffic passing between protected ports—unicast,
broadcast, and multicast—must be forwarded through a L ayer 3 device. Protected ports can forward any
type of traffic to unprotected ports, and they forward as usual to all ports on other switches.

S,

Note  Sometimes unknown unicast traffic from an unprotected port is flooded to a protected port because a
MAC address has timed out or has not been learned by the switch. Use the port block command to
guarantee that in such a case no unicast and multicast traffic is flooded to the port. See the “ Configuring
Flooding Controls” section on page 7-4 for more information.

Beginning in privileged EXEC mode, follow these steps to define a port as a protected port:
Command Purpose
configure terminal Enter global configuration mode.
inter face interface Enter interface configuration mode, and enter the port to be configured.
port protected Enable protected port on the port.
end Return to privileged EXEC mode.
show port protected Verify that the protected port option is enabled.

Use the no version of the port protected interface configuration command to disable the protected port
option.
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Enabling Port Security Il

Enabling Port Security

Secured ports restrict a port to a user-defined group of stations. When you assign secure addresses to a
secure port, the switch does not forward any packets with source addresses outside the group of
addresses you have defined. If you define the address table of a secure port to contain only one address,
the workstation or server attached to that port is guaranteed the full bandwidth of the port. As part of
securing the port, you can also define the size of the address table for the port.

Secured ports generate address-security violations under these conditions:

- The address table of a secured port is full and the address of an incoming packet is not found in the
table.

« Anincoming packet has a source address assigned as a secure address on another port.
Limiting the number of devices that can connect to a secure port has these advantages:

» Dedicated bandwidth—If the size of the address table is set to 1, the attached device is guaranteed
the full bandwidth of the port.

» Added security—Unknown devices cannot connect to the port.
These options validate port security or indicate security violations:

Interface Port to secure.

Security Enable port security on the port.

Trap Issue a trap when an address-security violation occurs.
Shutdown Port Disable the port when an address-security violation occurs.

Secure Addresses Number of addresses in the address table for this port. Secure ports have at
least one address.

Max Addresses Number of addresses that the address table for the port can contain.

Security Rejects The number of unauthorized addresses seen on the port.

For the restrictions that apply to secure ports, see the “Avoiding Configuration Conflicts” section on
page 10-7.

Defining the Maximum Secure Address Count

A secure port can have from 1 to 132 associated secure addresses. Setting one address in the MAC
address table for the port ensures that the attached device has the full bandwidth of the port.

Enabling Port Security

[ 78-6511-09
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M Enabling Port Security

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Beginning in privileged EXEC mode, follow these steps to enable port security:

Command

Purpose

configure terminal

Enter global configuration mode.

interface interface

Enter interface configuration mode for the port you want to secure.

port security max-mac-count 1

Secure the port and set the address table to one address.

port security action shutdown

Set the port to shutdown when a security violation occurs.

end

Return to privileged EXEC mode.

show port security

Verify the entry.

Disabling Port Security

Step 1
Step 2

Step 3
Step 4
Step 5

Beginning in privileged EXEC mode, follow these steps to disable port security:

Command

Purpose

configure terminal

Enter global configuration mode.

interface interface

Enter interface configuration mode for the port you want to disable port
security.

no port security

Disable port security.

end

Return to privileged EXEC mode.

show port security

Verify the entry.

Configuring Port Security Aging

Step 1
Step 2

Step 3

Step 4
Step 5
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You can use port security aging to set the aging time for all dynamic and static secure addresses on a
port. When port security aging is enabled on a port, the secure addresses on the port are deleted only if
the secure addresses are inactive for the specified aging time.

Use this feature to remove and add PCs on a secure port without manually deleting the existing secure
MAC addresses and to still limit the number of secure addresses on a port.

Beginning in privileged EXEC mode, follow these steps to enable the port security aging feature:

Command

Purpose

configure terminal

Enter global configuration mode.

interface interface

Enter interface configuration mode for the port on which you want to enable
port security aging.

port security aging timetime

Enable port security aging for this port and set the aging time. For time,
specify the age time for this port. Valid range is from 0 to 1440 minutes. If the
time is equal to 0, aging is disabled for this port.

end

Return to privileged EXEC mode.

show port security [interface-id]

Verify the entry.
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Configuring SPAN Il

To disable port security aging for all secure addresses on a port, use the no port security aging time
interface configuration command.

This example shows how to set the port security aging time to 2 hours on port 1.

Switch(config) #interface fa0/1
Switch(config-if) #port security aging time 120

Configuring SPAN

You can use Switch Port Analyzer (SPAN) to monitor traffic on agiven port by forwarding incoming and
outgoing traffic on the port to another port in the same VLAN. A SPAN port cannot monitor portsin a
different VLAN, and a SPAN port must be a static-access port. You can define any number of ports as
SPAN ports, and any combination of ports can be monitored.

For the restrictions that apply to SPAN ports, see the “Avoiding Configuration Conflicts” section on
page 10-7.

Enabling SPAN

Beginning in privileged EXEC mode, follow these steps to enable SPAN:

Command Purpose
Stepl  configureterminal Enter global configuration mode.
Step2 interfaceinterface Enter interface configuration mode, and enter the port that acts as the
monitor port.
Step3  port monitor interface Enable port monitoring on the port.
Step4  end Return to privileged EXEC mode.
Step5  show running-config Verify your entries.

Disabling SPAN

Beginning in privileged EXEC mode, follow these steps to disable SPAN:

Command Purpose
Stepl  configureterminal Enter global configuration mode.
Step2  interfaceinterface Enter interface configuration mode, and enter the port number of the monitor
port.
Step3  noport monitor interface Disable port monitoring on the port.
Step4  end Return to privileged EXEC mode.
Step5  show running-config Verify your entries.

Catalyst 2900 Series XL and Catalyst 3500 Series XL Software Configuration Guide
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Configuring Voice Ports

The Catalyst 2900 XL and Catalyst 3500 XL switches can connect to Cisco |P Phonesand carry IP voice
traffic. If necessary, the Catalyst 3524-PWR XL can supply electrical power to the circuit connecting it
to the phone. For information about Catalyst 3524-PWR XL inline power, see the “Configuring Inline
Power on the Catalyst 3524-PWR Ports” section on page 7-16.

Because the sound quality of an IP telephone call can deteriorate if the datais unevenly sent, the switch
uses quality of service (QoS) based on |EEE 802.1p class of service (CoS). QoS uses classification and
scheduling to send network traffic from the switch in a predictable manner. The Cisco | P Phone or access
point itself is also a configurable device, and you can configure it to forward traffic with an 802.1p
priority. You can usethe CLI to configure the Catalyst 3524-PWR XL to honor or ignore atraffic priority
assigned by a Cisco |P Phone or access point.

For example, the Cisco 7960 | P Phone contains an integrated three-port 10/100 switch. The ports are
dedicated connections to these devices:

» Port 1 connects to the Catalyst 3524-PWR XL switch or other voice-over-1P device.
e Port 2isaninternal 10/100 interface that carries the phone traffic.
» Port 3 connects to a PC or other device.

Figure 7-2 shows one way to configure a Cisco 7960 | P Phone.

Figure 7-2  Cisco 7960 IP Phone Connected to a Catalyst 3524-PWR XL Switch

Catalyst
3524-PWR XL Cisco 7960 IP Phone

802.1Q trunk

33048

Preparing a Port for a Cisco IP Phone Connection

Before you configure a Catalyst 3524-PWR XL port to carry IP voice traffic, configure the port as an
802.1Q trunk and as a member of the voice VLAN (VVID). See the “Configuring a Trunk Port” section
on page 9-28 for instructions.

Catalyst 2900 Series XL and Catalyst 3500 Series XL Software Configuration Guide
m. 78-6511-09 |



| Chapter7

Configuring the Switch Ports

Configuring Voice Ports Il

Configuring a Port to Connect to a Cisco IP Phone

Step 1
Step 2
Step 3

Step 4
Step 5

Because a Cisco | P Phone also supports connection to a PC or other device, a port connecting a
Catalyst 3524-PWR XL switch to a Cisco IP Phone can carry mixed traffic. There are three
configurations for a port connected to a Cisco | P Phone:

- All traffic is sent according to the default COS priority of the port. Thisis the default.

« Voicetraffic is given a higher priority by the phone, and all traffic isin the same VLAN.

» Voice and data traffic are carried on separate VLANS, and voice traffic always has a CoS priority

of 5.

Beginning in privileged EXEC mode, follow these steps to configure a port to instruct the phone to give
voice traffic a higher priority and to forward all traffic through the 802.1Q native VLAN:

Command

Purpose

configure terminal

Enter global configuration mode.

interface interface

Enter interface configuration mode, and enter the port to be configured.

switchport voice vlian dot1p

Instruct the switch port to use 802.1p priority tagging for voice traffic and to
use VLAN O (default native VLAN) to carry all traffic.

end

Return to privileged EXEC mode.

show interface interface switchport

Verify the port configuration.

Overriding the CoS Priority of Incoming Frames

A PC or other data device can connect to a Cisco | P Phone port. The PC can generate packets with an
assigned CoS value. If you want, you can use the Catalyst 3524-PWR XL CLI to override the priority of
frames arriving on the phone port from connected devices. You can also set the phone port to accept
(trust) the priority of frames arriving on the port.

Beginning in privileged EXEC mode, follow these steps to override the CoS priority setting received
from the nonvoice port on the Cisco | P Phone:

Command Purpose
Stepl  configureterminal Enter global configuration mode.
Step2 interfaceinterface Enter interface configuration mode, and enter the switch port to be
configured.
Step3  switchport priority extend Set the phone port to override the priority received from the PC or the
cos 3 attached device and forward the received data with a priority of 3.
Step4  end Return to privileged EXEC mode.
Step5  show interface interface switchport |Verify the change.
Use the no switchport priority extend command to return the port to its default setting.
Catalyst 2900 Series XL and Catalyst 3500 Series XL Software Configuration Guide
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Configuring Voice Ports to Carry Voice and Data Traffic on Different VLANSs

Step 1
Step 2
Step 3

Step 4

Step 5
Step 6

The Cisco 7960 I P Phone has an integrated three-port 10/100 switch that can connect to a PC or other
device. You can configure aswitch port to instruct the phoneto forward voice and datatraffic on different
virtual LANs (VLANS).

In this configuration, VLAN 1 carries data traffic, and VLAN 2 carries voice traffic. In this
configuration, you must connect all Cisco | P Phones and other voice-related devices to switch ports that
belong to VLAN 2.

Beginning in privileged EXEC mode, follow these steps to configure a port to receive voice and data
from a Cisco IP Phone in different VLANS:

Command Purpose

configure terminal Enter global configuration mode.

interface interface Enter interface configuration mode, and enter the port to be configured.

switchport priority default (0) Assign an |EEE 802.1p priority to untagged traffic that is received on the
switch port. The Cisco | P Phone forwards this traffic through the native
VLAN, VLAN 1.

switchport voice vlan (2) Instruct the Cisco | P Phoneto forward all voicetraffic through VLAN 2. The
Cisco | P Phone forwards the traffic with an 802.1p priority of 5.

end Return to privileged EXEC mode.

show interface interface switchport |Verify the configuration.

Configuring Inline Power on the Catalyst 3524-PWR Ports

Step 1
Step 2
Step 3
Step 4
Step 5

i Catalyst 2900 Series XL and Catalyst 3500 Series XL Software Configuration Guide

The Catalyst 3524-PWR XL switch automatically supplies inline power to connected Cisco |P Phones
and Cisco access pointsif it senses no power on the circuit. If there is power on the circuit, the switch
does not supply it. You can also configure the Catalyst 3524-PWR XL switch to never supply power to
these devices and to disable the inline-power detection mechanism.

Cisco | P Phones and access points can also be connected to an AC power source and supply their own
power to the voice circuit.

For information about configuring a switch port to forward I P voice traffic to and from connected
Cisco | P Phones, seethe“ Configuring Voice Portsto Carry Voice and Data Traffic on Different VLANS’
section on page 7-16.

Beginning in privileged EXEC mode, follow these stepsto disable the inline-power detection mechanism
on a switch port:

Command Purpose

configure terminal Enter global configuration mode.

interface interface Enter interface configuration mode, and enter the port to be configured.
power inline never Permanently disable inline power on the port.

end Return to privileged EXEC mode.

show power inlineinterface Verify the change.

configured

To enable inline-power detection mechanism on a switch port, use the power inline auto interface
configuration command.
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