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Preface

This preface describes the audience, organization and conventions of the Cisco Nexus 7000 Series
NX-OS Virtual Device Context Configuration Guide, Release 4.0. It also provides information on how to
obtain related documentation.

This chapter include the following sections:
e Audience, page vii
e Document Organization, page vii
¢ Document Conventions, page viii
¢ Related Documentation, page viii

e Obtaining Documentation and Submitting a Service Request, page ix

Audience

This publication is for experienced network administrators who configure and maintain NX-OS devices.

Document Organization

This publication is organized into the following chapters:

Title Description

Chapter 1, “Overview” Presents an overview of virtual device contexts
(VDCs).

Chapter 2, “Configuring VDC Resource Provides information about creating and

Templates” configuring VDC resource templates.

Chapter 3, “Creating VDCs” Provides information about creating VDCs.

Chapter 4, “Managing VDCs” Provides information about managing VDCs.

Cisco Nexus 7000 Series NX-0S Virtual Device Context Configuration Guide, Release 4.0
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Document Conventions

Command descriptions use these conventions:

Convention Description

boldface font Commands and keywords are in boldface.

italic font Arguments for which you supply values are in italics.

[ ] Elements in square brackets are optional.

[xlylz] Optional alternative keywords are grouped in brackets and separated by vertical
bars.

string A nonquoted set of characters. Do not use quotation marks around the string or
the string will include the quotation marks.

Screen examples use these conventions:

screen font Terminal sessions and information that the switch displays are in screen font.
boldface screen Information that you must enter is in boldface screen font.
font

italic screen font |Arguments for which you supply values are in italic screen font.

< > Nonprinting characters, such as passwords, are in angle brackets.
[ ] Default responses to system prompts are in square brackets.
L# An exclamation point (!) or a pound sign (#) at the beginning of a line of code

indicates a comment line.

This document uses the following conventions:

~

Note = Means reader fake note. Notes contain helpful suggestions or references to material not covered in the
manual.

A

Caution  Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Related Documentation

The following Cisco NX-OS documents are published on Cisco.com:

Release Notes

Cisco Nexus 7000 Series NX-OS Release Notes, Release 4.1

NX-0S Configuration Guides

Cisco Nexus 7000 Series NX-OS Getting Started with Virtual Device Contexts, Release 4.1

Cisco Nexus 7000 Series NX-0S Virtual Device Context Configuration Guide, Release 4.0
m. 0L-12907-01, Cisco DC-0S Release 4.0 |
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Cisco Nexus 7000 Series NX-OS Fundamentals Configuration Guide, Release 4.1

Cisco Nexus 7000 Series NX-OS Interfaces Configuration Guide, Release 4.1

Cisco Nexus 7000 Series NX-OS Layer 2 Switching Configuration Guide, Release 4.1
Cisco Nexus 7000 Series NX-OS Quality of Service Configuration Guide, Release 4.1
Cisco Nexus 7000 Series NX-OS Unicast Routing Configuration Guide, Release 4.1

Cisco Nexus 7000 Series NX-OS Multicast Routing Configuration Guide, Release 4.1
Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 4.1

Cisco Nexus 7000 Series NX-OS Virtual Device Context Configuration Guide, Release 4.1
Cisco Nexus 7000 Series NX-OS Software Upgrade and Downgrade Guide, Release 4.1
Cisco Nexus 7000 Series NX-OS Licensing Guide, Release 4.1

Cisco Nexus 7000 Series NX-OS High Availability and Redundancy Guide, Release 4.1
Cisco Nexus 7000 Series NX-OS System Management Configuration Guide, Release 4.1
Cisco Nexus 7000 Series NX-OS XML Management Interface User Guide, Release 4.1
Cisco Nexus 7000 Series and 5000 Series NX-OS System Messages Reference, Release 4.1
Cisco Nexus 7000 Series NX-OS MIB Quick Reference

NX-0S Command References

Cisco Nexus 7000 Series NX-OS Command Reference Master Index, Release 4.1

Cisco Nexus 7000 Series NX-OS Fundamentals Command Reference, Release 4.1

Cisco Nexus 7000 Series NX-OS Interfaces Command Reference, Release 4.1

Cisco Nexus 7000 Series NX-OS Layer 2 Switching Command Reference, Release 4.1
Cisco Nexus 7000 Series NX-OS Quality of Service Command Reference, Release 4.1
Cisco Nexus 7000 Series NX-OS Unicast Routing Command Reference, Release 4.1

Cisco Nexus 7000 Series NX-OS Multicast Routing Command Reference, Release 4.1
Cisco Nexus 7000 Series NX-OS Security Command Reference, Release 4.1

Cisco Nexus 7000 Series NX-OS Virtual Device Context Command Reference, Release 4.1
Cisco Nexus 7000 Series NX-OS System Management Command Reference, Release 4.1

Other Software Document

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional

Cisco Nexus 7000 Series NX-OS Troubleshooting Guide, Release 4.1

information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and

revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

| 0L-12907-01, Cisco DC-0S Release 4.0
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Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.

Cisco Nexus 7000 Series NX-0S Virtual Device Context Configuration Guide, Release 4.0
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Overview

This chapter describes virtual device contexts (VDCs) supported on the Cisco NX-OS devices.
This chapter includes the following sections:

e Overview of VDCs, page 1-1

e VDC Architecture, page 1-2

e VDC Resources, page 1-4

e VDC Management, page 1-6

e VDC Fault Isolation, page 1-9

e (Cisco NX-OS Feature Support in VDCs, page 1-10

Overview of VDCs

The Cisco NX-OS software supports VDCs, which partition a single physical device into multiple
logical devices that provide fault isolation, management isolation, address allocation isolation, service
differentiation domains, and adaptive resource management. You can manage a VDC instance within a
physical device independently. Each VDC appears as a unique device to the connected users. A VDC
runs as a separate logical entity within the physical device, maintains its own unique set of running
software processes, has its own configuration, and can be managed by a separate administrator.

VDCs also virtualize the control plane, which includes all those software functions that are processed
by the CPU on the active supervisor module. The control plane supports the software processes for the
services on the physical device, such as the routing information base (RIB) and the routing protocols.

When you create a VDC, the NX-OS software takes several of the control plane processes and replicates
them for the VDC. This replication of processes allows VDC administrators to use virtual routing and
forwarding instance (VRF) names and VLAN IDs independent of those used in other VDCs. Each VDC
administrator essentially interacts with a separate set of processes, VRFs, and VLANSs.

Figure 1-1 shows how the NX-OS software segments the physical device into VDCs. The benefits
include VDC-level fault isolation, VDC-level administration, separation of data traffic, and enhanced
security.

Cisco Nexus 7000 Series NX-0S Virtual Device Context Configuration Guide, Release 4.0
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Figure 1-1 Segmentation of Physical Device

VDC Architecture

The Cisco NX-OS software provides the base upon which VDCs are supported.
This section includes the following topics:

e Kernel and Infrastructure Layer, page 1-2

e Default VDC, page 1-3

e Communication Between VDCs, page 1-4

Kernel and Infrastructure Layer

The basis of the NX-OS software is the kernel and infrastructure layer. A single instance of the kernel
supports all of the processes and VDCs that run on the physical device. The infrastructure layer provides
an interface between the higher layer processes and the hardware resources of the physical device, such
as the ternary content addressable memory (TCAM). Having a single instance of this layer reduces the
complexity for the management of the hardware resources and helps scale the NX-OS software
performance by avoiding duplication of the system management process (see Figure 1-2).

Cisco Nexus 7000 Series NX-0S Virtual Device Context Configuration Guide, Release 4.0
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Default VDC

The infrastructure also enforces isolation across VDCs. A fault that is generated within a VDC does not
impact the services in other VDCs. This feature limits the impact of software faults and greatly improves
reliability of the device.

Along with the infrastructure layer, some nonvirtualized services have only a single instance for all
VDCs. These infrastructure services participate in creating VDCs, moving resources across VDCs, and
monitoring individual protocol services within a VDC.

The NX-OS software creates a virtualized control plane for each VDC.The virtualized control plane
within the VDCs processes all the protocol-related events.

All the Layer 2 and Layer 3 protocol services run within a VDC. Each protocol service started within a
VDC runs independently of the protocol services in other VDCs. The infrastructure layer protects the
protocol services within VDC so that a fault or other problem in a service in one VDC does not impact
other VDCs. The NX-OS software creates these virtualized services only when a VDC is created. Each
VDC has its own instance of each service. These virtualized services are unaware of other VDCs and
only work on resources assigned to that VDC. Only a user with the network-admin role can control the
resources available to these virtualized services.

Figure 1-2 VDC Architecture

uUDLD I GLBP VLAN Mg UDLD I
upLD I WLAN M upLD I

Protocol Stack (IPv4/IPv6/L2) | Protocol Stack (IPv4/1Pv6/L2) |

Infrastructure
Linux 2.6 Kernel

{ _ _Physical Switch |

The physical device always has one VDC, the default VDC (VDC 1). When you first log in to a new
NX-OS device, you begin in the default VDC.

You must be in the default VDC to create, change attributes for, or delete a nondefault VDC. The NX-OS
software can support up to four VDCs, including the default VDC, which means that you can create up
to three VDCs.

If you have the network-admin role privileges, you can manage the physical device and all VDCs from
the default VDC (see the “VDC Default User Roles” section on page 1-6).

I 0L-12907-01, Cisco DC-0S Release 4.0
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Communication Between VDCs

The NX-OS software does not support direct communication between VDCs on a single physical device.
You must make a physical connection from a port allocated to one VDC to a port allocated to the other
VDC to allow the VDCs to communicate. Each VDCs has its own VRFs for communicating with other
VDCs (see the “Logical Resources” section on page 1-5).

VDC Resources

Note

If you have the network-admin user role, you can allocate physical device resources exclusively for the
use of a VDC. Once a resource is assigned to a specific VDC, you can manage it only from that VDC.
The NX-OS software allows you to control how the logical and physical resources are assigned to each
VDC. User logging directly into the VDC can only see this limited view of the device and can manage
only those resources that the network administrator explicitly assigns to that VDC. Users within a VDC
cannot view or modify resources in other VDCs.

You must have the network-admin role to allocate resources to a VDC (see the “VDC Default User
Roles” section on page 1-6).

This section includes the following topics:
e Physical Resources, page 1-4
e Logical Resources, page 1-5
e VDC Resource Templates, page 1-6
e Configuration Files, page 1-6

Physical Resources

The only physical resources that you can allocate to a VDC are the Ethernet interfaces. Each physical
Ethernet interface can belong to only one VDC at any given time. Initially, all physical interfaces belong
to the default VDC (VDC 1). When you create a new VDC, the NX-OS software creates the virtualized
services for the VDC without allocating any physical interfaces to it. After you create a new VDC, you
can allocate a set of physical interfaces from the default VDC to the new VDC. Once you allocate a
physical interface to a VDC, you can configure it only in that VDC and no other VDC has access to that
interface, including the default VDC.

When you allocate an interface to a VDC, all configuration for that interface is erased. You, or the VDC
administrator, must configure the interface from within the VDC. Only the interfaces allocated to the
VDC are visible for configuration.

You can allocate the interfaces on your physical device in any combination, except for the interfaces on
the Cisco Nexus 7000 Series 32-port 10-Gbps Ethernet module (N7K-M132XP-12). This module has
eight port groups that consist of four interfaces each. You must you assign all four interfaces in a port
group to the same VDC (see Figure 1-3).

l _ Cisco Nexus 7000 Series NX-0S Virtual Device Context Configuration Guide, Release 4.0
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Figure 1-3 Example Interface Allocation for Port Groups on a Cisco 7000 Series 10-Gbps Ethernet
Module

187024

For more information on port groups in the Cisco Nexus 7000 Series 32-port 10-Gbps Ethernet module,
see the Cisco Nexus 7000 Series Hardware Installation and Reference Guide.

Logical Resources

Note

Each VDC acts as a separate logical device within a single physical device, which means that all the
namespaces are unique within a VDC.

When you create a VDC, it has its own default VLAN and VREF that is not shared with other VDCs. You
can also create other logical entities within a VDC for the exclusive use of that VDC. These logical
entities include SPAN monitoring sessions, port channels, VLANs, and VRFs.

You can have a maximum of two SPAN monitoring sessions on your physical device.

When you create a logical entity in a VDC, only users in that VDC can use it even when it has the same
identifier as an another logical entity in another VDC. For example, each VDC can support a maximum
of 4096 VLANs. The NX-OS software supports up to four VDCs and, therefore, 16,384 unique VLANSs.
A VDC administrator can configure VLAN IDs independently of the VLAN IDs used in other VDCs on
the same physical device. For example, if VDC administrators for VDC A and VDC B both create VLAN
100, these VLANSs are internally mapped to separate unique identifiers (see Figure 1-4).

Figure 1-4 Example VLAN Configuration for VDCs

Physical device

VDC A VDC B

VLAN 100 LA O

VDC A | VLAN 100 VDC B | VLAN 100

187023
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The Cisco NX-OS software provides default user roles with different levels of authority for VDC
administration as follows:

- network-admin—The network-admin role exists only in the default VDC and allows access to all
the global configuration commands. Network administrators have access to all features on the
physical device. Network administrators can create and delete VDCs, allocate resources for these
VDCs, manage device resources reserved for the VDCs, and configure features within any VDC.
Network administrators can access nondefault VDCs using the switchto vdc command from the
default VDC. Only the network administrator can access all the commands related to the physical
state of the device.

» network-operator—The network-operator role exists only in the default VDC and allows users to
display information for all VDCs on the physical device. Users with network-operator roles can
access nondefault VDCs using the switchto vdc command from the default VDC.

» vdc-admin—Userswho have thevdc-adminrole can configure all featureswithinaVDC. Userswith
either the network-admin or vdc-admin role can assign the vdc-admin role to user accounts within
the VDC. All configurations for the interfaces allocated to a VDC must be performed within the
VDC. Userswith the vdc-admin role are not allowed to execute any configuration commands related
to the physical device.

» vdc-operator—Users assigned with the vdc-operator role can display information only for the VDC.
Users with either the network-admin or vdc-admin role can assign the vdc-operator role to user
accounts within the VDC. The vdc-operator role does not allow the user to change the configuration
of the VDC.

If you do not need more than three VDCs, we recommend that you leave the default VDC as an admin
VDC and use the other VDCs as active data-plane virtual switches. Make sure to restrict default VDC

access to a select few administratorswho are allowed to modify the global configuration (network-admin
role). Remember that you can configure some features (such as CoPP, rate limits, and IP tunnels) only
in the default VDC.

If the default VDC must be used for data-plane traffic, administrators who require default VDC
configuration access but not global configuration access should be assigned the vdc-admin role. This
rolerestricts administrative functionsto the default VDC exclusively and prevents accessto global VDC
configuration commands.

For more information on user accounts and roles, see the Cisco Nexus 7000 Series NX-OS Security
Configuration Guide, Release 4.1.

Configuration Modes

The NX-OS software has two main configuration modes for VDCs, VDC configuration mode in the
default VDC and global configuration mode within the VDC itself.

Inthe VDC configuration mode in the default VDC, you can allocate interfaces to the VDCs and change
VDC attributes. You can enter VDC configuration mode from global configuration mode on the default
VDC. Only users with the network-admin role can access VDC configuration mode. The following
exampl e shows how to enter VDC configuration mode:

switch# config t

switch(config)# vdc Enterprise
switch (config-vdc)#

Cisco Nexus 7000 Series NX-OS Virtual Device Context Configuration Guide, Release 4.0
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In the global configuration mode in aVDC, you can configure NX-OS features for nondefault VDCs.
You can access this configuration mode by logging in to the VDC and entering global configuration
mode.You must have a user role that allows read and write access to the VDC to use this configuration
mode. The following example shows how to enter global configuration mode for a VDC:

switch-Enterprise# config t
switch-Enterprise (config) #

VDC Management Connections

The NX-OS software provides a virtual management (mgmt 0) interface for out-of-band management
for each VDC. You can configure this interface with a separate | P address that is accessed through the
physical mgmt 0O interface (see Figure 1-5). Using the virtual management interface allows you to use
only one management network, which can share the AAA servers and syslog servers among the VDCs.

Figure 1-5 Out-of-Band VDC Management Example

Physical device

5 VvDC -1
' (default vdc)

10.1.1.10 — 10.1.1.30

VDC-2 syslog Mgmt-eth
events sent with
source IP 10.1.1.20

VDC-3syslog
events sent with
source IP 10.1.1.30

VDC-1syslog
events sent with \
source IP 10.1.1.10 ' 10.1.1.200 '\10.1.1.100
Syslog Syslog
server for server for g
VDC-1 & VDC-2 VvDC-3 5

VDCs also support in-band management. You can access the VDC using one of the Ethernet interface
allocated to the VDC (see Figure 1-6). Using the in-band management allows you to use only separate
management networks, which ensure the separation of the AAA servers and syslog servers among the
VDCs.

Cisco Nexus 7000 Series NX-OS Virtual Device Context Configuration Guide, Release 4.0
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The NX-OS software also provides debugging and syslog message logging at the VDC level. VDC
administrators can use these tools to troubleshoot problems with the VDC.

For more information on VDC troubleshooting, see the Cisco Nexus 7000 Series NX-OS Troubleshooting
Guide, Release 4.1.

The Cisco NX-OS software incorporates high availability (HA) features that minimize the impact on the
data plane should the control plane fail or a switchover occurs. The different HA service levels provide
data plane protection, including service restarts, stateful supervisor module switchovers, and in-service
software upgrades (ISSUs). All of these high availability features support VDCs.

For more information on HA in the NX-OS software, see the Cisco Nexus 7000 Series NX-OS High
Availability and Redundancy Guide, Release 4.1.

Cisco NX-0S Feature Support in VDCs

VDC support for the Cisco NX-OS software features varies, depending on the feature. For most of the
NX-OS software features, configuration and operation is local to the current VDC. However, there are
the following exceptions:

e Control plane policing (CoPP)—Because of the hardware support, you can configure CoPP policies
only in the default VDC. The CoPP policies apply across all VDCs on the physical device.

e Rate limits—Because of the hardware support, you can configure rate limits only in the default
VDC. The rate limits apply across all VDCs on the physical device.

e [P tunnels—You can create VDC tunnels only in the default VDC.

For information on VDC support for a specific feature, see the configuration information for that feature.
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Managing VDCs

This chapter describes how to manage virtual device contexts (VDCs) on NX-OS devices.
This chapter includes the following sections:
e Information About Managing VDCs, page 4-1
e Licensing Requirements for Managing VDCs, page 4-3
e Prerequisites for Managing VDCs, page 4-4
¢ Guidelines and Limitations, page 4-4
e Managing VDCs, page 4-4
e Verifying the VDC Configuration, page 4-14
e Example VDC Management Configuration, page 4-14
e Additional References, page 4-15
e Feature History for Managing VDCs, page 4-15

Information About Managing VDCs

After you create a VDC, you can change the interface allocation, VDC resource limits, and the
single-supervisor and dual-supervisor high availability (HA) policies. You can also save the running
configuration of all VDCs on the physical device to the startup configuration.

This section includes the following topics:
e Interface Allocation, page 4-2
e VDC Resource Limits, page 4-3
e HA Policies, page 4-3
e Saving All VDC Configurations to the Startup Configuration, page 4-3
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VDC Resource Limits

You can change the resource limits for your VDC individually or by applying a VDC resource template
as your needs change. You can change the following limits for the following resources:

e [Pv4 route memory

IPv6 route memory

e Port channels

e Switched Port Analyzer (SPAN) monitor sessions
e VLANs

e Virtual routing and forwarding instances (VRFs)

HA Policies

The HA policy determines the action that the physical device takes when the VDC encounters an
unrecoverable field. You can change the HA policy for the VDC that was specified when you created the
VDC.

S

Note  You cannot change the HA policies for the default VDC.

Saving All VDC Configurations to the Startup Configuration

From the VDC, a user with the vdc-admin or network-admin role can save the VDC configuration to the
startup configuration. However, you might want to save the configuration of all VDCs to the startup
configuration from the default VDC.

Licensing Requirements for Managing VDCs

The following table shows the licensing requirements for this feature:

Product License Requirement

NX-0S Managing nondefault VDCs requires an Advanced Services license. Managing the default VDC requires no
license. For a complete explanation of the NX-OS licensing scheme and how to obtain and apply licenses,
see the Cisco Nexus 7000 Series NX-OS Licensing Guide, Release 4.1.

Note The NX-OS software allows a grace period of 120 days to use VDCs without an Advanced Services
license. If the grace period expires before you obtain a license, all nondefault VDC configuration is
removed from the physical device.
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Prerequisites for Managing VDCs

VDC management has the following prerequisites:
¢ You must have the network-admin user role.

*  You must log in to the default VDC.

Guidelines and Limitations

VDC management has the following guidelines and limitations:
e Only users with the network-admin user role can manage VDCs.

*  You can only change VDCs from the default VDC.

Managing VDCs

This section includes the following topics:
¢ Allocating Interfaces to a VDC, page 4-4
e Applying a VDC Resource Template, page 4-6
e Changing VDC Resource Limits, page 4-7
e Changing the HA Policies, page 4-10Saving VDC Configurations, page 4-12
e Deleting a VDC, page 4-12

Allocating Interfaces to a VDC

You can allocate one or more interfaces to a VDC. When you allocate an interface, you move it from one
VDC to another VDC. The interfaces are in the down state after you move them.

)

Note  When you allocate an interface, all configuration on the interface is lost.

BEFORE YOU BEGIN

Log in to the default VDC with a username that has the network-admin user role.

SUMMARY STEPS
1. configt
2. vdc vdc-name
3. show vdc membership
4. allocate interface ethernet slot/port

allocate interface ethernet slot/port - last-port

allocate interface ethernet siot/port, ethernet slot/port, ...
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5. exit
6. show vdc membership [status]

1. copy running-config startup-config

DETAILED STEPS

Command Purpose

Step1 config t Enters configuration mode.

Example:
switch# config t
switch(config)#

Step2 vdc vdc-name Specifies a VDC and enters VDC configuration mode.

Example:
switch(config)# vdc Engineering
switch(config-vdc) #

Step3  show vdc membership (Optional) Displays VDC interface membership infor-

mation.
Example:

switch(config-vdc)# show vdc membership

Step4 allocate interface ethernet slot/port Allocates one interface to the VDC.

Example:

switch(config-vdc)# allocate interface
ethernet 2/1

Moving ports will cause all config
associated to them in source vdc to be
removed. Are you sure you want to move
the ports? [yes] yes

allocate interface ethernmet slot/port - |Allocates a range of interfaces on the same module to
last-port the VDC

Example:

switch(config-vdc)# allocate interface
ethernet 2/1 - 4

Moving ports will cause all config
associated to them in source vdc to be
removed. Are you sure you want to move
the ports? [yes] yes

allocate interface ethernmet slot/port, Allocates a list of interfaces to the VDC.
ethernet slot/port,

Example:

switch(config-vdc)# allocate interface
ethernet 2/1, ethernet 2/3, ethernet 2/5
Moving ports will cause all config
associated to them in source vdc to be
removed. Are you sure you want to move
the ports? [yes] yes

Step5  exit Exits VDC configuration mode.

Example:
switch(config-vdc)# exit
switch(config)#
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Command Purpose
Step6  show vdc membership (Optional) Displays VDC interface membership
information.
Example:

switch(config)# show vdc membership

Step7  copy running-config startup-config Copies the running configuration to the startup
configuration.
Example:
switch(config)# copy running-config Note After you add an interface to a VDC, you must
startup-config copy the default VDC running configuration to

the startup configuration before users can copy
the changed VDC running configuration to the
startup configuration.

Applying a VDC Resource Template

You can change the VDC resource limits by applying a new VDC resource template. Changes to the
limits take affect immediately except for the [Pv4 and IPv6 route memory limits, which take affect after
the next VDC reset, physical device reload, or physical device stateful switchover.

BEFORE YOU BEGIN

Log in to the default VDC with a username that has the network-admin user role.

SUMMARY STEPS

1. configt

vdc vdc-name

show vdc resource detail
template template-name
exit

show vdc vdc-name resource

N o a B2 w N

copy running-config startup-config

DETAILED STEPS

Command Purpose

Step1 config t Enters configuration mode.

Example:
switch# config t
switch(config)#

Step2 show vdc resource detail (Optional) Displays the resource information for all
VDCs.

Example:
switch(config)# show vdc resource detail
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Command Purpose
Step3  vdc vdc-name Specifies a VDC and enters VDC configuration mode.
Example:

switch(config)# vdc Engineering
switch(config-vdc) #

Step4  template vdc-template-name Applies a new resource template for the VDC.

Example:
switch(config-vdc)# template MyTemplate

Step5  exit Exits VDC configuration mode.

Example:
switch(config-vdc)# exit
switch(config)#

Step6  show vdc vdc-name resource (Optional) Displays the resource information for a
specific VDC.
Example:
switch(config)# show vdc MyVDC resource

Step7 copy running-config startup-config (Optional) Copies the running configuration to the

startup configuration.
Example:

switch(config)# copy running-config

startup-config

Changing VDC Resource Limits

You can change the limits on the VDC resources. Changes to the limits take effect immediately except
for the IPv4 and IPv6 routing table memory limits, which take effect after the next VDC reset, physical
device reload, or physical device stateful switchover.

S

Note  You can have a maximum of two SPAN monitoring sessions on your physical device.

BEFORE YOU BEGIN

Log in to the default VDC with a username that has the network-admin user role.

SUMMARY STEPS

1. configt

2. vdc vdc-name

3. limit-resource monitor-session minimum min-value maximum {max-value | equal-to-min }
limit-resource port-channel minimum min-value maximum {max-value | equal-to-min}
limit-resource udroute-mem minimum min-value maximum max-value
limit-resource uéroute-mem minimum min-value maximum max-value
limit-resource vlan minimum min-value maximum {max-value | equal-to-min}
limit-resource vrf minimum min-value maximum {max-value | equal-to-min}

4, exit
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5. show vdc vdc-name resource

6. copy running-config startup-config

DETAILED STEPS

Command Purpose

Step1 config t Enters configuration mode.

Example:
switch# config t
switch(config)#

Step2  show vdc resource detail (Optional) Displays the resource information for all
VDCs.

Example:

switch(config)# show vdc resource detail

Step3  vdc vdc-name Specifies a VDC and enters VDC configuration mode.

Example:
switch(config)# vdc Engineering
switch(config-vdc) #
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Step 4

Step 5

Command

Purpose

limit-resource monitor-session minimum
min-value maximum {max-value
equal-to-min}

Example:
switch(config-vdc)# limit-resource
monitor-session minimum 0 maximum 1

Configures the SPAN monitor session resource limits.
The range is from O to 2. The equal-to-min keyword
automatically sets the maximum limit equal to the
minimum limit.

You can have a maximum of two SPAN
monitoring sessions on your physical device.

Note

limit-resource port-channel minimum
min-value maximum {max-value
equal-to-min}

Example:
switch(config-vdc)# limit-resource
port-channel minimum 0 maximum 128

Configures the port-channel resource limits. The range
is from O to 256. The equal-to-min keyword
automatically sets the maximum limit equal to the
minimum limit.

limit-resource ud4route-mem minimum
min-value maximum max-value

Example:
switch(config-vdc)# limit-resource
udroute-mem minimum 16 maximum 40

Configures the limits for IPv4 route memory in
megabytes. The default minimum value is 8.

In Cisco NX-OS Release 4.0(1a) and earlier releases,
the default maximum value is 256 and the range for
both values is from 1 to 256. In Cisco NX-OS Release
4.0(2) and later releases, the default maximum value is
320 and the range for both values is from 1 to 320.

limit-resource u6route-mem minimum
min-value maximum max-value

Example:
switch(config-vdc)# limit-resource
ubroute-mem minimum 16 maximum 32

Configures the limits for IPv6 route memory in
megabytes. The default minimum value is 4.

In Cisco NX-OS Release 4.0(1a) and earlier releases,
the default maximum value is 256. In Cisco NX-OS
Release 4.0(2) and later releases, the default maximum

value is 192. The range for both values is from 1 to
256.

limit-resource vlan minimum min-value
maximum {max-value | equal-to-min}

Example:
switch(config-vdc)# limit-resource vlan
minimum 24 maximum 2056

Configures the VLAN resource limits. The range is
from 16 to 4094. The equal-to-min keyword automat-
ically sets the maximum limit equal to the minimum
limit.

limit-resource vrf minimum min-value
maximum {max-value | equal-to-min}

Example:
switch(config-vdc)# limit-resource vrf
minimum 32 maximum 4196

Configures the VRF resource limits. The range is from
16 to 8192. The equal-to-min keyword automatically
sets the maximum limit equal to the minimum limit.

exit

Example:
switch(config-vdc)# exit
switch(config)#

Exits VDC configuration mode.

[ 0L-12907-01, Cisco DC-0S Release 4.0
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Command Purpose
Step6  show vdc vdc-name resource (Optional) Displays the VDC resource information.
Example:

switch(config)# show vdc MyVDC resource

Step7 copy running-config startup-config (Optional) Copies the running configuration to the
startup configuration.

Example:

switch(config)# copy running-config
startup-config

Changing the HA Policies

You can change the HA policies for a VDC. The VDC HA policies are as follows:
e Dual supervisor modules:

— Bringdown—Puts the VDC in the failed state. To recover from the failed state, you must reload
the physical device.

— Restart—Restarts the VDC. This process includes shutting down all the interfaces within that
VDC and stopping all the virtualized services processes. The NX-OS software restarts all the
virtualized services saved in the startup configuration and brings the interfaces back up with the
configuration saved in the startup configuration. Any configuration that you did not save in the
startup configuration prior to the restart is lost.

— Switchover—Initiates a supervisor module switchover.
¢ Single supervisor modules:

— Bringdown—Puts the VDC in the failed state. To recover from the failed state, you must reload
the physical device.

— Reload—Reloads the supervisor module.

A

Caution  With the reload action, any configuration that you did not save in the startup configuration
prior to the reload is lost.

S

Note  The reload action affects all interfaces and all VDCs on the physical device.

— Restart—Restarts the VDC. This process includes shutting down all the interfaces within that
VDC and stopping all the virtualized services processes. The NX-OS software restarts all the
virtualized services saved in the startup configuration and brings the interfaces back up with the
configuration saved in the startup configuration. Any configuration that you did not save in the
startup configuration prior to the restart is lost.

A

Caution  With the reload action, any configuration that you did not save in the startup configuration
prior to the reload is lost.

~

Note  You cannot change the HA policies for the default VDC.
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BEFORE YOU BEGIN

SUMMARY STEPS

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Log in to the default VDC with a username that has the network-admin user role.

1. configt

2. vdc vdc-name

3. ha-policy {dual-sup {bringdown | restart | switchover} | single-sup {bringdown | reload |

restart}}
4, exit
5. show vdc detail

6. copy running-config startup-config

Command Purpose
config t Enters configuration mode.
Example:

switch# config t
switch(config)#

vdc vdc-name

Example:
switch(config)# vdc Engineering
switch(config-vdc) #

Specifies a VDC and enters VDC configuration mode.

ha-policy {dual-sup {bringdown | restart
| switchover} | single-sup {bringdown |
reload | restart}}

Configures the HA policy for the VDC. The dual-sup
and single-sup option keyword values are as follows:

Note

bringdown—Puts the VDC in the failed state. To
recover from the failed state, you must reload the
physical device.

reload— Initiates a supervisor module switchover
for physical devices with two supervisor modules,
or reloads physical devices with one supervisor
module.

restart—Takes down the VDC and recreates it
using the startup configuration.

switchover—Initiates a supervisor module
switchover.

You cannot change the HA policies for the
default VDC.

exit

Example:
switch(config-vdc)# exit
switch(config)#

Exits VDC configuration mode.

[ 0L-12907-01, Cisco DC-0S Release 4.0
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Command Purpose
Step5  show vdc detail (Optional) Displays VDC status information.
Example:

switch(config)# show vdc detail

Step6 copy running-config startup-config (Optional) Copies the running configuration to the

startup configuration.
Example:

switch(config)# copy running-config

startup-config

Saving VDC Configurations

You can save the configuration of all the VDCs on the physical device to the startup configuration.

BEFORE YOU BEGIN

Log in to the default VDC with a username that has the network-admin user role.

SUMMARY STEPS

1. switchto vdc vdc
2. copy running-config startup-config
3. switchback
4. copy running-config startup-config vdc-all
Command Purpose

Step 1 switchto vdc vdc Switches to the VDC.

Step2 copy running-config startup-config Copies the running configuration for the VDC to the

startup configuration.

Step3  switchback Switches back to the default VDC.

Step4  copy running-config startup-config Copies the running configuration for all the VDCs to
vdc-all the startup configuration.
Example:
switch(config)# copy running-config
startup-config vdc-all

Deleting a VDC

When you delete a VDC, the NX-OS software removes the configuration for all interfaces allocated to
the VDC and returns the interfaces to the default VDC. Deleting a VDC stops all virtualized services and
removes any configuration within that VDC.

A

m You cannot delete the default VDC (VDC 1).
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A

Caution  Deleting a VDC disrupts all traffic on the VDC.

BEFORE YOU BEGIN

Log in to the default VDC with a username that has the network-admin user role.

SUMMARY STEPS

1. configt
no vdc vdc-name
exit

show vdc

o B W DN

copy running-config startup-config

DETAILED STEPS

Command Purpose

Step1 config t Enters configuration mode.

Example:
switch# config t
switch(config)#

Step 2 no vdec vdc-name Removes the VDC.

Example: ZCX

switch(config)# no vdc NewVDC . R R .
Deleting this vdc will remove its config. Caution  Deleting a VDC disrupts all traffic on the

Continue deleting this vdc? [yes] yes VDC and removes all configuration on
all the interfaces allocated to the VDC.

Step3  exit Exits VDC configuration mode.

Example:
switch(config)# exit
switch#

Step4  show vdc (Optional) Copies the running configuration to the

startup configuration.
Example:

switch# show wvdc

Step5 copy running-config startup-config Copies the running configuration to the startup

configuration.
Example:

switch(config)# copy running-config
startup-config
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Verifying the VDC Configuration

To display VDC configuration information, perform one of the following tasks:

Command

Purpose

show running-config {vdc | vdc-all}

Displays the VDC information in the running
configuration.

show vdc [vdc-name]

Displays the VDC configuration information.

show vdc current-vdc

Displays the current VDC number.

show vdc membership [status]

Displays the VDC interface membership
information.

show vdc resource template

Displays the VDC template configuration.

show resource

Displays the VDC resource configuration for the
current VDC.

show vdc [vdc-name] resource [resource-name]

Displays the VDC resource configuration for all
VDCs.

For detailed information about the fields in the output from these commands, see the Cisco Nexus 7000
Series NX-OS Virtual Device Context Command Reference, Release 4.1.

Example VDC Management Configuration

The following example shows how to allocate interfaces between VDCs for port groups on a Cisco
Nexus 7000 32-port 10-Gbps Ethernet module as described in Figure 4-1 on page 4-2:

~

Note

VDC-A is the default VDC.

config t

hostname VDC-A

vdc VDC-B

! Port group 2

allocate interfaces ethernet 2/2,
! Port group 3

allocate interfaces ethernet 2/9,
vdc VDC-C

! Port group 4

allocate interfaces ethernet 2/10,
! Port group 5

allocate interfaces ethernet 2/17,
vdc VDC-D

! Port group 6

allocate interfaces ethernet 2/18,
! Port group 7

allocate interfaces ethernet 2/25,

ethernet 2/4,

ethernet 2/11,

ethernet 2/12,

ethernet 2/19,

ethernet 2/20,

ethernet 2/27,

ethernet 2/6, ethernet 2/8

ethernet 2/13, ethernet 2/15

ethernet 2/14, ethernet 2/16

ethernet 2/21, ethernet 2/23

ethernet 2/22, ethernet 2/24

ethernet 2/29, ethernet 2/30

l _ Cisco Nexus 7000 Series NX-0S Virtual Device Context Configuration Guide, Release 4.0

0L-12907-01, Cisco DC-0S Release 4.0 |


http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/security/command/reference/sec_cmd_ref.html

| Chapter4 Managing VDCs

Additional References W

Send document comments to nexus7k-docfeedback@cisco.com

Additional References

For additional information related to VDCs, see the following sections:

e Related Documents, page 4-15

Related Documents

Related Topic Document Title

DCNM Licensing Cisco Nexus 7000 Series NX-OS Licensing Guide, Release 4.1

Cisco Nexus 7000 Series 32-port 10-Gbps Ethernet Cisco Nexus 7000 Series Hardware Installation and Reference

module Guide

Command reference Cisco Nexus 7000 Series NX-OS Virtual Device Context Command
Reference, Release 4.1

Feature History for Managing VDCs

Table 4-2 lists the release history for this feature.

Table 4-2 Feature History for VDC Resource Templates

Feature Name Releases Feature Information

IPv4 unicast route memory resource 4.0(2) Changed the default maximum value from 256 to 320.
IPv6 unicast route memory resource 4.0(2) Changed the default maximum value from 256 to 192.
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