Send docu

bootup diagnostics 9-2

Call Home

alert groups 4-3

benefits 4-2

configuring 4-8

configuring contact information 4-9

configuring e-mail 4-16

configuring inventory notification 4-16, 4-18

default settings 4-21
description 4-1to 4-7
destination profiles
associating an alert group 4-14
attributes  4-12
creating 4-10
description 4-2
modifying 4-12
predefined 4-2
disabling 4-19
disabling duplicate message throttle 4-19
e-mail notifications 1-3
enabling 4-19
event triggers (table) 4-22
example configuration 4-21
guidelines 4-7
high availability 4-6
licensing requirements  4-7

limitations 4-7

mapping message levels to syslog levels (table)

INDEX

message formats
full text (table) 4-24
full-text format, example 4-26
inventory events (table) 4-26
options 4-2
proactive events (table) 4-25
reactive events (table) 4-25
short text (table) 4-23
XML (table) 4-24
XML format, example 4-29
message levels 4-5
MIBs 4-33
modifying an alert group 4-15
prerequisites  4-7
sending a test message 4-20
Smart Call Home feature 4-6
verifying configuration 4-20
virtualization support 4-7
CDP
clearing cache 2-11
clearing statistics 2-11
configuring timers, example 2-11
default settings 2-11
description  2-1
disabling the feature 2-6
enabling on an interface 2-6
enabling the feature 2-5
guidelines 2-4
licensing requirements  2-4
limitations 2-4
MIBs (table) 2-12
optional parameters 2-8
TLV fields 2-2

[ oL-15809-03

Cisco Nexus 7000 Series NX-0S System Management Configuration Guide, Release 4.0 g

fk-docfeedback@cisco.com.



W Index

Send document comments to nexus7k-docfeedback@cisco.com.

verifying configuration 2-10
version 2-11
virtualization 2-4
VLANID 2-2

Cisco discovery protocol
See CDP

command scheduler
authentication 6-2
configuring 6-3
configuring authentication 6-4
configuring execution logs  6-10
default settings  6-11
defining jobs 6-6
deleting a job  6-7
description  6-1
disabling the feature 6-4
enabling the feature 6-4
execution logs  6-2
guidelines 6-3
high availability 6-2
jobs  6-1
licensing requirements  6-3
limitations 6-3
prerequisites  6-3
specifying schedules 6-7
verifying configuration 6-10
virtualization support 6-2

configuration methods 1-1

online diagnostics 9-11

RMON 87

rollback 5-9

SNMP 7-18

system messages 3-11
diagnostics

bootup 9-2

on demand 9-4

runtime 9-3
documentation

additional publications 1-xi

conventions 1-x

D

default settings
Call Home 4-21
CDP 211
command scheduler 6-11
EEM 10-16
NetFlow 13-17
NTP 2-1
OBFL 11-5

EEM
actions 10-4
activating a script policy 10-12
configuring action statements 10-9
configuring event statements 10-7
default settings 10-16
defining an environment variable 10-15
defining a policy 10-6
defining script policies 10-12
description 10-1to 10-5
environment variables 10-4
event logs 10-2
events 10-3
example configuration 10-16
guidelines  10-6
high availability 10-5
licensing requirements  10-5
limitations 10-6
override policy 10-2
override policy (note) 10-3
override policy actions (note) 10-4
overriding a system policy 10-13
parameter substitution 10-4

policies 10-2

l_ Cisco Nexus 7000 Series NX-0S System Management Configuration Guide, Release 4.0

0L-15809-03 |



Index W

Send document comments to nexus7k-docfeedback@cisco.com.

prerequisites  10-5

registering a script policy 10-12

script policies 10-4

SNMP support 7-5

system policies 10-2

verifying configuration 10-15

virtualization support 10-5
EEM overriding a system policy (example)
embedded event manager. See EEM
executing a session 5-7

exporter map 13-2

F

features, new and changed (table) 1-xi

G

GOLD. See online diagnostics

health monitoring diagnostics 9-3
high availability

CDP 23

EEM 10-5

NetFlow 13-3

NTP 2-3

online diagnostics 9-4

RMON 8-2

SNMP 7-6

SPAN 12-4

L

licensing requirements
Call Home 4-7
CDP 24

command scheduler 6-3
EEM 10-5

NetFlow 13-4

NTP 24

OBFL 11-2

online diagnostics 9-4
RMON 8-3

rollback 5-3

session manager 5-3
SNMP 7-6

SPAN 12-5

system messages 3-3

M

MIBs
Call Home 4-33
CDP 212

description 7-2

location to download 7-20
NetFlow 13-18

NTP 2-12

RMON 8-8

SNMP 7-20

monitor map 13-3

NetFlow
adaptive flexible NetFlow 13-3

applying a monitor map to an interface 13-13

applying a monitor map to a VLAN  13-14

applying a sampler map to an interface 13-13

configuring Bridged NetFlow 13-14
configuring NetFlow 13-5
configuring timeouts 13-15

creating a monitor map  13-11

creating an export map 13-9

[ oL-15809-03

Cisco Nexus 7000 Series NX-0S System Management Configuration Guide, Release 4.0 g



W Index

Send document comments to nexus7k-docfeedback@cisco.com.

creating a record map 13-6

creating a sampler map 13-12

default settings 13-17

description 13-1to 13-4

disabling 13-6

enabling 13-6

example configuration 13-16

exporter map 13-2

export formats 13-3

flows 13-1

full mode 13-2

guidelines 13-4

high availability 13-3

keys 13-1

licensing requirements 13-4

limitations 13-4

MIBs 13-18

monitor map 13-3

record map 13-2

sampled mode 13-2

sampler map 13-3

specifying collect parameters 13-8

specifying match parameters 13-7

verifying configuration 13-16

virtualization support 13-4
Network Time Protocol. See NTP
NTP

clearing a session  2-11

clearing statistics  2-11

configuring a server, example 2-11

configuring peer 2-9

configuring server 2-9

default settings 2-11

description 2-2

disabling the protocol 2-9

feature history (table) 2-12

guidelines 2-4

high availability 2-3

licensing requirements  2-4

limitations 2-4

MIBs (table) 2-12

peers  2-3

prerequisites  2-4

stratum 2-2

verifying configuration 2-11

virtualization 2-4

OBFL

clearing statistics 11-5
default settings 11-5
description 11-1

disabling 11-3

enabling 11-3

example configuration 11-5
guidelines 11-2

licensing requirements  11-2
limitations  11-2
prerequisites  11-2
verifying configuration 11-4

virtualization support 11-2

on-board failure logging. See OBFL
on demand diagnostics 9-4

online diagnostics

activating a diagnostics test 9-6
bootup 9-2

clearing the test results 9-9
configuring the bootup diagnostic level 9-5
default settings 9-11
description 9-1to 9-4

example configuration 9-11
guidelines 9-5

health monitoring 9-3

high availability 9-4

licensing requirements  9-4
limitations 9-5

on demand 9-4

l_ Cisco Nexus 7000 Series NX-0S System Management Configuration Guide, Release 4.0

0L-15809-03 |



Index W

Send document comments to nexus7k-docfeedback@cisco.com.

prerequisites 9-5

runtime 9-3

setting a diagnostic test as inactive

simulating a test result 9-10

starting an on-demand test 9-8

stopping an on-demand test
verifying configuration 9-10
virtualization support 9-4

VRFs 94

guidelines 5-3

high availability 5-2
implementing a rollback 5-4
licensing requirements 5-3
limitations  5-3

prerequisites 5-3

reverting to checkpoint file 5-4
verifying configuration 5-8
virtualization support 5-2

runtime diagnostics 9-3

record map 13-2
related documents  1-xi
RMON
alarms 8-2
configuring alarms 8-4
configuring events 8-5
default settings 8-7
description  8-1
events 8-2
example configuration 8-6
guidelines 8-3
high availability 8-2
licensing requirements  8-3
limitations 8-3
MIBs 8-8
prerequisites 8-3
RFC A-1
verifying configuration 8-6
virtualization support 8-3
VRFs 8-3
rollback
checkpoint copy 5-2

creating a checkpoint copy 5-4

default settings 5-9

deleting a checkpoint file 5-4

description 5-1

example configuration 5-9

S

sampler map 13-3
scheduler. See command scheduler
session manager 5-7
committing a session  5-7
configuring ACLs 5-6
configuring an ACL session (example) 5-9
creating a session  5-6
description 5-2
discarding a session 5-8
guidelines 5-3
high availability 5-2
licensing requirements  5-3
limitations 5-3
prerequisites 5-3
saving a session  5-8
verifying configuration 5-9
verifying the session 5-7
virtualization support 5-2
Simple Network Management Protocol. See SNMP
Smart Call Home
description 4-6
registration requirements  4-6
SMARTRet registration 4-6
SNMP
agent 7-2

assigning contact 7-15

[ oL-15809-03

Cisco Nexus 7000 Series NX-0S System Management Configuration Guide, Release 4.0 g



Index

Send document comments to nexus7k-docfeedback@cisco.com.

l_ Cisco Nexus 7000 Series NX-0S System Management Configuration Guide, Release 4.0

assigning location 7-15
assigning multiple user roles 7-9
authentication 7-4

configuring a user 7-8
configuring context to network entity mapping 7-16
context mapping 7-6

contexts 7-5

creating communities 7-9
default settings 7-18

description 7-1to 7-6

disabling protocol 7-17

EEM support 7-5

enabling one-time authentication 7-14
enforcing encryption 7-9
engine ID format 7-8

example configuration 7-18
feature history (table) 7-20
group-based access 7-5
guidelines 7-7

high availability 7-6

licensing requirements  7-6
limitations  7-7

manager 7-2

MIBs 17-2

MIBs supported 7-20

multiple instance support 7-5
notifications

configuring LinkUp/LinkDown
notifications 7-14

configuring notification receivers 7-10

configuring notification receivers with
VRFs 711

configuring the notification target user 7-11
description 7-2
enabling individual notifications 7-12
informs 7-2
trap 7-2

prerequisites  7-7

RFCs 17-2

RMON 8-1
user synchronization with CLI  7-4
verifying configuration 7-18
versions
security models and levels 7-3
SNMPv3 7-2
USM 74
virtualization support 7-6

VRFs 7-6

SPAN

configuring an RSPAN VLAN 12-11

configuring a PVLAN source in a session
(example) 12-16

configuring a session 12-6

configuring a session (example) 12-14
configuring a virtual SPAN session 12-9
configuring a virtual SPAN session (example) 12-15
description 12-1

enabling a session  12-12

guidelines 12-5

high availability 12-4

licensing requirements  12-5

limitations  12-5

multiple sessions 12-4

prerequisites 12-5

session destinations 12-6

sessions  12-3

session sources 12-6

shutting down a session 12-12

verifying configuration 12-14
virtualization support 12-4

virtual SPAN sessions 12-3

switched port analyzer. See SPAN
syslog

See system messages

system messages

clearing a log file 3-9
configuring (example) 3-11

configuring a syslog server 3-7

0L-15809-03 |



Index W

Send document comments to nexus7k-docfeedback@cisco.com.

configuring a syslog server on a Linux system 3-9
configuring a syslog server on a UNIX system 3-9
configuring severity level to log  3-6

configuring timestamp 3-6

default settings 3-11

description  3-1

displaying a log file 3-9

guidelines 3-3

licensing requirements  3-3

list of messages 3-12

logging to a file 3-5

logging to a terminal session  3-3

logging to the console port 3-3

RFC 31

severity levels (table) 3-2

syslog server 3-2

verifying configuration 3-10

virtualization support 3-2

T

trap. See SNMP
troubleshooting 1-5

Cisco Nexus 7000 Series NX-0S System Management Configuration Guide, Release 4.0
| oL-15809-03 ..m



W Index

Send document comments to nexus7k-docfeedback@cisco.com.

Cisco Nexus 7000 Series NX-0S System Management Configuration Guide, Release 4.0
m. 0L-15809-03 |




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


