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CHAPTER]

Configuring 802.1X

This chapter describes how to configure IEEE 802.1X port-based authentication on NX-OS devices.
This chapter includes the following sections:
e Information About 802.1X, page 7-1
e Licensing Requirements for 802.1X, page 7-7
e Prerequisites for 802.1X, page 7-8
e 802.1X Guidelines and Limitations, page 7-8
e Configuring 802.1X, page 7-8
e Verifying the 802.1X Configuration, page 7-34
e Displaying 802.1X Statistics, page 7-34
e 802.1X Example Configurations, page 7-35
e Default Settings, page 7-35
¢ Additional References, page 7-36

Information About 802.1X

802.1X defines a client-server-based access control and authentication protocol that restricts
unauthorized clients from connecting to a LAN through publicly accessible ports. The authentication
server authenticates each client connected to an NX-OS device port.

Until the client is authenticated, 802.1X access control allows only Extensible Authentication Protocol
over LAN (EAPOL) traffic through the port to which the client is connected. After authentication is
successful, normal traffic can pass through the port.

This section includes the following topics about 802.1X port-based authentication:
e Device Roles, page 7-2
e Authentication Initiation and Message Exchange, page 7-3
e Ports in Authorized and Unauthorized States, page 7-4
e MAC Address Authentication Bypass, page 7-5
e 802.1X with Port Security, page 7-6
¢ Supported Topologies, page 7-7
e Virtualization Support, page 7-7
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Device Roles

With 802.1X port-based authentication, the devices in the network have specific roles as shown in
Figure 7-1.

Figure 7-1  802.1X Device Roles
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The specific roles shown in Figure 7-1 are as follows:

e Supplicant—The client device that requests access to the LAN and NX-OS device services and
responds to requests from the NX-OS device. The workstation must be running 802.1X-compliant
client software such as that offered in the Microsoft Windows XP operating device.

N
Note  To resolve Windows XP network connectivity and 802.1X port-based authentication issues,

read the Microsoft Knowledge Base article at this URL:
http://support.microsoft.com/support/kb/articles/Q303/5/97.ASP

¢ Authentication server—The authentication server performs the actual authentication of the
supplicant. The authentication server validates the identity of the supplicant and notifies the NX-OS
device regarding whether the supplicant is authorized to access the LAN and NX-OS device
services. Because the NX-OS device acts as the proxy, the authentication service is transparent to
the supplicant. The Remote Authentication Dial-In User Service (RADIUS) security device with
Extensible Authentication Protocol (EAP) extensions is the only supported authentication server; it
is available in Cisco Secure Access Control Server, version 3.0. RADIUS uses a supplicant-server
model in which secure authentication information is exchanged between the RADIUS server and
one or more RADIUS clients.

¢ Authenticator—The authenticator controls the physical access to the network based on the
authentication status of the supplicant. The authenticator acts as an intermediary (proxy) between
the supplicant and the authentication server, requesting identity information from the supplicant,
verifying the requested identity information with the authentication server, and relaying a response
to the supplicant. The authenticator includes the RADIUS client, which is responsible for
encapsulating and decapsulating the EAP frames and interacting with the authentication server.

When the authenticator receives EAPOL frames and relays them to the authentication server, the
authenticator strips off the Ethernet header and encapsulates the remaining EAP frame in the
RADIUS format. This encapsulation process does not modify or examine the EAP frames, and the
authentication server must support EAP within the native frame format. When the authenticator
receives frames from the authentication server, the authenticator removes the server’s frame header,
leaving the EAP frame, which the authenticator then encapsulates for Ethernet and sends to the
supplicant.
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Note

The NX-OS device can only be a 802.1X authenticator.

Authentication Initiation and Message Exchange

Note

Either the authenticator (NX-OS device) or the supplicant (client) can initiate authentication. If you
enable authentication on a port, the authenticator must initiate authentication when it determines that the
port link state transitions from down to up. The authenticator then sends an EAP-request/identity frame
to the supplicant to request its identity (typically, the authenticator sends an initial identity/request frame
followed by one or more requests for authentication information). When the supplicant receives the
frame, it responds with an EAP-response/identity frame.

If the supplicant does not receive an EAP-request/identity frame from the authenticator during bootup,
the supplicant can initiate authentication by sending an EAPOL-start frame, which prompts the
authenticator to request the supplicant’s identity.

If 802.1X is not enabled or supported on the network access device, the NX-OS device drops any EAPOL
frames from the supplicant. If the supplicant does not receive an EAP-request/identity frame after three
attempts to start authentication, the supplicant transmits data as if the port is in the authorized state. A
port in the authorized state means that the supplicant has been successfully authenticated. For more
information, see the “Ports in Authorized and Unauthorized States” section on page 7-4.

When the supplicant supplies its identity, the authenticator begins its role as the intermediary, passing
EAP frames between the supplicant and the authentication server until authentication succeeds or fails.
If the authentication succeeds, the authenticator port becomes authorized. For more information, see the
“Ports in Authorized and Unauthorized States” section on page 7-4.

The specific exchange of EAP frames depends on the authentication method being used. Figure 7-2
shows a message exchange initiated by the supplicant using the One-Time-Password (OTP)
authentication method with a RADIUS server. OTP authentication device uses a secret pass-phrase to
generate a sequence of one-time (single use) passwords. The user’s secret pass-phrase never crosses the
network at any time such as during authentication or during pass-phrase changes.
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Figure 7-2 Message Exchange
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Port Unauthorized

Ports in Authorized and Unauthorized States

The authenticator port state determines if the supplicant is granted access to the network. The port starts
in the unauthorized state. In this state, the port disallows all ingress and egress traffic except for 802.1X
protocol packets. When a supplicant is successfully authenticated, the port transitions to the authorized
state, allowing all traffic for the supplicant to flow normally.

If a client that does not support 802.1X is connected to an unauthorized 802.1X port, the authenticator
requests the client’s identity. In this situation, the client does not respond to the request, the port remains
in the unauthorized state, and the client is not granted access to the network.

In contrast, when an 802.1X-enabled client connects to a port that is not running the 802.1X protocol,
the client initiates the authentication process by sending the EAPOL-start frame. When no response is
received, the client sends the request for a fixed number of times. Because no response is received, the
client begins sending frames as if the port is in the authorized state.

Ports can have the following authorization states:

e Force authorized—Disables 802.1X port-based authentication and transitions to the authorized state
without requiring any authentication exchange. The port transmits and receives normal traffic
without 802.1X-based authentication of the client. This authorization state is the default.

e Force unauthorized—Causes the port to remain in the unauthorized state, ignoring all attempts by
the client to authenticate. The authenticator cannot provide authentication services to the client
through the interface.

e Auto—Enables 802.1X port-based authentication and causes the port to begin in the unauthorized
state, allowing only EAPOL frames to be sent and received through the port. The authentication
process begins when the link state of the port transitions from down to up or when an EAPOL-start
frame is received from the supplicant. The authenticator requests the identity of the client and begins
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relaying authentication messages between the client and the authentication server. Each supplicant
that attempts to access the network is uniquely identified by the authenticator by using the
supplicant’s MAC address.

If the supplicant is successfully authenticated (receives an Accept frame from the authentication server),
the port state changes to authorized, and all frames from the authenticated supplicant are allowed
through the port. If the authentication fails, the port remains in the unauthorized state, but authentication
can be retried. If the authentication server cannot be reached, the authenticator can retransmit the
request. If no response is received from the server after the specified number of attempts, authentication
fails, and the supplicant is not granted network access.

When a supplicant logs off, it sends an EAPOL-logoff message, which causes the authenticator port to
transition to the unauthorized state.

If the link state of a port transitions from up to down, or if an EAPOL-logoff frame is received, the port
returns to the unauthorized state.

MAC Address Authentication Bypass

You can configure the NX-OS device to authorize a supplicant based on the supplicant MAC address by
using the MAC authentication bypass feature. For example, you can enable this feature on interfaces
configured for 802.1X that are connected to devices such as printers.

If 802.1X authentication times out while waiting for an EAPOL response from the supplicant, the
NX-OS device tries to authorize the client by using MAC authentication bypass.

When you enable the MAC authentication bypass feature an interface, the NX-OS device uses the MAC
address as the supplicant identity. The authentication server has a database of supplicant MAC addresses
that are allowed network access. After detecting a client on the interface, the NX-OS device waits for an
Ethernet packet from the client. The NX-OS device sends the authentication server a
RADIUS-access/request frame with a username and password based on the MAC address. If
authorization succeeds, the NX-OS device grants the client access to the network. If authorization fails,
the NX-OS device assigns the port to the guest VLAN if one is configured.

If an EAPOL packet is detected on the interface during the lifetime of the link, the NX-OS device
determines that the device connected to that interface is an 802.1X-capable supplicant and uses 802.1X
authentication (not MAC authentication bypass) to authorize the interface. EAPOL history is cleared if
the interface link status goes down.

If the NX-OS device already authorized an interface by using MAC authentication bypass and detects an
802.1X supplicant, the NX-OS device does not unauthorize the client connected to the interface. When
reauthentication occurs, the NX-OS device uses 802.1X authentication as the preferred reauthentication
process if the previous session ended because the Termination-Action RADIUS attribute value is
DEFAULT.

Clients that were authorized with MAC authentication bypass can be reauthenticated. The
reauthentication process is the same as that for clients that were authenticated with 802.1X. During
reauthentication, the port remains in the previously assigned VLAN. If reauthentication is successful,
the switch keeps the port in the same VLAN. If reauthentication fails, the switch assigns the port to the
guest VLAN, if one is configured.

If reauthentication is based on the Session-Timeout RADIUS attribute (Attribute[27]) and the
Termination-Action RADIUS attribute (Attribute [29]) and if the Termination-Action RADIUS attribute
(Attribute [29]) action is Initialize, (the attribute value is DEFAULT), the MAC authentication bypass
session ends, and connectivity is lost during reauthentication. If MAC authentication bypass is enabled
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and the 802.1X authentication times out, the switch uses the MAC authentication bypass feature to
initiate reauthorization. For more information about these AV pairs, see RFC 3580, “IEEE 802.1X
Remote Authentication Dial In User Service (RADIUS) Usage Guidelines.”

MAC authentication bypass interacts with the features:

802.1X authentication—You can enable MAC authentication bypass only if 802.1X authentication is
enabled on the port.

Port security—See the “802.1X with Port Security” section on page 7-6.

Network admission control (NAC) Layer 2 IP validation—This feature takes effect after an 802.1X port
is authenticated with MAC authentication bypass, including hosts in the exception list.

Single Host and Multiple Hosts Support

The 802.1X feature can restrict traffic on a port to only one endpoint device (single-host mode) or allow
traffic from multiple endpoint devices on a port (multi-host mode).

Single-host mode allows traffic from only one endpoint device on the 802.1X port. Once the endpoint
device is authenticated, the NX-OS device puts the port in the authorized state. When the endpoint device
leaves the port, the NX-OS device put the port back into the unauthorized state. A security violation in
802.1X is defined as a detection of frames sourced from any MAC address other than the single MAC
address authorized as a result of successful authentication. In this case, the interface on which this
security association violation is detected (EAPOL frame from the other MAC address) will be disabled.
Single host mode is applicable only for host-to-switch topology and when a single host is connected to
the Layer 2 (Ethernet access port) or Layer 3 port (routed port) of the NX-OS device.

Only the first host has to be authenticated on the 802.1X port configured with multiple host mode. The
port is moved to the authorized state after the successful authorization of the first host. Subsequent hosts
are not required to be authorized to gain network access once the port is in the authorized state. If the
port becomes unauthorized when reauthentication fails or an EAPOL logoff message is received, all
attached hosts are denied access to the network. The capability of the interface to shutdown upon
security association violation is disabled in multiple host mode. This mode is applicable for both
switch-to-switch and host-to-switch topologies.

802.1X with Port Security

On NX-OS devices, you can configure 802.1X authentication and port security on the same Layer 2
ports. 802.1X uses RADIUS servers to authenticate the endpoint devices connected to a port. Port
security secures ports based on MAC addresses, up to a maximum number of MAC addresses on a port.
This difference allows the two features to work together. The NX-OS software supports 802.1X
authentication with port security for Layer 2 ports in both host-to-switch and switch-to-switch
topologies.

When 802.1X works with port security, both 802.1X and port security must authenticate supplicant MAC
addresses. In multi-host mode, port security authenticates only the first supplicant MAC address. After
the successful authentication of the first supplicant, the NX-OS device sends subsequent traffic from
other supplicants to port security.

For more information on port security, see Chapter 13, “Configuring Port Security.”
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Supported Topologies

The 802.1X port-based authentication is supported in two topologies:
e Point-to-point
e Wireless LAN

In a point-to-point configuration (see Figure 7-1 on page 7-2), only one supplicant (client) can connect
to the 802.1X-enabled authenticator (NX-OS device) port. The authenticator detects the supplicant when
the port link state changes to the up state. If a supplicant leaves or is replaced with another supplicant,
the authenticator changes the port link state to down, and the port returns to the unauthorized state.

Figure 7-3 shows 802.1X port-based authentication in a wireless LAN. The 802.1X port is configured
as a multiple-host port that becomes authorized as soon as one supplicant is authenticated. When the port
is authorized, all other hosts indirectly attached to the port are granted access to the network. If the port
becomes unauthorized (reauthentication fails or an EAPOL-logoff message is received), the NX-OS
device denies access to the network to all of the attached supplicants.

Figure 7-3  Wireless LAN Example
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Virtualization Support

802.1X configuration and operation are local to the virtual device context (VDC). For more information
on VDCs, see the Cisco Nexus 7000 Series NX-OS Virtual Device Context Configuration Guide, Release
4.0.

Licensing Requirements for 802.1X

The following table shows the licensing requirements for this feature:

Product License Requirement
NX-0S 802.1X requires no license. Any feature not included in a license package is bundled with the Cisco NX-OS
system images and is provided at no extra charge to you. For a complete explanation of the NX-OS licensing
scheme, see the Cisco Nexus 7000 Series NX-OS Licensing Guide, Release 4.0.
Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 4.0
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Prerequisites for 802.1X

802.1X has the following prerequisites:

One or more RADIUS servers accessible in the network.

802.1X supplicants are attached to the ports, unless you enable MAC address authentication bypass
(see the “Enabling MAC Address Authentication Bypass” section on page 7-23).

802.1X Guidelines and Limitations

802.1X port-based authentication has the following configuration guidelines and limitations:

The NX-OS software supports 802.1X only on physical ports.
The NX-OS software does not support 802.1X on subinterfaces or port channels.

When you enable 802.1X authentication, supplicants are authenticated before any other Layer 2 or
Layer 3 features are enabled on an Ethernet interface.

The NX-OS software supports 802.1X authentication only on Ethernet interfaces that are in a port
channel or a trunk.

The NX-OS software does not support single host mode on trunk interfaces or member interfaces in
a port channel.

The NX-OS software does not support MAC address authenication bypass on trunk interfaces.
The NX-OS software does not support the following 802.1X protocol enhancements:

— One-to-many logical VLAN name to ID mapping

— Web authorization

— Dynamic domain bridge assignment

— IP telephony

- Guest VLANs

Configuring 802.1X

This section includes the following topics:

Process for Configuring 802.1X, page 7-9

Enabling the 802.1X Feature, page 7-10

Configuring AAA Authentication Methods for 802.1X, page 7-11
Controlling 802.1X Authentication on an Interface, page 7-12
Enabling Global Periodic Reauthentication, page 7-13

Enabling Periodic Reauthentication for an Interface, page 7-15
Manually Reauthenticating Supplicants, page 7-16

Manually Initializing 802.1X Authentication, page 7-17

Changing Global 802.1X Authentication Timers, page 7-18
Changing 802.1X Authentication Timers for an Interface, page 7-19
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Enabling Single Host or Multiple Hosts Mode, page 7-22

Enabling MAC Address Authentication Bypass, page 7-23

Disabling 802.1X Authentication on the NX-OS Device, page 7-24

Disabling the 802.1X Feature, page 7-25

Resetting the 802.1X Global Configuration to the Default Values, page 7-26
Resetting the 802.1X Interface Configuration to the Default Values, page 7-27

Setting the Global Maximum Authenticator-to-Supplicant Frame Retransmission Retry Count,
page 7-28

Configuring the Maximum Authenticator-to-Supplicant Frame Retransmission Retry Count for an
Interface, page 7-29

Enabling RADIUS Accounting for 802.1X Authentication, page 7-30
Configuring AAA Accounting Methods for 802.1X, page 7-31

Setting the Maximum Reauthentication Retry Count on an Interface, page 7-32

If you are familiar with the Cisco IOS CLI, be aware that the Cisco NX-OS commands for this feature
might differ from the Cisco IOS commands that you would use.

Process for Configuring 802.1X

Step 1
Step 2

Step 3

Follow these steps to configure 802.1X authentication:

Enable the 802.1X feature (see the “Enabling the 802.1X Feature” section on page 7-10).

Configure the connection to the remote RADIUS server (see the “Configuring AAA Authentication
Methods for 802.1X” section on page 7-11).

Enable 802.1X authentication on the Ethernet interfaces (see the “Controlling 802.1X Authentication on
an Interface” section on page 7-12).

You can perform the following optional maintenance tasks for 802.1X authentication:

Enable periodic automatic reauthentication (see the “Enabling Global Periodic Reauthentication”
section on page 7-13)

Perform manual reauthentication (see the “Manually Reauthenticating Supplicants” section on
page 7-16)

Initialize the state of the 802.1X feature (see the “Manually Initializing 802.1X Authentication”
section on page 7-17)

Change the global 802.1X authentication timers (see the “Changing Global 802.1X Authentication
Timers” section on page 7-18)

Change the interface 802.1X authentication timers (see the “Changing 802.1X Authentication
Timers for an Interface” section on page 7-19)

Enable multiple hosts on an interface (see the “Enabling Single Host or Multiple Hosts Mode”
section on page 7-22)
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e Enable MAC address authentication bypass on an interface (see the “Enabling MAC Address
Authentication Bypass” section on page 7-23)

e Disallow 802.1X authentication (see the “Disabling 802.1X Authentication on the NX-OS Device”
section on page 7-24)

e Disable the 802.1X feature (see the “Disabling the 802.1X Feature” section on page 7-25)

¢ Reset the global 802.1X configuration to default values (see the “Resetting the 802.1X Global
Configuration to the Default Values” section on page 7-26)

¢ Reset the interface 802.1X configuration to default values (see the “Resetting the 802.1X Interface
Configuration to the Default Values” section on page 7-27)

¢ Change the frame retransmission retry count (see the “Setting the Global Maximum
Authenticator-to-Supplicant Frame Retransmission Retry Count” section on page 7-28)

e Enable RADIUS accounting for 802.1X authentication (see the “Enabling RADIUS Accounting for
802.1X Authentication” section on page 7-30)

e Configure AAA accounting for 802.1X (see the “Configuring AAA Accounting Methods for
802.1X” section on page 7-31)

e Change the maximum 802.1X authentication requests (see the “Configuring the Maximum
Authenticator-to-Supplicant Frame Retransmission Retry Count for an Interface” section on
page 7-29)

e Change the maximum 802.1X reauthentication requests (see the “Setting the Maximum
Reauthentication Retry Count on an Interface” section on page 7-32)

Enabling the 802.1X Feature

You must enable the 802.1X feature on the NX-OS device before authenticating any supplicant devices.

BEFORE YOU BEGIN

Ensure that you are in the correct VDC (or use the switchto vdc command).
SUMMARY STEPS

1. configt

2. feature dotlx

3. exit

4. show dotlx

5. copy running-config startup-config

Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 4.0
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DETAILED STEPS

Command Purpose

Step1  config t Enters global configuration mode.

Example:
switch# config t
switch(config)#

Step2  feature dotlx Enables the 802.1X feature. The default is disabled.

Example:
switch(config)# feature dotlx

Step3  exit Exits configuration mode.

Example:
switch(config)# exit
switch#

Step4  show dotlx (Optional) Displays the 802.1X feature status.

Example:
switch# show dotlx

Step5 copy running-config startup-config (Optional) Copies the running configuration to the

startup configuration.
Example:

switch# copy running-config startup-config

Configuring AAA Authentication Methods for 802.1X

You can use remote RADIUS servers for 802.1X authentication. You must configure RADIUS servers
and RADIUS server groups and specify the default AAA authentication method before the NX-OS
device can perform 802.1X authentication.

For more information on configuring RADIUS servers, see Chapter 3, “Configuring RADIUS.” For
information on configuring RADIUS server groups, see Chapter 2, “Configuring AAA.”

BEFORE YOU BEGIN

Ensure that you are in the correct VDC (or use the switchto vde command).

Obtain the names or addresses for the remote RADIUS server groups.

SUMMARY STEPS

1. configt

aaa authentication dotlx default group group-list
exit

show radius-server

show radius-server group [group-name]

S e B W N

copy running-config startup-config

Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 4.0
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DETAILED STEPS
Command Purpose
Step1  config t Enters global configuration mode.
Example:
switch# config t
switch(config)#
Step2 aaa authentication dotlx default group Specifies the RADIUS server groups to use for
group-list 802.1X authentication.
Example: The group-list argument consists of a
switch(config)# aaa authentication dotlx  |gpace-delimited list of group names. The group
default group rad2 names are the following:
e radius—Uses the global pool of RADIUS
servers for authentication.
e named-group—Uses a named subset of
RADIUS servers for authentication.
Step3  exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step4d  show radius-server (Optional) Displays the RADIUS server
configuration.
Example:
switch# show radius-server
Step5  show radius-server group [group-name] (Optional) Displays the RADIUS server group
configuration.
Example:
switch# show radius-server group rad2
Step6 copy running-config startup-config (Optional) Copies the running configuration to the
startup configuration.
Example:
switch# copy running-config startup-config

Controlling 802.1X Authentication on an Interface

You can control the 802.1X authentication performed on an interface. An interface can have the
following 802.1X authentication states:

e Auto—Enables 802.1X authentication on the interface.

¢ Force-authorized—Disables 802.1X authentication on the interface and allows all traffic on the
interface without authentication. This state is the default.

e Force-unauthorized—Disallows all traffic on the interface.

BEFORE YOU BEGIN

Ensure that you are in the correct VDC (or use the switchto vdc command).

Enable the 802.1X feature on the NX-OS device (see the “Enabling the 802.1X Feature” section on
page 7-10).
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SUMMARY STEPS

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

1. configt

interface ethernet slot/port

exit
show dotlx all

show dot1x interface ethernet slot/port

N e o 2w DN

copy running-config startup-config

dotlx port-control {auto | forced-authorized | forced-unauthorized}

Command Purpose
config t Enters global configuration mode.
Example:

switch# config t
switch(config)#

interface ethernet slot/port

Example:
switch(config)# interface ethernet 2/1
switch(config-if)#

Selects the interface to configure and enters
interface configuration mode.

dotlx port-control {auto |
force-authorized | forced-unauthorized}

Example:
switch(config-if)# dotlx port-control auto

Changes the 802.1X authentication state on the
interface. The default is force-authorized.

exit

Example:
switch(config)# exit
switch#

Exits configuration mode.

show dotlx all

Example:
switch# show dotlx all

(Optional) Displays all 802.1X feature status and
configuration information.

show dotlx interface ethernet slot/port

Example:
switch# show dotlx interface ethernet 2/1

(Optional) Displays 802.1X feature status and
configuration information for an interface.

copy running-config startup-config

Example:
switch# copy running-config startup-config

(Optional) Copies the running configuration to the
startup configuration.

Enabling Global Periodic Reauthentication

You can enable global periodic 802.1X reauthentication and specify how often it occurs. If you do not
specify a time period before enabling reauthentication, the number of seconds between reauthentication

attempts is 3600 (1 hour).

| oL-12914-03
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Note

BEFORE YOU BEGIN

SUMMARY STEPS

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

To manually reauthenticate supplicants, see the “Manually Reauthenticating Supplicants” section on

page 7-16.

During the reauthentication process, the status of an already authenticated supplicant is not disrupted.

Ensure that you are in the correct VDC (or use the switchto vdc command).

Enable the 802.1X feature on the NX-OS device (see the “Enabling the 802.1X Feature” section on

page 7-10).

1. configt

dotlx re-authentication

dotlx timeout re-authperiod seconds
exit

show dotlx all

o &1 & W DN

copy running-config startup-config

Command Purpose
config t Enters global configuration mode.
Example:

switch# config t
switch(config)#

dotlx re-authentication

Example:
switch(config)# dotlx re-authentication

Enables periodic reauthentication for all
supplicants on the NX-OS device. By default,
periodic authentication is disabled.

dotlx timeout re-authperiod seconds

Example:
switch(config)# dotlx timeout re-authperiod
3000

Sets the number of seconds between
reauthentication attempts.

The default is 3600 seconds. The range is from 1
to 65535.

Note  This command affects the behavior of
the NX-OS device only if you enable

periodic reauthentication.

exit

Example:
switch(config)# exit
switch#

(Optional) Exits configuration mode.
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Command Purpose

Step5  show dotlx all (Optional) Displays all 802.1X feature status and

configuration information.
Example:

switch# show dotlx

Step6  copy running-config startup-config (Optional) Copies the running configuration to

the startup configuration.
Example:

switch# copy running-config startup-config

Enabling Periodic Reauthentication for an Interface

You can enable periodic 802.1X reauthentication on an interface and specify how often it occurs. If you
do not specify a time period before enabling reauthentication, the number of seconds between
reauthentication defaults to the global value.

To manually reauthenticate supplicants, see the “Manually Reauthenticating Supplicants” section on
page 7-16.

~

Note  During the reauthentication process, the status of an already authenticated supplicant is not disrupted.

BEFORE YOU BEGIN

Ensure that you are in the correct VDC (or use the switchto vdc command).

Enable the 802.1X feature on the NX-OS device (see the “Enabling the 802.1X Feature” section on
page 7-10).

SUMMARY STEPS

1. configt

interface ethernet slot/port

dotlx re-authentication

dotlx timeout re-authperiod seconds
exit

show dotlx all

N e o 2w N

copy running-config startup-config

Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 4.0
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Command Purpose
config t Enters global configuration mode.
Example:

switch# config t
switch(config)#

interface ethernet slot/port

Example:
switch(config)# interface ethernet 2/1
switch(config-if)#

(Optional) Selects the interface to configure and
enters interface configuration mode.

dotlx re-authentication

Example:
switch(config-if)# dotlx re-authentication

(Optional) Enables periodic reauthentication of
the supplicants connected to the interface. By
default, periodic authentication is disabled.

dotlx timeout re-authperiod seconds

Example:
switch(config-if)# dotlx timeout
re-authperiod 3300

(Optional) Sets the number of seconds between
reauthentication attempts. The default is 3600
seconds. The range is from 1 to 65535.

This command affects the behavior of
the NX-OS device only if you enable
periodic reauthentication on the
interface.

Note

exit

Example:
switch(config-if)# exit
switch(config)#

(Optional) Exits configuration mode.

show dotlx all

Example:
switch(config)# show dotlx

(Optional) Displays all 802.1X feature status and
configuration information.

copy running-config startup-config

Example:
switch(config)# copy running-config
startup-config

(Optional) Copies the running configuration to
the startup configuration.

Manually Reauthenticating Supplicants

S

Note

BEFORE YOU BEGIN

You can manually reauthenticate the supplicants for the entire NX-OS device or for an interface.

During the reauthentication process, the status of an already authenticated supplicant is not disrupted.

Ensure that you are in the correct VDC (or use the switchto vdc command).

Enable the 802.1X feature on the NX-OS device (see the “Enabling the 802.1X Feature” section on

page 7-10).
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SUMMARY STEPS
1. dotlx re-authenticate [interface ethernet slot/port]
DETAILED STEPS
Command Purpose
Step 1 dotlx re-authenticate [interface slot/port] Reauthenticates the supplicants on the NX-OS

device or on an interface.
Example:

switch# dotlx re-authenticate interface 2/1

Manually Initializing 802.1X Authentication

You can manually initialize the authentication for all supplicants on an NX-OS device or for a specific
interface.

~

Note Initializing the authentication clears any existing authentication status before starting the authentication
process for the client.

BEFORE YOU BEGIN

Ensure that you are in the correct VDC (or use the switchto vde command).

Enable the 802.1X feature on the NX-OS device (see the “Enabling the 802.1X Feature” section on
page 7-10).

SUMMARY STEPS

1. dotlx initialize [interface ethernet slot/port]

DETAILED STEPS

Command Purpose

Step1  dotlx initialize [interface ethernet Initializes 802.1X authentication on the NX-OS
slot/port] device or on a specified interface.

Example:
switch# dotlx initialize interface
ethernet 2/1

Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 4.0
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Changing Global 802.1X Authentication Timers

The following global 802.1X authentication timers are supported on the NX-OS device:

¢ Quiet-period timer—When the NX-OS device cannot authenticate the supplicant, the NX-OS device
remains idle for a set period of time, and then tries again. The quiet-period timer value determines
the idle period. An authentication failure might occur because the supplicant provided an invalid
password. You can provide a faster response time to the user by entering a number smaller than the
default. The default is 60 seconds. The range is from 1 to 65535.

¢ Switch-to-supplicant retransmission period timer—The client responds to the EAP-request/identity
frame from the NX-OS device with an EAP-response/identity frame. If the NX-OS device does not
receive this response, it waits a set period of time (known as the retransmission time) and then
retransmits the frame. The default is 30. The range is from 1 to 65535 seconds.

Note  You can also configure the quiet-period timer and switch-to-supplicant transmission period timer at the
interface level (see the “Changing 802.1X Authentication Timers for an Interface” section on page 7-19).

Note  You should change the default values only to adjust for unusual circumstances such as unreliable links
or specific behavioral problems with certain supplicants and authentication servers.

BEFORE YOU BEGIN
Ensure that you are in the correct VDC (or use the switchto vde command).
Enable the 802.1X feature on the NX-OS device (see the “Enabling the 802.1X Feature” section on
page 7-10).
SUMMARY STEPS
1. configt
2. dotlx timeout quiet-period seconds
3. dotlx timeout tx-period seconds
4. exit
5. show dotlx all
6. copy running-config startup-config
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DETAILED STEPS
Command Purpose
Step1  config t Enters global configuration mode.
Example:
switch# config t
switch(config)#
Step2  dotlx timeout quiet-period seconds (Optional) Sets the number of seconds that the
NX-OS device remains in the quiet state
Example: following a failed authentication exchange with
switch(config)# dotlx timeout quiet-period 30 . R
any supplicant. The default is 60 seconds. The
range is from 1 to 65535 seconds.
Step3  dotlx timeout tx-period seconds (Optional) Sets the number of seconds that the
NX-OS device waits for a response to an
Example: EAP-request/identity frame from the supplicant
switch(config)# dotlx timeout tx-period 20 L. K
before retransmitting the request. The default is
30 seconds. The range is from 1 to 65535
seconds.
Stepd  exit Exits configuration mode.
Example:
switch(config-if)# exit
switch(config)#
Step5  show dotlx all (Optional) Displays the 802.1X configuration.
Example:
switch(config)# show dotlx all
Step6  copy running-config startup-config (Optional) Copies the running configuration to
the startup configuration.
Example:
switch(config)# copy running-config
startup-config

Changing 802.1X Authentication Timers for an Interface

You can change the following 802.1X authentication timers on the NX-OS device interfaces:

e Quiet-period timer—When the NX-OS device cannot authenticate the supplicant, the switch
remains idle for a set period of time and then tries again. The quiet-period timer value determines
the idle period. An authentication failure might occur because the supplicant provided an invalid
password. You can provide a faster response time to the user by entering a smaller number than the
default. The default is the value of the global quiet period timer. The range is from 1 to 65535
seconds.

e Rate-limit timer—The rate-limit period throttles EAPOL-Start packets from supplicants that are
sending too many EAPOL-Start packets. The authenticator ignores EAPOL-Start packets from
supplicants that have successfully authenticated for the rate-limit period duration. The default value
is 0 seconds and the authenticator processes all EAPOL-Start packets. The range is from 1 to 65535
seconds.

Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 4.0
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Note

BEFORE YOU BEGIN

SUMMARY STEPS

Switch-to-authentication-server retransmission timer for Layer 4 packets—The authentication
server notifies the switch each time that it receives a Layer 4 packet. If the switch does not receive
a notification after sending a packet, the NX-OS device waits a set period of time and then
retransmits the packet. The default is 30 seconds. The range is from 1 to 65535 seconds.

Switch-to-supplicant retransmission timer for EAP response frames—The supplicant responds to
the EAP-request/identity frame from the NX-OS device with an EAP-response/identity frame. If the
NX-OS device does not receive this response, it waits a set period of time (known as the
retransmission time) and then retransmits the frame. The default is 30 seconds. The range is from 1
to 65535 seconds.

Switch-to-supplicant retransmission timer for EAP request frames—The supplicant notifies the
NX-OS device it that received the EAP request frame. If the authenticator does not receive this
notification, it waits a set period of time and then retransmits the frame. The default is the value of
the global retransmission period timer. The range is from 1 to 65535 seconds.

You should change the default values only to adjust for unusual circumstances such as unreliable links
or specific behavioral problems with certain supplicants and authentication servers.

Ensure that you are in the correct VDC (or use the switchto vde command).

Enable the 802.1X feature on the NX-OS device (see the “Enabling the 802.1X Feature” section on
page 7-10).

-

© e N o e B~ w N

-
e

config t

interface ethernet slot/port

dotlx timeout quiet-period seconds
dotlx timeout ratelimit-period seconds
dotlx timeout server-timeout seconds
dotlx timeout supp-timeout seconds
dotlx timeout tx-period seconds

exit

show dotlx all

copy running-config startup-config
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DETAILED STEPS
Command Purpose
Step1  config t Enters global configuration mode.
Example:
switch# config t
switch(config)#
Step2  interface ethernet slot/port Selects the interface to configure and enters
interface configuration mode.
Example:
switch(config)# interface ethernet 2/1
switch(config-if)
Step3  dotlx timeout quiet-period seconds (Optional) Sets the number of seconds that the
authenticator waits for a response to an
Example: EAP-request/identity frame from the supplicant
switch(config-if)# dotlx timeout q . y pp R
quiet-period 25 before retransmitting the request. The default is the
global number of seconds set for all interfaces. The
range is from 1 to 65535 seconds.
Step4  dotlx timeout ratelimit-period seconds (Optional) Sets the number of seconds that the
. authenticator ignores EAPOL-Start packets from
Example: . .
switch(config-if)# dotlx timeout supplicants that ha}ve successfully authentllcated.
ratelimit-period 10 The default value is 0 seconds. The range is from 1
to 65535 seconds.
Step5  dotlx timeout server-timeout seconds (Optional) Sets the number of seconds that the
NX-OS device waits before retransmitting a packet
Example: — . to the authentication server. The default is 30
switch(config-if)# dotlx timeout K
server—timeout 60 seconds. The range is from 1 to 65535 seconds.
Step6  dotlx timeout supp-timeout seconds (Optional) Sets the number of seconds that the
N NX-OS device waits for the supplicant to respond to
Example: .
switch(config-if)# dotlx timeout an EAP r'equest frame before the NX—OS device
supp-timeout 20 retransmits the frame. The defaultis 30 seconds. The
range is from 1 to 65535 seconds.
Step7  dotlx timeout tx-period seconds (Optional) Sets the number of seconds between the
retransmission of EAP request frames when the
Example: . ) supplicant does not send notification that it received
switch(config-if)# dotlx timeout tx-period .
40 the request. The default is the global number of
seconds set for all interfaces. The range is from 1 to
65535 seconds.
Step8  exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step9  show dotilx all (Optional) Displays the 802.1X configuration.
Example:
switch# show dotlx all
Step10 copy running-config startup-config (Optional) Copies the running configuration to the
startup configuration.
Example:
switch# copy running-config startup-config
Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 4.0
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Enabling Single Host or Multiple Hosts Mode

You can enable single host or multiple hosts mode on an interface.

BEFORE YOU BEGIN

Ensure that you are in the correct VDC (or use the switchto vdc command).

Enable the 802.1X feature on the NX-OS device (see the “Enabling the 802.1X Feature” section on
page 7-10).

SUMMARY STEPS

1. configt

interface ethernet slot/port

dotlx host-mode {multi-host | single-host}
exit

show dotlx all

I U S

copy running-config startup-config

DETAILED STEPS

Command Purpose

Step1  config t Enters global configuration mode.

Example:
switch# config t
switch(config)#

Step2  interface ethernet slot/port Selects the interface to configure and enters

interface configuration mode.
Example:

switch(config)# interface ethernet 2/1
switch(config-if)

Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 4.0
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Command Purpose

Step3  dotlx host-mode {multi-host | single-host} |Configures the host mode. The default is
single-host.

Example:
switch(config-if)# dotlx host-mode Note Make sure that the dot1x port-control
multi-host interface configuration command is set to
auto for the specified interface.
Step4d  exit Exits configuration mode.
Example:

switch(config-if)# exit
switch(config)#

Step5  show dotilx all (Optional) Displays all 802.1X feature status and

configuration information.
Example:

switch# show dotlx all

Step6 copy running-config startup-config (Optional) Copies the running configuration to the

startup configuration.
Example:

switch(config)# copy running-config
startup-config

Enabling MAC Address Authentication Bypass

You can enable MAC address authentication bypass on an interface that has no supplicant connected.

BEFORE YOU BEGIN

Ensure that you are in the correct VDC (or use the switchto vdc command).

Enable the 802.1X feature on the NX-OS device (see the “Enabling the 802.1X Feature” section on
page 7-10).

SUMMARY STEPS

1. configt

interface ethernet slot/port
dotlx mac-auth-bypass [eap]
exit

show dotlx all

N

copy running-config startup-config
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Command Purpose
config t Enters global configuration mode.
Example:

switch# config t
switch(config)#

interface ethernet slot/port

Example:
switch(config)# interface ethernet 2/1
switch(config-if)

Selects the interface to configure and enters
interface configuration mode.

dotlx mac-auth-bypass [eap]

Example:
switch(config-if)# dotlx mac-auth-bypass

Enables MAC address authentication bypass. The
default is bypass disabled. Use the eap keyword to
configure the NX-OS device to use EAP for
authorization.

exit

Example:
switch(config-if)# exit
switch(config)#

Exits configuration mode.

show dotlx all

Example:
switch# show dotlx all

(Optional) Displays all 802.1X feature status and
configuration information.

copy running-config startup-config

Example:
switch(config)# copy running-config
startup-config

(Optional) Copies the running configuration to the
startup configuration.

Disabling 802.1X Authentication on the NX-0S Device

You can disable 802.1X authentication on the NX-OS device. By default, the NX-OS software enables
802.1X authentication after you enable the 802.1X feature. However, when you disable the 802.1x
feature, the configuration is removed from the NX-OS device. The NX-OS software allow you to disable
802.1X authentication without losing the 802.1X configuration.

Note

BEFORE YOU BEGIN

When you disable 802.1X authentication, the port mode for all interfaces defaults to force-authorized
regardless of the configured port mode (see the “Controlling 802.1X Authentication on an Interface”
section on page 7-12). When you reenable 802.1X authentication, the NX-OS software restores the

configured port mode on the interfaces.

Ensure that you are in the correct VDC (or use the switchto vdc command).

Enable the 802.1X feature on the NX-OS device (see the “Enabling the 802.1X Feature” section on

page 7-10).
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SUMMARY STEPS
1. configt
2. no dotlx system-auth-control
3. exit
4. show dotlx
5. copy running-config startup-config
DETAILED STEPS

Command Purpose

Step1  config t Enters global configuration mode.
Example:
switch# config t
switch(config)#

Step2 no dotlx system-auth-control Disables 802.1X authentication on the NX-OS

device. The default is enabled.
Example:
switch(config)# no dotlx Note Use the dotlx system-auth-control
system-auth-control command to enable 802.1X authentication
on the NX-OS device.

Step3  exit Exits configuration mode.
Example:
switch(config)# exit
switch#

Step4  show dotilx (Optional) Displays the 802.1X feature status.
Example:
switch# show dotlx

Step5 copy running-config startup-config (Optional) Copies the running configuration to the

startup configuration.

Example:
switch# copy running-config startup-config

Disabling the 802.1X Feature

You can disable the 802.1X feature on the NX-OS device.

A

Caution  Disabling 802.1X removes all 802.1X configuration from the NX-OS device. If you want to stop 802.1X

authentication, see the “Disabling 802.1X Authentication on the NX-OS Device” section on page 7-24.
BEFORE YOU BEGIN

Ensure that you are in the correct VDC (or use the switchto vde command).

Enable the 802.1X feature on the NX-OS device (see the “Enabling the 802.1X Feature” section on

page 7-10).

Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 4.0
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SUMMARY STEPS
1. configt
2. no feature dotlx
3. exit
4. copy running-config startup-config
DETAILED STEPS
Command Purpose
Step1 config t Enters global configuration mode.
Example:

switch# config t
switch(config)#

Step2 no feature dotlx Disables 802.1X.

Example: ZC&

itch fig)# feat dot1l - . .
switchlconfigl¥ no feature dotix Caution  Disabling the 802.1X feature removes all
802.1X configuration.

Step3  exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step4  copy running-config startup-config (Optional) Copies the running configuration to the

startup configuration.
Example:

switch# copy running-config startup-config

Resetting the 802.1X Global Configuration to the Default Values

You can set the 802.1X global configuration to the default values.

BEFORE YOU BEGIN
Ensure that you are in the correct VDC (or use the switchto vdc command).
Enable the 802.1X feature on the NX-OS device (see the “Enabling the 802.1X Feature” section on
page 7-10).
SUMMARY STEPS
1. configt

2. dotlx default

3. exit
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

4. show dotlx all

5. copy running-config startup-config

Command Purpose
config t Enters global configuration mode.
Example:

switch# config t
switch(config)#

dotlx default

Example:
switch(config)# dotlx default

Reverts to the 802.1X global configuration default
values.

exit

Example:
switch(config)# exit
switch#

Exits configuration mode.

show dotlx all

Example:
switch# show dotlx all

(Optional) Displays all 802.1X feature status and
configuration information.

copy running-config startup-config

Example:
switch# copy running-config startup-config

(Optional) Copies the running configuration to the
startup configuration.

Resetting the 802.1X Interface Configuration to the Default Values

BEFORE YOU BEGIN

SUMMARY STEPS

You can reset the 802.1X configuration for an interface to the default values.

Ensure that you are in the correct VDC (or use the switchto vde command).

Enable the 802.1X feature on the NX-OS device (see the “Enabling the 802.1X Feature” section on

page 7-10).

1. configt

interface ethernet slot/port
dotlx default

exit

show dotlx all

N

copy running-config startup-config
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Command Purpose
config t Enters global configuration mode.
Example:

switch# config t
switch(config)#

interface ethernet slot/port

Example:
switch(config)# interface ethernet 2/1
switch(config-if)

Selects the interface to configure and enters
interface configuration mode.

dotlx default

Example:
switch(config-if)# dotlx default

Reverts to the 802.1X configuration default values
for the interface.

exit

Example:
switch(config-if)# exit
switch(config)#

Exits configuration mode.

show dotlx all

Example:
switch(config)# show dotlx all

(Optional) Displays all 802.1X feature status and
configuration information.

copy running-config startup-config

Example:
switch(config)# copy running-config
startup-config

(Optional) Copies the running configuration to the
startup configuration.

Setting the Global Maximum Authenticator-to-Supplicant Frame
Retransmission Retry Count

~

Note

BEFORE YOU BEGIN

In addition to changing the authenticator-to-supplicant retransmission time, you can set the number of
times that the NX-OS device sends an EAP-request/identity frame (assuming no response is received) to
the supplicant before restarting the authentication process.

You should change the default value of this command only to adjust for unusual circumstances such as
unreliable links or specific behavioral problems with certain supplicants and authentication servers.

Ensure that you are in the correct VDC (or use the switchto vdc command).

Enable the 802.1X feature on the NX-OS device (see the “Enabling the 802.1X Feature” section on

page 7-10).
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SUMMARY STEPS
1. configt
2. dotlx max-req retry-count
3. exit
4. show dotlx all
5. copy running-config startup-config
DETAILED STEPS
Command Purpose
Step1 config t Enters global configuration mode.
Example:
switch# config t
switch(config)#
Step2  dotlx max-req retry-count Changes the maximum request retry count before
L restarting the 802.1X authentication process. The
Example: . .
cwitch(config)# dotlx max-req 3 default is 2 and the range is from 1 to 10.

Note Make sure that the dot1x port-control
interface configuration command is set to
auto for the specified interface.

Step3  exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step4  show dotlx all (Optional) Displays all 802.1X feature status and
configuration information.
Example:
switch(config)# show dotlx all
Step5 copy running-config startup-config (Optional) Copies the running configuration to the
startup configuration.
Example:
switch# copy running-config startup-config

Configuring the Maximum Authenticator-to-Supplicant Frame Retransmission
Retry Count for an Interface

You can configure the maximum number of times that the NX-OS device retransmits authentication
requests to the supplicant on an interface before the session times out. The default is 2 times and the
range is from 1 to 10.

BEFORE YOU BEGIN

Ensure that you are in the correct VDC (or use the switchto vdc command).

Enable the 802.1X feature on the NX-OS device (see the “Enabling the 802.1X Feature” section on
page 7-10).
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SUMMARY STEPS

1. configt

interface ethernet slot/port
dotlx max-req count

exit

show dotlx all

L

copy running-config startup-config

DETAILED STEPS

Command Purpose

Step1  config t Enters global configuration mode.

Example:
switch# config t
switch(config)#

Step2  interface ethermet slot/port Selects the interface to configure and enters

interface configuration mode.
Example:

switch(config)# interface ethernet 2/1
switch(config-if)#

Step3  dotlx max-req count Changes the maximum authorization request retry
count. The default is 2 times and the range is from 1
to 10.

Example:
switch(config-if)# dotlx max-req 3

Stepd  exit Exits interface configuration mode.

Example:
switch(config)# exit
switch#

Step5  show dotlx all (Optional) Displays all 802.1X feature status and

configuration information.
Example:

switch# show dotlx all

Step6 copy running-config startup-config (Optional) Copies the running configuration to the

startup configuration.
Example:

switch(config)# copy running-config
startup-config

Enabling RADIUS Accounting for 802.1X Authentication

You can enable RADIUS accounting for the 802.1X authentication activity.

BEFORE YOU BEGIN

Ensure that you are in the correct VDC (or use the switchto vdc command).

Enable the 802.1X feature on the NX-OS device (see the “Enabling the 802.1X Feature” section on
page 7-10).
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SUMMARY STEPS
1. configt
2. dotlx radius-accounting
3. exit
4. show dotlx
5. copy running-config startup-config
DETAILED STEPS
Command Purpose
Step1 config t Enters global configuration mode.
Example:

switch# config t
switch(config)#

Step2  dotlx radius-accounting Enables RADIUS accounting for 802.1X. The
default is disabled.

Example:
switch(config)# dotlx radius-accounting

Step3  exit Exits configuration mode.

Example:
switch(config)# exit
switch#

Step4  show dotlx (Optional) Displays the 802.1X configuration.

Example:
switch# show dotlx

Step5 copy running-config startup-config (Optional) Copies the running configuration to the

startup configuration.
Example:

switch# copy running-config startup-config

Configuring AAA Accounting Methods for 802.1X

You can enable AAA accounting Methods for the 802.1X feature.

BEFORE YOU BEGIN
Ensure that you are in the correct VDC (or use the switchto vde command).
Enable the 802.1X feature on the NX-OS device (see the “Enabling the 802.1X Feature” section on
page 7-10).
SUMMARY STEPS
1. configt

2. aaa accounting dotlx default group group-list

3. exit
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[ oL-12914-03 .m



Chapter7  Configuring 802.1X |

M Configuring 802.1X

Send document comments to nexus7k-docfeedback@cisco.com

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

4. show aaa accounting

5. copy running-config startup-config

Command Purpose
config t Enters global configuration mode.
Example:

switch# config t
switch(config)#

aaa accounting dotlx default group
group-list

Example:
switch(config)# dotlx aaa accounting
default group radius

Configures AAA accounting for 802.1X. The
default is disabled.

The group-list argument consists of a
space-delimited list of group names. The group
names are the following:

¢ radius—Uses the global pool of RADIUS
servers for authentication.

e named-group—Uses a named subset of
RADIUS servers for authentication.

exit

Example:
switch(config)# exit
switch#

Exits configuration mode.

show aaa accounting

Example:
switch# show aaa accounting

(Optional) Displays the AAA accounting
configuration.

copy running-config startup-config

Example:
switch# copy running-config startup-config

(Optional) Copies the running configuration to the
startup configuration.

Setting the Maximum Reauthentication Retry Count on an Interface

BEFORE YOU BEGIN

You can set the maximum number of times that the NX-OS device retransmits reauthentication requests
to the supplicant on an interface before the session times out. The default is 2 times and the range is from

1to 10.

Ensure that you are in the correct VDC (or use the switchto vdc command).

Enable the 802.1X feature on the NX-OS device (see the “Enabling the 802.1X Feature” section on

page 7-10).
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SUMMARY STEPS

1. configt

interface ethernet slot/port

dotlx max-reauth-req retry-count
exit

show dotlx all

L

copy running-config startup-config

DETAILED STEPS

Command Purpose

Step1  config t Enters global configuration mode.

Example:
switch# config t
switch(config)#

Step2  interface ethermet slot/port Selects the interface to configure and enters

interface configuration mode.
Example:

switch(config)# interface ethernet 2/1
switch(config-if)#

Step3  dotlx max-reauth-req retry-count Changes the maximum reauthentication request
retry count. The default is 2 times and the range is

Example: from 1 to 10.

switch(config-if)# dotlx max-reauth-req 3

Stepd  exit Exits interface configuration mode.

Example:
switch(config)# exit
switch#

Step5  show dotlx all (Optional) Displays all 802.1X feature status and

configuration information.
Example:

switch# show dotlx all

Step6 copy running-config startup-config (Optional) Copies the running configuration to the

startup configuration.
Example:

switch(config)# copy running-config
startup-config
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Verifying the 802.1X Configuration

To display 802.1X information, perform one of the following tasks:

Command

Purpose

show dotlx

Displays the 802.1X feature status.

show dotlx all [details | statistics | summary]

Displays all 802.1X feature status and
configuration information.

show dotlx interface ethernet slot/port [details
| statistics | summary]

Display the 802.1X feature status and
configuration information for an Ethernet
interface.

show running-config dotlx [all]

Displays the 802.1X feature configuration in the
running configuration.

show startup-config dotlx

Displays the 802.1X feature configuration in the
startup configuration.

For detailed information about the fields in the output from these commands, see the Cisco Nexus 7000
Series NX-OS Security Command Reference, Release 4.0.

Displaying 802.1X Statistics

You can display the statistics that the NX-OS device maintains for the 802.1X activity.

BEFORE YOU BEGIN

SUMMARY STEPS

DETAILED STEPS

Step 1

Ensure that you are in the correct VDC (or use the switchto vdc command).

Enable the 802.1X feature on the NX-OS device (see the “Enabling the 802.1X Feature” section on

page 7-10).

1. show dotlx {all | interface ethernet slot/port} statistics

Command

Purpose

switch# show dotlx {all | interface
ethernet slot/port} statistics

Example:
switch# show dotlx all statistics

Displays the 802.1X statistics.

For detailed information about the fields in the output from this command, see the Cisco Nexus 7000
Series NX-OS Security Command Reference, Release 4.0.
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802.1X Example Configurations

The following example shows how to configure 802.1X:

~

Note

feature dotlx

aaa authentication dotlx default group rad2

interface Ethernet2/1
dotlx port-control auto

Repeat the dotlx port-control auto command for all interfaces that require 802.1X authentication.

Default Settings

Table 7-1 lists the default settings for 802.1X parameters.

Table 7-1 Default 802.1X Parameters
Parameters Default
802.1X feature Disabled

AAA 802.1X authentication method

Not configured

Per-interface 802.1X protocol enable state

Disabled (force-authorized)

Note  The port transmits and receives normal
traffic without 802.1X-based
authentication of the supplicant.

Periodic reauthentication

Disabled

Number of seconds between reauthentication
attempts

3600 seconds

Quiet timeout period

60 seconds (number of seconds that the NX-OS
device remains in the quiet state following a failed
authentication exchange with the supplicant)

Retransmission timeout period

30 seconds (number of seconds that the NX-OS
device should wait for a response to an EAP
request/identity frame from the supplicant before
retransmitting the request)

Maximum retransmission number

2 times (number of times that the NX-OS device
will send an EAP-request/identity frame before
restarting the authentication process)

Host mode

Single host

Supplicant timeout period

30 seconds (when relaying a request from the

authentication server to the supplicant, the amount
of time that the NX-OS device waits for a response
before retransmitting the request to the supplicant)

Authentication server timeout period

30 seconds (when relaying a response from the
supplicant to the authentication server, the amount
of time that the NX-OS device waits for a reply
before retransmitting the response to the server)
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Additional References

For additional information related to implementing 802.1X, see the following sections:

e Related Documents, page 7-36

e Standards, page 7-36
e MIBs, page 7-36

Related Documents

Related Topic

Document Title

NX-OS Licensing

Cisco Nexus 7000 Series NX-OS Licensing Guide, Release 4.0

Command reference

Cisco Nexus 7000 Series NX-OS Security Command Reference,
Release 4.0

VREF configuration

Cisco Nexus 7000 Series NX-OS Unicast Routing Configuration
Guide, Release 4.0

Standards

Standards

Title

IEEE Std 802.1X- 2004 (Revision of IEEE Std
802.1X-2001)

802.1X IEEE Standard for Local and Metropolitan Area Networks
Port-Based Network Access Control

RFC 2284

PPP Extensible Authentication Protocol (EAP)

RFC 3580

IEEE 802.1X Remote Authentication Dial In User Service (RADIUS)
Usage Guidelines

MiBs

MIBs

MIBs Link

e [EEES021-PAE-MIB

To locate and download MIBs, go to the following URL.:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

[l Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 4.0

0L-12914-03 |


http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/licensing/configuration/guide/nx-os_licensing.html
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/security/command/reference/sec_cmd_ref.html
http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

	Configuring 802.1X
	Information About 802.1X
	Device Roles
	Authentication Initiation and Message Exchange
	Ports in Authorized and Unauthorized States
	MAC Address Authentication Bypass
	Single Host and Multiple Hosts Support
	802.1X with Port Security
	Supported Topologies
	Virtualization Support

	Licensing Requirements for 802.1X
	Prerequisites for 802.1X
	802.1X Guidelines and Limitations
	Configuring 802.1X
	Process for Configuring 802.1X
	Enabling the 802.1X Feature
	Configuring AAA Authentication Methods for 802.1X
	Controlling 802.1X Authentication on an Interface
	Enabling Global Periodic Reauthentication
	Enabling Periodic Reauthentication for an Interface
	Manually Reauthenticating Supplicants
	Manually Initializing 802.1X Authentication
	Changing Global 802.1X Authentication Timers
	Changing 802.1X Authentication Timers for an Interface
	Enabling Single Host or Multiple Hosts Mode
	Enabling MAC Address Authentication Bypass
	Disabling 802.1X Authentication on the NX-OS Device
	Disabling the 802.1X Feature
	Resetting the 802.1X Global Configuration to the Default Values
	Resetting the 802.1X Interface Configuration to the Default Values
	Setting the Global Maximum Authenticator-to-Supplicant Frame Retransmission Retry Count
	Configuring the Maximum Authenticator-to-Supplicant Frame Retransmission Retry Count for an Interface
	Enabling RADIUS Accounting for 802.1X Authentication
	Configuring AAA Accounting Methods for 802.1X
	Setting the Maximum Reauthentication Retry Count on an Interface

	Verifying the 802.1X Configuration
	Displaying 802.1X Statistics
	802.1X Example Configurations
	Default Settings
	Additional References
	Related Documents
	Standards
	MIBs




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


