Send document comments to nexusZ7k-docfeedback@cisco.com.

A

access ports
creating 3-4
alternate port

description 5-11

backup port
description 5-11
blocking port state
description 5-12
boundary ports
STP 6-7
BPDU Filtering
and edge ports 7-5
default settings 7-28
description 7-5
enabling globally 7-18
enabling per interface 7-19
global 7-5
per port 7-5
BPDU Guard
default settings 7-28
description 7-4
enabling globally 7-15
enabling per interface 7-16
private VLAN ports  4-8
BPDUs
Bridge Assurance 7-3
description 5-5

edge ports 7-2

INDEX

exchange result 5-5

hop count 6-7

M-records 6-3

MST 6-3

MST regions 6-4

port channels 7-9

Rapid PVST+ 5-5,5-8

superior 7-6

TC While timer 5-8

version 5-9, 6-6, 6-9
Bridge Assurance

default setting 7-28

description 7-3to7-4

network ports 7-3

supported protocols and link types 7-3
bridge ID

extended system ID  5-4
Bridge Protocol Data Units. See BPDUs
bridging loops

Loop Guard 7-6

STP 5-2
broadcast traffic

private VLANs 4-6

VLANs 3-2

C

CIST
description 6-5
CIST regional root 6-5
common and internal spanning tree. See CIST
common spanning tree. See CST

community ports

[ oL-15907-01

Cisco Nexus 7000 Series NX-0S Layer 2 Switching Configuration Guide, Release 40 g



W Index

Send document comments to nexus7k-docfeedback@cisco.com.

private VLANs 4-3

community VLANs E
description 4-4 edge ports
private VLANs 4-4 configuring globally 7-10
configuration limits configuring per interface 7-12
description (table) A-1 description 7-2
creating VLANSs PortFast 7-2
default state 3-4 Rapid PVST+ 5-7
CST examples
description 6-5 MST 6-43
private VLANs  4-21
Rapid PVST+ 5-37
D static MAC address 2-7
default settings STP extensions 7-28
Layer 2 switching 2-8 VLAN configuration 3-12
MST 6-45 extended system ID
private VLANs  4-22 VLANs  3-3
Rapid PVST+ 5-37
STP 5-1 E
STP extensions 7-28
VLANs 3-12 forward delay time
designated bridge configuring for MST  6-36
description  5-5 configuring per VLAN for RPVST+ 5-32
designated ports description 5-10
BPDUs 5-8 forwarding port state
description 5-10 description 5-12
Rapid PVST+ 5-7
designated switch G
description 5-10
diameter guidelines
description 5-23 MAC addresses 2-3
documentation MST 6-1
additional publications i-xiii private VLANs  4-8, 4-11
dynamic MAC addresses Rapid PVST+ 5-19
adding 2-2 STP extensions 7-8
clearing 2-6 VLANs 3-6

Cisco Nexus 7000 Series NX-0S Layer 2 Switching Configuration Guide, Release 4.0
m. 0L-15907-01 |



Send document comments to nexus7k-docfeedback@cisco.com.

hello time

configuring for MST  6-35

configuring per VLAN for RPVST+ 5-31

description 5-10
host ports  4-3
configuring 4-17
edge ports 5-8,7-2
private VLANs  4-3, 4-5, 4-17

IEEE 802.1D

terminology  5-1
IEEE 802.1s

terminology  5-1
IEEE 802.1w

terminology  5-1
instance

MST 6-3
internal spanning tree. See IST
internal spanning tree. See IST.
isolated ports

private VLANs 4-3
isolated VLANs

defined 4-4

primary VLANs 4-4

secondary private VLANs 4-3
IST

BPDUs 6-3

description 6-5

MST 6-3

L

Layer 2 switching
default values 2-8

description 2-2to 2-3

Ethernet switching 2-2

VDCs 2-3
learning port state

description 5-12
licenses

Layer 2 switching 2-3

MST 6-10

private VLANs  4-7

Rapid PVST+ 5-18

STP extensions 7-8

VDCs 2-3

VLANs 3-5
limitations

MST 6-1

private VLANs 4-8

Rapid PVST+ 5-19

STP extensions 7-8
limits

description (table) A-1
Link failure

detecting unidirectional 5-15, 6-8
link type

configuring 5-34, 6-41

point to point  5-8

Rapid PVST+ 5-8
Loop Guard

default settings 7-28

description 7-6

enabling globally 7-21

enabling per interface 7-23

link type 7-6

Index W

MAC addresses
aging time 2-2
description of table 2-2
guidelines 2-3

limitations 2-3

[ oL-15907-01

Cisco Nexus 7000 Series NX-0S Layer 2 Switching Configuration Guide, Release 40 g



W Index

Send document comments to nexus7k-docfeedback@cisco.com.

MAC address reduction
MST 6-3
Rapid PVST+ 5-4
MAC address tables
clearing 2-6
dynamically building 2-2
static addresses  2-4
static adresses 2-2
verifying 2-7
mapping
private VLANs 4-6
maximum age time
configuring per VLAN for RPVST+ 5-33
description 5-10
MIBs
MST 6-47
private VLANs 4-23
Rapid PVST+ 5-40
STP extensions 7-30
VLANs 4-23
modifying VLANs
allowed parameters 3-4
MST
boundary ports 6-7
BPDUs 6-3, 6-6, 6-7
CIST regional root 6-6
configuration example 6-43
configuration information 6-3
configuring
switch priority  6-29
configuring the region name 6-14, 6-17
configuring the revision number 6-18
configuring the root bridge 6-25
default settings 6-45
description 6-2to 6-9
enabling 6-13
guidelines 6-11
IEEES02.1w  6-3

instance 6-3

interoperation with IEEE 802.1D 6-9
interoperation with other features 6-11
interoperation with prestandard MSTP  6-9
interoperation with Rapid PVST+ 7-7
licenses 6-10
limitations  6-11
maximum aging time 6-7
maximum hop count 6-7
MST configuration mode 6-14
name 6-4
port priority  6-31
private VLANs  6-24
protocol migration 6-9
reinitializing the protocol 6-42
revision number  6-3, 6-4
root bridge 7-7
secondary root 6-28
setting to default values 6-21
specifying the region 6-19
statistics  6-43
troubleshooting  6-25
VDCs 6-10,6-13
verifying  6-43
VLAN-to-MST mapping 6-3, 6-4, 6-22
MST instances
numbering 6-3
MST regions
description 6-3
supported spanning-tree instances 6-3
multicast traffic
VLANs 3-2
Multiple Spanning Tree Protocol. See MST

network ports
Bridge Assurance 7-3
configuring globally 7-10

configuring per interface 7-13

l_ Cisco Nexus 7000 Series NX-0S Layer 2 Switching Configuration Guide, Release 4.0

0L-15907-01



Send document comments to nexus7k-docfeedback@cisco.com.

description 7-2

P

path cost
description 5-5
path-cost method
configuring 5-29
MST 6-9,6-33
Rapid PVST+ 5-15

port channels

and STP 7-9
BPDUs 7-9
port cost

configuring 5-29, 6-33
values 5-15,6-9

PortFast
edge ports 7-2

port priority
configuring for MST  6-31
configuring for Rapid PVST+ 5-27
Rapid PVST+ 5-16

port roles
STP 5-10

ports
edge ports 7-10
Layer2 4-1,4-3,4-9,5-8,7-2
network ports  7-10
normal ports  7-10

port states
STP 5-1

primary VLANSs
associating with secondary VLANs
private VLANs 4-3,4-4
promiscuous ports  4-5
traffic distribution 4-5

private VLAN ports
BPDU Guard 4-8
broadcast traffic 4-6

community ports 4-3,4-17
isolated ports  4-3,4-17
limitations  4-9
promiscuous ports  4-3,4-19
traffic distribution 4-5

trunk ports  4-4

private VLANs 4-3

across multiple devices 4-7
association 4-14, 4-17, 4-19, 4-21
modifying 4-6
operational 4-5
benefits of 4-3
broadcast domain 4-2
broadcast traffic 4-6
communication 4-2, 4-6
communication outside private VLANSs
community VLANs 4-3, 4-4,4-12
configuration example 4-21
configuration guidelines 4-9

configuring 4-12

routing secondary VLAN ingress traffic

default settings 4-22
description 4-1to 4-6
disabling 4-2
enabling 4-1,4-11
end station access to  4-6
guidelines 4-8, 4-11
interactions with other features 4-8
isolated VLANs 4-3,4-4,4-12
licenses 4-7
limitations 4-8
mapping 4-6, 4-16, 4-21
MST mapping 6-24
ports
community 4-3
configuration guidelines 4-9
isolated 4-3
promiscuous 4-3
primary VLANs 4-3,4-12

[ oL-15907-01

Index W

4-16

Cisco Nexus 7000 Series NX-0S Layer 2 Switching Configuration Guide, Release 40 g



W Index

Send document comments to nexus7k-docfeedback@cisco.com.

private VLAN association 4-5
routing 4-2
secondary VLANs 4-3
statistics  4-21
STP 4-8
SVIs 4-6
traffic distribution 4-16
troubleshooting 4-1, 4-2
verifying 4-21
virtualization 4-7
VLAN interfaces 4-2, 4-5, 4-6, 4-16
promiscuous ports  4-3
community VLANs 4-5
configuring 4-19
isolated VLANs 4-5
numbers in primary VLANs 4-5
primary VLANs 4-5
proposal and agreement handshake
BPDUs 5-8
Rapid PVST+ 5-9
PVLAN:S. See private VLANS.
PVST simulation
configuring globally 7-25
configuring per interface 7-26
default settings 7-29
description 7-7

root bridge 7-7

Rapid per VLAN Spanning Tree +. See Rapid PVST+
Rapid PVST+

aging out 5-7

BPDUs 5-8

configuration example 5-37

configuring the root bridge 5-23

default settings 5-37

description 5-7to 5-17

designated port 5-7

enabling 5-20

enabling per VLAN  5-21

guidelines 5-19

interactions with other features 5-19
interoperation with IEEE 802.1D 5-2, 5-8, 5-17
interoperation with IEEE 802.1Q 5-2, 5-16
interoperation with IEEE 802.1s 5-17
interoperation with MST  5-17,7-7
licenses 5-18

limitations  5-19

per VLAN 5-1

port transitions  5-11

protocol timers 5-10

rapid convergence 5-8

reinitializing the protocol 5-35

root switch  5-7

secondary root 5-25

statistics  5-37

topology change 5-8

troubleshooting  5-23

VDCs 5-18

verifying 5-36

VLAN priority 5-26

reinitializing the protocol

MST 6-42
Rapid PVST+ 5-35

related documents  i-xiii

root bridge

configuring for MST  6-25
configuring for Rapid PVST+ 5-23
election 5-6

MST 7-1

multiple backup 5-25

PVST simulation 7-7

Root Guard 7-6

Root Guard

default setting 7-28
description 7-6

enabling 7-23

l_ Cisco Nexus 7000 Series NX-0S Layer 2 Switching Configuration Guide, Release 4.0

0L-15907-01



Send document comments to nexus7k-docfeedback@cisco.com.

root ports
BPDUs 5-8
description 5-5,5-10
RSTP
active topology 5-11
BPDUs 5-14

rapid convergence 5-7

S

secondary VLANs 4-3
associating with primary VLANs
community 4-3
isolated 4-3
mapping to VLAN interface 4-16

service request
requesting  i-xiv

Spanning Tree Protocol. See STP

static MAC addresses
adding 2-2,2-4
example 2-7

statistics
MST 6-43
private VLANs 4-21
Rapid PVST+ 5-37
VLANs 3-12

STP
BPDUs 5-3
bridging loops 5-2
default mode 5-1,6-13
description 5-2to 5-6
dispute mechanism 5-15, 6-8
edge ports 5-7,7-2
MAC address reduction 5-4
MST 6-3
multiple instances 5-18, 6-10
network ports  7-2
path cost 5-5
per VLAN 5-1

PortFast 5-7,7-2
port roles  5-10
port states  5-11
private VLANs 4-8
protocol migration 5-17
root bridge 5-6
root ports 5-5
terminology  5-1
topology 5-3, 5-6, 7-6
troubleshooting  5-23, 7-6
virtualization 5-2, 5-18, 6-10

STP extensions
best practices 7-6
configuration example 7-28
default settings 7-28
description 7-2te7-7
guidelines 7-8
licenses 7-8
limitations 7-8
verifying 7-28
virtualization 7-8

STP port types
default setting 7-28
description 7-2

SVIs
VLAN interfaces 3-3

switch priority

Index W

MST 6-29
T
timers

STP 5-10

trunk ports
configuring as edge ports 7-12

creating 3-4

[ oL-15907-01

Cisco Nexus 7000 Series NX-0S Layer 2 Switching Configuration Guide, Release 40 g



W Index

Send document comments to nexus7k-docfeedback@cisco.com.

U

UDLD
Loop Guard 7-9
MST 6-8

Rapid PVST+ 5-15
Unidirectional Link Detection. See UDLD

\"/

VDCs
fault isolation 1-5
Layer 2 switching features 1-4
licenses 2-3
MAC address tables 2-3
MST 6-10
private VLANs 4-7
Rapid PVST+ 5-18
resources 1-5
STP extensions 7-8
user roles  1-5
virtualization 1-4
VLANs 3-5

verifying
MAC address tables 2-7
MST 6-43
private VLANs 4-21
Rapid PVST+ 5-36
STP extensions 7-28
VLANs 3-11

Virtual Device Contexts. See VDCs

virtualization
private VLANs 4-7
STP 5-2,5-18,6-10
STP extensions 7-8
VDCs 1-4
VLANs 3-5

Virtual LANs
See VLANSs

VLAN configuration
example 3-12
VLAN configuration submode
executing commands  3-4
using 3-8
VLAN interfaces
communicating between VLANs  3-3
enabling 4-5
private VLANs 4-6, 4-16
troubleshooting  4-6
VLAN name
configuring 3-9
VLAN numbers
allowed numbers 3-3
ranges 3-6
reserved range 3-3
reusing 3-5
VLAN priority
configuring 5-26
Rapid PVST+ 5-16
VLAN ranges
description 3-3
VLANSs
assigning ports 3-4
creating 3-7,3-8
default settings 3-12
deleting 3-4,3-7
description 3-2te 3-5
extended system ID  3-3
guidelines 3-6
licenses 3-5
limitations 3-6
modiying 3-8
Rapid PVST+ 5-2
reserved range 3-3
SVIs 3-3
verifying configuration 3-11
virtualization 3-5
VLAN state

l_ Cisco Nexus 7000 Series NX-0S Layer 2 Switching Configuration Guide, Release 4.0



Index W

Send document comments to nexus7k-docfeedback@cisco.com.

configuring 3-9
VLAN statistics

clearing 3-12

displaying 3-12
VLAN traffic

and routing  3-2

distribution 3-2
VTP

mode 3-2

Cisco Nexus 7000 Series NX-0S Layer 2 Switching Configuration Guide, Release 4.0
[ oL-15907-01 ..m



W Index

Send document comments to nexus7k-docfeedback@cisco.com.

Cisco Nexus 7000 Series NX-0S Layer 2 Switching Configuration Guide, Release 4.0
m. 0L-15907-01 |




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


