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CHAPTER 7

DhcpSnoopingApp Service

This chapter describes the DCNM web services’ API methods for the DhcpSnoopingApp service.

Information About DhcpSnoopingApp Service

This chapter defines the APIs exposed by the DHCP snooping feature service.

addStaticBindings

Creates static binding entries given a list of static binding entry objects.

ValidationException is thrown if any of the following situations occurs:

If the dhcpSnoopingBindings collection is null or the collection is empty.

If the dhcpSnoopingBindings collection contains one or more null element, or the collection
contains objects that are not of type DhcpSnoopingBinding.

If any of the DhcpSnoopingBinding, in the dhcpSnoopingBindings collection does not contain value
for abstractNetworkElementRef.

If the AbstractNetworkElement specified by abstractNetworkElementRef in any of the
DhcpSnoopingBinding objects in the collection dhcpSnoopingBindings does not exist in the
database.

If any of the DhcpSnoopingBinding, in the dhcpSnoopingBindings collection does not contain value
for networkInterfaceRef.

If the NetworkInterface specified by networkInterfaceRef in any of the DhcpSnoopingBinding
objects in the collection dhcpSnoopingBindings does not exist in the database.

If any of the DhcpSnoopingBinding, in the dhcpSnoopingBindingsdoes not contain value for
vlanRef.

If the (@link com.cisco.dcbu.decm.model. VLAN.VlanExternal} specified by vlanRef in any of the
DhcpSnoopingBinding objects in the collection dhcpSnoopingBindings does not exist in the
database.

IntegrityException is thrown if any of the DhcpSnoopingBinding objects in the dhcpSnoopingBindings
collection already exist.

PropertiesException is thrown if any of the following situations occurs:
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e If any of the attributes of DhcpSnoopingBinding object in the collection dhcpSnoopingBindings is
not valid.

e If the lease expiry time specified for any of the DhcpSnoopingBinding objects in the
dhcpSnoopingBindings collection, got expired.

Parameters

opContext—Operational context

dhcpSnoopingBindings—A collection having objects of type DhcpSnoopingBinding. Each object
represents an entry in DHCP Snooping binding table in the device.

Return Value

A collection of InstanceNameld of the new binding entries.

clearRateLimitingConfigurationininterfaces

Clears the DHCP rate limiting configurations done in a collection of untrusted interfaces. This API also
restores the DHCP rate limiting to default value.

ValidationException is thrown if any of the following situations occurs:
e If the argument passed is null or empty or it is not of type InstanceNameld.

e If any of the interface specified by its InstanceNameld in the collection interfacelnstanceNamelds
does not exist in the database.

Parameters

opContext—Operational context

interfacelnstanceNamelds—- A collection of InstanceNameld of interfaces.

Return Value

void

deleteAllIBindings

Deletes both static and dynamic entries configured in all the VLANS in a given interface, given the
InstanceNameld of the interfaces.

ValidationException is thrown if any of the following situations occurs:
e If the argument passed is null or not a valid interface instance name ID.
e If the interface does not exist in the database.

e If the interface does not contain any DhcpSnoopingBinding associated to it.

Parameters
opContext—Operational context

interfacelnstanceNamelds—- A collection of InstanceNameld of the interfaces whose bindings are to be
deleted.
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Return Value

void

deleteAlIBindingsinNetworkElements

Deletes both static and dynamic entries configured in the network elements, given the InstanceNameld
of the network elements.

ValidationException is thrown if any of the following situations occurs:
e If the argument passed is null or not a valid network element instance name ID.
e If the network element does not exist in the database.

e If the network element does not contain any DhcpSnoopingBinding associated to it.

Parameters

opContext—Operational context

networkElementIds—- A collection of InstanceNameld of the network elements in which the bindings
are to be deleted.

Return Value
void

deleteAliIDynamicBindingsininterfaces

Deletes all dynamically learned entries corresponding to a collection of interfaces in binding table, given
the InstanceNameld of the interfaces.

ValidationException is thrown if any of the following situations occurs:
e If the argument passed is null or not a valid interface instance name ID.
e If the interface does not exist in the database.

e If the interface does not contain any DhcpSnoopingBinding associated to it

Parameters

opContext—Operational context

interfacelnstanceNamelds—- A collection of InstanceNameld of the interfaces in which bindings are to
be deleted.

Return Value

void

deleteAlIDynamicBindingsinNetworkElements

Deletes all dynamic binding entries in a given collection of network elements, given the InstanceNameld
of the network elements.

ValidationException is thrown if any of the following situations occurs:
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e If the argument passed is null or not a valid network element instance name ID.
e If the network element does not exist in the database.

e If the network element does not contain any DhcpSnoopingBinding associated to it

Parameters
opContext—Operational context

networkElementlds—- A collection of InstanceNameld of the network element in which bindings are to
be deleted.

Return Value

void

deleteAllDynamicBindingsinVlanOfAninterface

Deletes all dynamic binding entries configured in a given VLAN in an interface, given the
InstanceNameld of the interface and VLAN.

ValidationException is thrown if any of the following situations occurs:
e If the interfacelnstanceNameldargument passed is null or not a valid interface instance name ID.
e If the interface does not exist in the database.
e If the vlanInstanceNameld argument passed is null or not a valid VLAN instance name ID.
e If the VLAN does not exist in the database.

e [If the VLAN does not contain any DhcpSnoopingBinding associated to it

Parameters

opContext—Operational context
vlanInstanceNameld—- InstanceNameld of the VLAN in which the bindings are to be deleted.

interfacelnstanceNamelds—- A collection of InstanceNameld of the interfaces in which bindings are to
be deleted for the given VLAN.

Return Value
void

deleteAllStaticBindingsininterfaces

Deletes all static binding entries configured in a given collection of interfaces, given the InstanceNameld
of the interfaces.

ValidationException is thrown if any of the following situations occurs:
e If the argument passed is null or not a valid interface instance name ID.
e If the interface does not exist in the database.

e If the interface does not contain any DhcpSnoopingBinding associated to it
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Parameters

opContext—Operational context

interfacelnstanceNamelds—- A collection of InstanceNameld of the interfaces in which bindings are to
be deleted.

Return Value

void

deleteAllStaticBindingsinNetworkElements

Deletes all static binding entries in a given collection of network elements, given the InstanceNameld of
the network elements.

ValidationException is thrown if any of the following situations occurs:
e If the argument passed is null or not a valid network element instance name ID.
e If the network element does not exist in the database.

e If the network element does not contain any DhcpSnoopingBinding associated to it.

Parameters
opContext—Operational context

networkElementlds—- A collection of InstanceNameld of the network elements in which bindings are
to be deleted.

Return Value

void

deleteAllStaticBindingsIinVlanOfAninterface

Deletes all static binding entries configured in a given VLAN in an interface, given the InstanceNameld
of the interface and VLAN.

ValidationException is thrown if any of the following situations occurs:
e If the argument interfacelnstanceNameld is null or not a valid interface instance name ID.
e If the interface does not exist in the database.
e If the argument vlanInstanceNameld is null or not a valid VLAN instance name ID.
e If the VLAN does not exist in the database.

e If the VLAN does not contain any DhcpSnoopingBinding associated to it

Parameters

opContext—Operational context

interfacelnstanceNameld—- InstanceNameld of the interface in which bindings are to be deleted for the
given VLAN.

vlanInstanceNameld—- InstanceNameld of the VLAN in which the bindings are to be deleted.
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Return Value

void

deleteDynamicBindings

Deletes dynamically learned entries in binding table, given the InstanceNameld of the DHCP snooping
binding.

ValidationException is thrown if any of the following situations occurs:
e If the collection dhcpSnoopingBindingsis null or empty.

e If any of the element in the collection dhcpSnoopingBindings is null or not a valid DHCP snooping
binding instance name ID.

e If the DHCP snooping binding does not exist in the database.

Parameters

opContext—Operational context

dhcpSnoopingBindings—- A collection of InstanceNameld of the DHCP snooping bindings that are to
be deleted.

Return Value
void

deleteStaticAndDynamicBindings

Deletes both static and dynamic entries configured in a particular VLAN in an interfae, given the
InstanceNameld of the interface and VLAN.

ValidationException is thrown if any of the following situations occurs:
e If the interfaceInstanceNameldargument passed is null or not a valid interface instance name ID.
e If the interface does not exist in the database.
e If the vlanInstanceNameldargument passed is nullor not a valid VLAN instance name ID.
e If the VLAN does not exist in the database.

e If the VLAN does not contain any DhcpSnoopingBinding associated to it

Parameters
opContext—Operational context

vlanInstanceNameld—- InstanceNameld of the VLAN in which the bindings are to be deleted.

interfacelnstanceNamelds—- A collection of InstanceNameld of the interfaces in which bindings are to
be deleted for the given VLAN.

Return Value
void
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deleteStaticBindings

Deletes static binding entries from the DHCP snooping binding table, given the InstanceNameld of the
DHCP snooping bindings.

ValidationException is thrown if any of the following situations occurs:
e If the collection dhcpSnoopingBindingsis null or empty.

e If any of the element in the collection dhcpSnoopingBindings is null or not a valid DHCP snooping
binding instance name ID.

e If the DHCP snooping binding does not exist in the database.

Parameters
opContext—Operational context

dhcpSnoopingBindings—- A collection of InstanceNameld of the DHCP snooping bindings that are to
be deleted.

Return Value

void

disableDhcpSnoopinginNetworkElement

Disables DHCP snooping in a network element, given its instance name ID.
ValidationException is thrown if any of the following situations occurs:
e If the argument passed is null or it is not a valid network element. InstanceNameld.

e If the network element does not exist in the database.

Parameters
opContext—Operational context

nelnstanceNameld—- InstanceNameld of network element in which DHCP snooping is to be disabled.

Return Value

void

disableDhcpSnoopingOnVians

Disables DHCP snooping in VLANS, given the list of InstanceNameld of the VLANS.
ValidationException is thrown if any of the following situations occurs:
e If the argument passed is null or it is not a valid VLAN InstanceNameld.

e If the VLAN does not exist in the database.

Parameters

opContext—Operational context
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vlanInstanceNameld—- List of InstanceNameld of VlanExternal in which DHCP snooping is to be
disabled.

Return Value

void

disableDhcpSnoopingService

Disables DHCP snooping Service in a InstanceNameld network element. Service Enabling/Disabling is
supported in DC OS platform. If this API is called with the network elements of Catalyst 6500 series
switches then FeatureException will be thrown.

ValidationException is thrown if any of the following situations occurs:
e If nelnstanceNameldCol is null.
e If nelnstanceNameldCol does not contain a valid network element InstanceNameld.

e If the network element does not exist in the database.

Parameters

opContext—Operational context

nelnstanceNameldCol—- A collection of InstanceNameld of the network elements.

Return Value
void

enableDhcpSnooping0OnVians

Enables DHCP snooping in VLANS, given the list of InstanceNameld of the VLANSs.
ValidationException is thrown if any of the following situations occurs:
e If the argument passed is null or it is not a valid VLAN InstanceNameld.

e If the VLAN does not exist in the database.

Parameters

opContext—Operational context

vlanInstanceNamelds—- List of InstanceNameld of VlanExternals in which DHCP snooping has to be
enabled.

Return Value
void

enableDhcpSnoopingOnViansByRange

Enables DHCP snooping in a pre-provisioned VLAN. It is possible to enable DHCP Snooping just by
using VLAN IDs. The VLANs in which DHCP snooping has to be enabled need not actually exist in the
device. This API addresses this pre-provisioning configuration.
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ValidationException is thrown if any of the following situations occurs:
e If nelnstanceNameld is null.
e If nelnstanceNameld is not a valid network element InstanceNameld.
e If the network element does not exist in the database.

e If the argument vlanRange is null.

Parameters

opContext—Operational context

vlanRange—- A String representing the range of VLANS. The string holds comma separated /
hyphenated list of VLANSs. For example, vlanRange could be 4,6,9,15-20,25.

Return Value
void

enableDhcpSnoopingService

Enables DHCP snooping Service in a InstanceNameld network element. Service Enabling/Disabling is
supported in DC OS platform. If this API is called with the network elements of Catalyst 6500 series
switches then FeatureException will be thrown.

ValidationException is thrown if any of the following situations occurs:
¢ If nelnstanceNameldCol is null.
e If nelnstanceNameldCol does not contain a valid network element InstanceNameld.

e If the network element does not exist in the database.

Parameters

opContext—Operational context

nelnstanceNameldCol—- A collection of InstanceNameld of the network elements.

Return Value
void

getDhcpSnoopingDisabledVIansinNetworkElement

Returns a collection of DHCP snooping disabled VLANS in a given network element given the
InstanceNameld of the network element.

ValidationException is thrown if any of the following situations occurs:
e If the argument passed is null or it is not a valid network element InstanceNameld.

e If the network element does not exist in the database.

Parameters

opContext—Operational context

nelnstanceNameld—- InstanceNameld of the network element.
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Return Value

A list of DHCP snooping disabled VlanExternal objects. In the returned list, only the associations with
DhcpSnoopingSetting will be present and other associations will be cleared.

getDhcpSnoopingEnabledViansinNetworkElement

Returns a collection of DHCP snooping enabled VLANS in a given network element given the
InstanceNameld of the network element.

ValidationException is thrown if any of the following situations occurs:
e If the argument passed is null or it is not a valid network element InstanceNameld.

e If the network element does not exist in the database.

Parameters

opContext—Operational context

networkElementld—- InstanceNameld of the network element.

Return Value

A list of DHCP snooping enabled VlanExternal objects. In the returned list, only the association with
DhcpSnoopingSetting will be present and other associations will be cleared.

getDhcpSnoopingGlobalSettingOnNetworkElements

Returns a collection of DHCP snooping global settings, given the InstanceNameld of the network
elements.

ValidationException is thrown if any of the following situations occurs:

e If the argument passed is null or empty or if any of the element in the collection is not a valid
network element InstanceNameld.

e If the network element does not exist in the database.

Parameters

opContext—Operational context

nelnstanceNamelds—- A collection of InstanceNameld of the network elements.

Return Value

A collection of DhcpSnoopingGlobalSetting objects for network elements.

getDhcpSnoopingServiceStateInNetworkElements

Returns state of DhcpSnoopingService like whether DhcpSnoopingService is enabled or disabled in a
list of network elements. Given the list of instance name IDs of the network elements, returns a array of
Boolean values.

ValidationException is thrown if any of the following situations occurs:

Cisco DCNM Web Services APl Guide, Release 4.0



| Chapter7

DhcpSnoopingApp Service

getDhcpSnoopingSettingOnVlans ||

Send document comments to nexus7k-docfeedback@cisco.com

e if the argument passed is null

e If neInstanceNameldCol collection contains an element that is null or the collection is empty or it
is not type InstanceNameld.

e if the argument passed is null or it is not a valid network element InstanceNameld.

Parameters
opContext—Operational context

nelnstanceNameldCol—InstanceNameld of the one or more Network Element for which the
DhcpSnoopingService state is required

Return Value

The returned array will contain Boolean instances.
Boolean value TRUE indicates DhcpSnoopingService is enabled in the given network element.

Boolean value FALSE indicates DhcpSnoopingService is disabled in the given network element.

getDhcpSnoopingSettingOnVlans

Returns the DHCP snooping settings associated with the VLANS, given the list of InstanceNameld of
VLANs

ValidationException is thrown if any of the following situations occurs:
e If the argument passed is null or it is not a valid VLAN InstanceNameld.

e If the VLAN does not exist in the device.

Parameters

opContext—Operational context

vlanInstanceNamelds—- A list of InstanceNameld of VLANS to be queried for DHCP snooping setting.

Return Value

A list of DhcepSnoopingSetting objects. The returned list will contain the DhcpSnoopingSetting objects
pertaining to the given list of VLANSs

getDynamicBindingsininterface

Returns the dynamic bindings that are learnt in an interface, given the InstanceNameld of the interface.
ValidationException is thrown if any of the following situations occurs:
e If the argument passed is null or it is not a valid interface InstanceNameld.

e If the interface does not exist in the database.

Parameters

opContext—Operational context

interfacelnstanceNameld—- InstanceNameld of the interface.
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Return Value

A collection of static binding configured in the given interface. Returned collection will have objects of
type DhepSnoopingBinding. In the returned list of objects only the following associations will be present
and other associations will be cleared.

¢ AbstractNetworkElement association.
e NetworklInterfaceassociation.

e VlanExternal association.

getinterfacesWithDhcpRateLimitinginNetworkElement

Returns all the interfaces having DHCP rate configured, given the InstanceNameld of network element.
ValidationException is thrown if any of the following situations occurs:
e If the argument passed is null or it is not a valid network element InstanceNameld.

e If the network element does not exist in the database.

Parameters

opContext—Operational context

nelnstanceNameld—- InstanceNameld of the network element.

Return Value

A collection of interface objects having DHCP rate limiting configured.In the returned list of objects,
only the following associations will be present, and all other associations will be cleared.

e TrustStateSetting association.

e NetworkInterfaceName association.

getinterfacesWithDynamicBindingsinNetworkElement

Returns the interfaces having dynamic bindings in them, given the InstanceNameld of the network
element. The network element is the device in which the interface is present.

ValidationException is thrown any of the following situations occurs:
e If the argument passed is null or it is not a valid network element InstanceNameld.

e If the network element does not exist in the database.

Parameters

opContext—Operational context

nelnstanceNameld—- InstanceNameld of network element

Return Value

A collection of interfaces in the network element in which dynamic bindings are learned. Returned
collection will have InstanceNamelds of interface objects having dynamic bindings.In the returned list
of objects, only the following associations will be present, and all other associations will be cleared.

e DhcpSnoopingBindingassociation.
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e NetworkInterfaceName association.

getinterfacesWithStaticBindingsinNetworkElement

Returns the interfaces having static bindings configured in them, given the InstanceNameld of the
network element. The network element is the device in which the interface is present.

ValidationException is thrown any of the following situations occurs:
e If the argument passed is null or it is not a valid network element InstanceNameld.

e If the network element does not exist in the database.

Parameters

opContext—Operational context

nelnstanceNameld—- InstanceNameld of network element

Return Value

A collection of interfaces in the network element in which static bindings are configured. Returned
collection will have InstanceNamelds of interface objects having static bindings.In the returned list of
objects, only the following associations will be present, and all other associations will be cleared.

¢ DhcpSnoopingBindingassociation.

e NetworkInterfaceName association.

getNumberOfDynamicBindingsinVlans

Returns the number of dynamic bindings configured in the VLANSs given the InstanceNameld of the
VLAN:S.

ValidationException is thrown if any of the following situations occurs:
e If the argument passed is null or it is not a valid network element InstanceNameld.

e If the VLAN does not exist in the device.

Parameters
opContext—Operational context

vlanInstanceNamelds—- A collection of InstanceNameld of VLANSs.

Return Value

A collection of integer values representing the number of dynamic bindings configured in VLAN:S.

getNumberQfStaticBindingsinVlans

Returns the number of static bindings configured in a collection of VLANS, given the InstanceNameld
of the VLAN:S.

ValidationException is thrown if any of the following situations occurs:

e If the argument passed is null or it is not a valid VLAN InstanceNameld.
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Parameters

opContext—Operational context

vlanInstanceNamelds—- A collection of InstanceNameld of VLANSs.

Return Value
A collection of integer values representing the number of static bindings configured in VLANSs

getStaticBindingsininterface

Returns the static bindings configured in an interface, given the InstanceNameld of the interface.
ValidationException is thrown if any of the following situations occurs:
e If the argument passed is null or it is not a valid interface InstanceNameld.

e If the interface does not exist in the database.

Parameters

opContext—Operational context

interfacelnstanceNameld—- InstanceNameld of the interface

Return Value

A collection of static binding configured in the given interface. Returned collection will have objects of
type DhepSnoopingBinding. In the returned list of objects, only the following associations will be
present and other associations will be cleared.

e AbstractNetworkElement association.
e NetworkInterface association.

¢ VlanExternal association.

getStaticBindingsinVlanOfAnInterface

Returns the static bindings configured in a VLAN in an interface, given the InstanceNameld of the
VLAN and the interface.

ValidationException is thrown if any of the following situations occurs:
e If the argument interfacelnstanceNameld passed is null or it is not a valid interface InstanceNameld.
e If the interface does not exist in the database.
e If the argument vlanInstanceNameld passed is null or it is not a valid VLAN InstanceNameld.

e If the VLAN does not exist in the database.

Parameters

opContext—Operational context
interfacelnstanceNameld—- InstanceNameld of the interface

vlanInstanceNameld—- InstanceNameld of a VLAN in the interface
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Return Value

A collection of static binding configured in given VLAN in an interface. Returned collection will have
objects of type DhcpSnoopingBinding.In the returned list of objects, only the following associations will
be present, and all other associations will be cleared.

¢ AbstractNetworkElement association.
e NetworklInterface association.

e VlanExternal association.

getStaticDhcpSnoopingBindings

Returns a collection of DHCP snooping binding objects corresponding to the InstanceNamelds given.
ValidationException is thrown if any of the following situations occurs:
e If the argument passed is null or it is not a valid DHCP Snooping Binding InstanceNameld.

e If the DHCP Snooping Binding does not exist in the database.

Parameters
opContext—Operational context

dhcpSnoopingBindings—a collection of InstanceNameld of DHCP snooping binding objects
representing entries in the DHCP snooping binding table.

Return Value

A collection of DHCPSnoopingBinding objects DhcpSnoopingBinding.In the returned list of objects,
only the following associations will be present, and all other associations will be cleared.

e AbstractNetworkElement association.
e NetworkInterface association.

¢ VlanExternal association.

getTrustStateSettingOninterfaces

Returns the DHCP snooping trust state settings configured in a collection of Layer 2 interfaces, given
the InstanceNameld of the interfaces.

ValidationException is thrown if any of the following situations occurs:
e If the argument passed is null or it is not a valid interface InstanceNameld.

e If the interface does not exist in the database.

Parameters

opContext—Operational context

interfacelnstanceNamelds—- List of InstanceNameld of interfaces.

Return Value
A collection of TrustStateSetting objects corresponding to the given interfaces TrustStateSetting
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getUntrustedinterfacesWithDefaultRateLimitinNetwork

Element

Returns all the untrusted interfaces having default DHCP rate, in a network element, given the
InstanceNameld of network element.

ValidationException is thrown if any of the following situations occurs:
e If the argument passed is null or it is not a valid network element InstanceNameld.

e If the network element does not exist in the database.

Parameters
opContext—Operational context

nelnstanceNameld—- InstanceNameld of the network element.

Return Value

A collection of untrusted interface objects having default DHCP rate. In the returned list of objects, only
the following associations will be present, and all other associations will be cleared.

e TrustStateSetting association.

¢ NetworkInterfaceName association.

getVlansWithDhcpSnoopinginNetworkElement

Returns a collection of VLANs which has DHCP snooping setting (DHCP snooping enabled and
disabled) in a given network element given the InstanceNameld of the network element.This will not
return the VLANSs in which DHCP snooping is not supported.

ValidationException is thrown if any of the following situations occurs:
e If the argument passed is null or it is not a valid network element InstanceNameld.

e If the network element does not exist in the database.

Parameters

opContext—Operational context

nelnstanceNameld—- InstanceNameld of the network element.

Return Value

A list of DHCP snooping enabled and disabled VlanExternal objects. In the returned list, only the
associations with DhcpSnoopingSetting will be present and other associations will be cleared.

modifyDhcpSnoopingGlobalSetting

Modifies one or more attibutes of DhcpSnoopingGlobalSettings. Modification of
"dhcpSnoopingServiceEnable" is not allowed in this APIL. If it is modified then MetadataException will
be thrown. To enable/disable DHCP Snooping Service API.

ValidationException is thrown if any of the following situations occurs:
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e If the argument nelnstanceNameld is null.
e If nelnstanceNameld is not a valid network element InstanceNameld.
e If the argument dhcpSnoopingGlobalSetting is null.

PropertiesException is thrown if any of the attributes in dhcpSnoopingGlobalSetting object is invalid.

Parameters

opContext—Operational context
nelnstanceNameld—- InstanceNameld of the network element.

dhcpSnoopingGlobalSetting—- Modified DhcpSnoopingGlobalSetting object that will replace the
existing DhcpSnoopingGlobalSetting object in the database.

Return Value
void

modifyStaticBindings

Modifies one or more DHCP snooping binding objects that exist in the database.
ValidationException is thrown if any of the following situations occurs:
e If the collection dhcpSnoopingBindings is null or empty.
e If any of the element in the collection dhcpSnoopingBindings is null.
e If any of the element in the collection dhcpSnoopingBindings is not of type DhcpSnoopingBinding.
PropertiesException is thrown if any of the attributes of DhcpSnoopingBinding is not valid.
Example:
e If the value for IpAddress is not specified.
e If the value for the MacAddress is not specified

e If the value for the lease expiry time is not specified and etc.

Parameters

opContext—Operational context

dhcpSnoopingBindings—- A collection of modified DhcpSnoopingBinding entries.

Return Value
void

modifyTrustStateSettings

Modifies one or more existing trust state settings in the given collection of interfaces.
ValidationException is thrown if any of the following situations occurs:
¢ If interfacelnstanceNamelds collection is null or it is empty.

e If interfacelnstanceNamelds collection contains an object that is not of type NetworkInterface.

Cisco DCNM Web Services API Guide, Release 4.0
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e [If TrustStateSetting is not supported in that interface. It is supported only in the interfaces of type
SwitchedNetworkInterface and RoutedNetworkInterface.

e If trustStateSettings collection is null or it is empty.
e If trustStateSettings collection contains an object that is not of type TrustStateSetting.

IntegrityException is thrown if the interfacelnstanceNamelds and trustStateSettings collections size are
not equal.

PropertiesException is thrown, if any of the attribute of TrustStateSetting is not valid.

Example: TrustState attribute in the TrustStateSetting object cannot have Trusted DHCP trust state, if
the interface in which the TrustStateSetting is configured is a RoutedNetworkInterface.

Parameters

opContext—Operational context
interfacelnstanceNamelds—- A collection of InstanceNamelds of interfaces.

trustStateSetting—- A collection of modified TrustStateSetting object TrustStateSetting

Return Value
void

Cisco DCNM Web Services APl Guide, Release 4.0



	DhcpSnoopingApp Service
	Information About DhcpSnoopingApp Service
	addStaticBindings
	clearRateLimitingConfigurationInInterfaces
	deleteAllBindings
	deleteAllBindingsInNetworkElements
	deleteAllDynamicBindingsInInterfaces
	deleteAllDynamicBindingsInNetworkElements
	deleteAllDynamicBindingsInVlanOfAnInterface
	deleteAllStaticBindingsInInterfaces
	deleteAllStaticBindingsInNetworkElements
	deleteAllStaticBindingsInVlanOfAnInterface
	deleteDynamicBindings
	deleteStaticAndDynamicBindings
	deleteStaticBindings
	disableDhcpSnoopingInNetworkElement
	disableDhcpSnoopingOnVlans
	disableDhcpSnoopingService
	enableDhcpSnoopingOnVlans
	enableDhcpSnoopingOnVlansByRange
	enableDhcpSnoopingService
	getDhcpSnoopingDisabledVlansInNetworkElement
	getDhcpSnoopingEnabledVlansInNetworkElement
	getDhcpSnoopingGlobalSettingOnNetworkElements
	getDhcpSnoopingServiceStateInNetworkElements
	getDhcpSnoopingSettingOnVlans
	getDynamicBindingsInInterface
	getInterfacesWithDhcpRateLimitingInNetworkElement
	getInterfacesWithDynamicBindingsInNetworkElement
	getInterfacesWithStaticBindingsInNetworkElement
	getNumberOfDynamicBindingsInVlans
	getNumberOfStaticBindingsInVlans
	getStaticBindingsInInterface
	getStaticBindingsInVlanOfAnInterface
	getStaticDhcpSnoopingBindings
	getTrustStateSettingOnInterfaces
	getUntrustedInterfacesWithDefaultRateLimitInNetwork Element
	getVlansWithDhcpSnoopingInNetworkElement
	modifyDhcpSnoopingGlobalSetting
	modifyStaticBindings
	modifyTrustStateSettings



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


