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C H A P T E R 6

DaiApp Service

This chapter describes the DCNM web services’ API methods for the DaiApp service.

Information About DaiApp Service 
Dynamic Address Resolution Protocol (ARP) inspection (DAI) is a security feature that validates ARP 
packets in a network. DAI intercepts, logs, and discards ARP packets with invalid IP-to-MAC address 
bindings, which allows you to protect the network from man-in-the-middle attacks, where an attacker 
could send forged ARP packets (for example, gratuitous ARPs) carrying a bogus IP/MAC binding in the 
payload to a host or to the default gateway.

bindArpAclOnVlans
Applies the ARP ACL on to a collection of VLANs. API to validate whether the VLANs already has an 
ARP ACL. API shall also validate whether DAI is enabled on the VLAN. If DAI is enabled on the 
VLAN, then API shall throw a warning message stating that ARP inspection based on ARP ACL will 
take precedence over validation done by DAI. That is, if a packet has to be denied based on ARP ACL, 
it will be denied even though the packet is valid as per DAI. 

ValidationException is thrown if any of the following situations occurs: 

• If arpAclInstanceNameId is null or it is not of type ARP ACL InstanceNameId. 

• If the vlanInstanceNameIdCol is null or empty. 

• If the vlanInstanceNameIdCol collection contains one null element, or the collection contains an 
invalid VLAN InstanceNameId. 

Parameters

opContext—- Operational context.

arpAclInstanceNameId—- InstanceNameId of ARP ACL object.

vlanInstanceNameIdCol—- A collection of InstanceNameId of VLAN.

explicitDenyEnable—Indicates whether the ARP ACL has to be configured as a static ACL. 

Return Value

void
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bindArpAclOnVlansByArpAclName
Binds pre-provisioned ARP ACL to a collection of VLANs. For ARP ACL to be bound to a collection 
of VLANs, ARP ACL need not be physically configured in the device. We can bind ARP ACL to a 
collection just by using the name of ARP ACL. This API addresses this pre-provisioning configuration. 

ValidationException is thrown if any of the following situations occurs: 

• If the passed argument arpAclName is null. 

• If the vlanInstanceIds collection is null or empty. 

• If the vlanInstanceIds collection one null element, or the collection contains an invalid VLAN 
instance name Id. 

• If the vlanInstanceIds collection contains an instance ID of a VLAN that does not exist in the 
database. 

PropertiesException is thrown if any of the following situations occurs. 

• If arpAclName contains an invalid ARP ACL name string. 

Example: 

• If the ARP ACL name does not start with an alphabet like "2acl_test". 

• If the ARP ACL name contains a space or question mark character or quotation mark character like 
"acl test2" or "acl?test2" or "acl'test". 

Parameters

opContext—- Operational context.

arpAclName—- Name of the ARP ACL. This ACL need not be configured in the device.

vlanInstanceIds—- A collection of InstanceNameId of VLANs in a network element that are configured 
in the device.

explicitDenyEnable—- Indicates whether the ARP ACL has to be configured as a static ACL. 

Return Value

void

bindArpAclOnVlansForRange
Binds pre-provisioned ARP ACL to a collection of pre-provisioned VLANs. For ARP ACL to be bound 
to a collection of VLANs, both ARP ACL and VLAN need not have been configured in the device. Users 
can bind ARP ACL name to a collection of VLANs and then create both ARP ACLs and the bound 
VLANs at a latter stage. This API addresses this pre-provisioning configuration.

ValidationException is thrown if any of the following situations occurs: 

• If the passed argument arpAclName is null. 

• If the passed argument vlanRange is null. 

• If the networkElementId is null or not of type network element InstanceNameId. 

• If the network element with the InstanceNameId given by networkElementId does not exist in the 
database. 

PropertiesException is thrown if any of the following situations occurs: 
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• If the ARP ACL name given as the argument arpAclName is not a valid ARP ACL name string. 

Example: 

• If the ARP ACL name does not start with an alphabet like "2acl_test". 

• If the ARP ACL name contains a space or question mark character or quotation mark character like 
"acl test2" or "acl?test2" or "acl'test". 

Parameters

opContext—- Operational context.

networkElementId—- InstanceNameId of the network element.

arpAclName—- Name of the ARP ACL. This ACL need not have been configured in the device.

vlanRange—- A String representing the range of VLANs. The string holds comma separated / 
hyphenated list of VLANs. For example, vlanRange could be 4,6,9,15-20,25.

explicitDenyEnable—- Indicates whether the ARP ACL has to be configured as a static ACL. 

Return Value

void

clearArpRateLimitingConfigurationInInterfaces
Clears the ARP rate limiting and burst interval configurations done in a collection of interfaces. This 
API also restores the rate limiting and burst interval values to default values. 

ValidationException is thrown if any of the following situations occurs: 

• If the argument interfaceNameIds is null or it is not of type interface InstanceNameId. 

• If the interface specified by any of the InstanceNameId in the collection interfaceNameIds does not 
exist in the database.

Parameters

opContext—- Operational context.

interfaceNameIds—- A collection of InstanceNameId of the interfaces. 

Return Value

void

createArpAcls
Creates one or more standard ARP ACL objects in a network element. Given the InstanceNameId of a 
network element and a list of ARP ACL objects, creates the objects in the server and returns the 
collection of InstanceNameId of ARP ACLs created. 

ValidationException is thrown if any of the following situations occurs: 

• If neInstanceNameId is null or it is not of type network element InstanceNameId. 

• If neInstanceNameId is not a valid network element InstanceNameId. 

• If the ARP ACLs objects in the arpAclCol do not have their name attribute set. 
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• If the arpAclCol contains duplicate entries of the ARP ACLs. 

javax.xml.bind.PropertyException is thrown if any of the following situations occurs: 

• If name of an ARP ACL does not start with alphabets. 

• If name of an ARP ACL contains space or quotation mark character. 

• If name of an ARP ACL contains more than 234 characters. 

IntegrityException is thrown if any of the following situation occurs: 

• If the arpAclCol contains an ARP ACL that already exists in the database. 

• If an ARP ACL in the arpAclCol contains duplicate ARP ACL entry objects. 

VlanExternal associations with the ARP ACLs will not be considered by this API. User has to call 
separate API to bind the ARP ACL to a VLAN. 

Parameters

opContext—- Operational context.

networkElementId—- InstanceNameId of the network element.

arpAclCol—- A collection of ARP ACL objects to be created. 

Return Value

A collection of newly created ARP ACL objects. 

deleteArpAcls
Deletes one or more ARP ACLs. Given the InstanceNameId of ARP ACL objects, those objects will be 
deleted from the server. 

ValidationException is thrown if any of the following situations occurs: 

• If the arpAcls collection is null or empty. 

• If the arpAcls collection contains an element that is not of type ARP ACL. 

• If the arpAcls collection contains an ARP ACL that does not exist in the database. 

Parameters

opContext—- Operational context.

arpAclInstanceNameIds—- A collection that contains InstanceNameId of ARP ACLs to be deleted 

Return Value

void

disableDaiOnVlans
Disables DAI for a given collection of VLANs in a network element. 

ValidationException is thrown if the argument passed is null or it is not of type VLAN InstanceNameId. 
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Parameters

opContext—- Operational context.

vlanIds—- InstanceNameId of the VLANs. 

Return Value

void

enableDaiOnVlans
Enables DAI for a given collection of VLANs in a network element. API to validate whether DHCP 
Snooping is enabled on the VLAN.If not, API to throw an Exception stating that DHCP Snooping has to 
be enabled for DAI to function. 

ValidationException is thrown if the argument passed is null or it is not of type VLAN InstanceNameId. 

Parameters

opContext—- Operational context.

vlanIds—- InstanceNameId of the VLANs. 

Return Value

A list of InstanceNameId of DaiSetting objects that are associated with the VLANs corresponding to the 
given list of vlanIds. 

enableDaiOnVlansByRange
Enables Dynamic ARP Inspection in a pre-provisioned VLAN. It is possible to enable Dynamic ARP 
Inspection just by using VLAN IDs. The VLANs in which Dynamic ARP Inspection has to be enabled 
need not actually exist in the device. This API addresses this pre-provisioning configuration. 

ValidationException is thrown if any of the following situations occurs. 

• If the passed argument networkElementId is null or not of type network element InstanceNameId. 

• If the passed argument vlanRange is null. 

Parameters

opContext—- Operational context.

networkElementId—- InstanceNameId of the network element.

vlanRange—-A String representing the range of VLANs. The string holds comma separated / 
hyphenated list of VLANs. For example, vlanRange could be 4,6,9,15-20,25 

Return Value

void
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getArpAclsInNetworkElement
Returns a collection of all ARP ACLs configured in a given network element, given the InstanceNameId 
of the network element. 

ValidationException is thrown if the argument passed is null or it is not of type network element 
InstanceNameId. 

Parameters

opContext—- Operational context.

networkElementId—- InstanceNameId the network element. 

Return Value

List of all ARP ACL objects present in the network element. In the returned list of objects, only the 
following associations will be present and other associations will be cleared. 

• All associated ACEs of the returned ARP ACL object. 

• The VLANs which are referring the returned ARP ACL object. 

• The network element in which the returned ARP ACLs are configured. 

getArpAclsInVlans
Given a collection of VLAN InstanceNameIds, this API returns the ARP ACLs associated to it, if any. 

Parameters

opContext—

vlanInstanceNameIdCol—

Return Value

List of ARP ACLs associated to VLAN. If no ARP ACL is associated to a VLAN in the parameter 
collection, then the list will contain null element in the corresponding position. 

getArpAclsWithoutAcesInNetworkElement
Returns a collection of all ARP ACLs configured in a given network element, given the InstanceNameId 
of the network element. 

ValidationException is thrown if the argument passed is null or it is not of type network element 
InstanceNameId. 

Parameters

opContext—- Operational context.

networkElementId—- InstanceNameId the network element. 

Return Value

List of all ARP ACL objects present in the network element. In the returned list of objects, all 
associations will be cleared. 
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getDaiDisabledVlansInNetworkElement
Returns all the DAI Disabled VLANs in the given network element. 

ValidationException is thrown if the argument passed is null or it is not of type network element 
InstanceNameId. 

Parameters

opContext—- Operational context.

networkElementId—- InstanceNameId of the network element. 

Return Value

A list of DAI disabled VlanExternal objects.In the returned list of objects, only the following 
associations will be present and other associations will be cleared. 

• DaiSetting association. 

• ARP ACL association. If that ARP ACL has ARP ACL entries, those associations will be cleared. 

getDaiEnabledVlansInNetworkElement
Returns all the DAI Enabled VLANs in the given network element. 

ValidationException is thrown if the argument passed is null or it is not of type network element 
InstanceNameId. 

Parameters

opContext—- Operational context.

networkElementId—- InstanceNameId of the network element. 

Return Value

A list of DAI enabled VlanExternal objects. In the returned list of objects, only the following 
associations will be present and other associations will be cleared. 

• DaiSetting association. 

• ARP ACL association. If that ARP ACL has ARP ACL entries, those associations will be cleared. 

getDaiGlobalSettingsInNetworkElements
Gets the DAI global settings for a given list of network elements.Given the InstanceNameId of the 
network element, returns a collection of DAI global settings. 

ValidationException is thrown if the passed argument is null or not of type network element 
InstanceNameId. 

Parameters

opContext—- Operational context.

neInstanceNameIds—- InstanceNameId of the network elements. 
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Return Value

A list of DaiGlobalSetting objects. The returned List will contain DaiGlobalSetting objects pertaining 
to a given list of network elements.

getDaiSettingOnVlans
Returns the list of DAI settings pertaining to the given list of VLANs. 

ValidationException is thrown if the argument passed is null or it is not of type VLAN InstanceNameId. 

Parameters

opContext—- Operational context.

vlanIds—- InstanceNameId of the VLANs. 

Return Value

A list of DaiSetting objects.In the returned list of objects, only the following associations will be present 
and other associations will be cleared. 

• VLAN association. 

• ARP ACL associated with the VLAN, that is associated with the DAI Setting. If that ARP ACL has 
ARP ACL entries, those associations will be cleared. 

getInterfacesWithArpRateLimitingInNetworkElement
Returns all the interfaces in the given network element having ARP rate and burst interval configured. 
These interfaces have configured values for ARP rate limiting and burst interval. 

ValidationException is thrown if the argument passed is null or it is not of type network element 
InstanceNameId. 

Parameters

opContext—- Operational context.

networkElementId—- InstanceNameId of the network element. 

Return Value

A collection of interface objects having ARP rate limiting and burst interval configured. 

getTrustStateSettingInInterfaces
Returns the collection of trust state setting objects. Given the collection of interface InstanceNameId, 
returns a collection of trust state setting objects. 

ValidationException is thrown if the argument passed is null or it is not of type interlace 
InstanceNameId. 

Parameters

opContext—- Operational context.
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interfaceInstanceIds—- InstanceNameId of interfaces. 

Return Value

A collection of TrustStateSetting objects. 

getUntrustedInterfacesWithDefaultRateInNetworkElement
Returns all the untrusted interfaces in the given network element having default ARP rate and burst 
interval values, given the InstanceNameId of the network element. 

ValidationException is thrown if the argument passed is null or it is not of type network element 
InstanceNameId. 

Parameters

opContext—- Operational context.

networkElementId—- InstanceNameId of the network element. 

Return Value

A collection of untrusted interface objects having default rate limiting and burst interval. 

getVlansWithDaiSettingNetworkElement
Returns all the VLANs with DaiSetting object, in the given network element. 

ValidationException is thrown if the argument passed is null or it is not of type network element 
InstanceNameId. 

Parameters

opContext—- Operational context.

networkElementId—- InstanceNameId of the network element. 

Return Value

A list of VLANs with DaiSetting object.In the returned list of objects, only the following associations 
will be present and other associations will be cleared. 

• DaiSetting association. 

• ARP ACL association. If that ARP ACL has ARP ACL entries, those associations will be cleared. 

modifyAclSequence
Modifies the sequence number of the ACEs in an ACL, based on the starting sequence number and the 
step to increment the sequence numbers. 

Parameters

opContext—- Operational context.

aclInstanceNameIdCol—InstanceNameId of one or more ACLs. 
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Resequencing is supported only if the platform type is Nexus 7000 series switch. 

startSeqNo—Access list entries will be resequenced using this initial value.

increment—number by which the sequence numbers change. For example, if the increment value is 5 
and the start sequence number is 20, the subsequent sequence numbers are 25, 30, 35, 40, and so on. 

Return Value

void

modifyArpAcls
Modifies one or more existing ARP ACL objects. 

ValidationException is thrown if any of the following situations occurs: 

• If arpAcls collection is null or empty. 

• If arpAcls collection contains an object that is not of type ARP ACL. 

PropertiesException is thrown if any of the following situations occurs: 

• If the name of the ARP ACL in the arpAcls collection is modified. 

IntgerityException is thrown if any of the follwong situation occurs: 

• If the arpAcls collection contains an ARP ACL object that does not exist in the database. 

• If the ARP ACL in the arpAcls collection contains a duplicate ARP ACL entry objects. 

This API will not consider VLAN association of the ARP ACL objects. User needs to call separate API 
to bind an ARP ACL to a VLAN. 

Parameters

opContext—- Operational context.

arpAcls—- a collection of modified ARP ACL objects that will replace the existing ARP ACL objects 
in the database. 

Return Value

Void. 

modifyDaiGlobalSettingsInNetworkElements
Modifies one or more existing DAI global setting objects in a given collection of network elements. 

ValidationException is thrown if any of the following situations occurs: 

• If the networkElementIds collection is null or empty. 

• If the networkElementIds collection contains one null element, or the collection contains an invalid 
network element InstanceNameId. 

PropertiesException is thrown if any of the following situations occurs: 

• In the daiGlobalSettings collection, if any one of the daiGlobalSetting attribute is not valid. 

Example: 

• If logBufferSize attribute does not contains a value between 0—1024. 
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• If the logInterval attribute does not contain a value between 0—86400. 

IntegrityException is thrown if any of the following situations occurs: 

• If the size of the collections networkElementIds and the daiGlobalSettings are not equal. 

Parameters

opContext—- Operational context.

networkElementIds—- InstanceNameId of network elements in which the DAI Global parameters have 
to be modified.

daiGlobalSettings—- Modified DAI global setting objects 

Return Value

void

modifyDaiOnVlans
Modifies one or more existing DAI setting objects. 

ValidationException is thrown if any of the following situations occurs: 

• If modifiedDaiSettings collection is null or empty. 

• If modifiedDaiSettings collection contains an object that is not of type DaiSetting. 

PropertiesException is thrown if any of the following situations occurs: 

• If the reference to a VLAN in the modified DAI setting object is changed. 

Parameters

opContext—- Operational context.

modifiedDaiSettings—- A collection of modified DaiSetting objects that will replace the existing DAI 
setting objects in the database. 

Return Value

void

modifyDaiSettingsAndArpAclBindingsOnVlans
Modifies DAI settings and ARP ACL bindings in a given collection of VLANs. VLAN objects passed 
shall have modified DAI settings and modified ARP ACL bindings. 

Modification of ARP ACL Entry is not supported in this API. use modifyArpAcls(List arpAcls) API to 
modify ARP ACL Entry of an ARP ACL. 

ValidationException is thrown if any of the following situations occurs: 

• If modifiedVlanObjects collection is null or empty. 

• If the modifiedVlanObjects contains a VLAN that does not exist in the database. 

• If the VLAN in the database, corresponding to the elements in modifiedVlanObjects collection does 
not contain DAI setting. 
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PropertiesException is thrown if any of the DAI setting's attribute or attributes of ARP ACLs associated 
to the VLAN in modifiedVlanObjects, is not valid. 

Parameters

opContext—- Operational context.

modifiedVlanObjects—- A collection of modified VLAN objects with DAI settings and ARP ACL 
references. 

Return Value

void

modifyTrustStateSettings
Modifies one or more existing trust state setting objects in a given collection of network interfaces. 

ValidationException is thrown if any of the following situations occurs: 

• If interfaceInstanceIds collection is null or empty. 

• If interfaceInstanceIds collection contains one null element, or the collection contains an invalid 
interface InstanceNameId. 

• If the trustStateSettings collection is null or empty. 

• If the trustStateSettings collection contains an element that is not of type TrustStateSetting. 

PropertiesException is thrown if any of the following situations occurs: 

• In the trustStateSettings collection, if any of the trustStateSetting attribute is not valid. 

Example: 

• If the arpRate attribute does not contain a value between 0—2048. 

• If the burstInterval attribute does not contain a value between 0—15. 

IntegrityException is thrown if any of the following situations occurs: 

• If the interfaceInstanceIds and trustStateSettings collections size are not equal. 

• If the trustStateSettings collection contains an interface which is not of type TrustStateSetting. 

Parameters

opContext—- Operational context.

interfaceInstanceIds—InstanceNameIds of interfaces.

trustStateSettings—Modified TrustStateSetting objects. 

Return Value

void

unbindArpAclFromVlans
Removes the association with ARP ACLs in a collection of VLANs 

ValidationException is thrown if any of the following situations occurs: 
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• If the vlanInstanceNameIds collection is null or empty. 

• If the vlanInstanceNameIdCol collection contains one null element, or the collection contains an 
invalid VLAN instance name ID. 

Parameters

opContext—- Operational context.

vlanInstanceNameIds—- InstanceNameId of VLANs in which the ARP ACL association has to be 
removed. 

Return Value

void
6-13
Cisco DCNM Web Services API Guide, Release 4.0

OL-15871-01



Send  document  comments  to  nexus7k -doc feedback@c i sco .com

Chapter 6      DaiApp Service
unbindArpAclFromVlans
6-14
Cisco DCNM Web Services API Guide, Release 4.0

OL-15871-01


	DaiApp Service
	Information About DaiApp Service
	bindArpAclOnVlans
	bindArpAclOnVlansByArpAclName
	bindArpAclOnVlansForRange
	clearArpRateLimitingConfigurationInInterfaces
	createArpAcls
	deleteArpAcls
	disableDaiOnVlans
	enableDaiOnVlans
	enableDaiOnVlansByRange
	getArpAclsInNetworkElement
	getArpAclsInVlans
	getArpAclsWithoutAcesInNetworkElement
	getDaiDisabledVlansInNetworkElement
	getDaiEnabledVlansInNetworkElement
	getDaiGlobalSettingsInNetworkElements
	getDaiSettingOnVlans
	getInterfacesWithArpRateLimitingInNetworkElement
	getTrustStateSettingInInterfaces
	getUntrustedInterfacesWithDefaultRateInNetworkElement
	getVlansWithDaiSettingNetworkElement
	modifyAclSequence
	modifyArpAcls
	modifyDaiGlobalSettingsInNetworkElements
	modifyDaiOnVlans
	modifyDaiSettingsAndArpAclBindingsOnVlans
	modifyTrustStateSettings
	unbindArpAclFromVlans



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


