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Configuring TACACS+

This chapter describes how to configure the Terminal Access Controller Access Control System Plus 
(TACACS+) protocol on NX-OS devices.

This chapter includes the following sections:

• Information About TACACS+, page 4-1

• Licensing Requirements for TACACS+, page 4-5

• Prerequisites for TACACS+, page 4-6

• Guidelines and Limitations, page 4-6

• Configuring TACACS+, page 4-6

• Displaying TACACS+ Statistics, page 4-19

• Where to Go Next, page 4-19

• Field Descriptions for TACACS+ Server Groups and Servers, page 4-19

• Additional References, page 4-21

Information About TACACS+
The TACACS+ security protocol provides centralized validation of users attempting to gain access to an 
NX-OS device. TACACS+ services are maintained in a database on a TACACS+ daemon running, 
typically, on a UNIX or Windows NT workstation. You must have access to and must configure a 
TACACS+ server before the configured TACACS+ features on your NX-OS device are available.

TACACS+ provides for separate authentication, authorization, and accounting facilities. TACACS+ 
allows for a single access control server (the TACACS+ daemon) to provide each 
service—authentication, authorization, and accounting—independently. Each service can be tied into its 
own database to take advantage of other services available on that server or on the network, depending 
on the capabilities of the daemon. 

The TACACS+ client/server protocol uses TCP (TCP port 49) for transport requirements. Cisco NX-OS 
devices provide centralized authentication using the TACACS+ protocol. 

This section includes the following topics:

• TACACS+ Advantages, page 4-2

• TACACS+ Operation for User Login, page 4-2

• Default TACACS+ Server Encryption Type and Preshared Key, page 4-3
4-1
o DCNM Security Configuration Guide, Release 4.0



Send  document  comments  to  nexus7k -doc feedback@c i sco .com.

Chapter 4      Configuring TACACS+
Information About TACACS+
• TACACS+ Server Monitoring, page 4-3

• Vendor-Specific Attributes, page 4-4

• Virtualization Support, page 4-5

TACACS+ Advantages
TACACS+ has the following advantages over RADIUS authentication:

• Provides independent AAA facilities. For example, the NX-OS device can authorize access without 
authenticating.

• Uses the TCP transport protocol to send data between the AAA client and server, making reliable 
transfers with a connection-oriented protocol.

• Encrypts the entire protocol payload between the switch and the AAA server to ensure higher data 
confidentiality. The RADIUS protocol only encrypts passwords.

TACACS+ Operation for User Login
When a user attempts a Password Authentication Protocol (PAP) login to an NX-OS device using 
TACACS+, the following actions occur:

1. When the NX-OS device establishes a connection, it contacts the TACACS+ daemon to obtain the 
username and password.

Note TACACS+ allows an arbitrary conversation between the daemon and the user until the daemon 
receives enough information to authenticate the user. This action is usually done by prompting 
for a username and password combination, but may include prompts for other items, such as 
mother’s maiden name.

2. The NX-OS device will eventually receive one of the following responses from the TACACS+ 
daemon: 

a. ACCEPT—User authentication succeeds and service begins. If the NX-OS device requires user 
authorization, authorization begins.

b. REJECT—User authentication failed. The TACACS+ daemon either denies further access to the 
user or prompts the user to retry the login sequence.

c. ERROR—An error occurred at some time during authentication either at the daemon or in the 
network connection between the daemon and the NX-OS device. If the NX-OS device receives 
an ERROR response, the NX-OS device tries to use an alternative method for authenticating the 
user.

After authentication, the user also undergoes an additional authorization phase if authorization has 
been enabled on the NX-OS device. Users must first successfully complete TACACS+ 
authentication before proceeding to TACACS+ authorization. 

3. If TACACS+ authorization is required, the NX-OS device again contacts the TACACS+ daemon and 
it returns an ACCEPT or REJECT authorization response. An ACCEPT response contains attributes 
that are used to direct the EXEC or NETWORK session for that user and determines the services 
that the user can access.
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Services include the following:

• Telnet, rlogin, Point-to-Point Protocol (PPP), Serial Line Internet Protocol (SLIP), or EXEC 
services

• Connection parameters, including the host or client IP address (IPv4 or IPv6), access list, and 
user timeouts

Default TACACS+ Server Encryption Type and Preshared Key
You must configure the TACACS+ preshared key to authenticate the switch to the TACACS+ server. A 
preshared key is a secret text string shared between the NX-OS device and the TACACS+ server host. 
The length of the key is restricted to 63 characters and can include any printable ASCII characters (white 
spaces are not allowed). You can configure a global preshared secret key for all TACACS+ server 
configurations on the NX-OS device to use.

You can override the global preshared key assignment by explicitly using the key option when 
configuring and individual TACACS+ server.

TACACS+ Server Monitoring
An unresponsive TACACS+ server can delay the processing of AAA requests. An NX-OS device can 
periodically monitor an TACACS+ server to check whether it is responding (or alive) to save time in 
processing AAA requests. The NX-OS device marks unresponsive TACACS+ servers as dead and does 
not send AAA requests to any dead TACACS+ servers. An NX-OS device periodically monitors dead 
TACACS+ servers and brings them to the alive state once they are responding. This process verifies that 
a TACACS+ server is in a working state before real AAA requests are sent its way. Whenever an 
TACACS+ server changes to the dead or alive state, a Simple Network Management Protocol (SNMP) 
trap is generated and the NX-OS device displays an error message that a failure is taking place before it 
can impact performance. See Figure 4-1.

Figure 4-1 TACACS+ Server States
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Note The monitoring interval for alive servers and dead servers are different and can be configured by the user. 
The TACACS+ server monitoring is performed by sending a test authentication request to the TACACS+ 
server.

Vendor-Specific Attributes
The Internet Engineering Task Force (IETF) draft standard specifies a method for communicating 
vendor-specific attributes (VSAs) between the network access server and the TACACS+ server. The 
IETF uses attribute 26. VSAs allow vendors to support their own extended attributes that are not suitable 
for general use. 

This section includes the following topics:

• Cisco VSA Format, page 4-4

• Cisco TACACS+ Privilege Levels, page 4-5

Cisco VSA Format

The Cisco TACACS+ implementation supports one vendor-specific option using the format 
recommended in the IETF specification. The Cisco vendor ID is 9, and the supported option is vendor 
type 1, which is named cisco-av-pair. The value is a string with the following format:

protocol : attribute separator value *

The protocol is a Cisco attribute for a particular type of authorization, separator is = (equal sign) for 
mandatory attributes, and * (asterisk) indicates optional attributes. 

When you use TACACS+ servers for authentication on a Cisco NX-OS device, the TACACS+ protocol 
directs the TACACS+ server to return user attributes, such as authorization information, along with 
authentication results. This authorization information is specified through VSAs. 

The following VSA protocol options are supported by the Cisco NX-OS software:

• Shell—Protocol used in access-accept packets to provide user profile information. 

• Accounting—Protocol used in accounting-request packets. If a value contains any white spaces, you 
should enclose the value within double quotation marks.

The Cisco NX-OS software supports the following attributes:

• roles—Lists all the roles to which the user belongs. The value field is a string that lists the role 
names delimited by white space. For example, if the user belongs to roles network-operator and 
vdc-admin, the value field would be “network-operator vdc-admin.” This subattribute, which the 
TACACS+ server sends in the VSA portion of the Access-Accept frames, can only be used with the 
shell protocol value. The following examples show the roles attribute as supported by Cisco ACS:

shell:roles=“network-operator vdc-admin”

shell:roles*“network-operator vdc-admin” 
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Note When you specify a VSA as shell:roles*“network-operator vdc-admin”, this VSA is flagged as 
an optional attribute and other Cisco devices ignore this attribute.

• accountinginfo—Stores accounting information in addition to the attributes covered by a standard 
TACACS+ accounting protocol. This attribute is sent only in the VSA portion of the 
Account-Request frames from the TACACS+ client on the switch. It can be used only with the 
accounting protocol data units (PDUs).

Cisco TACACS+ Privilege Levels

TACACS+ servers support privilege levels for specifying the permissions that users have when logging 
into an NX-OS device. For the maximum privilege level 15, the Cisco NX-OS software applies the 
network-admin role in the default VDC or the vdc-admin role for nondefault VDCs. All other privilege 
levels are translated to the vdc-operator role. For more information on user roles, see Chapter 5, 
“Configuring RBAC.” 

Note If you specify a user role in the cisco-av-pair, that takes precedence over the privilege level.

Virtualization Support
TACACS+ configuration and operation are local to the virtual device context (VDC). For more 
information on VDCs, see the Cisco DCNM Virtual Device Context Configuration Guide, Release 4.0.

The NX-OS device uses virtual routing and forwarding instances (VRFs) to access the TACACS+ 
servers. For more information on VRFs, see the Cisco DCNM Unicast Routing Configuration Guide, 
Release 4.0.

Licensing Requirements for TACACS+
The following table shows the licensing requirements for this feature:

Product License Requirement

DCNM TACACS+ requires no license. Any feature not included in a license package is bundled with the Cisco 
DCNM and is provided at no charge to you. For a complete explanation of the DCNM licensing scheme, see 
the Cisco DCNM Licensing Guide, Release 4.0.

NX-OS TACACS+ requires no license. Any feature not included in a license package is bundled with the Cisco 
NX-OS system images and is provided at no extra charge to you. For a complete explanation of the NX-OS 
licensing scheme, see the Cisco Nexus 7000 Series NX-OS Licensing Guide, Release 4.0.
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Prerequisites for TACACS+
TACACS+ has the following prerequisites:

• Obtain the IPv4 or IPv6 addresses or hostnames for the TACACS+ servers.

• Obtain the preshared keys from the TACACS+ servers, if any.

• Ensure that the NX-OS device is configured as a TACACS+ client of the AAA servers.

• Ensure that the logging level for TACACS+ in the NX-OS software is set to 5 using the 
command-line interface (CLI).

switch# configure terminal
switch(config)# logging level tacacs+ 5

Guidelines and Limitations
TACACS+ has the following guidelines and limitations:

• You can configure a maximum of 64 TACACS+ servers on the NX-OS device.

• If you have a user account configured on the local Cisco NX-OS device that has the same name as 
a remote user account on an AAA server, the Cisco NX-OS software applies the user roles for the 
local user account to the remote user, not the user roles configured on the AAA server.

Configuring TACACS+
This section includes the following topics:

• TACACS+ Server Configuration Process, page 4-7

• Enabling TACACS+, page 4-9

• Adding TACACS+ Server Hosts, page 4-9

• Deleting a TACACS+ Server Host, page 4-10

• Configuring Global Preshared Keys, page 4-11

• Configuring TACACS+ Server Preshared Keys, page 4-11

• Adding a TACACS+ Server Group, page 4-12

• Adding a TACACS+ Server Host to a TACACS+ Server Group, page 4-13

• Deleting a TACACS+ Server Host from a TACACS+ Server Group, page 4-14

• Deleting a TACACS+ Server Group, page 4-14

• Specifying a TACACS+ Server at Login, page 4-14

• Configuring the Global TACACS+ Timeout Interval, page 4-15

• Configuring the Timeout Interval for a Server, page 4-16

• Configuring TCP Ports, page 4-16

• Configuring Periodic TACACS+ Server Monitoring, page 4-17

• Configuring the Dead-Time Interval, page 4-18

• Disabling TACACS+, page 4-18
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TACACS+ Server Configuration Process
To configure TACACS+ servers, follow these steps:

Step 1 Enable TACACS+ (see the “Enabling TACACS+” section on page 4-9).

Step 2 Establish the TACACS+ server connections to the NX-OS device (see the “Adding TACACS+ Server 
Hosts” section on page 4-9).

Step 3 Configure the preshared secret keys for the TACACS+ servers (see the “Configuring Global Preshared 
Keys” section on page 4-11 and the “Configuring TACACS+ Server Preshared Keys” section on 
page 4-11).

Step 4 If needed, configure TACACS+ server groups with subsets of the TACACS+ servers for AAA 
authentication methods (see the “Adding a TACACS+ Server Group” section on page 4-12 and the 
“Configuring AAA” section on page 2-7).

Step 5 If needed, configure any of the following optional parameters:

• Dead-time interval (see the “Configuring the Dead-Time Interval” section on page 4-18

• TACACS+ server specification allowed at user login (see the “Specifying a TACACS+ Server at 
Login” section on page 4-14).

• Timeout interval (see the “Configuring the Global TACACS+ Timeout Interval” section on 
page 4-15).

• TCP port (see the “Configuring TCP Ports” section on page 4-16).

Step 6 If needed, configure periodic TACACS+ server monitoring (see the “Configuring Periodic TACACS+ 
Server Monitoring” section on page 4-17).
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Figure 4-2 shows the AAA Server Groups pane.

Figure 4-2 Server Groups Pane
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Figure 4-3 shows the Server Details tab.

Figure 4-3 Server Details Tab

Enabling TACACS+ 
By default, the TACACS+ feature is disabled on the device. You must explicitly enable the TACACS+ 
feature to access the configuration and verification commands for authentication. 

DETAILED STEPS

To enable TACACS+, follow these steps:

Step 1 From the Feature Selector pane, choose Security > AAA > Server Groups.

Step 2 From the Summary pane, click the device.

Step 3 From the menu bar, choose Server Groups > Enable TACACS.

Step 4 From the menu bar, choose File > Deploy to apply your changes to the device.

Adding TACACS+ Server Hosts
To access a remote TACACS+ server, you must add the TACACS+ server hosts and configure the IPv4 
or IPv6 address or the hostname for the TACACS+ server on the device. All TACACS+ server hosts are 
added to the default TACACS+ server group.You can add up to 64 TACACS+ servers.
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If a preshared key is not configured for a configured TACACS+ server, a warning message is issued if a 
global key is not configured. If a TACACS+ server key is not configured, the global key (if configured) 
is used for that server (see the “Configuring Global Preshared Keys” section on page 4-11 and the 
“Configuring TACACS+ Server Preshared Keys” section on page 4-11).

BEFORE YOU BEGIN

Enable TACACS+ (see the “Enabling TACACS+” section on page 4-9).

Obtain the IPv4 or IPv6 addresses or the hostnames for the remote TACACS+ servers.

DETAILED STEPS

To add a TACACS+ server host, follow these steps:

Step 1 From the Feature Selector pane, choose Security > AAA > Server Groups.

Step 2 From the Summary pane, double-click the device to display the server groups.

Step 3 Click Default TACACS Server Group.

Step 4 From the menu bar, choose Server Groups > Add Server.

The Server Details appears in the Details pane.

Step 5 In the Server field, enter the TACACS+ server IPv4 address, IPv6 address, or hostname in the Server 
field.

Step 6 From the Server drop-down list, choose either the IPv4 address, IPv6 address, or hostname as the correct 
server identifier type.

Note If the server identifier format matches the identifier type selected, DCNM outlines the Server 
field in yellow to indicate that it is correct. If the server identifier format does not match the 
identifier type, DCNM outlines the Server field in red to indicate an error. Change the address 
or the address type to correct this problem.

Step 7 (Optional) In the Authentication Port field, enter a new TCP port number or clear it to disable 
authentication.

The default authentication TCP port is 49.

Step 8 (Optional) In the Test area, you can enter a username, password, and idle time interval in minutes for 
periodic server host monitoring.

The default username is test, the default password is test, and the default idle time interval is 0 minutes, 
which disables periodic monitoring.

Step 9 From the menu bar, choose File > Deploy to apply your changes to the device.

Deleting a TACACS+ Server Host
You can delete a TACACS+ server host from a server group.
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DETAILED STEPS

To delete a TACACS+ server host, follow these steps:1

Step 1 From the Feature Selector pane, choose Security > AAA > Server Groups.

Step 2 From the Summary pane, double-click the device to display the server groups.

Step 3 Double-click the server group to display the list of server hosts.

Step 4 Click the TACACS+ server host to delete.

Step 5 From the menu bar, choose Server Groups > Delete Server and click Yes on the confirmation dialog.

The TACACS+ server host disappears from the list.

Step 6 From the menu bar, choose File > Deploy to apply your changes to the device.

Configuring Global Preshared Keys
You can configure preshared keys at the global level for all servers used by the device. A preshared key 
is a shared secret text string between the device and the TACACS+ server hosts. See Figure 4-2 on 
page 4-8.

BEFORE YOU BEGIN 

Enable TACACS+ (see the “Enabling TACACS+” section on page 4-9).

Obtain the preshared key values for the remote TACACS+ servers.

DETAILED STEPS

To configure a global preshared key, follow these steps:

Step 1 From the Feature Selector pane, choose Security > AAA > Server Groups.

Step 2 From the Summary pane, double-click the device to display the server groups.

Step 3 Click Default TACACS Server Group.

Step 4 From the Details pane, click the Global TACACS Settings tab.

Step 5 In the Key field, enter the preshared key.

Step 6 (Optional) Check Encrypt to encrypt the key.

The default is clear text.

Step 7 From the menu bar, choose File > Deploy to apply your changes to the device.

Configuring TACACS+ Server Preshared Keys
You can configure preshared keys for a TACACS+ server. A preshared key is a shared secret text string 
between the device and the TACACS+ server host. See Figure 4-3 on page 4-9.
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BEFORE YOU BEGIN 

Enable TACACS+ (see the “Enabling TACACS+” section on page 4-9).

Configure one or more TACACS+ server hosts (see the “Adding TACACS+ Server Hosts” section on 
page 4-9).

Obtain the preshared key values for the remote TACACS+ servers.

DETAILED STEPS

To configure a TACACS+ server preshared key, follow these steps:

Step 1 From the Feature Selector pane, choose Security > AAA > Server Groups.

Step 2 From the Summary pane, double-click the device to display the server groups.

Step 3 Double-click Default TACACS Server Group to display the list of TACACS+ servers.

Step 4 Click the desired TACACS+ server.

Step 5 From the Details pane, click the Server Details tab.

Step 6 Check Override Defaults.

Step 7 In the Key field, enter the preshared key.

The default is the global preshared key.

Step 8 (Optional) Check Encrypt to encrypt the key.

The default is clear text.

Step 9 From the menu bar, choose File > Deploy to apply your changes to the device.

Adding a TACACS+ Server Group
You can reference one or more remote AAA servers to authenticate users using server groups. All 
members of a group must belong to the TACACS+ protocol. The servers are tried in the same order in 
which you configure them.

You can configure these server groups at any time but they only take effect when you apply them to an 
AAA service. For information on AAA services, see the “Remote AAA Services” section on page 2-2.

BEFORE YOU BEGIN

Enable TACACS+ (see the “Enabling TACACS+” section on page 4-9).

Configure one or more TACACS+ server hosts (see the “Adding TACACS+ Server Hosts” section on 
page 4-9).

DETAILED STEPS

To add a TACACS+ server group, follow these steps:

Step 1 From the Feature Selector pane, choose Security > AAA > Server Groups.

Step 2 From the Summary pane, click the device.
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Step 3 From the menu bar, choose Server Groups > TACACS Server Group.

A new line appears at the end of the server group list for the device and the Details tab appears in the 
Details pane.

Step 4 In the Server Group Name field, enter the name and press the Enter key.

The server group name is a case-sensitive alphanumeric string with a maximum length of 127 characters.

Step 5 (Optional) In the Dead time(mins) field, enter the number of minutes for the dead-time interval.

The default dead-time interval is 0 minutes.

Step 6 In the VRF Name field, click the down arrow to display the VRF Name dialog and click a VRF. Click 
OK.

Step 7 From the menu bar, choose File > Deploy to apply your changes to the device.

Adding a TACACS+ Server Host to a TACACS+ Server Group
You can add a TACACS+ server host to a TACACS+ server group.

BEFORE YOU BEGIN

Ensure that you have added the TACACS+ server host to the Default TACACS+ Server Group (see the 
“Adding TACACS+ Server Hosts” section on page 4-9).

DETAILED STEPS

To add a TACACS+ server host to a TACACS+ server group, follow these steps:

Step 1 From the Feature Selector pane, choose Security > AAA > Server Groups.

Step 2 From the Summary pane, double-click the device to display the server groups.

Step 3 Click a TACACS+ server group.

Step 4 From the menu bar, choose Server Groups > Add Server.

The Server Details appear in the Details pane.

Step 5 In the Server field, enter the TACACS+ server IPv4 address, IPv6 address, or hostname in the Server 
field.

Step 6 From the Server drop-down list, choose either the IPv4 address, IPv6 address, or hostname as the correct 
server identifier type.

Note If the server identifier format matches the identifier type selected, DCNM outlines the Server 
field in yellow to indicate that it is correct. If the server identifier format does not match the 
identifier type, DCNM outlines the Server field in red to indicate an error. Change the address 
or the address type to correct this problem.

Step 7 From the menu bar, choose File > Deploy to apply your changes to the device.
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Deleting a TACACS+ Server Host from a TACACS+ Server Group
You can delete a TACACS+ server host from a TACACS+ server group.

DETAILED STEPS

To delete a TACACS+ server host from a TACACS+ server group, follow these steps:

Step 1 From the Feature Selector pane, choose Security > AAA > Server Groups.

Step 2 From the Summary pane, double-click the device to display the server groups.

Step 3 Double-click the server group to display the list of server hosts.

Step 4 Click the TACACS+ server host to delete.

Step 5 From the menu bar, choose Server Groups > Delete Server and click Yes on the confirmation dialog.

The TACACS+ server host disappears from the list.

Step 6 From the menu bar, choose File > Deploy to apply your changes to the device.

Deleting a TACACS+ Server Group
You can delete a TACACS+ server group.

DETAILED STEPS

To delete a TACACS+ server group, follow these steps:

Step 1 From the Feature Selector pane, choose Security > AAA > Server Groups.

Step 2 From the Summary pane, double-click the device to display the list of server groups.

Step 3 Click the TACACS+ server group to delete.

Step 4 From the menu bar, choose Server Groups > Delete Server Group and click Yes in the confirmation 
dialog.

The server group disappears from the server group list.

Step 5 From the menu bar, choose File > Deploy to apply your changes to the device.

Specifying a TACACS+ Server at Login
You can configure the switch to allow the user to specify which TACACS+ server to send the authenticate 
request by enabling the directed-request option. By default, a device forwards an authentication request 
based on the default AAA authentication method. If you enable this option, the user can log in as 
username@vrfname:hostname, where vrfname is the VRF to use and hostname is the name of a 
configured TACACS+ server. See Figure 4-2 on page 4-8.
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Note If you enable the directed-request option, the device uses only the TACACS+ method for authentication 
and not the default local method.

Note User-specified logins are supported only for Telnet sessions.

BEFORE YOU BEGIN

Enable TACACS+ (see the “Enabling TACACS+” section on page 4-9).

DETAILED STEPS

To allow users to specify a TACACS+ server at login, follow these steps:

Step 1 From the Feature Selector pane, choose Security > AAA > Server Groups.

Step 2 From the Summary pane, double-click the device to display the server groups.

Step 3 Click Default TACACS Server Group.

Step 4 From the Details pane, click the Global TACACS Settings tab.

Step 5 Check Direct Req.

Step 6 From the menu bar, choose File > Deploy to apply your changes to the device.

Configuring the Global TACACS+ Timeout Interval
You can set a global timeout interval that the device waits for responses from all TACACS+ servers 
before declaring a timeout failure. The timeout interval determines how long the device waits for 
responses from TACACS+ servers before declaring a timeout failure. See Figure 4-2 on page 4-8.

BEFORE YOU BEGIN

Enable TACACS+ (see the “Enabling TACACS+” section on page 4-9).

DETAILED STEPS

To configure the global TACACS+ timeout interval, follow these steps:

Step 1 From the Feature Selector pane, choose Security > AAA > Server Groups.

Step 2 From the Summary pane, double-click the device to display the server groups.

Step 3 Click Default TACACS Server Group.

Step 4 From the Details pane, click the Global TACACS Settings tab.

Step 5 In the Time out(secs) field, enter the number of seconds for the timeout interval.

The default is 5 seconds.
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Step 6 From the menu bar, choose File > Deploy to apply your changes to the device.

Configuring the Timeout Interval for a Server
You can set a timeout interval that the device waits for responses from a TACACS+ server before 
declaring a timeout failure. The timeout interval determines how long the device waits for responses 
from a TACACS+ server before declaring a timeout failure. See Figure 4-3 on page 4-9.

Enable TACACS+ (see the “Enabling TACACS+” section on page 4-9).

Configure one or more TACACS+ server hosts (see the “Adding TACACS+ Server Hosts” section on 
page 4-9).

DETAILED STEPS

To configure the timeout interval for a TACACS+ server, follow these steps:

Step 1 From the Feature Selector pane, choose Security > AAA > Server Groups.

Step 2 From the Summary pane, double-click the device to display the server groups.

Step 3 Double-click Default TACACS Server Group to display the list of TACACS+ servers.

Step 4 Click the desired TACACS+ server.

Step 5 From the Details pane, click the Server Details tab.

Step 6 Check Override Defaults.

Step 7 In the Timeout(secs) field, enter the number of seconds for the timeout interval.

The default is 5 seconds.

Step 8 From the menu bar, choose File > Deploy to apply your changes to the device.

Configuring TCP Ports
You can configure another TCP port for the TACACS+ servers if there are conflicts with another 
application. By default, devices use port 49 for all TACACS+ requests. See Figure 4-3 on page 4-9.

BEFORE YOU BEGIN

Enable TACACS+ (see the “Enabling TACACS+” section on page 4-9).

Configure one or more TACACS+ server hosts (see the “Adding TACACS+ Server Hosts” section on 
page 4-9).
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DETAILED STEPS

To configure the authentication port for TACACS+ servers, follow these steps:

Step 1 From the Feature Selector pane, choose Security > AAA > Server Groups.

Step 2 From the Summary pane, double-click the device to display the server groups.

Step 3 Double-click Default TACACS Server Group to display the list of TACACS+ servers.

Step 4 Click the desired TACACS+ server.

Step 5 From the Details pane, click the Server Details tab.

Step 6 In the Authentication Port field, enter a new TCP port number or clear it to disable authentication.

The default authentication TCP port is 49.

Step 7 From the menu bar, choose File > Deploy to apply your changes to the device.

Configuring Periodic TACACS+ Server Monitoring
You can monitor the availability of TACACS+ servers. These parameters include the username and 
password to use for the server and an idle timer. The idle timer specifies the interval in which a 
TACACS+ server receives no requests before the device sends out a test packet. You can configure this 
option to test servers periodically, or you can run a one-time only test. See Figure 4-3 on page 4-9.

Note To protect network security, we recommend that you use a username that is not the same as an existing 
username in the TACACS+ database.

The test idle timer specifies the interval in which a TACACS+ server receives no requests before the 
device sends out a test packet.

Note The default idle timer value is 0 minutes. When the idle time interval is 0 minutes, periodic TACACS+ 
server monitoring is not performed.

BEFORE YOU BEGIN

Enable TACACS+ (see the “Enabling TACACS+” section on page 4-9).

Configure one or more TACACS+ server hosts (see the “Adding TACACS+ Server Hosts” section on 
page 4-9).

DETAILED STEPS

To configure periodic TACACS+ server monitoring, follow these steps:

Step 1 From the Feature Selector pane, choose Security > AAA > Server Groups.

Step 2 From the Summary pane, double-click the device to display the server groups.

Step 3 Double-click Default TACACS Server Group to display the list of TACACS+ servers.
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Step 4 Click the desired TACACS+ server.

Step 5 From the Details pane, click the Server Details tab.

Step 6 In the User Name field, enter a username.

Step 7 In the Password field, enter a password.

Step 8 In the Idle Time field, enter the number of minutes for periodic monitoring.

Step 9 From the menu bar, choose File > Deploy to apply your changes to the device.

Configuring the Dead-Time Interval
You can configure the dead-time interval for all TACACS+ servers. The dead-time interval specifies the 
time that the device waits, after declaring a TACACS+ server is dead, before sending out a test packet to 
determine if the server is now alive. See Figure 4-2 on page 4-8.

Note When the dead-timer interval is 0 minutes, TACACS+ servers are not marked as dead even if they are 
not responding. You can configure the dead-timer per group (see the “Adding a TACACS+ Server 
Group” section on page 4-12).

BEFORE YOU BEGIN

Enable TACACS+ (see the “Enabling TACACS+” section on page 4-9).

DETAILED STEPS

To configure the dead-time interval, follow these steps:

Step 1 From the Feature Selector pane, choose Security > AAA > Server Groups.

Step 2 From the Summary pane, double-click the device to display the server groups.

Step 3 Click Default TACACS Server Group.

Step 4 From the Details pane, click the Global TACACS Settings tab.

Step 5 In the Dead time(mins) field, enter the number of minutes.

The default is 0 minutes.

Step 6 From the menu bar, choose File > Deploy to apply your changes to the device.

Disabling TACACS+ 
You can disable TACACS+.

Caution When you disable TACACS+, all related configurations are automatically discarded.
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DETAILED STEPS

To disable TACACS+, follow these steps:

Step 1 From the Feature Selector pane, choose Security > AAA > Server Groups.

Step 2 From the Summary pane, click the device.

Step 3 From the menu bar, choose Server Groups > Disable TACACS.

Step 4 From the menu bar, choose File > Deploy to apply your changes to the device.

Displaying TACACS+ Statistics
You can display the statistics that the device maintains for TACACS+ activity.

BEFORE YOU BEGIN

Enable TACACS+ (see the “Enabling TACACS+” section on page 4-9).

Configure one or more TACACS+ server hosts (see the “Adding TACACS+ Server Hosts” section on 
page 4-9).

DETAILED STEPS

To display TACACS+ server statistics, follow these steps:

Step 1 From the Feature Selector pane, choose Security > AAA > Server Groups.

Step 2 From the Summary pane, double-click the device to display the server groups.

Step 3 Double-click Default TACACS Server Group to display the list of TACACS+ servers.

Step 4 Click the desired TACACS+ server.

Step 5 From the Details pane, click the Statistics tab.

Where to Go Next 
You can now configure AAA authentication methods to include the TACACS+ server groups (see 
Chapter 2, “Configuring AAA”).

Field Descriptions for TACACS+ Server Groups and Servers
This section includes the following topics:

• Security: AAA: Server Groups: Summary Pane, page 4-20

• Security: AAA: Server Groups: device: Default TACACS Server Group: Global TACACS Settings 
Tab, page 4-20
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• Security: AAA: Server Groups: device: Default TACACS Server Group: server: Server Details Tab, 
page 4-20

• Security: AAA: Server Groups: device: server group: Details Tab, page 4-21

Security: AAA: Server Groups: Summary Pane

Security: AAA: Server Groups: device: Default TACACS Server Group: Global 
TACACS Settings Tab

Security: AAA: Server Groups: device: Default TACACS Server Group: server: 
Server Details Tab

Table 4-1 Security: AAA: Server Groups: Summary Pane

Fields Description

Authentication Port TCP port number for authentication traffic for the servers. The default is 49. 

Accounting Port TCP port used for accounting for the RADIUS servers. The TACACS+ 
servers to use this field.

Timeout Number of seconds for the timeout interval for the servers. The default is 
5 seconds.

Status Status of the servers.

Table 4-2 Security: AAA: Server Groups: server group: Default TACACS Server Group: Global 

TACACS Settings Tab

Field Description

Server Group Type TACACS+ for the server group type.

Time out(secs) Number of seconds for the timeout interval. The default is 5 seconds.

Key Preshared global key.

Dead time(mins) Number of minutes for the dead time interface. The default is 0 minutes.

Direct Req Users can specify a TACACS+ server at login.

Table 4-3 Security: AAA: Server Groups: device: Default TACACS Server Group: server: Server 

Details Tab

Fields Description

General

Server Type TACACS+ for the server type.

Server Server IPv4 address, IPv6 address, or alphanumeric name and the server 
name type.

Authentication Port  TCP port number for authentication traffic. The default is 49. 
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Security: AAA: Server Groups: device: server group: Details Tab

Additional References
For additional information related to implementing TACACS+, see the following sections:

• Related Documents, page 4-21

• Standards, page 4-22

• MIBs, page 4-22

Related Documents

Accounting Port TCP port used for accounting.

Test

User Name Username for periodic monitoring of the TACACS+ server.

Password Password for periodic monitoring of the TACACS+ server.

Idle Time Number of minutes for the idle time interval for periodic monitoring of the 
TACACS+ server. The default is 0, which disables periodic monitoring.

Override Default Global values that you can override and configure for the TACACS+ server. 
The default is to use the global values.

Key Preshared server key for the TACACS+ server.

Encrypt Preshared server key encryption status. The default is clear text.

Timeout(secs) Number of seconds for the timeout interval. The default is 5 seconds.

Table 4-4 Security: AAA: Server Groups: device: Default TACACS Server Group: server: Server 

Details Tab

Fields Description

Type TACACS+ server group type.

Server Group Name Server group name.

Dead time(mins) Number of minutes for the dead-time interval for the server group. The 
default is 0 minutes.

Table 4-3 Security: AAA: Server Groups: device: Default TACACS Server Group: server: Server 

Details Tab (continued)

Fields Description

Related Topic Document Title

NX-OS Licensing Cisco Nexus 7000 Series NX-OS Licensing Guide, Release 4.0

DCNM Licensing Cisco DCNM Licensing Guide, Release 4.0

VRF configuration Cisco DCNM Unicast Routing Configuration Guide, Release 4.0
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Standards

MIBs

Standards Title

No new or modified standards are supported by this 
feature, and support for existing standards has not been 
modified by this feature.

—

MIBs MIBs Link

• CISCO-AAA-SERVER-MIB

• CISCO-AAA-SERVER-EXT-MIB

To locate and download MIBs, go to the following URL:

http://www.cisco.com/public/sw-center/enigmatic/cant/mibs.shtml
4-22
Cisco DCNM Security Configuration Guide, Release 4.0

OL-14233-01

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

	Configuring TACACS+
	Information About TACACS+
	TACACS+ Advantages
	TACACS+ Operation for User Login
	Default TACACS+ Server Encryption Type and Preshared Key
	TACACS+ Server Monitoring
	Vendor-Specific Attributes
	Cisco VSA Format
	Cisco TACACS+ Privilege Levels

	Virtualization Support

	Licensing Requirements for TACACS+
	Prerequisites for TACACS+
	Guidelines and Limitations
	Configuring TACACS+
	TACACS+ Server Configuration Process
	Enabling TACACS+
	Adding TACACS+ Server Hosts
	Deleting a TACACS+ Server Host
	Configuring Global Preshared Keys
	Configuring TACACS+ Server Preshared Keys
	Adding a TACACS+ Server Group
	Adding a TACACS+ Server Host to a TACACS+ Server Group
	Deleting a TACACS+ Server Host from a TACACS+ Server Group
	Deleting a TACACS+ Server Group
	Specifying a TACACS+ Server at Login
	Configuring the Global TACACS+ Timeout Interval
	Configuring the Timeout Interval for a Server
	Configuring TCP Ports
	Configuring Periodic TACACS+ Server Monitoring
	Configuring the Dead-Time Interval
	Disabling TACACS+

	Displaying TACACS+ Statistics
	Where to Go Next
	Field Descriptions for TACACS+ Server Groups and Servers
	Security: AAA: Server Groups: Summary Pane
	Security: AAA: Server Groups: device: Default TACACS Server Group: Global TACACS Settings Tab
	Security: AAA: Server Groups: device: Default TACACS Server Group: server: Server Details Tab
	Security: AAA: Server Groups: device: server group: Details Tab

	Additional References
	Related Documents
	Standards
	MIBs




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


