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Configuring IP Source Guard

This chapter describes how to configure IP Source Guard on NX-OS devices.
This chapter includes the following sections:

¢ Information About IP Source Guard, page 13-1

e Licensing Requirements for IP Source Guard, page 13-2

e Prerequisites for IP Source Guard, page 13-2

e Guidelines and Limitations, page 13-2

e Configuring IP Source Guard, page 13-3

e Displaying IP Source Guard Bindings, page 13-5

e Field Descriptions for IP Source Guard, page 13-5

e Additional References, page 13-6

Information About IP Source Guard

IP Source Guard is a per-interface traffic filter that permits IP traffic only when the IP address and MAC
address of each packet matches one of two sources of IP and MAC address bindings:

e Entries in the Dynamic Host Configuration Protocol (DHCP) snooping binding table.
e Static IP source entries that you configure.

Filtering on trusted IP and MAC address bindings helps prevent attacks that rely on spoofing attacks, in
which an attacker uses the IP address of a valid host to gain unauthorized network access. To circumvent
IP Source Guard, an attacker would have to spoof both the IP address and the MAC address of a valid
host.

You can enable IP Source Guard on Layer 2 interfaces that are not trusted by DHCP snooping. IP Source
Guard supports interfaces that are configured to operate in access mode and trunk mode. When you
initially enable IP Source Guard, all inbound IP traffic on the interface is blocked except for the
following:

¢ DHCP packets, which DHCP snooping inspects and then forwards or drops, depending upon the
results of inspecting the packet.

e [P traffic from static IP source entries that you have configured in the NX-OS device.

The device permits the IP traffic when DHCP snooping adds a binding table entry for the IP address and
MAC address of an IP packet or when you have configured a static IP source entry.
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The device drops IP packets when the IP address and MAC address of the packet do not have a binding
table entry or a static IP source entry. For example, assume that the binding table contains the following

entry:
MacAddress IpAddress LeaseSec Type VLAN Interface
00:02:B3:3F:3B:99 10.5.5.2 6943 dhcp-snooping 10 Ethernet2/3

If the device receives an IP packet with an IP address of 10.5.5.2, IP Source Guard forward the packet
only if the MAC address of the packet is 00:02:B3:3F:3B:99.

Virtualization Support

The following information applies to IP Source Guard used in Virtual Device Contexts (VDCs):

e [P-MAC address bindings are unique per VDC. Bindings in one VDC do not affect IP Source Guard
in other VDCs.

e NX-OS does not limit binding database size on a per-VDC basis.

Licensing Requirements for IP Source Guard

The following table shows the licensing requirements for this feature:

Product License Requirement

DCNM IP Source Guard requires a LAN Enterprise license. For a complete explanation of the DCNM licensing
scheme and how to obtain and apply licenses, see the Cisco DCNM Licensing Guide.

NX-0S IP Source Guard requires no license. Any feature not included in a license package is bundled with the Cisco
NX-OS system images and is provided at no extra charge to you. For a complete explanation of the NX-OS
licensing scheme, see the Cisco Nexus 7000 Series NX-OS Licensing Guide, Release 4.0.

Prerequisites for IP Source Guard

IP Source Guard has the following prerequisites:
¢ You should be familiar with DHCP snooping before you configure IP Source Guard.
e DHCP snooping is enabled (see the “Configuring DHCP Snooping” section on page 11-7).

Guidelines and Limitations

IP Source Guard has the following configuration guidelines and limitations:

e [P Source Guard limits IP traffic on an interface to only those sources that have an IP-MAC address
binding table entry or static IP source entry. When you first enable IP Source Guard on an interface,
you may experience disruption in IP traffic until the hosts on the interface receive a new IP address
from a DHCP server.

e [P Source Guard is dependent upon DHCP snooping to build and maintain the IP-MAC address
binding table or upon manual maintenance of static IP source entries.

Cisco DCNM Security Configuration Guide, Release 4.0
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e For each device that you use DCNM to configure IP Source Guard, ensure that you configure the
logging level for DHCP snooping to 6 (Informational) or a higher level. To configure the device with
the minimal required logging configuration, log into the command-line interface of the device and
use the following commands:

switch(config)# logging level dhcp 6
switch(config)# logging logfile messages 6
switch(config)# logging event link-status default

For more information about NX-OS system-message logging requirements, see the Cisco DCNM
Fundamentals Configuration Guide, Release 4.0.

Configuring IP Source Guard

Figure 13-1 shows the IP Source Guard content pane.

Figure 13-1 IP Source Guard Content Pane
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This section includes the following topics:

e Enabling or Disabling IP Source Guard on a Layer 2 Interface, page 13-3
¢ Adding or Removing a Static IP Source Entry, page 13-4

&8 admin

Enabling or Disabling IP Source Guard on a Layer 2 Interface

You can enable or disable IP Source Guard on a Layer 2 interface.
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BEFORE YOU BEGIN

By default, IP Source Guard is disabled on all interfaces.

Ensure that DHCP snooping is enabled. For more information, see the “Enabling or Disabling the DHCP
Snooping Feature” section on page 11-8.

If you are enabling IP Source Guard, ensure that on the NX-OS device you configure the logging level
for DHCP snooping to 6 (Informational) or a higher level. To configure the device with the minimal
required logging configuration, log into the command-line interface of the device and use the following
commands:

switch(config)# logging level dhcp 6
switch(config)# logging logfile messages 6
switch(config)# logging event link-status default

For more information about NX-OS system-message logging requirements, see the Cisco DCNM
Fundamentals Configuration Guide, Release 4.0.

DETAILED STEPS

To enable or disable IP Source Guard on a Layer 2 interface, follow these steps:

Step1  From the Feature Selector pane, choose Switching > Layer 2 Security > IP Source Guard.
The available devices appear in the Summary pane.

Step2  From the Summary pane, double-click the device whose interface you want to configure with IP Source
Guard.

Slots on the selected device appear in the Summary pane.
Step3  Double-click the slot whose interface you want to configure with IP Source Guard.
The Layer 2 interfaces on the selected slot appear in the Summary pane.
Step4  Click the interface that you want to configure with IP Source Guard.
The Interface Configuration tab appears in the Details pane.
Step5  From the Interface Configuration tab, do one of the following:
e To enable IP Source Guard on the interface, check IP Source Guard.
e To disable IP Source Guard on the interface, uncheck IP Source Guard.

Step6  From the menu bar, choose File > Deploy to apply your changes to the device.

Adding or Removing a Static IP Source Entry

You can add or remove a static IP source entry on a device.

BEFORE YOU BEGIN

By default, there are no static IP source entries on a device.

DETAILED STEPS

To add or remove a static IP source entry, follow these steps:

Cisco DCNM Security Configuration Guide, Release 4.0
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Step 1 From the Feature Selector pane, choose Switching > Layer 2 Security > IP Source Guard.
The available devices appear in the Summary pane.
Step2 From the Summary pane, click the device that you want to configure with static source entries.

The Summary pane displays the Static Binding tab, which contains a table of static IP source entries, if
any exist on the device.

Step3  Click the Static Binding tab.
Step4  To add a static IP source entry, follow these steps:
a. From the menu bar, choose IP Source Guard > Adding Source Binding.
b. A new row appears.
¢. From the drop-down list, choose the VLAN that the binding is associated with.

d. Double-click the MAC Address field and enter the MAC address. Valid entries are in dotted
hexadecimal format.

e. Double-click the IP Address field and enter the IPv4 address. Valid entries are in dotted decimal
format.

Step5  To delete a static IP source entry, follow these steps:
a. Click the entry that you want to delete.
b. From the menu bar, choose IP Source Guard > Delete Source Binding.
A confirmation dialog box appears.
c. Click Yes.

Step6  From the menu bar, choose File > Deploy to apply your changes to the device.

Displaying IP Source Guard Bindings

To display static IP-MAC address bindings for a device, follow these steps:

Step 1 From the Feature Selector pane, choose Switching > Layer 2 Security > IP Source Guard.
The available devices appear in the Summary pane.

Step2  From the Summary pane, click the device whose static IP-MAC address bindings you want to display.
The Summary pane displays the Static Binding tab, which lists IP-MAC address bindings per VLAN.

Field Descriptions for IP Source Guard

This section includes the following topics:
e Device: Static Binding Tab, page 13-6

e Interface: Interface Configuration Tab, page 13-6
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Device: Static Binding Tab

Table 13-1 Device: Static Binding Tab

Figure Description

VLAN Display only. VLAN ID associated with the static DHCP binding.
MAC Address Display only. MAC address of the static DHCP binding.

IP Address Display only. 1P address of the static DHCP binding.

Lease Expiry Time Display only. Date and time when the DHCP IP address lease expires.

Interface: Interface Configuration Tab

Table 13-2 Device: Interface Configuration Tab

Figure Description

Interface Display only. Name of the Layer 2 interface.

Number of Static Display only. Number of static DHCP bindings for the interface. By default,

Bindings there are no static DHCP bindings.

IP Source Guard Whether the IP Source Guard feature is enabled for the interface. By default,
this check box is unchecked.

Additional References

For additional information related to implementing IP Source Guard, see the following sections:
e Related Documents, page 13-6
e Standards, page 13-6

Related Documents

Related Topic Document Title

Information About DHCP Snooping, page 11-1 Cisco DCNM Security Configuration Guide, Release 4.0
Standards

Standards Title

No new or modified standards are supported by this —
feature, and support for existing standards has not been
modified by this feature.

Cisco DCNM Security Configuration Guide, Release 4.0
m. 0L-14233-01 |



| Chapter13  Configuring IP Source Guard

Additional References W

Send document comments to nexus7k-docfeedback@cisco.com.

Cisco DCNM Security Configuration Guide, Release 4.0
I oL-14233-01 .m



Chapter 13 Configuring IP Source Guard |

W Additional References

Send document comments to nexus7k-docfeedback@cisco.com.

Cisco DCNM Security Configuration Guide, Release 4.0
m. 0L-14233-01 |



| Chapter13  Configuring IP Source Guard

Additional References W

Send document comments to nexus7k-docfeedback@cisco.com.

Cisco DCNM Security Configuration Guide, Release 4.0
I oL-14233-01 .m



Chapter 13 Configuring IP Source Guard |

W Additional References

Send document comments to nexus7k-docfeedback@cisco.com.

Cisco DCNM Security Configuration Guide, Release 4.0
m. 0L-14233-01 |



	Configuring IP Source Guard
	Information About IP Source Guard
	Virtualization Support

	Licensing Requirements for IP Source Guard
	Prerequisites for IP Source Guard
	Guidelines and Limitations
	Configuring IP Source Guard
	Enabling or Disabling IP Source Guard on a Layer 2 Interface
	Adding or Removing a Static IP Source Entry

	Displaying IP Source Guard Bindings
	Field Descriptions for IP Source Guard
	Device: Static Binding Tab
	Interface: Interface Configuration Tab

	Additional References
	Related Documents
	Standards




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


