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The commands in this chapter apply to the Cisco MDS 9000 Family of multilayer directors and fabric
switches. All commands are shown here in alphabetical order regardless of command mode. See “About
the CLI Command Modes” section on page 1-3 to determine the appropriate mode for each command.
For more information, refer to the Cisco MDS 9000 Family CLI Configuration Guide.

Cisco MDS 9000 Family Command Reference
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keepalive

To configure the message keepalive interval for the IKE protocol, use the keepalive command in IKE
configuration submode. To revert to the default, use the no form of the command.

keepalive seconds

no keepalive [seconds]

Syntax Description  seconds Specifies the number of seconds for the keepalive interval. The range is 120
to 86400.
Defaults 3600 seconds or 1 hour.
Command Modes IKE configuration submode.
Command History Release Modification
2.0(x) This command was introduced.
Usage Guidelines The keepalive interface only applies to IKE version 2 tunnels.

To use this command, the IKE protocol must be enabled using the crypto ike enable command.

Examples The following example shows how to configure the keepalive interval.

switch# config terminal
switch(config)# crypto ike domain ipsec
switch(config-ike-ipsec)# keepalive 7200

Related Commands = Command Description
crypto ike domain ipsec Enters IKE configuration mode.
crypto ike enable Enables the IKE protocol.

show crypto ike domain ipsec Displays IKE information for the IPsec domain.

Cisco MDS 9000 Family Command Reference
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kernel core

Use the kernel core command to generate a core dump for each module. Use the no form of this
command to negate the command or revert to its factory

kernel core {limit number | module slot {force | level {all | header | kernel | ram | used-ram} |
target ipaddress}

no kernel core {limit number | module slot {force | level {all | header | kernel | ram | used-ram}
| target ipaddress}

Syntax Description

Defaults

Command Modes

limit number Limits the number of modules for which the core is generated. The range is
1to 6.

module slot Configures the module requiring the core generation.

force Forces a module to dump kernel core.

level Specifies the core dump level for the selected module.

all Dumps all the memory (requires 1G of space)

header Dumps kernel header only.

kernel Dumps all kernel memory pages.

ram Dumps all the RAM pages.

used-ram Dumps all the used RAM pages.

target ipaddress Configures the external server IP address on the same physical LAN.

Disabled.

Configuration mode.

Command History

Usage Guidelines

Examples

Release Modification

1.1(1) This command was introduced.

Core dumps performed on the supervisor module can lead to packet loss, even in a dual supervisor
configuration.

The following example limits core generation to two modules.
switch(config)# kernel core limit 2

succeeded

The following example configures module 5 to generate cores.

switch(config)# kernel core module 5
succeeded

Cisco MDS 9000 Family Command Reference
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The following example configures module 5 to generate only header-level cores.

switch(config)# kernel core module 5 level header
succeeded

The following example configures the external server.

switch(config)# kernel core target 10.50.5.5

succeeded
Related Commands  Command Description
show kernel Displays configured kernel core settings.
show running-config Displays all switch configurations saved to PSS.

Cisco MDS 9000 Family Command Reference
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key

To configure the preshared key for the IKE protocol, use the key command in IKE configuration
submode. To revert to the default, use the no form of the command.

key key-id {address ip-address | hostname name}

no key key-id {address ip-address | hostname name)

Syntax Description  key-id Specifies the ID for the preshared key. The maximum length is 128
characters.
address ip-address Specifies the peer IP address. The format is A.B.C.D.
hostname name Specifies the peer host name. The maximum length is 128 characters.
Defaults None.
Command Modes IKE configuration submode.
Command History Release Modification
2.0(x) This command was introduced.
3.0(1) Added the hostname keyword.
Usage Guidelines To use this command, the IKE protocol must be enabled using the crypto ike enable command.

~

Note  The key command supports only the IPv4 format for IP address.

Examples The following example shows how to configure the key.

switch# config terminal
switch(config)# crypto ike domain ipsec
switch(config-ike-ipsec)# key ctct address 10.10.100.231

The following example shows how to delete the configured key.

switch(config-ike-ipsec)# no key ctct address 10.10.100.231

The following example shows how to set the preshared key for the specified peer.

switch(config-ike-ipsec)# key sample hostname nodel

The following example shows how to delete the preshared key for the specified peer.

switch(config-ike-ipsec)# no key sample hostname nodel

Cisco MDS 9000 Family Command Reference
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Related Commands = Command Description
crypto ike domain ipsec Enters IKE configuration mode.
crypto ike enable Enables the IKE protocol.

show crypto ike domain ipsec  Displays IKE information for the IPsec domain.

Cisco MDS 9000 Family Command Reference
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key-ontape

To configure keys on the tape mode and store the encrypted security keys on the backup tapes, use the
key-ontape command. To disable this feature, use the no form of the command.

key-ontape

no key-ontape

Syntax Description  This command has no arguments or keywords.

Defaults Disabled.
Command Modes Cisco SME cluster configuration submode.
Command History Release Modification
3.2(2) This command was introduced.
Usage Guidelines This command allows the encrypted security keys to be stored on the backup tapes.

~

Note  This feature is supported only for unique keys.

Before using this command, automatic volume grouping should be disabled by using the auto-volgrp
command.

Examples The following example enables the key-ontape feature:

switch# config terminal
switch(config)# sme cluster clusternamel
switch(config-sme-cl)# key-ontape

The following example disables the key-ontape feature:

switch# config terminal
switch(config)# sme cluster clusternamel
switch(config-smeO-cl)# no key-ontape

Cisco MDS 9000 Family Command Reference
[ 0L-16610-01, Cisco MDS SAN-0S Release 3.x .m



Chapter13 K Commands |

| key-ontape

Send documentation comments to mdsfeedback-doc@cisco.com

Related Commands = Command Description
no shared-key Specifies unique key mode.
no auto-volgrp Disables automatic volume grouping.
show sme cluster key Displays information about cluster key database.
show sme cluster tape Displays information about tapes.

Cisco MDS 9000 Family Command Reference
m. 0L-16610-01, Cisco MDS SAN-0S Release 3.x |



	K Commands
	keepalive
	kernel core
	key
	key-ontape



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


